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Abstract

Current out-of-distribution (OOD) detection bench-
marks are commonly built by defining one dataset as in-
distribution (ID) and all others as OOD. However, these
benchmarks unfortunately introduce some unwanted and
impractical goals, e.g., to perfectly distinguish CIFAR dogs
from ImageNet dogs, even though they have the same se-
mantics and negligible covariate shifts. These unreal-
istic goals will result in an extremely narrow range of
model capabilities, greatly limiting their use in real appli-
cations. To overcome these drawbacks, we re-design the
benchmarks and propose the semantically coherent out-of-
distribution detection (SC-O0D). On the SC-OOD bench-
marks, existing methods suffer from large performance
degradation, suggesting that they are extremely sensitive
to low-level discrepancy between data sources while ig-
noring their inherent semantics. To develop an effective
SC-00D detection approach, we leverage an external un-
labeled set and design a concise framework featured by
unsupervised dual grouping (UDG) for the joint model-
ing of ID and OOD data. The proposed UDG can not
only enrich the semantic knowledge of the model by ex-
ploiting unlabeled data in an unsupervised manner, but
also distinguish ID/OOD samples to enhance ID classifi-
cation and OOD detection tasks simultaneously. Exten-
sive experiments demonstrate that our approach achieves
the state-of-the-art performance on SC-OOD benchmarks.
Code and benchmarks are provided on our project page:
https://jingkang50.github.io/projects/scood.

1. Introduction

Although dominated on visual recognition [1, 2], deep
learning models are still notorious for the following two
drawbacks: 1) their performance endures a significant drop
when test data distribution has a large covariate shift from
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Figure 1: Dataset-dependent OOD (DD-OOD) vs. Se-
mantically Coherent OOD (SC-OOD). We notice that a
certain number of DD-OOD samples have the same seman-
tics as ID, with negligible covariate shifts. Here, we redirect
these samples back to ID in the SC-OOD setting.

training [3]; 2) they tend to recklessly classify a test image
into a certain training class, even though it has a semantic
shift from training, that is, it may not belong to any training
class [4]. Those defects seriously reduce the model trust-
worthiness and hinder their deployment in real, especially
high-risk applications [5, 6]. To solve the problem, out-of-
distribution (OOD) detection aims to distinguish and reject
test samples with either covariate shifts or semantic shifts
or both, so as to prevent models trained on in-distribution
(ID) data from producing unreliable predictions [4].
Existing OOD detection methods mostly focus on cal-
ibrating the distribution of the softmax layer [4] through
temperature scaling [7], generative models [8, 9], or en-
semble methods [ ]. Other solutions collect enor-
mous OOD samples to learn the ID/OOD discrepancy dur-
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Table 1: Performance of ODIN [7], MCD [14], and
Energy-Based OOD (EBO) [15] on DD-OOD/SC-O0OD
settings. Previous methods achieve nearly perfect results
on DD-OOD but suffer a drastic drop on SC-OOD. !

Method | FPR95 | [| AUROC? || AUPR 7

| DD | SC || DD | SC || DD | SC

ODIN (ICLR18) |0.46|55.0 | 99.8 | 88.8 | 99.8 |84.2
EBO (NeurIPS20) | 1.56 | 50.6 {| 99.5|90.4 || 99.4 | 85.4
MCD (ICCV19) |0.01{68.6(99.9|88.9]99.982.1

ing training [12, 13, 14]. Appealing experimental results
are achieved by existing methods. For example, MCD [14]
reports near-perfect scores across the classic benchmarks.
The OOD detection problem seems completely solved.

However, by scrutinizing the common-used OOD detec-
tion benchmarks [4, 7, 13], we discover some irrational-
ity on OOD splitting. Under the assumption that differ-
ent datasets represent different data distributions, current
benchmarks are commonly built by defining one dataset as
ID and all others as OOD. Figure 1-a shows one popular
benchmark that uses the entire CIFAR-10 test data as ID
and the entire Tiny-ImageNet test data as OOD. However,
we observed that around 15% Tiny-ImageNet test samples
actually shares the same semantics with CIFAR-10’s ID cat-
egories (ref. Section 4). For example, Tiny-ImageNet con-
tains six dog-breeds (e.g. golden retriever, Chihuahua) that
match CIFAR-10’s class of dog, while their covariate shifts
are negligible. In this case, the perfect performance on
the above dataset-dependent OOD (DD-OOD) benchmarks
may indicate that models are attempting to overfit the low-
level discrepancy on the negligible covariate shifts between
data sources while ignoring inherent semantics. This fails
to meet the requirement of realistic model deployment.

To overcome the drawbacks of the DD-OOD bench-
marks, in this work, we re-design semantically coher-
ent out-of-distribution detection (SC-OOD) benchmarks,
which re-organize ID/OOD set based on semantics and only
focus on real images where the covariate shift can be ig-
nored, as depicted in Figure 1-b. In this case, the ID set be-
comes semantically coherent and different from OOD. Ex-
isting methods suffer a large performance degradation on
revised SC-OOD benchmarks as shown in Table 1, indicat-
ing that the OOD detection problem is still unresolved. '

For an effective SC-OOD approach, we leverage an ex-
ternal unlabeled set like OE [13]. Different from OE []13]
whose unlabeled set is purely OOD, our unlabeled set is
contaminated by a portion of ID samples. We believe it is

Tn Table 1, both DD and SC-OOD benchmarks consider CIFAR-10 as
ID and Tiny-ImageNet as OOD. All methods are tested using their released
DenseNet models. AUPR corresponds to AUPR-Out in Section 4.

a more realistic setting, as a powerful image crawler can
easily prepare millions of unlabeled data but will inevitably
introduce ID samples that are expensive to be purified.

With a realistic unlabeled set for SC-OOD, we design an
elegant framework featured by unsupervised dual group-
ing (UDG) for the joint modeling of labeled and unlabeled
data. The proposed UDG enhances the semantic expres-
sion ability of the model by exploring unlabeled data with
an unsupervised deep clustering task, and the grouping in-
formation generated by the auxiliary task can also dynami-
cally separate the ID and OOD samples in the unlabeled set.
ID samples separated from the unlabeled set will join other
given ID samples for classifier training, and the rest will be
forced to produce a uniform posterior distribution like other
OE methods [13]. In this way, ID classification and OOD
detection performances are simultaneously improved.

To summarize, the contributions of our paper are: 1)
We highlight the problem of current OOD detection bench-
marks and re-design them to address semantic coherency in
out-of-distribution detection. 2) A concise framework us-
ing realistic unlabeled data is proposed, featuring the un-
supervised dual grouping which not only enriches the se-
mantic knowledge of the model in an unsupervised man-
ner, but also distinguishes ID/OOD samples to enhance ID
classification and OOD detection tasks simultaneously. 3)
Extensive experiments demonstrate our approach achieves
state-of-the-art performance on SC-OOD benchmarks.

2. Related Works

Out-of-Distribution Detection. OOD detection aims to
distinguish test images that come from different distribu-
tion comparing to training samples [4]. The simplest base-
line uses the maximum softmax probability (MSP) to iden-
tify OOD samples, which is based on the observation that
DNNss tend to produce lower prediction probability for mis-
classified and OOD inputs [4]. Follow-up work uses various
techniques to improve MSP. ODIN [7] applies temperature
scaling on the softmax layer to increase the separation be-
tween ID and OOD probabilities. Small perturbations are
also introduced into the input space for further improve-
ment. Some probabilistic methods attempt to model the
distribution of the training samples and use the likelihood,
or density, to identify OOD samples [8, 9, 16]. Besides,
ensemble methods can also be used to robustify the mod-
els [10, 11]. Recently, energy scores from the energy-based
model are found theoretically consistent with the probabil-
ity density and suitable for OOD detection [15]. All the
above methods only rely on ID samples for OOD detection.

Another group of methods for OOD detection utilizes a
set of external OOD data, based on which the discrepancy
between ID and OOD data is learned. The baseline work
for this branch is OE [13]. Based on the MSP baseline [4],
a large-scale selected OOD set is introduced as outlier expo-
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sure (OE) and an additional objective is included, expecting
DNNs to produce uniform softmax scores for extra sam-
ples. Afterwards, MCD [14] proposes a network with two
classifiers, which are forced to produce maximum entropy
discrepancy for extra OOD samples. Some works explore
the optimal strategies for external OOD data sampling [17].
However, we find two problems with the previous method
of using external OOD data: 1) in the realistic setting, a
purified OOD set is difficult to obtain, as ID samples are
inevitably introduced and expensive to filter out. 2) current
methods only regard OOD set holistically, neglecting the
abundant semantic information within the set. In this paper,
we take a realistic unlabeled set that is a natural ID/OOD
mixture, and hope to well explore the knowledge within it.
Deep Clustering. Deep clustering is an unsupervised learn-
ing method that trains DNNs using the cluster assignments
of the resulting features [18]. In this paper, we integrate it
into our main proposed unsupervised dual grouping (UDG),
aiming to not only learn visual representations through self-
supervised training on both labeled and unlabeled sets, but
also do cluster-wise OOD probability estimation to filter out
ID samples from the unlabeled set described in Section 3.4.

Besides clustering, other unsupervised methods can also
be implemented as auxiliary (pretext) tasks, i.e., patch or-
derings [19, 20], colorization [2 1], rotation prediction [22]
and contrastive learning [23, 24, 25]. Although we believe
that they can help discover latent knowledge in the unla-
beled set and enhance visual representation, their interac-
tive potential on the primary ID filtering task is relatively
limited compared with the clustering auxiliary task.

3. Our Approach

In this section, we introduce our proposed end-to-end
pipeline with unsupervised dual grouping (UDG) in detail.

3.1. Problem Statement

Suppose that we have training set D and testing set 7 .
Under closed-world assumption, both training and testing
data are from in-distribution Z, i.e., D = Dy C Z and
T = T C Z. The subscript L means that Dy, is fully la-
beled. Samples in 7 (77) only belong to known classes C?
that provided by labels in D (D). However, a more real-
istic setting suggests that 7 also contains unknown classes
CO that from out-of-distribution O, i.e., T is composed by
T! c Zand T C O. A model trained by D is required
to not only correctly classify samples from 77 into C’, but
also recognize OOD samples from 7. To this end, an un-
labeled set Dy is introduced to assist the training process,
leading to D = Dy U Dy. Ideally, unlabeled set should
be purely from out-of-distribution, i.e. Dyy C O. However,
in the real practice, Dy is a mixture of both D{] C 7 and
Dg C O with unknown separation. It is also mentioned that
Dg does not necessarily cover 7°. In summary, our goal is

to train an image classifier from training set D = Dy, U Dy,
so that the model has the capacity to reject 7, in addition
to classify samples from 7 correctly.

3.2. Framework Overview

To empower the classifier with OOD detection ability us-
ing both ID set Dy, and unlabeled set Dy, our pipeline de-
sign is initiated by a classic OE architecture [13] that trains
the network to classify ID samples correctly and forces
high-entropy predictions on unlabeled samples, which is en-
capsulated in the classifier branch to be introduced in Sec-
tion 3.3. Then, an unsupervised dual grouping (UDG) is
proposed to group Dy, and Dy altogether. Based on the
grouping, ID samples from Dy can be filtered out and redi-
rected to Dy, to enhance the performance of classification
branch, which is introduced in Section 3.4. With the group-
ing information produced by UDG, an auxiliary deep clus-
tering branch is attached, aiming to discover the valuable
but understudied knowledge in the unlabeled set. Finally,
the entire training and testing procedure is summarized in
Section 3.5. Figure 2 illustrates the proposed pipeline.

3.3. Main Task: Classification and Entropy Loss

We firstly focus on the ID classification ability of the
proposed model. A classifier is built, containing a backbone
encoder F with learnable parameter 05 and a classification
head F- with learnable parameter f-. A standard cross-
entropy loss is utilized to train the classifier using data-label
pairs in Dy, formulated by Equation 1.

b= % oz (pulolritete)) )
(wi,y:)€DL

Now, we use the unlabeled set to help the network gain
OOD detection capabilities, following the classic architec-
ture in outlier exposure [13]. Ideally, all samples from the
unlabeled set are OOD, i.e. Dy C O. In this case, since
they do not belong to any one of the known classes, the net-
work is forced to produce a uniform posterior distribution
over all known classes for unlabeled samples. Therefore,
an entropy loss is introduced in Equation 2 to flatten the
model prediction on unlabeled samples [13].

1 1
=i o 3w (nlvlont.60) @

z;, €Dy ceCy

However, in real practice, Dy might be mixed with ID
samples, leading to the assumption of Dy C O inaccurate.
The problem awaits solving by the proposed unsupervised
dual grouping in Section 3.4.

3.4. Unsupervised Dual Grouping (UDG)

In this section, we first introduce the basic operation of
UDG and then focus on how UDG solves the mentioned
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Figure 2: The proposed framework of OOD detection with unsupervised dual grouping (UDG). The CNN model has
one encoder £ and two fully-connected heads Fo and F'4. F is a classification head, which enables the model to correctly
predict ID samples with classification loss £L, and to force flatten predictions on unlabeled samples using entropy loss
Eg. F4 is an auxiliary head for deep clustering. During the UDG process, the operation of in-distribution filtering (IDF)
considers unlabeled samples that fall into ID groups as ID samples for later loss calculation. The group index is then used for

the auxiliary deep clustering task.

problem on entropy loss LY, when the ID samples are mixed
in Dy . Ideally, samples in Dy, should be removed from Dy
and return to Dy, with their corresponding labels, only leav-
ing DY for entropy loss minimization. Fortunately, UDG
has the ability to complete the task with In-Distribution Fil-
tering (IDF) operation. Besides, the grouping information
provided by UDG can be used by an auxiliary branch of
deep clustering to explore the knowledge in the unlabeled
data and in turn boost the semantic capability of the model.
Basic Operation. We divide the entire training set D into
K groups for every epoch. At the ¢-th epoch, the encoder E
(denoted as E*)) extracts the feature of every training sam-
ple to form a feature set F(*) for the following grouping
process. Any clustering methods can be implemented for
grouping, while in this work, we use the classic k-means
algorithm [26] as in Equation 3, where G*) restores group
index of every sample and gl(t) € G® denotes the group
index of sample x; at epoch t.

G kmeans(]—"(t)), where F(*) = {E(t) (z)|z € D}
3)
Since then, every sample should belong to one of the K
groups. Formally, all samples that belong to k-th group at
the ¢-th epoch form the set Dy, in Equation 4.
DY = {wilo” =k, (z:,9") € (0,6V)} @)

)

In-Distribution Filtering (IDF) with UDG. In this part,
we introduce how we filter out ID samples on the scope

of groups. Empirically, for a group that is dominated by a
labeled class, the unlabeled data in the group is more likely
to belong to the corresponding category. With the rule that
the ID property of the sample can be estimated based on
the group they belong to, the operation of In-Distribution
Filtering (IDF) is proposed to filter out ID samples from
the unlabeled set. For group k, we define its group purity
7,(;)6 to show the proportion of samples belonging to class ¢
at epoch t as Equation 5, where [Dy]. denotes all labeled
samples within class c.

DY N IDL.
Dy |

With group purity "y,(:l prepared, IDF operator returns
all unlabeled samples in a group with group purity over a
threshold 7 back to labeled set with their labels identical
to the group majority, forming an updated labeled set D(Lt)
according to Equation 6.

DY =Dy U{ale € DY, ) > 7} 6)

Notice that from the second epoch, Dy, in Equation 5 will
be replaced with ng)’ but Dy, in Equation 6 remains un-
changed to enable an error correction mechanism.

Complementary to the labeled set which is updated into

D(Lt), unlabeled set is also updated as D[(}). Using the up-
dated sets, both the classification loss and entropy loss are
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modified as Equation 7 and Equation 8.

1
L5 = —— > 108 (py vl 0,00))
PLl (@i yi) €D

)

(£2]® =

Z Z log (pc y|Iz,9E,90)>

(f) ceCr
®)

Auxiliary Task for UDG. The motivation for designing the
auxiliary branch is to fully leverage the knowledge con-
tained in the unlabeled set, expecting that the learned se-
mantics can further benefit the model performance, espe-
cially on ID classification. It is expected that the learned
semantics can further benefit the model performance, es-
pecially on ID classification. Fortunately, the groups that
UDG provides are perfectly compatible with a deep cluster-
ing process [ 18], which is used as the unsupervised auxil-
iary task for knowledge exploration.

The intuition of deep clustering is that samples that lie
in the same group are supposed to be in the same category.
As the group index for every sample is provided in G*) by
Equation 3, a fully-connected auxiliary head with learnable
parameter 6 4 is trained to classify the sample into its corre-
sponding group with auxiliary loss £ 4 in Equation 9.

D(t)| |CI

w_ 1
L= X

(zi,9:)€(D,GM)

log (py, (ylzi, 05, 04) ) (©)

3.5. Training and Testing Process

Finally, with the modified classification loss [£5]®)

modified entropy loss [£2](®) and auxiliary loss £Y the
final loss £ can be calculated by Equation 10 with hyper-
parameter Ay and A 4. An end-to-end training process is
performed to optimize encoder E with parameter g, clas-
sification head F with parameter f¢c and auxiliary head
F4 with parameter 6 4 simultaneously.

£0 = [£L)O + 2y - (220 + a4 LY (10)

During testing, only classification head F- along with
backbone encoder FE is utilized. The model will only make
an in-distribution prediction if the value of maximum pre-
diction passes a pre-defined threshold 6. Otherwise, the
sample would be considered as out-of-distribution one. The
testing process is formalized by Equation 11.

N.A.,
pred =
argmaxe. pC(y|x27 0E7 00)7

if max p(y|z;, 0g,0c) <,
otherwise.

an

Table 2: Tiny-ImageNet classes that are semantically co-
herent with exemplar CIFAR-10 classes. All images in
these classes are labeled as ID for SC-OOD benchmarking.

CIFAR-10 ‘ Tiny-ImageNet Classes

n02802426 Tabby, Tabby Cat

cat n02977058 Egyptian Cat
n04146614 Persian Cat
n02823428 Golden Retriever
n03388043 Chihuahua

dog n02056570  Yorkshire Terrier
n03891332  Labrador Tetriever
n03042490  German Shepherd
n03930313 Standard Poodle

* dumbbell

banana bow tie spoon bucket
Figure 3: Exemplar ID images hidden in irrelevant cate-
gories are also filtered for SC-OOD CIFAR-10 bench-
mark. Although the class-wise filtering by Table 2 can
identify a large portion of ID samples, some multi-label im-
ages that contains ID semantics requires manually filtering.

4. SC-O0D Benchmarks

In this section, we introduce two benchmarks to reflect
semantically coherent OOD detection. Two benchmarks
consider two famous datasets of CIFAR-10/100 [27] as in-
distribution, respectively. Five other datasets including Tex-
ture [28], SVHN [29], Tiny-ImageNet [30], LSUN [31], and
Places365 [32] are prepared as OOD datasets. We re-split
TT and 7© according to the semantics of samples for SC-
OOD benchmarks. There are two steps for re-splitting: 1)
we first pick out the ID classes from the OOD datasets and
mark all the images within the selected classes as ID sam-
ples. Table 2 shows exemplar Tiny-ImageNet ID classes
corresponding to two CIFAR-10 classes. 2) we then con-
duct fine-grained filtering since many images from irrele-
vant OOD categories also contain ID semantics. Figure 3
shows exemplar Tiny-ImageNet ID images that are hidden
by irrelevant labels. Eventually, we obtain CIFAR-10/100
SC-OOD benchmarks with detailed descriptions as follows.

4.1. Benchmark for CIFAR-10

CIFAR-10 is a natural object image dataset with 50,000
training samples and 10,000 testing samples from 10 ob-
ject classes. Selected datasets for 7 include 1) CIFAR-10
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test set with all 10,000 images as T, 2) Entire Texture set
with 5,640 images of textural images, all as 7°; 3) SVHN
test set with 26,032 images of real-world street numbers, all
as 79; 4) CIFAR-100 test set with 10,000 object images
that disjoint from CIFAR-10 classes, therefore all as TO!
5) Tiny-ImageNet test set containing 10,000 images from
200 objects, with 1,207 images as 7 and 8,793 images as
T©: 6) LSUN test set containing 10,000 images for scene
recognition, with 2 images as 77/ and 9,998 images as 79;
7) Places365 test set containing 36,500 scene images, with
1,305 images as 7! and 35,195 images as 7©.

4.2. Benchmark for CIFAR-100

CIFAR-100 is a dataset of 100 fine-grained classes with
50,000 training samples and 10,000 testing samples. The
classes between CIFAR-10 and CIFAR-100 are disjoint. Se-
lected datasets for 7 include 1) CIFAR-100 test set with
all 10,000 images as T7T. 2) Entire Texture set with 5,640
images of textural images, all as T©: 3) SVHN test set
with 26,032 images of real-world street numbers, all as 7;
4) CIFAR-10 test set with 10,000 object images that dis-
joint from CIFAR-100 classes, therefore all as 7; 5) Tiny-
ImageNet test set with 2,502 images as T7T and 7,498 im-
ages as 77; 6) LSUN test set with 2,429 images as 7' and
7,571 images as T©:7) Places365 with 2,727 images as 7!
and 33,773 images as 7©.

4.3. Evaluation Metrics

We use four kinds of metrics to evaluate the performance
on both ID classification and OOD detection.

FPROIS is short for the false positive rate (FPR) at 95%
true positive rate (TPR). It measures the portion of falsely
recognized OOD when the most of ID samples are recalled.

AUROC computes the area under the receiver operating
characteristic curve, evaluating the OOD detection perfor-
mance. Samples from 77 are considered positive.

AUPR measures the area under the precision-recall
curve. Depending on the selection of positiveness, AUPR
contains AUPR-In, which regards 7 as positive, as well as
AUPR-Out, where 7© is considered as positive. In Table 1
and Table 3, we use AUPR to represent the value of AUPR-
Out due to its complementary polarities with AUROC.

CCR@FPRn shows Correct Classification Rate (CCR)
at the point when FPR reaches a value n. The metric eval-
uates ID classification and OOD detection simultaneously
and is formalized by Equation 3 in [12].

Among all the mentioned metrics, only FPR95 is ex-
pected to have a lower value on a better model. Higher
values on any other metrics indicate better performance.

5. Experiments

In this section, after describing the implementation de-
tails, the effect of each component is analyzed in the ab-

lation study. Then we compare our method with previous
state-of-the-art methods. Finally, a more in-depth explo-
ration of our method is discussed.

Experimental Settings. Two experimental sets are per-
formed with Dy, of CIFAR-10 and CIFAR-100 [27], re-
spectively. Both of the training set contains 50,000 images.
Tiny-ImageNet [30] training set is used as Dy in both ex-
periments. Testing is conducted according to Section 4. The
main paper only reports the average metric values on all 6
datasets in each benchmark. All ablation and analytical ex-
periments are performed on the CIFAR-10 benchmark.
Implementation Details. All experiments are performed
with a standard ResNet-18 [33], trained by an SGD opti-
mizer with a weight decay of 0.0005 and a momentum of
0.9. Two data-loaders are prepared with batch size of 128
for Dy, and 256 for Dy. A cosine learning rate scheduler is
used with an initial learning rate of 0.1, taking totally 100
epochs. For hyperparameters of UDG, we set A\yy = 0.5
and A4 = 0.1 for all experiments. Group number K for
CIFAR-10/100 is 1000/2000 with IDF threshold 7 = 0.8.

5.1. Ablation Study

In this section, we will analyze the effect of every major
component, including classification task £Z, OE loss LY,
auxiliary deep clustering task £ 4, and in-distribution filter-
ing (IDF) operator F' by Table 3. In summary, OE loss Ezé’
and IDF operator are shown most effective for OOD de-
tection, while the auxiliary deep clustering task can further
improve the performance. Notably, we also report the ba-
sic classification accuracy on CIFAR-10 test set, denoted as
ACC. Detailed explanation is conveyed as follows.
Effectiveness of Unlabeled Data. Table 3 is divided into
two major blocks according to the usage of unlabeled Tiny-
ImageNet. In this part, we discuss the differences brought
by the introduction of unlabeled data. Exp#2 operates the
standard classification where only £ is used, and Exp#6
is the standard OE method [13] using an additional [,8. The
result shows that the OOD detection ability is enhanced by
a large margin, as FPR95 gets a significant 7.74% improve-
ment. Figure 4-a compares the histogram of maximum pre-
diction scores between Exp#2 and #6. The overconfident
property is largely reduced in favor of unlabeled samples,
and the ID/OOD discrepancy is also enlarged. However, it
is also worth noting that the ID classification accuracy is
reduced from 94.94% to 91.87%. Since we use a realistic
unlabeled set mixing both ID and OOD for OE loss, the un-
labeled ID data will wrongly contribute to L? and therefore
harm the classification performance.

Analysis of Unsupervised Dual Grouping. The contribu-
tion of UDG is twofold: 1) enabling the IDF operation; 2)
creating an auxiliary loss £ 4. In this part, we especially fo-
cus on the analysis of £ 4. Exp#1 operates a standard deep
clustering on CIFAR-10 (K = 50). The fully-connected
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Figure 4: Comparison and analysis to demonstrate the effectiveness of each module in our framework. (a) shows the
discrepancy between the maximum prediction scores of ID (blue) and OOD (green) samples in three experiments of Table 3
statistically. (b) shows the the proposed method can obtain a stably good result with a large number of pre-defined clusters.
(c) shows the in-distribution filtering (IDF) strategy we use, i.e. UDG, is significantly better than the alternatives.

layer is finetuned on training set at the end of the training.
A distressing result is obtained on all metrics. Even worse
is Exp#4, which shows that expanding the training set
with unlabeled data dominated by OOD further destroys the
OOD detection ability of fully unsupervised methods. Pos-
sible explanation is that without the knowing the ID/OOD,
deep clustering may easily group ID/OOD samples into one
cluster, thus giving up the OOD detection capability. There-
fore, although Exp#2 and #3 show that on the standard CI-
FAR training set, the auxiliary £ 4 can benefit all metrics,
the comparison between Exp#3 and Exp#5 unfortunately
shows that once an OOD-mixed unlabeled data involved, a
simple combination of classification task and unsupervised
deep clustering task will damage the OOD detection abil-
ity. Fortunately, after introducing the OOD discrepancy loss
L8, the comparison between Exp#6 and Exp#7 shows that
the disadvantage of £, can be largely reduced, rekindling
our hope of regaining the value of £ 4.

Effectiveness of In-Distribution Filtering. The contribu-
tion of IDF is in twofold: 1) improving ID classification by
collecting ID samples from the unlabeled set for better Eé,
and 2) purify from unlabeled ID/OOD mixture into a clean
OOD set for better [,g. The comparison between Exp#6
and #8 (UDG but A4 = 0) illustrates that IDF completes
the above goals with a significant 10.4% benefit on FPR95
and an improvement on classification accuracy. By using a
cleaner ID and OOD sets, the auxiliary £ 4 finally becomes
beneficial in the completed version of Exp#9.

5.2. Benchmarking Results

Table 4 compares our proposed approach with previous
state-of-the-art OOD detection methods. Here we only re-
port the average metric values on all 6 OOD datasets for
each benchmark due to limited space. Full results are shown
in Appendix. Results show that our proposed UDG achieves
better results on both SC-OOD benchmarks.

Table 3: Ablation study on SC-OOD CIFAR-10 bench-
mark to show the effectiveness of every component in the
proposed framework. F' represents for the IDF operator.
For simplicity, we refer to each experiment based on its in-

dex (e.g. Exp#2 for the experiment with £Z only).

D Components ‘FPR95 AUROCAUPR ACC
& 1: L 89.53 65.80 65.46 64.88
m= 2: £F 5827 89.25 87.72 94.94
O3:LE+La 55.62 90.72 88.33 95.02
L 4 La 91.15 64.00 63.47 59.02
S 50 LE+ La 62.75 88.21 86.45 94.68
& 6: L+ LY 50.53 88.93 87.83 91.87
£7: L2+ 094 L4 5141 90.53 88.17 90.70
O8: LE+LY+F 40.93 92.23 91.92 92.34

9: L+ LY +F+ L4 3622 9378 92.61 92.94

ODIN [7] and Energy-based OOD detector (EBQO) [15]
are two representative post-processing OOD methods. We
report their best results after hyperparameter searching.
Their performances are usually inferior to OE method.
Qutlier Exposure (OE) [13] corresponds to Exp#6 in Sec-
tion 3. The results show that using OOD in training with this
mechanism can gain an advantage beyond other baselines.
Maximum Classifier Discrepancy (MCD) enlarges the
entropy discrepancy between two branches to detect
OODs [14]. However, we find it significantly overfits the
training OOD samples while is difficult to generalize to
other OOD domains, leading to disappointing results.
UDG achieves state-of-the-art results on all metrics of OOD
detection. In particular, FPR @95 is significantly reduced on
both benchmarks. The full table in the appendix shows that
UDG can not only have an advantage on revised SC-OOD
datasets such as CIFAR-Places365, but also benefits classic
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Table 4: Comparison between previous state-of-the-art methods and ours on the SC-OOD CIFAR-10/100 benchmarks.

All experiments use ResNet-18 [

] for fair comparison. ODIN [7] and EBO [

] do not require external data, and OE [13],

MCD [14], and our UDG use Tiny-ImageNet as unlabeled data. UDG obtains consistently better results on almost all metrics.

Dr (Dy) Method ‘ FPR95 | AUROC T AUPR(In/Out) 1 ‘ CCROFPR T

| 107* 1073 1072 107!

ODIN [7] 52.00 82.00 73.13/85.12 036 129 692 39.37

CIFAR-10 EBO [15] 50.03 83.83 77.15/785.11 049 193 9.12 4648

(Tiny-TmageNet) OE [13] 50.53 88.93 87.55/87.83 1341 2025 3391 68.20

Y & MCD [14] 73.02 83.89 83.39/80.53 5.41 123 28.02 62.02

UDG (ours) \ 36.22 93.78 93.61/92.61 13.87 3448 59.97 82.14

ODIN [7] 81.89 77.98 78.54/72.56 1.84 565 17.77 46.73

CIFAR-100 EBO [15] 81.66 79.31 80.54/72.82 243 726 2141 49.39

(Tiny-ImageNet) OE [13] 80.06 78.46 80.22/71.83 274 837 2218 46.75

y-imag MCD [14] 85.14 74.82 75.93/69.14 | 1.06 460 1673 41.83

UDG (ours) \ 75.45 79.63 80.69 / 74.10 3.85 8.66 20.57 4447

OOD detection test dataset pairs such as CIFAR-Texture,
which does not have semantic conflicts.

5.3. Further Analysis

Influence of Cluster Numbers. Figure 4-b shows the in-
fluence of the pre-defined cluster number K. Generally, in-
creasing K helps converge to the optimal result. When K
is small, a larger group size will prevent any group from
completely belonging to one class, making it difficult for
IDF to filter out any ID samples. Also, large groups will
inevitably include both ID and OOD samples, leading the
deep clustering task to obscure the ID/OOD discrepancy.
Therefore, our proposed method requires a certain large
number of clusters. Fortunately, experiments show that the
results are insensitive to the number of clusters when it is
large (K > 500), reflecting the practicality of our method.

The Design Choice of IDF. Apart from the IDF pro-
posed in Section 3.4, there are two straightforward alter-
natives for ID sample filtering. One solution (denoted
as “THRESH?”) filters all unlabeled samples whose maxi-
mum softmax scores exceed a predefined threshold 7. An-
other solution (called “SORT”) sorts all unlabeled samples
based on their maximum softmax scores and selects the top
(1 — 7)% samples as new ID samples. We also denote
our proposed group-based IDF strategy as “UDG”, which
takes all unlabeled samples in a group with ID purity over
7 as ID samples. Figure 4-c shows the comparison between
them. Generally, our proposed UDG obtains the best perfor-
mance on FPR95 comparing to other IDF strategies. SORT
achieves the worst performance, since it directly includes
a certain number of unlabeled images as ID from the be-
ginning of the end-to-end training. The wrongly introduced

samples will join classification task so that the error could
accumulate, preventing the model from adopting the OOD
detection ability properly. Smaller 7 will let SORT include
more unlabeled images without the guarantee of the filter-
ing accuracy. THRESH has better performance due to its
better control of unlabeled samples inclusion. However, it
is still not comparable to UDG, which takes ID samples in a
more conservative manner by exploiting a grouping mech-
anism to reduce overconfidence characteristics of the deep
models. The results indicate that the group-based ID filter-
ing performs more stably than sample-based methods.

6. Conclusion

In this paper, we highlight a problem of current OOD
benchmarks which split ID/OOD according to the data
source rather than the semantic meaning, and therefore re-
design realistic and challenging SC-OOD benchmarks. An
elegant pipeline named UDG is proposed to achieve the
state-of-the-art result on SC-OOD benchmarks, with the us-
age of realistic unlabeled set. We hope that the more re-
alistic and challenging SC-OOD setting provides new re-
search opportunities for the OOD community and draw re-
searchers’ attention to the importance of data review.
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