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Abstract

Out-of-distribution (OOD) detection aims to identify test
examples that do not belong to the training distribution and
are thus unlikely to be predicted reliably. Despite a plethora
of existing works, most of them focused only on the scenario
where OOD examples come from semantic shift (e.g., unseen
categories), ignoring other possible causes (e.g., covariate
shift). In this paper, we present a novel, unifying framework
to study OOD detection in a broader scope. Instead of de-
tecting OOD examples from a particular cause, we propose
to detect examples that a deployed machine learning model
(e.g., an image classifier) is unable to predict correctly. That
is, whether a test example should be detected and rejected
or not is “model-specific”. We show that this framework
unifies the detection of OOD examples caused by semantic
shift and covariate shift, and closely addresses the concern
of applying a machine learning model to uncontrolled envi-
ronments. We provide an extensive analysis that involves a
variety of models (e.g., different architectures and training
strategies), sources of OOD examples, and OOD detection
approaches, and reveal several insights into improving and
understanding OOD detection in uncontrolled environments.

1. Introduction

Equipping a model with the capability to identify “what it
does not know” is critical for reliable machine learning. Take
image classification as an example. While state-of-the-art
neural network models [1 1, 6, 17, 24] could perform fairly
well on “in-distribution (ID)” data that belong to the training
distribution, their accuracy often degrades drastically when
facing data with covariate shift (e.g., different image domains
or styles) [46] or semantic shift (e.g., novel categories) [22].
It is thus crucial to detect data on which the models cannot
perform well and reject them from being classified.

Out-of-distribution (OOD) detection [13], which aims to
identify test examples drawn from a distribution different
from the training distribution, is a promising paradigm to-
ward such a goal. OOD detection has attracted significant
attention lately, with a plethora of methods being developed
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Figure 1: Model-Specific Out-of-Distribution (MS-OOD) De-
tection, using ImageNet [34, 4] as an example. The blue, purple,
and yellow regions denote in-distribution (ID), covariate shift (C-
OOD), and semantic shift (S-OOD) data, respectively, each with its
datasets and representative images. Given an ImageNet classifier,
the shaded red region denotes the correctly classified images (called
the acceptance region). A robust classifier would have its accep-
tance region cover the ID and C-OOD data as much as possible.
Using this framework, we can separate test data into model-specific
acceptance (MS-A) and rejection (MS-R) cases, corresponding to
the shaded red region and its complement. The goal of MS-OOD
DETECTION is to detect the MS-R cases (i.e., examples misclassi-
fied by the classifier).
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[50, 35]. However, most of them focus solely on detecting
examples with semantic shift, which arguably limits their
applicability in uncontrolled environments where other kinds
of OOD examples (e.g., with covariate shift) may appear.

In this paper, we thus attempt to expand the scope of OOD
detection to further include covariate shift. At first glance,
one may treat OOD examples with covariate shift (denoted
as C-O0D) the same as OOD examples with semantic shift
(denoted as S-OOD) — i.e., to detect and reject as many of
them as possible. However, unlike S-OOD examples, which
the deployed classifier can never classify correctly, C-OOD
examples have a chance to be correctly classified, as their
label space is covered by the classifier. For instance, if the co-
variate shift is small (e.g., ImageNet [34] as ID; ImageNetV2
as C-O0D [32]), many of the C-OOD examples will likely
be correctly classified. Even if the covariate shift is more
pronounced (e.g., ImageNet-Sketch [42]), a robust classifier
(e.g., with the CLIP-pre-trained backbone [30]) is likely to
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still classify a decent amount of C-OOD examples correctly.
Blindly rejecting these correctly classified C-OOD examples
would adversely reduce the efficacy of the classifier.

Taking this insight into account, we propose a novel, uni-
fying framework — MS-OOD DETECTION — to study
OOD detection from a “Model-Specific” perspective. In MS-
OOD DETECTION, whether an example should be detected
and rejected from being classified (denoted by a ground-truth
label —1) depends on whether the deployed classifier would
misclassify it. With this definition, every test example can
be deterministically assigned a ground-truth label based on
the deployed classifier: +1 for correctly classified examples,
which should not be rejected; —1 for misclassified examples,
which should be rejected. This enables us to study different
causes of OOD examples in a unifying way. It is worth not-
ing that while C-OOD examples could be assigned different
ground-truth labels, all the S-OOD examples are assigned
ground-truth labels —1. In other words, similar to conven-
tional OOD detection, all the S-OOD examples should be
detected and rejected in MS-OOD DETECTION.

Nevertheless, unlike conventional OOD detection, which
aims to accept all the ID examples drawn from the training
distribution, MS-OOD DETECTION, according to how it
assigns ground-truth labels, aims to detect and reject mis-
classified ID examples as well. That is, what MS-OOD
DETECTION aims to accept are correctly classified ID and
C-OO0D examples; what MS-OOD DETECTION aims to
reject are misclassified ID and C-OOD examples, and all the
S-OO0D examples (which are always misclassified). Such a
definition seamlessly unifies and generalizes the two related
problems studied in the seminal work by Hendrycks and
Gimpel [13] — detecting misclassified and OOD examples
— and could better reflect real-world application scenarios.
For instance, for end-users who seek to reliably apply the
machine learning model in uncontrolled environments, mis-
classification reveals the limitation of the model or the in-
herent difficulty of the examples (e.g., hard or ambiguous
examples), implying the need for end-user intervention.

We conduct an extensive empirical study of MS-OOD
DETECTION. We consider three dimensions: 1) sources of
OOD examples, which include both semantic and covariate
shift; 2) deployed classifiers, which include different neural
network architectures and training strategies; 3) OOD de-
tection methods, which include representative approaches
such as Maximum Softmax Probabilities (MSP) [13], Energy
Score [23], Maximum Logit Score (MLS) [4 1], Virtual-logit
Matching (ViM) [43], and GradNorm [18]. New datasets,
classifiers, and OOD methods can easily be incorporated to
broaden the scope. This experimental framework not only
offers a platform to unify the community but also provides
a “manual” to end-users for selecting the appropriate OOD
methods in their respective use cases.

Along with this study are 1) a list of novel insights into

OOD detection and 2) a unifying re-validation of several ex-
isting but seemingly isolated insights found in different con-
texts. For instance, we find that the best detection methods
for S-OOD, misclassified C-OOD, and misclassified ID data
are not consistent; their effectiveness could be influenced by
the paired model, hence “model-specific”. Specifically for
C-00D examples, we find that the more robust the classifier
is (i.e., having a higher accuracy in classifying C-OOD ex-
amples), the easier the misclassified C-OOD examples can
be detected. For S-OOD examples, while in general, we
see the same trend as in [4 1] — the stronger the classifier is
(i.e., having a higher accuracy in classifying ID examples),
the easier the S-OOD examples can be detected — there are
exceptions when we apply particular detection methods and
classifiers. This suggests the need for a more thorough study.
For misclassified ID examples, we find that they normally
have lower scores (e.g., softmax probabilities) than correctly
classified ID examples. In other words, one could set a
higher threshold to reject more S-OOD examples without
sacrificing the true positive rate of accepting ID examples
that are correctly classified. Last but not least, we find that
the baseline OOD detection method MSP [13] performs fa-
vorably in detecting misclassified ID and C-OOD examples,
often outperforming other more advanced methods.

Contributions. Our contributions are two-folded:

* We propose a novel framework, MS-OOD DETECTION,
which enables us to study different OOD examples (e.g.,
covariate shift and semantic shift) in a unifying way.

* We conduct an extensive study of MS-OOD DETECTION,
which reveals novel insights into OOD detection and uni-
fies existing insights gained from different contexts.

2. Related Works

Out-of-distribution (OOD) detection settings. OOD detec-
tion is highly related to anomaly detection, novelty detection,
open-set recognition, and outlier detection [50]. The main
differences lie in 1) the scope of OOD examples; 2) whether
one has to perform multi-class classification on ID exam-
ples. Specifically, novelty detection and open-set recognition
mainly consider OOD examples with semantic shift.

In conventional OOD detection, the focus is on detecting
0OOD examples with semantic shift (i.e., S-OOD), assuming
the absence of covariate shift (i.e., C-OOD) [50, 35]. Please
see Figure 2 (a) for an illustration. Very few works include
examples with covariate shift in their studies; most of them
treat these examples as ID, aiming to classify them robustly
instead of detecting them as OOD [49, 27, 51] (see Figure 2
(b), the “SEM framework™ [51]). Some exceptions are [16,

, 441, which aim to detect all examples with covariate shift
as OOD (see Figure 2 (¢), “G-ODIN framework” [16]).

In anomaly detection and outlier detection, the focus is
on differentiating ID and OOD examples without the need to
classify ID examples (i.e., they treat ID examples as a single
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Figure 2: Comparison of OOD detection frameworks. The blue, purple, and yellow regions denote in-distribution (ID), covariate shift
(C-O0D), and semantic shift (S-OOD) test data, respectively. The red boundary separates the test data into acceptance (A) and rejection
(R) cases; the goal of OOD detection is to detect the R examples while accepting the A examples. Based on the test data involved and how

they are separated, OOD detection frameworks can be categorized into (a) conventional OOD detection; (b) SEM [

SCOD [

I: (¢) G-ODIN [16]; (d)

]; () our MS-OOD DETECTION. It is worth noting that the red boundaries in (d) and (e) depend on the deployed multi-class

classifiers trained for the ID classes — the boundaries separate data that are correctly and wrongly classified by the classifier.

class). Several works also consider examples with covariate
shift [50]. Similar to the G-ODIN framework, these works
aim to detect all examples with covariate shift as OOD.

We argue that whether an example with covariate shift
should be detected or not depends on whether the deployed
classifier would misclassify it or not. By taking a model-
specific perspective, our MS-OOD DETECTION resolves
the dilemma between OOD detection [50] and OOD general-
ization [36]: a robust model should generalizes to examples
with covariate shift; a weak model should reject them.
OOD generalization. Covariate shift is commonly studied
in model generalization and robustness [45, 36]. Instead of
rejecting examples with covariate shift, the community aims
to improve the robustness of a neural network model so that
the model could classify them correctly. However, given the
notable accuracy gap between classifying ID examples and
covariate-shift examples [38], we argue that it is desirable to
also consider covariate shift in OOD detection.

Selective classification. Equipping a model with the option
to reject has also been studied in selective classification
[9]. Different from OOD detection, selective classification
focuses on rejecting uncertain “ID” examples. Recently,
[47] proposed to integrate selective classification with OOD
detection (SCOD), aiming to detect both misclassified ID
and semantic shift data (see Figure 2 (d)). In this context,
our work can be seen as a generalized version, further taking
covariate shifts into account (see Figure 2 (e)). Compared
to [47], we provide a more comprehensive study, further
emphasizing the role of models in evaluation.

OOD detection methods have roughly two categories: post-
hoc and training-based [35]. The difference is whether one
is allowed to specifically train the model (e.g., the classifier
for ID data) to detect OOD examples. While training-based
methods like outlier exposure [ 1 4] have shown a much higher
detection rate, they need access to ID training data and OOD
examples that one would encounter, making them prohibitive
for end-users and less effective in uncontrolled settings. We
therefore focus on post-hoc methods. The baseline is to use

the softmax output as confidence [13]. Other approaches
consider scaling the temperature and adding input perturba-
tions [22]; using logits [4 1], energy [23], or gradients [ 8] as
the score; combining intermediate features with logits [43].

3. Background

We study the problem of out-of-distribution (OOD) de-
tection in the context of multi-class classification. Given a
neural network classifier f that is trained on data sampled
from a training distribution P(X,Y € §), OOD detection
aims to construct a scoring function g(z, f) which gives
in-distribution (ID) data a higher score; OOD data, a lower
score. S here denotes the label space of the training data.

During test time, examples that produce g(x, f) > T are
accepted and forwarded for classification, while the rest are
either rejected or redirected for further investigation. Ideally,
one would like to reject a test example x if f(x) # y, where
y is the ground-truth class label.

In real-world applications, sources of OOD examples can
roughly be categorized into two groups: covariate shift and
semantic shift. Using P(X,Y") as in-distribution, these shifts
occur either solely on the marginal distribution P(X), or on
both the class distribution P(Y") and P(X), respectively. In
conventional experimental setups, semantic shift data consist
of novel-class examples that are outside the classifier’s label
space S; covariate shift data consist of examples from the
classifier’s label space S but from different domains.

4. Model-Specific Out-of-Distribution Detection

As introduced in section 1 and section 2, the focal point
of existing OOD detection has been on semantic shift alone,
assuming the absence of covariate shift during the test time.
Very few works consider data with covariate shift in their
studies, and there is a dilemma if one should detect those
examples as OOD [16, 39, 44] or accept them as ID [49, 27,

]. Figure 2 (a-c) illustrate these three frameworks.
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In this paper, we argue that such a dilemma is more fun-
damental than previously believed. In essence, one ultimate
goal of OOD detection is to detect test examples that the de-
ployed classifier is unable to classify correctly and preclude
them from being classified. To achieve such a goal, one must
detect as many semantic shift examples (denoted as S-OOD)
as possible, as they belong to novel classes and cannot be
correctly classified by the deployed classifier. Covariate shift
examples (denoted as C-OOD), in contrast, belong to the
seen classes on which the deployed classifier was trained.
Namely, some of the C-OOD examples are likely to be cor-
rectly classified; the amount of them depends on the degree
of covariate shift and the robustness of the classifier. Taking
this fact into account, we argue that the current dilemma in
how to handle C-OOD examples can actually be resolved
smoothly — detecting and rejecting the misclassified C-
OO0D examples while accepting the correctly classified ones.

4.1. Problem definition

In this subsection, we introduce MS-OOD DETECTION,
a novel framework that realizes the aforementioned goal and
unifies the detection of OOD examples from different causes.
Figure 1 gives an illustration.

We consider a test environment that may contain ID, S-
00D, or C-O0D examples. Given a deployed classifier that
was trained to classify the seen classes S in the ID data, we
separate the test examples into two cases:

* Model-specific acceptance (MS-A), which contains the
ID and C-OOD examples that are correctly classified by
the classifier, denoted by ID+ and C-OOD+-, respectively.
The red region in Figure 1 shows this case.

* Model-specific rejection (MS-R), which contains the ID
and C-OOD examples that are misclassified by the classi-
fier as well as all the S-OOD examples, denoted by ID—,
C-O0D—, and S-OOD, respectively. The complement of
the red region in Figure | shows this case.

The goal of MS-OOD DETECTION is to differentiate
MS-A examples from MS-R examples, accepting the former
while rejecting the latter.

Remark. Building upon MS-OOD DETECTION, we can

view the G-ODIN framework [16] and the SEM framework

[51] as special cases under two model-specific assumptions.

(Please see Figure 2 (c) and (b), respectively, for their illustra-

tions.) The G-ODIN framework aims to reject all the C-OOD

examples while accepting all the ID examples, equivalent to
assuming that the deployed classifier performs perfectly on
the ID data but cannot classify any C-OOD data correctly.

The SEM framework aims to accept all the ID and C-OOD

examples, equivalent to assuming that the deployed classi-

fier can classify all these examples correctly. In essence,
constructing such a classifier is the goal of model generaliza-
tion and robustness, which is to maximize the red region in

Figure 1 to cover all the ID and C-OOD examples.
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Figure 3: Evaluation metrics for our MS-OOD DETECTION.

and —: correctly classified (MS-A) and misclassified (MS-R)
examples by the deployed classifier f; X-axis: the g(x, f) score
for MS-OOD DETECTION; 7: the threshold at TPR(ID+)= 95%.
For MS-A examples (+) that should be accepted, i.e., g(z, ) > T,
the portion of them to the right of the threshold indicates the TPR.
For MS-R examples (—) that should be rejected, i.e., g(z, ) < 7,
such a portion indicates the FPR. For C-OOD examples, we further
depict the Precision and Recall calculated at the threshold.

4.2. Ground-truth label and detection mechanism

We provide a more formal definition using notations intro-
duced in section 3. Let f : X — S be the classifier, where
S is the model’s label space. Given a labeled test example
(z € X,y € SUU), where U denotes the novel-class space,
we assigns it a ground-truth MS-OOD DETECTION label z:

o z=+1for MS-A, if f(z) = y;
o z=—1for MS-R, if f(z) # y.
MS-OOD DETECTION then aims to construct a scoring
function g(z, f) to predict z:
o z=+1,if g(z, f) > 7;
e z=—1,ifg(z, f) <,
where 7 is the threshold (hyper-parameter) to be selected.

In this paper, instead of developing new scoring functions,
we conduct an extensive study using existing OOD detection
methods. More details are provided in section 5.

4.3. Evaluation metric

To evaluate MS-OOD DETECTION in detail, we sepa-
rately report the result on each ingredient of the MS-A (i.e.,
ID+, C-OOD+) and MS-R (i.e., ID—, C-OOD—, S-OOD)
cases. Specifically, for MS-A examples that should be ac-
cepted by the scoring function (i.e., g(x, f) > 7; 2 = +1),
we report the True Positive Rate (TPR): the probability that
examples with ground-truth labels z = +1 are predicted as
Z = +1. For MS-R examples that should be rejected by the
scoring function (i.e., g(z, f) < 7; £ = —1), we report the
False Positive Rate (FPR): the probability that examples
with ground-truth labels z = —1 are predicted as Z = +1.
We use (+) following these metrics to indicate the ingredi-
ent. For instance, TPR(ID+) is the TPR of ID+ examples;
FPR(S-OOD) is the FPR of S-OOD examples.
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As these metrics depend on the threshold 7, we follow ex-
isting works to use one of them as the reference. Throughout
the paper, we select 7 such that it leads to TPR(ID+)= 95%
unless stated otherwise. FPR(S-OOD)@TPR(ID+)=95
thus means the FPR(S-OOD) at such a 7 value.

We now list the metrics used in the main paper; Figure 3
gives an explanation. We include other metrics in the Suppl.
¢ FPR(S-OOD)@TPRID+)=95: FPR for accepting S-

OO0D data, at TPR= 95% for accepting ID+ data.

e FPR(ID—)@TPR(ID+)=95: FPR for accepting ID—
data, at TPR= 95% for accepting ID+ data. This is the
same metric used in [47] for selective classification.

¢ F{-Score(C-O0OD)@TPRD+)=95: F;-Score for iden-
tifying C-OOD+ data from C-OOD data, at TPR= 95%
for accepting ID+ data.

We report Fy-Score as it simultaneously quantifies how well
the C-OOD+ data are accepted and C-OOD— data are re-
jected. We calculate Precision (P) and Recall (R) for iden-
tifying C-OOD+ data from C-OOD data, using 7 that is
selected to obtain TPR(ID+)= 95%. The F;-Score is

2x Px R

P+ R M
Remark. FPR(S-OOD)@TPR(ID+)=95, the metric we
use to evaluate the detection of S-OOD examples, is very
much the same as the one used in conventional OOD detec-
tion. The only difference is the threshold 7: conventional
OOD detection aims to accept all the ID examples and uses
TPR(ID)=95 as the reference.

4.4. Comparison to SCOD [47]

Despite the superficial similarity to the SCOD framework
[47] shown in Figure 2 (d), our MS-OOD DETECTION
shown in Figure 2 (e) has several unique significance and
contributions. First, as described in section 1, MS-OOD DE-
TECTION seeks a unifying framework to study both S-OOD
and C-OOD examples, while SCOD combines selective clas-
sification with S-OOD detection. Second, we argue that the
inclusion of C-OOD data is by no means trivial. As dis-
cussed in [50], existing OOD works do not agree on how to
tackle C-OOD examples. Our “model-specific” perspective
seamlessly glues the two extremes in the current dilemma
(i.e., accepting or rejecting all C-OOD examples). Third, as
depicted in Figure 2, MS-OOD DETECTION covers all the
existing OOD detection frameworks. Some of them seem
irrelevant or contrasting to each other at first glance, and
MS-OOD DETECTION unifies them: each of them can be
viewed as a special case of MS-OOD DETECTION under a
certain assumption of the deployed model or the test envi-
ronment (see subsection 4.1). We consider this important as
it provides a platform to connect different frameworks.

5. Experimental Setup

Besides proposing MS-OOD DETECTION, the other key
contribution of the paper is a comprehensive empirical study
and benchmarking. Specifically, we investigate three dimen-
sions that could fundamentally influence the performance of
MS-OOD DETECTION: 1) sources of OOD examples, 2)
deployed classifiers, and 3) OOD detection methods.

5.1. Sources of ID/OOD examples

In-distribution (ID). We use the ImageNet-1K dataset [4] as
the ID data. It is the standard benchmark for image classifica-
tion and has been widely used as ID data in OOD detection.
Many works in neural network architectures and training
strategies also release their pre-trained classifiers.
Semantic-shift (S-OOD). We use the common benchmark
datasets: SVHN [28], Texture (DTD) [3], Places365 [53],
iNaturalist [40] and SUN [48]. We use the filtered versions
proposed in [19] to ensure that classes in these datasets do
not overlap with classes in ImageNet-1K. We also use the
ImageNet-O dataset proposed in [15], which contains adver-
sarially chosen classes to ImageNet-1K. Following [4 1], we
also consider the “Easy” and “Hard” subsets of ImageNet-
21K [33, 4] proposed in the semantic-shift benchmark (SSB)
for open-set recognition. These S-OOD data extracted from
ImageNet-21K share similar styles with the ID data, more
faithfully featuring semantic shift.

Covariate-shift (C-OOD). We consider four datasets with
different degrees and types of covariate shift; their label
spaces are covered by ImageNet-1K. ImageNetV2 [32] is
collected via a similar criterion as ImageNet-1K but after a
decade, featuring a natural covariate shift by time. For im-
ages with different styles and domains, we use ImageNet-R
[12] and ImageNet-S [42] (“S” stands for “Sketch’). We also
use ImageNet-A [15], a natural adversarial dataset curated by
collecting wrongly predicted examples with high confidence.
Since ImageNet-R and ImageNet-A contain only a subset of
200 classes from ImageNet-1K, when experimenting with
them, we use the same subset of classes from ImageNet-1K
as the ID data for a fair comparison.

5.2. Neural network models

Since MS-OOD DETECTION is model-specific, we con-
sider different neural network models for ImageNet-1K clas-
sification. We treat ResNet50 [1 1] trained with the standard
practice as the reference and consider factors that could
influence 1) the classifier’s strength in classifying the ID
data and 2) its robustness in classifying the C-OOD data.
Specifically, we consider network depths (e.g., ResNet18,
ResNet152), training strategies (e.g., robust ResNet50 [29]
trained with the TorchVision new recipe'), pre-training

IThis involves data augmentation, label smoothing, longer training, etc.
The resulting model has a higher ID and C-OOD classification accuracy.
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(e.g., CLIP-ResNet50 [31]), and network architectures
(e.g., ViT-B-16 [6]). We obtain all these models from Py-
Torch [29], except for CLIP-ResNet50 which is released on
its GitHub [31]. We use the officially released ImageNet-1K
version of CLIP, which leverages the zero-shot capability of
CLIP without fine-tuning it on ImageNet-1K data: the final
fully-connected layer is constructed by prompting with mod-
ified ImageNet class names. We note that despite employing
a different training strategy, the robustness of CLIP largely
comes from its diverse training data [7]. Hence, we put the
model under the umbrella of pre-training.

Evaluation metric. Besides the metrics introduced in sub-
section 4.3 for MS-OOD DETECTION, we also report the
multi-class classification accuracy of these models on the ID
and C-OOD data to quantify their strength and robustness.

5.3. Detection methods

We focus on post-hoc methods, assuming that the classi-
fier is pre-trained and fixed. We argue that this better reflects
the scenario of how end-users obtain and apply machine
learning models. We consider five representative methods
categorized into output-based, feature-based, and hybrid.
We use them to detect S-OOD, misclassified C-OOD, and
misclassified ID examples. Details are in the Suppl.
Output-based methods. Maximum Softmax Probabilities
(MSP) [13] sets the scoring function g(z, f) as the largest
softmax probability outputted by the classifier f. MSP is
treated as the baseline in most OOD detection literature. De-
spite its simplicity, we provide reasons why this algorithm is
worth exploring in MS-OOD DETECTION: [41, 8] showed
the superior performance when MSP is paired with a strong
classifier; [47] showed the best performance compared to
other state-of-the-art methods on rejecting misclassified ID
examples; [26] showed relatively good performance when
MSP is paired with CLIP. Besides MSP, we also consider
Maximum Logit Score (MLS) [41] and Energy Score [23]
as g(x, f): MLS uses the logit value before softmax; Energy
uses the denominator of the softmax calculation.
Feature-based methods. We employ GradNorm [
relies on gradients and the penultimate layer.
Hybrid methods. Virtual-logit Matching (ViM) [43] uses
residual features and logits to produce the g(x, f) score. Its
inner workings are quite similar to Mahalanobis [21] but
ViM has a better performance. It is worth noting that ViM
requires access to the training data to calculate the score.
Remark. We provide reasons why we exclude other post-
hoc methods: ReAct [37] has an extra hyperparameter that
can impact the accuracy of the classifier, changing the accep-
tance region in Figure 1 and leading to an unfair comparison.
ODIN [22] needs hyperparameter tuning for input pertur-
bations (hence the knowledge of OOD data). We include
ODIN without tuning in Suppl.

We also provide reasons why we apply the scores devel-

| which

Table 1: The accuracy (ACC) to classify C-OOD data and the false
positive rate (FPR) to reject C-OOD data. For the former, we apply
ResNet50 and CLIP-ResNet50. For the latter, MSP is used; 7 is
chosen for TPR(ID)=95. IN: ImageNet (see subsection 5.1).

N-V2 NS INR IN-A
MODEL
FPR] FPR] FPR] FPR]
ACCT c.00D)|ACCT|(c-00D) [ ACCT|(c-00D)| ACCT|(c-00D)
RN50 T2AT 939 [ 24T 657 [362] 716 [ 00 ] 815
CLIP-RN50[ 505 | 054 355 784 606 923 | 228 | 895

oped for S-OOD detection to detect misclassified C-OOD
and ID examples. First, C-OOD examples can essentially
be seen as S-OOD examples if one treats “style/domain” +
“class” as the semantic label. Second, scores like MSP are
commonly used in domain adaptation [54, 2, 52, 20] to de-
tect unconfident predictions on out-of-domain data. Third,
as studied in [13, 47], scores like MSP are quite useful for
identifying misclassified ID data.

6. Experimental Results

We present the main results. For clarity, we mainly use
figures (e.g., scatter plots) and leave detailed tables in Suppl.

6.1. Model-agnostic C-OOD detection is “ill-posed”

We first justify the necessity to introduce MS-OOD DE-
TECTION. We investigate the two extremes: accepting or
rejecting all the C-OOD examples. We consider two clas-
sifiers: baseline ResNet50 and CLIP-ResNet50. The CLIP
model has been shown surprisingly robust to C-OOD ex-
amples [7, 25]. Table 1 summarizes the results, in which
we report the Accuracy (ACC) of classifying C-OOD exam-
ples, and the False Positive Rate (FPR) if we apply MSP to
reject all C-OOD examples. For simplicity, we select 7 at
TPR(ID)=95 without separating ID data into ID+ and ID—.

On the three C-OOD datasets (ImageNet-R, ImageNet-
S, and ImageNet-A) that have notable covariate shift from
ImageNet-1K, CLIP-ResNet50 achieves higher ACC than
ResNet50, demonstrating its robustness. With that being
said, the ACC is still far from 100%, implying the risk to
accept all C-OOD examples. At the other extreme, except for
baseline ResNet50 on the challenging ImageNet-A dataset,
we see non-zero ACC for the other combinations of mod-
els and datasets, implying a waste if we reject all C-OOD
examples. Perhaps more interestingly, for CLIP-ResNet50
which achieves higher ACC on C-OOD data, rejecting C-
OOD data becomes harder, as evidenced by the much higher
FPR(C-OOD) values. These results suggest the necessity to
take a model-specific perspective in handling C-OOD data:
accepting the correctly classified ones (i.e., C-OOD+-) while
rejecting the misclassified ones (i.e., C-OOD—).

6.2. ID examples in MS-OOD DETECTION

We now separately evaluate MS-OOD DETECTION on
different test data. We start with ID examples. We consider
the four factors of models and the five detection methods
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Figure 4: ID in MS-OOD DETECTION. X-axis: ACC of clas-
sifying the ID examples; Y-axis: FPR(ID—)@TPR(ID+)=95 for
wrongly accepting ID— examples. We denote different neural net-
work models by marker shapes; different detection methods by
colors. The dashed line is the trend for each detection method.
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Figure 5: Histogram of ID+ and ID— data at different g(z, f).
We use ResNet50 as the model f, and MSP and Energy for g(z, f).

introduced in section 5. The goal is to differentiate correctly
classified and misclassified ID (i.e., ImageNet-1K validation)
examples. We report FPR(ID—)@TPR(ID+)=95.

Figure 4 summarizes the results, from which we have
three key observations. First, generally speaking, the higher
the ACC is in classifying ID data, the lower the FPR is
in wrongly accepting ID— examples. In other words, the
stronger the classification model is, the easier it is to differ-
entiate the correctly classified ID+ data from the remaining
ID— data. Second, we find two exceptions. In particular,
robust ResNet [29] () has a higher ACC than many other
models but also a higher FPR (hence poor ID— detection).
Such an opposite trend also shows up when we apply Grad-
Norm for ID— detection: using a stronger model leads to a
higher FPR. These exceptions suggest the need for a deeper
look at 1) what model training strategies might hurt ID—
detection’®, and 2) what underlying mechanisms of detec-
tion methods could not benefit from a stronger classifier.
Specifically, we hypothesize that some of the training tricks
may aggravate the overconfidence phenomenon of neural
network predictions [10]. Third, no matter which model is
used, MSP outperforms other detection methods, achieving
the lowest FPR. This aligns with what was reported in [47].

We further show the histogram of the ID+ and ID— ex-
amples at different g(x, f) values in Figure 5. ID+ data
usually have higher g(z, f) than ID— data. In other words,

z[ ] is trained with data augmentation, label smoothing, etc.
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Figure 6: C-OOD in MS-OOD DETECTION. Each sub-figure
corresponds to each C-OOD dataset. X-axis: ACC of classifying
the C-OOD examples; Y-axis: Fi-Score(C-OOD)@TPR(ID+)=95
for identifying C-OOD+ examples from C-OOD data. (The higher,
the better.) Other denotations follow Figure 4.
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Figure 7: Histogram of ID+, ID—, C-OOD+, and C-OOD—
data at different g(x, f). We use the ImageNet-R as C-OOD. We
use ResNet50 as the model f, and MSP and Energy for g(z, f).

the 7 value at TPR(ID+)=95 should be higher than the 7
value at TPR(ID)=95. This implies that one could pick a
higher threshold 7 than what is normally set, to reject more
S-0O0D and C-OOD— examples without sacrificing the TPR
of accepting ID examples that are correctly classified.

6.3. C-OO0D examples in MS-OOD DETECTION

We now move on to C-OOD examples. We consider the
four C-OOD datasets introduced in section 5. We report F -
Score(C-O0D) @TPR(ID+)=95 defined in subsection 4.3.

Figure 6 summarizes the results, in which we draw a scat-
ter plot for each C-OOD dataset. Different detection methods
are marked by colors; different models are marked by shapes.
The dashed line shows the trend for each detection method.

We have two key observations. First, in general, the
higher the ACC is in classifying C-OOD data, the high the
F;-Score is in identifying C-OOD+- examples from C-OOD
data. This can be seen across detection methods and across
datasets. We view this a critical insight into bridging the
dilemma of C-OOD detection and generalization — improv-
ing the model’s generalizability to C-OOD data would simul-
taneously benefit its ability to differentiate C-OOD+- data
from C-OOD— data. Second, like rejecting ID— data, MSP
generally performs the best (i.e., obtaining the highest F-
Score) in differentiating C-OOD+ and C-OOD— data.
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We further show the histogram of the C-OOD+ and C-
OOD-— examples, together with the ID+ and ID— examples,
at different g(z, f) values in Figure 7. Overall, we find that
it is typically simple to differentiate ID+4 and C-OOD— data.
The challenge resides in how to differentiate C-OOD+ and
ID—: accepting the former while rejecting the latter. We find
that MSP could much better separate these two cases.

6.4. S-OOD examples in MS-OOD DETECTION

We now move on to S-OOD examples. We consider the
eight S-OOD datasets introduced in section 5. We report
FPR(S-O0D) @TPR(ID+)=95. Figure 8 summarizes the
results, in which we average the results over all datasets; the
detailed results of individual datasets can be found in Suppl.
Other setups and denotations exactly follow Figure 4.

We have three observations. First, in general, the higher
the ACC is in classifying ID data, the lower the FPR is in
wrongly accepting S-OOD data. This is aligned with what
was reported in [41], suggesting that one could improve S-

Table 2: The accuracy (ACC) to classify C-OOD data and the false
positive rate (FPR) to reject C-OOD data. For the former, we apply
CLIP-ResNet50, CLIP-ViT-B/16, CLIP-ViT-B/32, and CLIP-ViT-
L/14. For the latter, MSP is used; 7 is chosen for TPR(ID)=95. IN:

ImageNet.
NV2 ™S TNR NA
MODEL
FPR FPR] FPRT FPR
ACCT (c.00D)|ACCT (c200D) | ACCT | (c-00D) |ACCT |(c-00D)

CLIP-RN50 | 59.5 95.4 35.5 784 | 60.6 | 923 22.8 89.5

CLIP-ViT-B/16| 68.8 94.8 48.2 83.7 77.6 94.1 50.1 89.7

CLIP-VIiT-L/14| 75.8 94.6 59.6 87.4 87.7 96.1 70.7 91.2

OOD detection by improving the deployed model. Second,
we find similar exceptions as in subsection 6.2. When we
apply GradNorm for S-OOD detection, using stronger mod-
els (hence higher ACC on ID data) leads to higher FPR on
S-O0D detection; when we apply robust ResNet [29] (#) as
the model, it has higher ACC on ID data but higher FPR on
S-O0D detection. Similarly to subsection 6.2, we suggest
a deeper look at these opposite trends. Finally, comparing
different detection methods, we see no definite winner. For
instance, the baseline MSP seems to fall behind in the high
ACC regime, but it achieves the lowest FPR when paired
with CLIP-ResNet50 (%), as also pointed out in [26]. The
multiple intersections among dashed lines further suggest the
“model-specific” nature in picking the appropriate detection
methods for S-OOD examples.

To draw a comparison to conventional S-OOD detection,
we report its standard metric FPR(S-OOD) @TPR(ID)=95.
This metric features accepting all ID examples even if some
are misclassified. Overall, we have quite similar findings
to those mentioned above (please see Suppl.). Further com-
paring the two metrics in Figure 9, we see a consistent im-
provement in S-OOD detection using our new metric: FPR
drops for all detection methods. In essence, since ID+ data
normally have higher g(z, f) scores than ID— data (cf. Fig-
ure 5), replacing TPR(ID)=95 with TPR(ID+)=95 allows us
to use a larger 7 to reject S-OOD data. While this comes
with the cost of rejecting more ID data, most of them are
indeed ID— and do not hurt to be rejected. Perhaps more
interesting, among all detection methods, MSP improves the
most when setting the threshold by TPR(ID+)=95, arriving
at the same level of FPR as other advanced methods.

6.5. Additional experiments on CLIP [31]

CLIP [31] has shown superior robustness in many im-
age classification tasks [7]. We, therefore, further analyze
whether our results generalize to CLIP with different back-
bone architectures. For this experiment, we include other
pre-trained backbones such as ViT-B/16, ViT-B/32, and ViT-
L/14 [6]. First, following subsection 6.1, we investigate
C-OO0D detection in the extreme cases of accepting and
rejecting all C-OOD examples. We see a similar trend in Ta-
ble 2: the higher the accuracy is in classifying C-OOD ex-
amples (i.e., the more robust the model is), the harder it is to
reject these examples. These results suggest the necessity to
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Figure 10: Results using different CLIP backbones for ID—, C-O0D, and S-OOD in MS-OOD DETECTION. We use ImageNet-R for
C-OO0D and averaged over S-OOD datasets for S-OOD. Denotations follow Figure 4, Figure 6, and Figure 8

take a model-specific perspective in handling C-OOD data.

Second, we investigate the performance in ID—, C-OOD
(ImageNet-R), and S-OOD examples. Figure 10 summarizes
the results: we observe similar trends across all of them as
in subsection 6.2, subsection 6.3, and subsection 6.4. These
results suggest that our results apply to CLIP with different
architectures.

6.6. More results in Suppl.

Given the page limit, we leave additional results in Suppl.,
including the full tables that generate figures, results based
on different metrics, and qualitative visualizations.

7. Discussion
7.1. MSP performs well in ID— & C-OOD detection

Jointly comparing the results in subsection 6.2, subsec-
tion 6.3, and subsection 6.4, we find no winning detection
method across all tasks. Nevertheless, the baseline MSP [13]
performs quite well in detecting the ID— examples and differ-
entiating the C-OOD+- and C-OOD— examples, outperform-
ing other more advanced methods. High-levelly, it makes
sense as MSP is optimized to avoid misclassification and
has been widely used to detect unconfident data in domain
adaptation. We provide more analyses in Suppl. For exam-
ple, Figure 16 and Figure 17 show the score distributions:
except for MSP, existing methods conflate misclassified data
with correctly classified data on both ID and C-OOD. Specif-
ically on C-OOD, Table 6 shows that MSP balances well
between accepting correctly classified samples and rejecting
misclassified examples.

7.2. Improving performance in MS-OOD DETECTION

We discuss several directions. First, building on the re-
sults in subsection 6.2, subsection 6.3, and subsection 6.4, we
suggest that one could improve the deployed classification
model in terms of its accuracy and generalizability, as these
mostly have positive correlations with the ID—, C-OOD,
and S-OOD detection performance. Second, based on sub-
section 7.1, we hypothesize that properly combining MSP

and other OOD detection methods (e.g., through ensemble
or cascade) or developing a new method that integrates the
advantages of both would excel in MS-OOD DETECTION.

8. Conclusion

Out-of-distribution (OOD) detection has emerged as a
promising topic for reliable machine learning. It has great
potential to serve as a plug-and-play module to deployed
machine learning models, helping them detect and reject po-
tential misprediction. Nevertheless, looking at the literature,
we found the topic seemingly overly fragmented into multi-
ple scenarios with isolatedly developed algorithms [50, 35],
despite that many of these algorithms share some common
underlying principles (e.g., using logits or softmax probabil-
ities). This could hinder the development of the topic and
make it hard for end-users to apply the algorithms. In this
paper, we make an attempt to unify the topic. We propose
MS-OOD DETECTION, a framework that aims to accept
correctly predicted examples while rejecting wrongly pre-
dicted examples. We conduct an extensive study, considering
in-distribution, semantic-shift, and covariate-shift test exam-
ples and different deployed models. We apply representative
OOD detection methods and benchmark their performance
in detail. Our study reveals new insights into OOD detection
and unifies the existing ones.

Overall, our main contribution is a unifying framework
to study OOD detection that involves semantic and covari-
ate shifts. The novelty is in the framework, understanding,
and insights. We deliberately do not propose a new OOD
detection method but dedicate our paper to comprehensively
evaluating existing methods, especially the post-hoc ones
that are widely applicable. We hope that our paper serves as
a useful manual for OOD detection in practice.
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