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Abstract

Fast adversarial training (FAT) is beneficial for improv-
ing the adversarial robustness of neural networks. How-
ever, previous FAT work has encountered a significant is-
sue known as catastrophic overfitting when dealing with
large perturbation budgets, i.e. the adversarial robustness
of models declines to near zero during training. To address
this, we analyze the training process of prior FAT work and
observe that catastrophic overfitting is accompanied by the
appearance of loss convergence outliers. Therefore, we ar-
gue a moderately smooth loss convergence process will be
a stable FAT process that solves catastrophic overfitting.
To obtain a smooth loss convergence process, we propose
a novel oscillatory constraint (dubbed ConvergeSmooth) to
limit the loss difference between adjacent epochs. The con-
vergence stride of ConvergeSmooth is introduced to balance
convergence and smoothing. Likewise, we design weight
centralization without introducing additional hyperparam-
eters other than the loss balance coefficient. Our proposed
methods are attack-agnostic and thus can improve the train-
ing stability of various FAT techniques. Extensive exper-
iments on popular datasets show that the proposed meth-
ods efficiently avoid catastrophic overfitting and outperform
all previous FAT methods. Code is available at https :
//github.com/FAT-CS/ConvergeSmooth.

1. Introduction

Recent breakthroughs in deep learning [21, 32] have
aroused researchers’ interest in the security of neural net-
works [45, 48, 39]. In particular, the advanced research
proves the vulnerability of deep models to adversarial at-
tacks [8, 11, 27]. For instance, tiny crafted perturbations can
fool models in various fields into making wrong decisions
[15, 50, 35, 24]. Considering the security risks brought by
adversarial attacks [18, 46, 33, 44], there is a quickly grow-
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ing body of work [43, 46, 18] on improving the adversarial
robustness of neural networks. Among them, adversarial
training is widely applied by practitioners [31, 12].

In recent years, projected gradient descent based ad-
versarial training (PGD-AT) [25, 34] has been widely em-
ployed for its stability and effectiveness. However, this
mechanism is computationally expensive. It requires multi-
ple gradient descent steps to generate the adversarial train-
ing data [38]. An alternative of PGD-AT is the fast adver-
sarial training (FAT) [28], which only adopts a single-step
fast gradient sign method (FGSM) [11] to generate training
data. Compared to PGD-AT, FAT can efficiently train mod-
els, but easily falls into catastrophic overfitting [40, 29].

A number of FAT methods have been proposed to mit-
igate catastrophic overfitting. For example, Wong et al.
[40] use randomly initialized perturbations to enhance the
diversity of adversarial perturbations. Based on it, An-
driushchenko et al. [2] raise a complementary regularizer
named GradAlign to maximize the gradient alignment be-
tween benign and adversarial examples explicitly. Simi-
larly, NuAT [36] and FGSM-MEP [42] adopt nuclear norm
or p-norm to regularize the adversarial training, thereby in-
creasing the prediction alignment between benign and ad-
versarial examples. However, the above methods can only
resolve catastrophic overfitting within the limited perturba-
tion budget (¢ < 8/255). £ specifies the perturbation degree
of adversarial training data generated by various attacks.
Besides, models trained by small perturbations are vulner-
able to adversarial attacks with a large &, e.g. the models
trained by NuAT and FGSM-MEP at ¢ = 8/255 perform
53% and 54% robustness against the PGD-50 attack with &
= 8/255, but only 22% and 20% robustness against the same
attack with & = 16/255 respectively. Therefore, we aspire to
prevent catastrophic overfitting to improve the adversarial
robustness of neural models at larger perturbation budgets.

By analyzing adversarial training processes of represen-
tative work, we observe that catastrophic overfitting is usu-
ally accompanied by a slight fluctuation in the classification
loss for benign samples and a sharp drop in the classification
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loss for adversarial examples. This motivates us to ques-
tion whether a smooth loss convergence process is also a
stable FAT process. Moreover, we find that an oscillating
adversarial training phase may restart the FAT process after
catastrophic overfitting. Fig. 1 shows the details.

According to these observations, we introduce an oscilla-
tory constraint that limits the difference in loss between ad-
jacent training epochs, called ConvergeSmooth. A dynamic
convergence stride of ConvergeSmooth is designed consid-
ering the nonlinear decay rate of loss functions. Inspired by
the smoothness of loss convergence, we further verify the
effect of the proposed weight centralization on model sta-
bility. Weight centralization refers to taking the weights av-
erage of the previously trained models as the convergence
center of the current model weight. Our proposed meth-
ods are attack-agnostic and thus can be combined with ex-
isting adversarial strategies in FAT, such as FGSM-RS and
FGSM-MEP, to evaluate their performance.

The contributions are summarized in four aspects: (1)
We verify that previous FAT works still suffer from catas-
trophic overfitting at a large ¢ and then study catastrophic
overfitting from the perspective of convergence instability
of loss functions; (2) We propose a smooth convergence
constraint, ConvergeSmooth, and design a dynamic con-
vergence stride for it, to help various FAT methods avoid
catastrophic overfitting on different perturbation budgets;
(3) The weight centralization is proposed without introduc-
ing extra hyperparameters other than the loss balance coeffi-
cient to stabilize FAT; (4) Extensive experiments show that
the proposed methods outperform the state-of-the-art FAT
techniques in terms of efficiency, robustness, and stability.

2. Related Work

Adversarial attacks. Adversarial attacks are usually
used to deceive deep-learning models. Goodfellow et al.
[11] first discuss the adversarial attack (FGSM) within the
classification task. They prove that adversarial examples z’
generated by a single-step gradient backward can misclas-
sify the model f(-;6) with high confidence. 6 denotes the
fixed model weights. 2’ is generated by

x’ :I—Ff'sgn(vxﬁ(f(x;e)vy))? (0

where x is an input image, ¢ represents the perturbation
budget, sgn(-) means the sign function, £(-) is usually the
cross-entropy loss, V,£L(-) calculates the gradient of loss
at z, and y denotes the ground truth labels of z. Following
the FGSM [11], researchers propose a series of attack meth-
ods based on the iterative gradient backward, e.g. [-FGSM
[22], MIM [8], and PGD [25]. Taking the PGD attack as
an example, the adversarial example x;, ; produced in the
iteration ¢+1 can be formulated as

iy = clipg(a} 4 € - sgn(Vy L(f (21 0),9))),  (2)

where € denotes the single-step stride and clip, refers to

projecting adversarial perturbations to a &-ball.
Adversarial training. Madry et al. [25] formalize the

adversarial training as a min-max optimization problem,

inE ) L " 0),v)], 3
min By~ pl, max, L{f(2';0),9)] 3)

where =’ = x + ¢, d represents the adversarial perturbations
generated by various attacks such as PGD and FGSM. D
is the data generator. The internal maximization maximizes
the classification loss to generate adversarial perturbations
with fixed model weights. The external minimization min-
imizes the classification loss on the generated adversarial
examples when optimizing the model weights.

Actually, there is a trade-off between computational effi-
ciency and adversarial robustness in recent adversarial train-
ing methods. Compared to PGD-AT [25], FGSM-based
fast adversarial training (FAT) accelerates the training pro-
cess but damages the robustness of models for the problem
of catastrophic overfitting [19, 17]. To mitigate this issue,
Wong et.al [40] demonstrate that the FGSM with a random
start strategy (FGSM-RS) can achieve comparable perfor-
mance against the PGD-AT. ZeroGrad [10] zeroes the ele-
ments of gradient that are too small to craft the perturba-
tions. enforces the model loss to increase with the increase
in perturbation size. Besides, GradAlign [2] prevents catas-
trophic overfitting by maximizing the alignment between
gradients of benign samples and adversarial examples.

Similarly, NuAT [36] introduces a nuclear norm regu-
larization between logits for benign and adversarial exam-
ples and uses the Bernoulli noise as the initial perturbation.
ATAS [16] learns an instantiated adaptive step size that is
inversely proportional to the gradient norm. It applies the
adversarial perturbations from the previous epoch as the ini-
tialization of FGSM in the current training phase. In addi-
tion, Jia et al. [42] propose several prior-guided initializa-
tion methods to replace the random start strategy of FGSM-
RS. Specifically, FGSM-BP adopts the adversarial pertur-
bations from the previous batch as the attack initialization
in the current batch. FGSM-MEP employs a momentum
mechanism to combine all adversarial perturbations from
the previous epochs to yield adversarial initialization.

Although these FAT methods have resolved catastrophic
overfitting at small perturbation budgets, they still suffer
from catastrophic overfitting under larger perturbation bud-
gets (e.g. & = 16/255). Unlike these methods, we revisit
the catastrophic overfitting problem from the perspective of
loss convergence instability and prevent this exception by
limiting the magnitude of loss fluctuations during training.

3. Proposed Method

In this section, we first study the performance of previous
FAT methods when subjected to a large perturbation budget
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(a) ResNet18; trained with FGSM-RS

(b) ResNet18, trained with FGSM-RS

(c) ResNet18; trained with FGSM-RS
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Figure 1. The training process of previous FAT methods with ResNet18 on CIFAR-10. Each FAT method is trained 3 times. £ = 16/255.
ADV-Loss and BEN-Loss denote the classification loss of models to adversarial and benign examples during training, respectively. ADV-
Acc and BEN-Acc represent the classification accuracy of models to adversarial and benign examples during testing, respectively.

&. Then, the training processes of these methods have been
analyzed for a better understanding of catastrophic overfit-
ting. Finally, we detail the proposed methods.

3.1. Performance of FAT methods on a large ¢

Previous FAT techniques avoid catastrophic overfitting at
small & (¢ < 8/255). Here, we investigate their performance
on a large £ (£ = 16/255 by default).

FGSM-RS [40]: Based on Eq. (3), this method adopts
the samples with uniformly random perturbations §y ~
U(—¢, ) as the attack initialization of FGSM,

. .
win B y)~pl max  LIf(250));
¥ =x+d8+5 st 2 €]0,1], b ~U(=E ).
“4)

GradAlign [2]: This approach increases the gradient
alignment between benign samples = and perturbed sam-
ples x + &g, which is denoted as

]E(I:y)ND[l - COS(V;KL(JZ, 0)7 v$+5o‘c(x + 607 0)];
L(x,0) = L(f(x;0),y).

cos(+) computes the cosine similarity between two matrices.
FGSM-MEP [42]: Different from FGSM-RS, this
method generates the initialization perturbations dy based

on all historical adversarial perturbations from the previous
epochs and introduces a regularization expressed as

E@y~nll[f(@';0) — f(z+ 60;0)|[3], (6)

®)

where || - || denotes the squared L5 distance.

Fig. 1 shows their detailed adversarial training processes
of ResNet18 [13] on CIFAR-10 [20]. We find that they fall
into catastrophic overfitting during the 5~20y,, 40~65, and
10~15y, epochs, respectively. Graphical analysis of various
models and datasets is given in the supplement.

3.2. Analysis of training process

From Fig. 1, we discover several typical phenomena
of catastrophic overfitting: 1) Change from a smooth con-
vergence state to an irregular fluctuation state; 2) A slight
change (increase or decrease) in the standard classification
loss L(x, ) and a rapid descent of the adversarial classifi-
cation loss £(z’,0); 3) Rapid decline in the classification
accuracy of adversarial examples.

After catastrophic overfitting, the methods depicted in
Fig. 1 are capable of restarting a stable FAT process, even
though catastrophic overfitting may occur again. The ob-
served phenomena during the FAT restart are: 1) Change
from an irregular fluctuation state to a smooth convergence
state; 2) Rapid increase in both £(z, 6) and L(z', 6) after a
period of decline; 3) Rapid decrease in the classification ac-
curacy of benign samples, while the classification accuracy
of adversarial examples experiences a rapid increase.

On this basis, we can make the following conclusions. 1)
L(z,0) is more stable than L£(’, ) and models are prone
to overfitting to adversarial perturbations; 2) Catastrophic
overfitting is closely correlated to the convergence insta-
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bility of adversarial training; 3) Exceptions in £(x,6) and
L(z',0) occur simultaneously; 4) An oscillating adversarial
training phase may trigger the FAT process to restart.

3.3. Smooth convergence for the stable FAT

Next, we describe the proposed method in detail.

Why did previous methods fail to prevent catas-
trophic overfitting? Despite the improvement in diver-
sity achieved through random initialization in FGSM-RS,
models are still susceptible to overfitting adversarial pertur-
bations. GradAlign and FGSM-MEP enhance the stability
of adversarial training through the constraints in Eqgs. (5)
and (6), respectively. However, Eq. (5) may reduce the
stability of L(x,§). Meanwhile, the prediction probability
f(z+dp; 0) in Eq. (6) is not the sweet spot to keep the FAT
stable. Unlike these methods, we ensure the convergence
stability of both £(x, ) and L(’,0).

How can catastrophic overfitting be solved? Since the
catastrophic overfitting is usually accompanied by a slight
change in £(x,6) and a sharp decline in £(z’, 6), we con-
sider a smooth loss convergence process to be a stable FAT
process that resolves this issue. To this end, a complemen-
tary constraint L¢ g for Eq. (3) is proposed,

H;in E(I,y)ND [E(ZC;, ot) + L:CS(t)]v (7)

which can limit the difference in losses between adjacent
epochs, expressed as

Los(t) = wy - |L(xy,00) = L(x}_1,00-1)[+

wy - L@,0) — L. 0)], st Ca)=1,

where 0; represents the model weights of the ¢y, training
epoch. wy and wy are hyper-parameters, wy, ws € [0,1].
| - | calculates the absolute value. ; = = + ot + 6. o
can be replaced by various attack initialization perturbations
and d; is generated by

/
5tg[lé“§£] ﬁ(‘rtv atfl)a (9)
where 0;_1 is fixed in generating J;.

In the practical implementation of Eq. (8), storing and
computing £(x}_,6;—1) and L(z,0;_1) can consume a
significant amount of memory. To overcome this challenge,
we introduce u;_; and wu;—; to replace these terms, re-
spectively. w;_; = Eq, )~pLl(®;_1,0:1) and uz_y =
E(z,y)~pL(x,0;—1) denote the mathematical expectation
of loss in the -1y, training epoch.

We observe that training instability is primarily caused
by overfitting or underfitting of small amounts of data.
Thus, in Eq. (8), the additional loss term is only applied
to partial data selected by the crafted condition C(-). No-
tably, exceptions in L(x,6) and L(z’, ) occur simultane-
ously during training. Hence, £(x}, 6;) and L(a4, 0;) share

the same condition. C is constructed by the distance be-
tween the pointwise loss £(x, 6;) and the mean value w;_1.
This is because over-fitted or under-fitted data often yield
excessively high or low classification losses.

Clz) = (|L(x,0;) —ue—1| > "), (10)

where ~; (7; > 0) represents the convergence stride to se-
lect abnormal data. It is crucial to choose an appropriate
value for ~y; to ensure effective training. When v, = 0, the
adversarial training process may fail to converge as it forces
the predictions of all samples to remain unchanged. On the
other hand, catastrophic overfitting occurs when v, = oo,
leading to undesirable outcomes. Considering that the loss
difference d;—1 (d;—1 = |us—1 — uz—2|) between two adja-
cent epochs tends to decrease non-linearly, v, should be a
variable that varies during the training process.

Yt = min(max(dt—la ’Ymin)v Vmaw); (1 1)

where Vi and Y, 4. are hyper-parameters. ¥y, q, controls
the maximum convergence speed. <, ensures that the
training process is not too smooth when d;_; — O.

Example-based ConvergeSmooth. This approach adds
the constraint individually to each sample, described as

LEs(t) = wy - |L(x,00) — uwp_q| +wa - |L(2,0;) — uial,

st |L(x,0:) — ug—1| > Y.

(12)

Batch-based ConvergeSmooth. Likewise, we can ap-
ply the complementary constraint to a data batch,

LEs(t) =wy - Jup —uj_y | +ws - |up — w1l

(13)
s.t. |uB — ut,1| > Y,

where u'y = E(; ) L(7}, 0:), up = Bz )~ L(7, 0).
Weight centralization. To mitigate the problem of man-
ual parameter tuning, we introduce the weight centralization
without requiring extra hyperparameters other than the co-
efficient ws, |9t —Qt,1 | =0— |£(1’, 9,5) —E(I, 9t71)| = 0,

1
£2’S(t):w3-||6t—m-29jl|p7 (14)
j€P

where || - ||, means the p-norm function (p = 2), and ¢ de-
notes a set of previous model weights. The model weights
0, are restricted to the center m -3 jeg U5 The reasons
behind Eq. (14) are: 1) The initial training process is stable,
as indicated in Fig. 1; 2) Models at different training epochs
tend to have similar weights after convergence [37].

4. Experimental Results
4.1. Experimental settings

Details. To demonstrate the effectiveness of the pro-
posed method, we conduct comprehensive experiments on
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CIFAR10 ¢ |FGSM-RS FGSM-MEP B-RS B-MEP
SQT 19.74 22.15  28.83 29.97

SQ+RayS?T 16/255 18.72 2096  27.08 28.45

Table 1. Quantitative results of FAT methods against the Square
and Ray-S attacks on CIFAR-10 with the backbone ResNet18.

CIFARI0|Clean ;5% ;0F 28 07 SQ+RayS Time
OAATI[1]]71.30 44.29 38.56 33.68 28.48 21.06 183
AWP([41]|78.86 35.91 32.70 29.89 26.95 19.36 134
ATES[4] |74.52 43.61 38.94 3531 30.89 22.16 -
ExAT[30]/80.78 49.21 42.15 36.98 31.26  23.08 70
E-MEP (69.84 53.54 49.26 45.89 40.78 23.78 104
B-MEP |63.84 50.31 46.77 43.97 40.13 2845 101

Table 2. Quantitative results of methods against various levels of
perturbation with ResNet18 as the backbone and CIFAR-10 as the
dataset. § denotes the PGD-10 attack.

several benchmark datasets, i.e. CIFAR-10 [20], CIFAR-
100 [20], and Tiny ImageNet [7].

Following previous works [40, 23, 49, 42], we adopt
ResNetl18 [13] as the backbone on the CIFAR-10 and
CIFAR-100, and choose PreActResNet18 [14] on the Tiny
ImageNet. In all experiments, models are optimized using
the SGD optimizer with a batch size of 128, weight decay
of 5e-4, and momentum of 0.9. The initial learning rates on
CIFAR-10, CIFAR-100, and Tiny ImageNet are set as 0.1,
0.1, and 0.01, respectively. Then, we optimize models with
a total training epoch of 110 and decay the learning rate at
the 100y, and 1054, epoch with a factor of 0.1.

We apply the proposed ConvergeSmooth in combination
with two attack initialization methods on CIFAR-10 and
CIFAR-100, FGSM-RS [40] and FGSM-MEP [42]. Ad-
ditionally, for the Tiny ImageNet, we use FGSM-BP [42]
as the initialization method. As mentioned in [42], FGSM-
MEP requires consuming memory to store the previous ad-
versarial perturbations, which limits its application on large
datasets. Regarding the hyperparameters, we set Vg, in
Eq. (11) as 0.03, 0.06, and 0.03 for CIFAR-10, CIFAR-
100, and Tiny ImageNet, respectively. Ymaz = 1.5 © Vinin
and £ = 16/255. Specific details of hyperparameter settings
for wy3 are given in the supplement. All experiments are
conducted on a single GeForce RTX 3090 GPU.

Baselines. We include advanced FAT methods as base-
lines, namely FGSM-RS [40], GradAlign [2], ZeroGrad
[10], NuAT [36], ATAS [16], and FGSM-MEP [42].

Evaluation metrics. We follow [40, 16] and adopt
FGSM [11], PGD-10 [25], PGD-20 [25], PGD-50 [25],
C&W [3], APGD-CE [6] and Autoattack (AA) [6] to eval-
uate the adversarial robustness of models. PGD-n repre-
sents the PGD attack with n iterations. Autoattack combines
APGD-CE and APGD-T (targeted APGD) as well as two
complementary attacks (FAB [9] and Square attack [26]).

ResNet18 on CIFAR-10
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Figure 2. The training process of various FAT methods (PGD-10,
& =16/255) on CIFAR-10.

The training easily exhibits fluctuations, and thus indi-
vidual results can not objectively reflect the performance of
methods. For each method, we repeat the training process
three times and report the average evaluation results of the
best model across the three runs (mbest). Additionally, the
supplement includes the best results (best) and the average
evaluation of the final model from the three runs (mfinal).

In the following section, ‘W-*’, ‘E-*’, and ‘B-*’ mean
‘weight centralization’, ‘example-based ConvergeSmooth’,
and ‘batch-based ConvergeSmooth’, respectively.

4.2. Significance of the Results

Before evaluating the adversarial robustness of trained
models, we demonstrate the significance of the results [1].
Specifically, we show that adversarial attacks with & =
16/255 rarely change the true label of input. 1) We gen-
erate adversarial examples for the FGSM-RS, FGSM-MEP,
and our proposed methods on CIFAR10 and CIFAR100
datasets with £=16/255 using the non-targeted attacks such
as FGSM, PGD, C&W, APGD-CE, and the targeted attack
APGD-T. The majority of the generated examples retain
their true labels; 2) Tab. 1 examines the robustness of mod-
els against an ensemble of the Square (SQ) [26] and Ray-S
[5] attacks, as these attacks generate strong oracle-invariant
examples [1]; 3) We generate adversarial training data with
& = 16/255 and test the robustness on various levels of per-
turbation. Tab. 2 provide comparative experiments between
our proposed method and other AT techniques, including
OAAT [1], ExAT [30], ATES [4] and AWP [41]. It is
important to note that we re-implement these AT methods
and apply them in the context of FAT. Overall, our meth-
ods achieve optimal performance on both oracle-invariant
attacks and classical evaluation attacks. Namely, the clas-
sical evaluation attacks used in & = 8/255 are reliable and
significant even when the value of ¢ is increased to 16/255.

Notably, our methods are plugged into FGSM-RS and
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Methods

Cleanf FGSM{ PGD-10T PGD-207 PGD-501 C&W1 APGD-CET AA 1 Time (min)}

PGD-AT [29] 6530 46.31 40.73 35.08 3392  30.84 33.08 26.29 370
FGSM-RS [40] 50.12 38.28 26.13 21.55 20.43 18.96 19.40 14.84 67
GradAlign [2] 58.17 39.87 33.12 26.81 2499 2263 23.98 17.02 135
ZeroGrad [10]  74.16  43.96 32.67 21.98 18.37  20.76 16.44 12.07 67
W-RS 70.66  45.51 36.50 27.51 2475 2397 23.38 17.14 71
Ours  E-RS 62.38  42.07 36.78 30.80 2890 23.64 27.71 17.55 77
B-RS 6542 45.94 37.54 30.01 27.85  26.28 26.52 19.43 75
NuAT [36] 74.62 4492 35.22 25.93 23.67  24.07 22.37 18.43 101
ATAS* [16] 64.11 - 31.39 - 28.15 - - 21.09 -
FGSM-MEP [42] 53.32 36.24 31.85 27.28 26.56  22.10 26.08 18.98 92
Ours E-MEP  69.84 47.18 40.90 34.17 3272 22.69 31.12 17.74 104
B-MEP  63.84 4548 40.13 34.21 3295 28.19 32.04 23.68 101

Table 3. Quantitative results of various methods (¢ = 16/255) on the CIFAR-10 with ResNet18 as the backbone. ‘ATAS™’ is the result
of ATAS in [16], which is superior to our reproduction. We train each method three times. The results represent the evaluation average
between the best models of three training processes. Weight centralization and regularization in MEP do not work together.

Budgets (&) Methods CleanT FGSM?T PGD-101 PGD-201 PGD-501 C&W1 APGD-CET AA 1 Time (min)l

GradAlign [2] 66.52 43.06  31.66 27.95 26.04  27.05 25.99 21.65 135

12/255 NuAT [36] 7279 51.80  41.75 38.60 37.54 3599 36.71 32.01 101
FGSM-MEP [42] 74.71 52.05 38.45 36.35 3552 33.05 334 27.23 92

B-MEP (Ours) 72.63 5440  45.23 42.85 42.14  36.81 41.62  33.26 101

GradAlign [2] 83.10 55.23 36.58 30.47 28.64  31.01 26.51 23.84 135

10/255 NuAT [36] 75.82 5594 4554 43.92 4342  41.39 4291 38.85 101
FGSM-MEP [42] 83.43 59.51 42.76 39.28 37.33  37.26 3591 32.52 92

B-MEP (Ours) 7596 57.26  47.25 45.98 45.66  41.00 45.26  39.20 101

Table 4. Quantitative results of FAT methods on various & with ResNet18 as the backbone and CIFAR-10 as the dataset. Models are
trained and evaluated under the same £. The number in bold indicates the best.

& =16/255 CIFAR10 CIFAR100 Time
Methods Clean AA Clean AA hours
GradAlign [2] 55.58 13.45 3593 7.13 8.79
NuAT [36] 74.25 13.19 2048 7.30 7.66
FGSM-MEP [42] 65.56 15.43 20.69 6.73 6.15
B-MEP (Ours) 69.94 24.27 48.64 12.05 6.72

Table 5. The adversarial accuracy of various FAT methods with
WideResNet34-10 as the backbone.

FGSM-MEP, which are fitted to the distribution of adver-
sarial examples. Instead, methods such as OAAT are fitted
to the distribution of benign samples and perform better on
clean accuracy. Therefore, we use the settings as in OAAT
and then apply OAAT and our B-OAAT to the FAT task.
B-OAAT realizes 74.12% (+2.82% than OAAT) clean ac-
curacy and 25.39% (OAAT) on SQ+RayS.

4.3. Results on CIFAR-10

We conduct our initial experiments on CIFAR-10 using
the ResNetl8 backbone. The default £ is set to 16/255.
Tab. 3 presents the main comparisons. The observations

are as follows: (1) Compared with previous FAT methods,
the proposed approaches achieve optimal adversarial ro-
bustness against different attacks, e.g. B-RS outperforms all
RS-based methods and B-MEP is superior to all other meth-
ods. Meanwhile, our methods exhibit similar performance
to prior work in terms of clean classification accuracy. (2)
B-MEP realizes adversarial robustness approaching PGD-
AT, e.g. B-MEP performs 32.95% robustness against the
PGD-50 attack, only 0.97% lower than PGD-AT; (3) As for
time consumption, B-RS takes less time (75 minutes) than
GradAlign (135 minutes) and NuAT (101 minutes). This is
because ConvergeSmooth only requires the additional reg-
ularization when |up — u;—1|>; instead of adding con-
straints on all iterations. In addition, B-MEP (102 minutes)
takes a bit more calculation cost than FGSM-MEP (92 min-
utes) but much less than PGD-AT (370 minutes). PGD-AT
takes significantly longer than FAT works; (4) B-RS and
B-MEP successfully prevent catastrophic overfitting, e.g.
mfinal (in the supplement) only shows a slight reduction
than mbest in terms of adversarial robustness.

Fig. 2 visualizes the training process of various FAT
approaches. Compared with other methods, the proposed
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Methods

Cleanf FGSM{ PGD-101 PGD-207 PGD-501 C&W] APGD-CET AAT Time (min))

PGD-AT 40.57 2472 2146 17.94 1738  14.98 17.02 12.63 370
FGSM-RS [40] 30.12 15.24 12.69 10.25 9.79 8.45 9.57 6.90 67
GradAlign [2] 3191 15.71 12.56 10.28 9.71 8.22 9.47 6.61 135
ZeroGrad [10] 47.31 23.58 17.60 12.85 11.87 11.62 11.01 7.94 67

W-RS 4197 26.30 19.09 14.77 13.72  12.82 13.36 9.67 72

Ours E-RS 41.09 22.33 18.78 15.19 1443 12.00 13.91 9.50 78
B-RS 41.47 25098 19.44 15.36 1434 1291 13.71 9.90 76

NuAT [36] 31.42  20.39 16.15 13.87 1329  11.12 12.25 8.32 101
ATAS [16] 55.63  30.35 15.31 10.28 8.49 10.97 6.30 5.05 70
FGSM-MEP [42] 21.39 13.00 11.37 9.93 9.76 7.28 9.58 6.36 92
Ours E-MEP 44.00 24.46 20.59 17.11 16.59  13.37 16.05 10.97 106
B-MEP 41.86 24.86 20.84 17.30 16.59 13.96 16.25 11.38 102

Table 6. Quantitative results of various methods (£ = 16/255) with ResNet18 as the backbone on CIFAR-100.

Methods  Cleanf FGSM{ PGD-107 PGD-207 PGD-501 C&W1 APGD-CE! AAT Time (hour)]
PGD-AT 3252 1647 1340 1063 1024  7.95 10.00  6.41 67.2
FGSM-RS [40] 27.48 1246  9.59 6.97 647  4.99 6.19  3.63 10.5
GradAlign[2] 28.65 13.80 1040  7.78 708 575 6.59  3.90 20.9
ZeroGrad [10] 34.66 1226  8.22 5.29 482 371 423 221 10.5
NuAT [36] 3524 1552 12.07 8.81 8.13 629 768 427 24.6
FGSM-BP [42] 20.02 10.18  8.38 6.98 677  4.56 6.57  3.62 143
B-BP (Ours) 3351 1632 1292  9.72 923 1726 932 595 15.4

Table 7. Quantitative results of various methods (£ = 16/255) with PreActResNet18 as the backbone on Tiny ImageNet.

B-RS achieves optimal training stability and adversarial ro-
bustness, e.g. the classification accuracy of our method fluc-
tuates slightly during three adversarial training sessions.

Various budgets. Similar experiments are performed for
budgets 10/255 and 12/255. Details are given in Tab. 4. It
is evident that the proposed method achieves optimal adver-
sarial robustness across various perturbation budgets.

Various networks. We then adopt WideResNet34 with
a width factor of 10 [47] as the backbone. The results are
given in Tab. 5. Our proposed B-MEP also prevents the
wider architectures from catastrophic overfitting.

4.4. Results on CIFAR-100

The results on CIFAR-100 with the backbone ResNet-18
are presented in Tab. 6. (1) FAT methods perform similar
training consumption on CIFAR-10 and CIFAR-100 as two
datasets contain the same number and size of images; (2)
All proposed methods can realize stable adversarial train-
ing, as evidenced by the comparable results of mbest and
mfinal (in the supplement); (3) Among the RS-based FAT
works, B-RS and E-RS achieve the best and second-best
adversarial robustness against different attacks; (4) B-MEP
outperforms all other FAT methods; (5) Although B-MEP
performs slightly worse than PGD-AT, its training process
is approximately 3.5 times faster than this competitor.

4.5. Results on Tiny ImageNet

We conduct experiments on the Tiny ImageNet using the
PreActResNet18 backbone to demonstrate the scalability of
the proposed method to large datasets. The results are given
in Tab. 7. B-BP achieves higher robustness among the
FAT methods and comparable robustness to PGD-AT. As
for training efficiency, B-BP (15.4 hours) requires slightly
more computational cost than FGSM-BP (14.3 hours), but
significantly less time than PGD-AT (67.2 hours).

4.6. Ablation studies

In the following, B-RS is selected as the backbone. Figs.
3 and 4 conduct ablation studies on V4. and Yimae/Vmin
respectively. In Fig. 3, the classification accuracy of
both benign and adversarial examples increases with v, 4 -
However, the model trained with a large 7,4, (>0.09) suf-
fers from catastrophic overfitting. Fig. 4 shows that the
model with V42 /Ymin = 1.5 achieves optimal robustness.
Ymaz/Ymin = 1 denotes the static convergence stride. All
models can be trained stably when ;4. = 0.06.

Tabs. 8 and 9 provide the results of comparative exper-
iments on w; and wy respectively. We empirically set wy
to 1 since too small we cannot prevent overfitting and too
large wo will affect the performance. In Tab. 8, w; =0
achieves optimal adversarial robustness on CIFAR100 and

4726



w;, CleanT FGSM{ PGD-101 PGD-201 PGD-501 C&W{ APGD-CET AA 1 Stability

Dataset
0.0 48.13
0.3 46.08
CIFAR100 0.5 44.04
0.7 43.07
0.9 4045

32.13
30.58
29.96
28.61
21.05

24.25
23.06
22.64
22.01
21.62

22.67
21.62
21.34
20.84
20.54

2221 19.04 21.29 1528 % x %
2122 17.79 20.44 1522 x*x%
20.99  17.55 19.16 13.84  x*x%
20.32  16.87 18.98 1347  x%x%
20.15 16.33 18.91 13.53  **%

Table 8. Quantitative results of the proposed method on various w; with ResNet18 as the backbone and the perturbation budget 12/255.
‘Stability’ represents the number of times the model is stable in three training repetitions. ¥maqz and w2 are set to 0.03 and 1, respectively.

Dataset wy Cleant FGSM1 PGD-101 PGD-207 PGD-5017 C&W1 APGD-CEf AA 1 Stability
0.5 36.79 2397 18.60 17.51 17.23 14.65 16.28 12.23 -
CIFAR100 0.7 3731 24.36 18.56 17.37 17.26 14.46 15.96 11.54 -
1.0 48.13 32.13 24.25 22.67 2221 19.04 21.29 1528 % x %
1.3 4484 3042 23.31 21.72 21.31 18.36 19.64 1472 x %%

Table 9. Quantitative results on various wa (Ymaz = 0.03 and w; = 0) with ResNet18 as the backbone and £ = 12/255.

ResNetl8 trained with ConvergeSmooth-RS on CIFAR-100
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Figure 3. Ablation study of Vmaz (Ymaz /Ymin = 1.5). We provide
the classification accuracy of models (ResNet-18) to benign and
adversarial examples (PGD-10, £ = 16/255) on CIFAR-100.

all settings accomplish stable FAT. According to Eqs. (7)
and (8), if w;#£0, for the data = which satisfies C(z) = 1,
L(x}, 0;) is assigned with higher weights (1+w;) or lower
weights (1-wy ), causing the model to excessively prioritize
or neglect this portion of the data. This may weaken the per-
formance of models. However, for Tiny ImageNet, models
suffer catastrophic overfitting at w; = 0. Then, we gradually
increase w; from 0.3 with a stride of 0.2 until the FAT pro-
cess becomes stable. In addition, our weight centralization
method only introduces a balance coefficient ws. ws is set
to 0.1 since catastrophic overfitting happens when ws = 0
and classification performance is degraded when w3 = 0.2.

5. Conclusion

In this paper, we tackle the issue of catastrophic overfit-
ting by focusing on the convergence stability of loss func-

ResNet18 trained with ConvergeSmooth-RS on CIFAR-100
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Figure 4. Ablation study of Yimaz /Ymin (Ymaz = 0.06). We pro-
vide the classification accuracy of models (ResNet-18) to benign
and adversarial examples (PGD-10, £ = 16/255) on CIFAR-100.

tions. Through experimental analysis, we find that this is-
sue is accompanied by abnormal convergence behavior of
losses. Motivated by this phenomenon, we propose com-
plementary constraints, namely E-ConvergeSmooth and B-
ConvergeSmooth, based on the adversarial training con-
straint. To alleviate the burden of parameter tuning, weight
centralization is designed utilizing priors from previous
epochs. Extensive experiments on different network archi-
tectures and datasets show that the proposed methods ef-
fectively solve catastrophic overfitting and exhibit superior
robustness against various adversarial attacks.
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