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Abstract

Model protection is vital when deploying Convolutional
Neural Networks (CNNs) for commercial services, due to
the massive costs of training them. In this work, we propose
a selective encryption (SE) algorithm to protect CNN mod-
els from unauthorized access, with a unique feature of pro-
viding hierarchical services to users. Our algorithm firstly
selects important model parameters via the proposed Prob-
abilistic Selection Strategy (PSS). It then encrypts the most
important parameters with the designed encryption method
called Distribution Preserving Random Mask (DPRM), so
as to maximize the performance degradation by encrypt-
ing only a very small portion of model parameters. We
also design a set of access permissions, using which dif-
ferent amount of most important model parameters can be
decrypted. Hence, different levels of model performance
can be naturally provided for users. Experimental results
demonstrate that the proposed scheme could effectively pro-
tect the classification model VGG19 by merely encrypting
8% parameters of convolutional layers. We also imple-
ment the proposed model protection scheme in the denois-
ing model DnCNN, showcasing the hierarchical denoising
services.

1. Introduction

Convolutional Neural Network (CNN) has been used to
achieve unparalleled results across various tasks such as ob-
ject detection [5, 10, 20], super-resolution reconstruction
[9, 13, 15], and image inpainting [36, 37, 38]. The con-
struction of a successful CNN model is not a trivial task,
which usually requires substantial investments in expertise,
time, and resources. To encourage healthy business invest-
ment and competitions, it is crucial to prevent unauthorized
access to CNN models. Meanwhile, there is a recent trend
of deploying pretrained CNN models through cloud-based

services. Under such circumstance, it is much desirable to
offer hierarchical services, such that users with different ac-
cess privileges could enjoy different levels of model perfor-
mance. For instance, when using CNN model for image de-
noising task, the lowest access privilege leads to a roughly
denoised version; this could serve as a promotion of the de-
noising service, which could be free. When users prefer
sophisticatedly denoised images, they can pay for advanced
access privileges for better services.

A straightforward strategy to achieve model protection
and access control is to encrypt all model parameters via
traditional cryptographic methods such as RSA [26], TDES
[6], and Twofish [27]. On the order of millions or more pa-
rameters, both the encryption and decryption of them would
be very expensive, especially for resource-constrained de-
vices. In comparison, it is much desirable to encrypt pa-
rameters selectively. This strategy is known as Selective
Encryption (SE) and has practical applications in multime-
dia security and Internet security [3, 7, 11, 23, 35]. On
the other hand, encrypting all model parameters indiscrimi-
nately cannot provide fine-grained hierarchical services.

The motivation of the SE derives from Shannon’s
seminar work, which pointed out that effective encryp-
tion/decryption can be performed by decreasing the redun-
dancy of a system [28]. In general, reducing the redundancy
of a system relies on the prior knowledge of the importance
of system components. For instance, Abombhara et. al. [2]
protected the bitstreams of H.264/AVC video codec by se-
lectively encrypting the I-frames, which have larger impacts
on the quality of reconstructed frames, compared with P-
and B- frames. In fact, in the deep learning community,
several works [19, 24, 31, 39] showed that the parameters
in a CNN model are NOT equally important, and some of
them contain more useful information for a given task. The
unequal importance of model parameters motivates us to de-
sign a new SE for protecting a CNN model by only encrypt-
ing those important parameters.
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Figure 1: Schematic diagram of our proposed system model.

Therefore, in this work, we present a novel SE algorithm
to protect a pretrained CNN model, with a unique feature of
providing hierarchical services to users. Our proposed pro-
tection scheme consists of the following two steps. First of
all, we propose the Probabilistic Selection Strategy (PSS)
to select important model parameters, which heavily im-
pact the model performance. Then, we design an encryption
algorithm Distribution Preserving Random Mask (DPRM)
for encrypting those selected parameters. As will be veri-
fied experimentally, the proposed SE endows the feasibility
of providing users with hierarchical services, i.e., different
levels of model performance could be granted according to
predefined permissions. The main contributions of our work
can be summarized as follows:

* We propose the PSS to determine the importance of
parameters in a CNN model. The PSS could be gener-
alized to CNN models for different applications, such
as image classification and denoising.

* We propose the algorithm DPRM to encrypt parame-
ters selected by the PSS such that encrypted parame-
ters and those unencrypted ones are statistically con-
sistent. We theoretically prove that the ciphertext ob-
tained from the DPRM is imperceptible to attackers,
which significantly enhances the security of the pro-
tected model.

* Through manipulating the number of decrypted pa-
rameters with different level of importance, the pro-
posed framework could provide hierarchical services
for users by assigning different permissions.

* The experimental results on the classification model
VGG19 and the denoising model DnCNN show that
we can effectively protect the two models with the pro-
posed SE, by merely encrypting less than 8% parame-
ters of convolutional layers.

The rest of the paper is organized as follows. Section 2
briefly introduces the system model, the threat model, and
design goals of the proposed framework. We provide the
details about the system model in Section 3. In Section 4,
we theoretically prove that the ciphertext of those important

parameters is imperceptible to attackers. Finally, Section 5
offers experimental results to verify that all expected goals
are achieved, and Section 6 concludes.

2. System model, threat model and design goals
2.1. System model

We aim to design a CNN protection framework with the
following two functionalities. Firstly, this system can pre-
vent unauthorized access to the pretrained model. Namely,
only authorized users could obtain the correct model out-
puts, while the unauthorized ones can only get irrelevant re-
sults. Secondly, it can provide hierarchical services for au-
thorized users with different permissions. The framework
of our system is presented in Fig. 1. Let Fg be a pre-
trained CNN model with the parameter set ®. To protect
this model via our proposed SE strategy, a service provider
firstly feeds the pretrained model Fg into a Select mod-
ule, which selects important parameters O from Fe by
using the proposed PSS. Then, the Encrypt module con-
structs the protected model Fg by encrypting © with the
proposed DPRM. The model Fg, subsequently will be de-
ployed, waiting for access with permissions. The Assign
module generates several permissions S;;’s based on the
outputs of the Select and Encrypt modules. Authorized
users then obtain a decrypted model F¢ by inputting a
permission S, into the Decrypt module. The decrypted
model will exhibit different levels of performance of the
pretrained model Fg as the change of the permission S;.
As shown in Fig. 1, three authorized users decrypt the pro-
tected model with different permissions S;;,’s (m = 1, 2, 3),
and obtain corresponding decrypted models F¢ =~ with hi-
erarchical performance on classifying a cat. When an unau-
thorized user attempts to access the protected model without
any permission, the system will return a useless result.

2.2. Threat model

The considered security threats of the proposed system
mainly come from attackers who attempt to recover en-
crypted parameters © from the protected model Fg), so as
to use the pretrained model Fg without authorization. On
the one hand, attackers could treat the parameter set O of
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the protected model as a noisy version of the original pa-
rameter set ®, where parameters © are contaminated. At-
tackers thus can recover © from @ with denoising tech-
niques. On the other hand, those encrypted parameters €)
could be treated as the missing information in (:) which
possibly can be restored with retraining strategies. We call
these two adversarial behaviors the denoising attack and the
retraining attack.

2.3. Design goals

To evaluate the effectiveness and security of the pro-
posed scheme, we clarify the following design goals: 1)
Effectiveness: To make the protected model Fg dysfunc-
tional to unauthorized access, we have to ensure that the
selectively encrypted model exhibits sufficiently large per-
formance degradation; 2) Hierarchy: The proposed system
should provide users with different services by assigning
them with different permissions. Therefore, the released
model F¢  needs to exhibit various performance in accor-
dance to user’s permission S;;,; and 3) Security: The pro-
tected model F¢ should be secure against threats discussed
above. We will verify all the design goals in Section 5.

3. The system model for protecting CNN

In this section, we provide details concerning each mod-
ule of our proposed system model in Section 2.1.

3.1. Select

This module aims to select important parameters © from
convolutional layers of Fg. Here we only consider convo-
lutional layers because most of parameters in a CNN model
are concentrated in these layers [12, 18, 33, 34]. Hereafter,
the term “layer” refers to the convolutional layer. We adopt
a layer-wise strategy to determine © for parallel process-
ing. Specifically, suppose the pretrained model contains
L layers, and hence, O is ~composed of L subsets el
(I = 1,..., L), where each ©! contains important parame-
ters of the [-th layer. We propose a selection method PSS to
identify each ©!. The motivation of PSS is as follows.

Intuitively, we can identify the importance of parame-
ters by evaluating the performance degradation of the pre-
trained model without these parameters. However, neurons
of a CNN model may have different responses for various
inputs, implying that the importance of parameters is related
to the inputs. More precisely, let ®' denote parameters of
the [-th layer. When feeding a sample x,, (n = 1,..., N)
into Fe, there exists a parameter subset ©' of ©! to cause
the maximal performance degradation of Fg if we remove
©!. Clearly, ©' changes with the input x,,. To eliminate
such randomness, we can count how many times each pa-
rameter 6 in @' is selected as a candidate of @l, after feed-
ing all x,,. Denote the selected frequency of a parameter ¢
in ©' by py. Itis clear that the frequency py directly reflects

the importance of a parameter 6 to the pretrained model. We
thus name py the importance of the parameter 6. For sim-
plicity, we call ©! dominated set of the I-th layer and call
parameters in it dominated parameters. Naturally, O is the
dominated set of Fgo.

Now we formulate the selection strategy PSS above into
the following optimization problem.

min Z L(Fe(xn, (I- Z("))(D@l)

pocl01] N ya)+AIZ™ o,

ey
where Z(™ = {2} gcoi, 25" ~ Bern(zo|py) is a sam-
ple of the binary random variable zy, I is the vector of
ones with the same length as ®', and X is a weighting
factor for the regularization term. Here, we briefly ex-
plain the relationship between the optimization problem (1)
and the selection strategy. The element-wise multiplication
(I— Z(”)) ©®©! is designed to simulate the removing opera-
tion by noting that a parameter § will be removed from @' if
the corresponding z(g") = 1. The first term thus indicates the
performance of Fg after removing a part of the parameters
(L() is a performance evaluating function). To maximize
the performance degradation of Fg, which is equivalent to
minimizing the first term in (1), those important parameters
6’s in ®' should be assigned with large importance py, so
that z(") 1 for most x,,’s. Thus, we can determine the
importance py of each 6 in @' by solving the problem (1).
It should be noted that the term ||Z("™)||, penalizes the num-
ber of removed parameters, such that fewer parameters are
assigned with large importance.

The discrete nature of the binary random variable zy
challenges the optimization of the problem (1). We can
overcome this obstacle via reparameterizing [14, 29] zy into
the continuous random variable Zy as follows

so(u) = Sig((log(u/(1 —u)) +log(pe/(1 — po)))/B),
e(’M) so(u)(C =)+ (@)
min(1, max(0, 34 (u)),

which was initially proposed in [22] and later improved in
[21]. In (2), u is a random variable of uniform distribution
U(0,1), Sig(-) represents the sigmoid function, ¢ > 0 and
v < 0 are parameters to extend the support of Z to be [0, 1].

Another challenge ascribes to the Ly regularizer
1Z™M o = [{z5"}pecorllo in the problem (1). Note
that the original zy has been relaxed by Zy defined in (2).
We can relax the L regularizer into a differentiable form
> ocol ]P’{ m 0} The reason is that Lo norm enforces

less nonzero elements in Z(™). This implies that, for most
éé")’s in Z(™), the probability P{Zén) # 0} should be as
small as possible. According to the cumulative distribution
function (CDF) of sp(u) introduced in [22], we can con-

2207



Distribution of Parameters in 2-th Layer Distribution of Parameters in 4-th Layer

=
g
3
o
=
8

_o
R
N

=
9
S
o
9
S

Normalized Frequency
Normalized Frequency

o
5o

)
o
oS
N

-0.1 0 0.1 0.2 0.3
Parameters Value

-0.1 0 0.1 0.2 0.3
Parameters Value

Distribution of Parameters in 6-th Layer

Igislribu(ion of Parameters in Fully Connected Layer

o
o I
IR
o

o o
& 3

°
=
&
°
®

R

Normalized Frequency
o
=
&
Normalized Frequency
o
S o
S &

o o
Q
o R
o o
. ©°
o 2

?

0 0.1 0.2
Parameters Value

-0.02 0 0.02 0.04 0.06
Parameters Value

Figure 2: The histograms of parameters in several layers of VGG19. The red curve in each sub-figure is the corresponding Gaussian
distribution with mean value and standard deviation estimated from parameters.

clude that

~(n . _'Y
P {Zé ) # 0} = Sig (log(po/(l —po)) — Blog C) :
3)
where the details is given in supplementary materials.
Upon having the relaxation (2) and (3), the problem (1)
reduces to

min i Z ( (Fo (%n, (I — Z(n>) ®e'), Yn)) )

pg €[0,1] (4)
+ X > Sig(log(ps/(1 — pe)) — Blog .
oco! ¢

When the performance evaluation function £(-) is differ-
entiable with respect to py’s, such as the negative cross-
entropy or negative mean squared error, we can effortlessly
solve this problem with automatic differentiation toolboxes
TensorFlow [1] or Pytorch [25].

After solving the problem (4), we obtain the importance
of parameters in the [-th layer, denoted by P! = {pg}gcer.
The dominated set ©' of this layer naturally can be identi-
fied as follows

O = {0|0 € O, pyistop ¢ in P}, (5)

where ¢ is the number of dominated parameters. By repeat-
edly solving the problem (4) with [ = 1, ..., L, and search-
ing dominated parameters as (5), we can obtain the domi-
nated set © = {©'}- | for the model Feo.

Upon having dominated parameters ©, we now split
them into M different subsets as follows:

= {®m}7n 1 m - {®7n}l:17

(6)
O, = {010 € ©",Qui11 <o < Qm},

where Q. ; is the (M m+1)/M percentile of elements in
P!. Here we split © according to the importance of parame-
ters as in (6), so that the subsequent procedure could control
the performance of Fg by manipulating the number of de-
crypted parameters with different importance. More details
are deferred to Section 3.4.

For the future decryption of dominated parameters in o,
we also need their locations E = {es}yce in the model

Algorithm 1: The Scheme of the Encrypt module
(running the DPRM on each subset of ©).

Input: Dommated set © = {@
= {K«m}m_l
Output: Fe: U, VK, p, o
1 for m=1,...,Mdo

m 1» secret keys

R +— gfs("fmv ‘ém‘)v
forl = 1 ., L do
7n - @ Cm - {Cm}lel;
for c in C!, do
ul, = min(Cl)), !, = max(Cl));

C(_(C_u )/(U'm_ul )

put = MEAN(®!), ol = STD(®!);
e+ F1(qut,ot), CL + CL U
10 Cp = {Cm}le;

nu €= {Cm}m 1> F& < replace © in Fg with C;
12 U= {unlply, wm = {up, g

B V= {Vm}%:lz Vm = {Uin}zL:ﬁ

u p= {Hl}leva = {Ul}szl;
15 return: Fg, U, V, K, u, o0

e % N o U R W N

Feo, where ey is a 2-D tuple to locate which layer 6 belongs
to and the position of ¢ in this layer. Similarly, we split E
following the partition of ®. That is,

E={E,},_, BE,={E,}L,, = {99}9eé)gﬂ-

@)
3.2. Encrypt

We now propose an encryption method called DPRM to
encrypt the dominated set ©,s0as to protect the model Fg
in terms of maximizing performance degradation. We run
the DPRM independently on each subset ©,, of O to facil-
itate the manipulation of decrypted parameters. The DPRM
works by first generating a pseudorandom number sequence
to mask @m, and then transformlng the masked version of
©,,, into the same distribution as ©,,. The detailed proce-
dure of running DPRM is listed in Algorithm 1. For each
©,, in the partition of ©, the DPRM sequentially performs:

1) RandMask(®,,, k) — Co: Given a secret key
Km produced by a key generator, we utilize the forward
secure pseudorandom number generator (FSPRGN) [30]
G to produce a pseudorandom number sequence R,,, with
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length |(:-)m| The subset ©,, of the dominated set ©
then is masked by this pseudorandom number sequence as
Cm = ®m + Rm (line 2)

2) Mapping(C,,) — C,.: An obvious limitation of
RandM ask is that masked parameters C,,, are statistically
different from the original ©,,. Attackers can then easily
identify C,,,, which implies that locations of encrypted pa-
rameters are leaked. To tackle this serious threat, we have to
further transform C,,, to another domain whose distribution
is consistent with (:')m. To this end, the fundamental issue
now is to estimate the distribution of parameters in O,

Observing the histograms of parameters of several layers
in the CNN model VGG19 [32] in Fig. 2, it is reasonable to
infer that parameters in each layer of a CNN model follow
symmetric distributions such as Gaussian. Hence, we as-
sume that parameters ®' of the [-th layer follow a Gaussian
distribution N (6|u!, o'), where the mean ! and standard
deviation ¢! can be estimated with sample mean and sam-
ple standard deviation of parameters in @'.

Note that the masked parameters in C,,, are distributed
across L layers, where masked parameters in the [-th layer
are denoted by Cﬁn (I = ., L). Making the distribu-
tion of C,,, be consistent with that of @m reduces to trans-
form each C!, into the Gaussian distribution A (6!, o)
as ® C ©'. As shown in Algorithm 1 (lines 3-10), for
I =1,..., L, we first scale elements in Cin into the interval
[0,1], and then transform these scaled ¢’s with the inverse
Gaussian CDF as follows:

l l l

¢ (c—ub)/(Wh, —l,), VeeCl, )
b F el o),
where uin = mm(Cin) Ufn = max(Cin) and

(|, o) is the inverse CDF of N (|u!,o!). After
transforming all subsets Cﬁn’s in C,, as (8), we obtain the
ciphertext Cm of @m

By repeatedly implementing the DPRM above on each
©,, in ©, we encrypt the dominated set © of Fe into the
ciphertext C. The protected model Fg, thus could be con-
structed by replacing © in Fe with C (line 11). Apart from
the protected model Fg, the Encrypt module also gener-
ates secret keys K, scaling parameters U, V, and the statis-
tical information p, o, for generating permissions.

3.3. Assign

The performance of the protected model Fg now is
heavily suppressed since dominated parameters © are en-
crypted. Users could access Fg only with permissions
composed of locations E of dominated parameters and
other five security-related components outputted from the
Encrypt module. More precisely, let S;,’s (. = 1, ..., M)
be M different levels of permissions, each of Wthh is gen-

Algorithm 2: The scheme of Decrypt module

Input: S,;, = {Em, Wi, Vimy Ky by a}ﬁzl, protected model
Fo-
Output: Decrypted model: F
1 form=1,..,mdo
C,,, < parameters in ]-'@ at location E,, ;
foril=1,...,Ldo
CL, —@ Cm_{C }z 15
for ¢ in C., do
c+ F(c|,u ), ¢+ (c+u )(vin —ul).
>ul e p, ol €o,ul, €um,vh, € vin;
7 CL, + CL, U{ch
8 Cm—{C }l 17Rm<*gf5(n’m7‘c’m«|)
9 ®7n - Crn R"L
10 O = {em}mzl U(O/{Cm}n_1);
11 ]:ém < replace ©® of Fg with [P
12 return Fg

a B Wow

erated as follows:
S = {Bun, W, Vin, Ky 1, 0 Yy 9)

Here, each item {Em, Wy, Vi, Km, 1, 0} could indepen-
dently decrypt the ciphertext of the dominated parameter
subset ©,,, in ©. Details will be introduced in Section 3.4.

Also, the size of a permission Sy, in bits is (b, +
64L)m + %qﬁ (please refer to supplementary materials
for detailed calculations), where b, is the bit size of the se-
cret key x, and ¢ is the number of dominated parameters in
each layer. For the prevailing models, VGG19 and DnCNN
considered in our experiment, the size of permissions is less
than 508KB. Such overhead is acceptable in practice.

3.4. Decrypt

When receiving a permission S,; from users, the De-
crypt module is operated as follows. For each item
{Em, Wy, Vi, Km, B, 0} 10 Sy, the decryption procedure
starts with locating the ciphertext C,,, of dominated param-
eter subset @m according to the location E,, (line 2). The
decryption of C,, is merely the inverse process of the en-
cryption of ©,,. As shown in Algorithm 2, for those en-
crypted parameters Cl of C,, in the I-th layer, we first
transfer them back to the random masked version of @fﬂ,
ie., Cﬁn, via the following transformations (lines 6-7)

ClL, = {¢|vé € Cl, e« F(e|', "),

1
e erubyh —atyy, OO

where F(-,u!,c') is the CDF of Gaussian distribution
N(O|ut,o!). By repeating the above procedure (10) for
l = 1,..., L, we obtain the masked version C,,, of dom-
inated parameters subset ©,,. Then, we input the key
Km to the FSPRNG to generate the same random num-
ber sequence R,, used to mask o,, (line 8). The subset
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Figure 3: The classification accuracy of the protected VGG19
on CIFAR10 with respect to different percentages of encrypted
parameters.

O, readily is decrypted by removing R,,, from C,,, i.e.,
©,, = C,, — R, (line 9).

With the permission S,;,, we can recover 171 dominated
parameter subsets {@m}ﬂ:l in® by repeating the above
procedure.

The resulting decrypted model is denoted by F, = (lines
10-11). Obviously, when 7o < M, M — m dominated pa-
rameter subsets {©,, }M_ 4 are still encrypted in Fg
Hence it is a partially encrypted version of Fg. As m in-
creases to M, all dominated parameters @ = {@©,,}M_,
are recovered, and .F .= = Feo. Thus, the full performance
of Fe is then released. On the contrary, if no permissions
are fed into the Decrypt module, the performance of Fg
is still suppressed in the encrypted model. Consequently,
we have provided users with hierarchical services (different
performance levels) of the pretrained model and achieved
access control against unauthorized users.

4. Imperceptibility of ciphertext

In this section, we theoretically prove the imperceptibil-
ity of the ciphertext, which significantly enhances the secu-
rity of the protected model.

Let ©! and ©! be parameters of the [-th layer of the
protected model Fg and the pretrained model Fe, respec-
tively. Recall that @l is a partially encrypted version of o'
where dominated parameters ©! are encrypted into the ci-
phertext C!. To ensure that attackers cannot recover these
dominated parameters ®' as discussed in Section 2.2, a pre-
requisite is the imperceptibility of the ciphertext Cl. Taking
Olasa noisy version of @', the dominated parameters o!
of ®! are contaminated by the noise W! = C! — @', If
attackers cannot perceive the added noise wi by observ-
ing ©!, the ciphertext Cl is also imperceptible. To prove
that W' is imperceptible, we resort to the measure equiv-
ocation defined by Shannon [28], which evaluates the in-
formation leakage of W! when observing ©!. This mea-
sure is also widely used in the field of steganography and

Fe -=-PSS

\ Random
25 —+—Descend
—A—Ascend

Mean

PSNR (dB)

005 2 4 6 8 10 12 14
Percentage of Encrypted Parameters (%)

Figure 4: The denoising performance of the protected DnCNN
with respect to different percentages of encrypted parameters.

watermarking [4, 16]. In our analysis, we modify the orig-
inal equivocation into an equivalent form, E(W! @!) =
I(W' @) /H(W'), where H(W') is the entropy of W'
and I(W'; ©') is the mutual information between W' and
©L. If we can prove that E(W', ©!) is negligible, the in-
formation leakage of W is also negligible, and thus Wi is

imperceptible. We have the following theorem on the mag-
nitude of £(W', ©').

Theorem 1. The modified equivocation between W' and
Ol is of order [W|~/2. That is, as |[W'| — oo,
E(W!, 68 = o(W!|~1/2). (11)
The detailed proof is given in the supplementary materi-
als. As can be easily seen from (11), E(W!, @') is negli-
gible if \Wl| is large enough, or equivalently if the number
of dominated parameters in Ol is large enough. This con-
dition is quite reasonable in practice as CNN models typ-
ically contain a massive of parameters. Taking VGGI19 as
an example, the number of parameters in the 8-th layer is
of order 10°. Supposing 10% parameters are identified as
dominated ones, the order of |W*| would be 10° and that of
E(W! ©')is 1075/2. Thus we claim that the ciphertext in
the protected model is imperceptible.

5. Experiments results

In this section, we experimentally verify that our system
can achieve the goals defined in Section 2.3. At first, we
briefly introduce the experiment setup.

We consider two CNN models: the classification model
VGG19 [32] and the denoising model DnCNN [40]. We
train VGG19 on CIFARI10 [17] and DnCNN on 300 noisy
images from ImageNet [8] with Gaussian noise (noise level
50). The best classification accuracy of the pretrained
VGG19 on 10000 test images of CIFAR10 is 91.24%, and
the best PSNR of the pretrained DnCNN on 40 noisy images
is 28.35dB. According to our observations, encrypting sev-
eral layers of VGG19 and DnCNN is enough to cause the
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Level of Permissions: 1
1 2 3 4 5

VGG19 (%) 10.00 6541 78.65 82.58 87.33 91.24
DnCNN (dB) 13.61 20.12 23.23 2552 2658 2835

Model

Table 1: Hierarchical Performance of Decrypted Models

maximal performance degradation. Therefore, in all experi-
ments below, we only selectively encrypt parameters of 1-st,
2-th, 5-th, and 9-th layers of VGG19, and that of DnCNN
are 6-th, 9-th, and 12-th layers. Due to the space limit, more
experiment results can be found in the supplementary mate-
rials.

5.1. Effectiveness of the proposed SE

For rejecting unauthorized access, a successful protec-
tion should degrade the performance of the encrypted model
into the worst situation, if no permission is granted. For in-
stance, for VGG19 on CIFAR10, the worst prediction ac-
curacy is 10% (random guess among 10 classes). To the
best of our knowledge, our proposed scheme is the first one
to protect CNN models with SE. For preparing the com-
peting algorithms, we design four different strategies to se-
lect parameters from considered layers, and encrypt them
with the proposed DPRM. 1) Random: We select parame-
ters uniformly at random; 2) Mean: We extract parameters
around the mean value. This selection strategy is motivated
by the observation that parameters are concentrated around
the mean value (see Fig. 2); 3) Descending: A reasonable
hypothesis is that the importance of parameters is positively
correlated to their values. Thus, we select parameters in the
descending order of their values; and 4) Ascending: Con-
versely, we select parameters in ascending order.

Fig. 3 shows the classification accuracy of VGG after
encrypting different percentages of parameters of consid-
ered layers. We can observe that our PSS (red curve) de-
grades the VGG19 to the worst case when only 8% of pa-
rameters are encrypted, while the best competing one needs
to encrypt 40% of parameters. Such a result demonstrates
the effectiveness of the proposed SE for protecting VGG19.
Similarly, Fig. 4 shows the denoising performance of the
DnCNN when PSS and other competing algorithms are
used for the parameter selection. As can be observed, the
denoising performance degrades very quickly when model
parameters are selected by PSS and encrypted. Note that,
to eliminate the randomness, results in Fig. 3 and 4 are the
averages over repeating the encryption for 20 times.

5.2. Hierarchical performance of the released model

We now demonstrate that models decrypted from the
protected model with various permissions could exhibit
different levels of performance. We selectively encrypt
10% (2%) parameters of considered layers of the VGG19

Attacking Goals:  VGG19=6541% DnCNN =20.12dB
Denoising via Wavelets

DB2 Haar Sym9

VGGI19  21.15%  23.13% 24.72%  19.54% 18.42% 17.31%

DnCNN 15.17dB  16.71dB  15.31dB 13.54dB  14.32dB  15.51dB

Denoising via Filters
Model

Average Gaussian Median

Model Layer-wise Transferring
VGG19 55.15% 39.14%
DnCNN 18.24dB 17.49dB

Table 2: Performance of Protected Models under Attacks

(DnCNN). Then, 5 permissions Sy, (m = 1, ..., 5) are gen-
erated by the module Assign in Section 3.3 (M = 5).
These permissions are fed into the Decrypt module to de-
crypt the protected VGG19 (DnCNN). The performance of
the decrypted VGG19 and DnCNN with respect to the 5
permissions is recorded in Table 1. As the increase of m,
the decrypted VGG19 (DnCNN) exhibits different levels of
accuracy (PSNR) and reaches the best one when inputting
the highest permission (m = 5). Here, m = 0 implies no
permission is granted, corresponding to the worst prediction
accuracy. For a better illustration of the hierarchical perfor-
mance of the released DnCNN, the visualized denoising re-
sults of a test image under different permissions are shown
in Fig. 5. One can see from Fig. 5(d)-(f) that a higher
level of permission (larger m) endows users with a better
denoised image. Interestingly, for users without permission
(m = 0, see Fig. 5(c)), the resulting denoised image is even
worse than the original one.

5.3. Security against potential attacks

We then evaluate the security of the protected model
against denoising and retraining attacks considered in the
threat model. First of all, we define the attackers’ capa-
bility and goals to quantitatively evaluate whether an at-
tack succeeds. Attackers’ Capability: Attackers could
challenge the protected model under one or all of the fol-
lowing capabilities. 1) Attackers can access all parameters
of the protected model; 2) Attackers possess limited data
(10%) used for training the pretrained model; 3) Attack-
ers own another model that has the same structure as the
protected one; but is trained over another dataset; and 4)
Attackers have known which layers in the model are en-
crypted. Attackers’ Goal: The attackers’ goal is to ob-
tain the same model performance as a user with the lowest
permission. As shown in Table 1, for VGG19 and DnCNN,
the attackers’ goals are 65.41% classification accuracy and
20.12dB of the denoised image, respectively.

We now consider several potential denoising and retrain-
ing attacks and show that the protected model is secure
against them. Note that, in Section 4, we have proved the
imperceptibility of the encrypted parameters. Hence, all at-
tacks discussed below are based on the premise that the lo-
cations of the encrypted parameters are unknown.
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(a) Clean

(b) Noisy (14.15dB) (c) i = 0(8.91dB) (d) m = 1(19.22dB) (e) " = 3 (24.40dB) (f) m = 5 (29.91dB)

Figure 5: Images to illustrate the hierarchical performance of the protected DnCNN with different permissions. (a) Clean image; (b)
Noisy image; (c) The output image of the protected DnCNN without permission; (d-f) Denoising results of the noisy image by utilizing the

protected DnCNN with different permissions Sy,’s.

DENOISING ATTACKS

1) Denoising via Wavelets: Attackers take selectively
encrypted parameters in each considered layer as a partially
contaminated discrete signal (flattening parameter tensors
into a 1-D vector). They can remove the noise by resorting
to wavelet denoising techniques. To simulate attackers’ be-
havior, we consider three different wavelets: DB2, Haar,
and Sym9. As shown in Table 2, the accuracies of the pro-
tected model suffering the three wavelet based denoising
attacks are 21.15%, 23.13%, and 24.72%, respectively. Ob-
viously, none of them achieves an accuracy better than the
attacking goal 65.41%. For DnCNN, the best performance
given by the three types of attack is 16.71dB, which is still
inferior to the attacking goal (20.12dB). Thus, we conclude
that the VGG19 and DnCNN protected by our scheme are
secure against the wavelets based denoising attacks.

2) Denosing via Filters: The significant performance
degradation of the encrypted model possibly ascribes to
some abnormally large or small parameters. Attacker could
implement the average filter or the median filter on the 1-D
signal of encrypted parameters. Moreover, the Gaussian fil-
ter possibly is suitable since the noise used to encrypt dom-
inated parameters follows a Gaussian distribution. The per-
formance of the protected VGG19 and DnCNN under these
filter based attacks is recorded in Table 2. As can be seen,
for VGG19, all the restored accuracies after attacks cannot
exceed the attacking goal (65.41%). Similarly, for DnCNN,
the best PSNR of the attacked model is 15.51dB, which is
still worse than the attacking goal (20.12dB). Therefore, the
encrypted VGG19 and DnCNN models are secure against
the filtering based attacks.

RETRAINING ATTACKS

1) Layer-wise: Since only several layers are encrypted
by our proposed scheme, attackers could retrain each layer
independently by fixing parameters of other layers, based
on the available training data. The classification accuracy
of the retrained VGG19 is recorded in Table 2. It can be
seen that the resulting accuracy is 55.15%, which is lower
than the attacking goal 65.41%. A similar result for DnCNN

is 18.24dB, which is also worse than the attacking goal
(20.12dB). Thus, under the assumption on attackers’ capa-
bility and the defined attacking goal, we conclude that this
type of retraining attack is not successful.

2) Transfering: Attackers may hypothesize that the
distribution of encrypted parameters possibly is consistent
among models with the same structure; but trained on an-
other dataset. They thus implement the proposed PSS strat-
egy on a new VGGI19 trained on other ten classes from CI-
FAR100 [17] and obtain locations of dominated parameters
of this VGG19. Then, they retrain parameters of the pro-
tected VGG19 at locations learned from the new VGG19.
The performance of such attacked model is only 39.14%,
far from the attacking goal 65.41%. We also try to attack
DnCNN by using the same strategy, where the locations of
encrypted parameters are transferred from another DnCNN
trained over the noisy images with noise level 25. In this
case, the PSNR value of the denoised image is 17.49dB,
which is still lower than the attacking goal (20.12dB).

6. Conclusions

In this paper, we have proposed a SE algorithm to pro-
tect a CNN model by firstly selecting important param-
eters from this model with the PSS and then encrypt-
ing the selected parameters with DPRM. A system based
on our SE can prevent a CNN model from unauthorized
access and also provide authorized users with hierarchi-
cal services. Experimental results have been provided to
show the effectiveness and security of the SE on protect-
ing CNN models. Acknowledgments: This work was
supported by Macau Science and Technology Develop-
ment Fund under SKL-IOTSC-2018-2020, 077/2018/A2,
0015/2019/AKP, and 0060/2019/A1, by Research Commit-
tee at University of Macau under MYRG2018-00029-FST
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