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Abstract

In this supplementary material, we provide more details on the module analysis and robust model training described in
the main submission. Besides, we show more visualization results against adversarial attacks at different levels of attacks
and with various losses/targets. In the end, we utilize more advanced attack scenarios to demonstrate the robustness of our
proposed method. Code is available in https://github.com/yuyi-sd/Robust_Rain_Removal.

1. More Implementation Details
1.1. Attack Framework
1) Attack Metrics.

e Restoration (Human Vision): {5 Euclidean distance:

6 = arg max || f(X +6|0) — f(X|0)], - (1)
6,110l o <e

Note that f(X6) is in the vector form.

* Downstream CV Tasks (Machine Vision): Learned Perceptual Image Patch Similarity (LPIPS) [14]:

§ = arg maxty;,s (f(X + 910), f(X]0)). (2)
5116l o <e

Here, we use the default LPIPS setting (using a pretrained VGG network) to evaluate the distance between images.
Higher means the compared images are more different, lower means the compared images are more similar for £p;p,.

1.2. Evaluation Metrics

1) Task-driven Metrics Calculation. For the task-driven metrics, we use SSeg [15]' for semantic segmentation and Pede-
stron [2]? for pedestrian detection, and both approaches are using the respective pretrained model on Cityscape dataset. Note
that when evaluating the deraining outputs by down-stream tasks, we use the corresponding segmentation/detection output
of the ground truth no-rain image as the true label.

1.3. Module Analysis

1) Attention Module. Figure 1 (a) illustrates the integrated location of the attention module, and the attention module is
integrated at all stages to better augment the performance of the whole architecture.

*Corresponding author.
'https://github.com/YeLyuUT/SSeqg
Zhttps://github.com/hasanirtiza/Pedestron
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Figure 1. Module.

2) Receptive Field. The basic block with a multi-dilated convolution structure is shown in Figure 1 (b).
3) Adversarial Loss. For the rain removal model, the adversarial loss can be obtained as:
Lage = A max_ || (X +010) = F(XIO)]l, )

To optimize the inner-max function, we use PGD[6] with iteration 7' = 5 and ¢ = 4/255 to obtain the perturbations J.(X).
Thus, the adversarial loss can be formulated as:

Laay = M f(X +0:(X)[0) = f(X]O)]]5 - @)

Note that f(X0) is in the vector form. As the inner-max optimization costs a lot of time during training stages, we first train
the model with fidelity loss, and then finetune the model with the adversarial loss for a few epochs.

Because large A\ will compromise the performance for input without perturbations, we adjust the weight to make the final
clean performance around 28.0(=+0.2) for Rain100H and 28.5(4-0.2) for RainCityscape in terms of PSNR.

1.4. Ensemble Modules into Robust Model

1) Network Design. We change the attention module in MPRNet (SE with multiplication) into SE with addition, set the
number of recurrent blocks as 3, and incorporate convolution path with diverse dilations {1, 2, 3}.
2) Network Training. We first train the model with Charbonnier Loss [4] as fidelity loss:

RN N .
Lig =5 >3 2 P(YY = [;(X6)), 5)

where p(z) = Zle /27 + €2 (a differentiable variant of £, norm, ¢ = 1073), f;(X(?)|6)) is the output at the j-th recurrent
block, X (¥ is the input rainy image, and Y (9 is the groundtruth image. We then finetune the model with joint loss:

1 n 1 4 . 4 , .
Ligine = 7 2 {3 > (YO = fX010) + M| fo(XO +0.(XD)[6) = (X D10)| } ©)
j=1

i=1

We use PyTorch [7] to implement our model based on a NVIDIA GeForce RTX 3090 GPU. We use Adam optimizer [3]
with batch size 8 for training with fidelity loss and batch size 4 for finetuning with joint loss, and the patch size is 160 x 160.
For training with fidelity loss, the initial learning rate is 2 x 10~* and divided by 5 every 30 epochs, and the total epochs are
120. For finetuning with joint loss, the initial learning rate is 4 x 10~° and divided by 5 every 10 epochs, and the total epochs
is 30. For both datasets, the training parameters are the same.



2. More Experimental Results

In this section, we demonstrate more experimental results on the test data of RainlOOH [! 1], RainCityscape [!], and
some real images [10]. The comparison methods include: JORDER-E [11]°, RCDNet [9]*, MPRNet [13]°, PReNet [8]°,
UMRL [12]7, and RESCAN [5]%.

2.1. More Results on Rain100H

Rain100H. Rain100H dataset covers five types of rain streak directions and consists of 1800 paired rain/non-rain images
of size 480 x 320 for training and 100 paired images of the same size for testing. PSNR and SSIM of the input testing set are
12.05 and 0.3623.
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Figure 2. Visual comparison of the deraining outputs of Rain100H [11] test data at various perturbation levels based on LMSE attack. Note
that e = 0/255 denotes the performance of output to input without perturbations. PSNR/SSIM is listed behind each result. Best view by
zooming in.
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Figure 2 illustrates the deraining outputs of all six comparison methods and our method against LMSE attack with pertur-
bation bound € = {0/255,1/255,2/255,4/255} on a rainy image from Rain100H. As displayed, our proposed method can
well handle adversarial attacks with perturbation bound € = {1/255,2/255}, and achieves almost equivalent performance
on the input without perturbations compared with other methods. When the perturbation bound ¢ = 4/255, the corruption
becomes obvious in the smooth regions, e.g. sky.

Figure 3 shows the deraining outputs against LPIPS attack with perturbation bound € = 2/255. Figure 4 and Figure 5
depict the rain removal results against LMSE attack with perturbation bound € = 2/255. From these results, we can easily
conclude that our proposed method is quite robust to the perturbed input that aims to degrade the output image.
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Figure 3. Visual comparison of the deraining outputs of Rainl00H [! 1] with perturbation bound € = 2/255 based on LPIPS attack.
PSNR/SSIM is listed behind each result. Best view by zooming in.
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Figure 4. Visual comparison of the deraining outputs of Rainl00H [! 1] with perturbation bound € = 2/255 based on LMSE attack.
PSNR/SSIM is listed behind each result. Best view by zooming in.
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Figure 5. Visual comparison of the deraining outputs of Rain100H [11] with perturbation bound ¢ = 2/255 based on LMSE attack.
PSNR/SSIM is listed behind each result. Best view by zooming in.

2.2. More Results on RainCityscape

RainCityscape. Halder er al. [1] present a physically-based rain rendering pipeline for adding rain on clear weather
images in a realistic way, and augment Cityscapes dataset. The augmented dataset consists subsets of four rain intensities
{25mm, 50mm, 100mm, 200mm }, and each subset has 2975 paired images of size 1024 x 512. We select the subset of rain
intensities 100mm, resize the images to 512 x 256 for efficient computing, and randomly split the dataset into 2875 paired
images for training and 100 paired images for testing. PSNR and SSIM of the input testing set are 19.71 and 0.7087. With
a well-trained semantic segmentation approach SSeg [15], we can further illustrate the deraining outputs by segmentation
overlaps.
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Figure 6. Visual comparison of the deraining outputs of RainCityscape [1] test data at various adversarial perturbation levels based on
LMSE attack. Note that e = 0/255 denotes the performance of output to input without perturbations. PSNR/SSIM/mIoU is listed behind
each result. Best view by zooming in.



From Figure 6, we can observe that comparison methods can’t survive the adversarial attacks, and the mloU of deraining
outputs for most methods is under 0.3 with perturbation e = 2/255, which can affect autonomous driving much. In contrast,
our proposed method is quite robust to LMSE attacks in terms of PSNR, SSIM and down-stream task evaluation.
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Figure 7. Visual comparison of the deraining outputs of RainCityscape [1] with perturbation bound € = 2/255 based on LPIPS attack.
PSNR/SSIM/mloU is listed behind each result.
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Figure 8. Visual comparison of the deraining outputs of RainCityscape [ 1] with perturbation bound € = 2/255 based on LMSE attack and
LPIPS. Figures in the first two rows denote the results against LMSE attack, and figures in the first two rows denote the results against
LPIPS attack. PSNR/SSIM/mloU is listed behind each result.
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Figure 7 show the results against LPIPS attack, and Figure 8 and Figure 9 offer some other examples with both LMSE and
LPIPS attack. From these figures, we can observe that LMSE attack brings a larger performance drop on PSNR and SSIM,
while LPIPS attack brings a larger drop on mIoU except for PReNet. It is not surprising as LPIPS attack aims to deviate the
feature distance of pretrained VGG network rather than the /5 Euclidean distance.
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Figure 9. Visual comparison of the deraining outputs of RainCityscape [ 1] with perturbation bound € = 2/255 based on LMSE attack and
LPIPS. Figures in the first two rows denote the results against LMSE attack, and figures in the first two rows denote the results against
LPIPS attack. PSNR/SSIM/mlIoU is listed behind each result.



2.3. More Results on Real Images

Real Images. We then analyze the performance of all competed methods on the Internet-Data [ 1 0] including 147 rainy im-
ages without ground truth. The Internet-Data is collected from the Internet and includes many hard samples with complicated
rain streaks. Note that all competing methods evaluated are trained on Rain100H [11].

From Figure 10, our proposed method produces almost the same results for input with perturbation bound ranging from
0/255 to 4/255, while deraining outputs of compared methods are degraded heavily even with perturbation bound € = 1/255.
Figure 11 shows the results against LPIPS attack, and Figure 12 and Figure 13 provide other examples.
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Figure 10. Visual comparison of the deraining outputs of real images [ 0] at various adversarial perturbation levels based on LMSE attack.
Note that e = 0/255 denotes the performance of output to input without perturbations.

Although the Internet-Data does not offer ground truth, we can still quantitatively measure the adversarial robustness by
calculating the mean-Adversarial-Performance between the origin output and perturbed output:

APy = = 3 s 30 U)X + b, (X)), ™

Tl(E) eelE XeD,



where E = {1/255,2/255,4/255,8/255} is the set of € to be evaluated, D; is the Internet-Data, n(-) counts the numbers,
and 0p (X) is obtained perturbations by adversarial attacks with attack metric D. P is performance measurement in terms of
PSNR and SSIM. Table 1 compares the adversarial robustness on the Internet-Data of all competing methods quantitatively.
It is easy to see that our proposed method is not only robust on the corresponding test set of Rain100H, but is also resistant
to adversarial perturbation on the cross-domain dataset.
Table 1. Adversarial Robustness (mean-Adversarial-Performance) of competing deraining methods on Internet-Data.
Methods H JORDER-E RCDNet MPRNet PReNet UMRL RESCAN Ours
Restoration (Human Vision): MSE Loss

PSNR 9.18 12.85 13.53 8.46  18.05 14.05  29.88

SSIM 0.2136 0.4232 0.5556 0.1332 0.6595 0.4314 0.8780
Downstream CV Tasks (Machine Vision): LPIPS Loss
PSNR 14.19 20.19 22.04 9.38 2722 2222  37.59
SSIM 0.4971 0.6968 0.7823 0.2644 0.8232 0.6939 0.9270
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Figure 11. Visual comparison of the deraining outputs of real images [10] with perturbation bound € = 2/255 based on LPIPS attack.
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Figure 12. Visual comparison of the deraining outputs of real images [10] with perturbation bound € = 2/255 based on LMSE attack.
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Figure 13. Visual comparison of the deraining outputs of real images [10] with perturbation bound € = 2/255 based on LMSE attack.



2.4. More Results of Advanced Attack Scenarios

1) Object-sensitive Attack. Figure 14 illustrate the object-sensitive attack on PReNet [8] and our proposed method with sev-
eral rainy images from RainCityscape [1]. As the attack only leverages the perceptual loss [14] and has no prior information
about the down-stream model, we select the case with a high success rate, such as: 1) Car to road; 2) Person to road; 3) Car
to person. We can observe that our proposed method can handle this attack.

PReNet Ours

Car to Road

Car to Person  Person to Road

Figure 14. Deraining Images of PReNet and Ours against Object-sensitive Attack and its corresponding semantic segmentation overlap in
RainCityscape [1]. Note that the adversarial perturbation bound e = 4/255. The patches with red boxes are the source objects to attack,
and patches with blue boxes are the target objects.

2) Partial Attack (Rain Region Attack). We also consider the case that perturbations are added to the rain region, which
can be further undetectable, and the rain region is estimated by thresholding on the difference of the input rainy image and
the original output. As shown in Figure 15, our method is much more robust than MPRNet under such an attack.
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Figure 15. Deraining Images of MPRNet and Ours against Rain Region Attack (based on LMSE attack) and its corresponding semantic
segmentation overlap in RainCityscape [1]. Note that the adversarial perturbation bound € = 4/255. PSNR/SSIM/mIoU is listed behind
each result.

3) Unnoticeable Attack for Down-stream Tasks. Figure 15 shows the Unnoticeable Attack for Down-stream Tasks. We
can easily observe that all outputs against this attack have quite similar quality with the ground truth in terms of PSNR and
SSIM, while the down-stream segmentation performance of MPRNet degrades heavily. Our method is much more robust
against this attack.
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Figure 16. Deraining Images of MPRNet and Ours against Unnoticeable Attack for Down-stream Tasks and its corresponding semantic
segmentation overlap in RainCityscape [1]. Note that the adversarial perturbation bound € = 4/255. PSNR/SSIM/mloU is listed behind

each result.

4) Input-close Attack. We also provide several examples against Input-close Attack in Figure 17. It is not surprising to
find that the attacked outputs of MPRNet are quite close to the input rainy images, while our method is indeed robust to this

attack.
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Figure 17. Deraining Images of MPRNet and Ours against Input-close Attack and its corresponding semantic segmentation overlap in
RainCityscape [1]. Note that the adversarial perturbation bound ¢ = 4/255. PSNR/SSIM/mlIoU is listed behind each result.
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