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Abstract

The emergence of Full Field-Optical Coherence Tomog-
raphy (FF-OCT) for fingerprint imaging has shown it’s
ability in addressing and solving the drawbacks of tradi-
tional fingerprinting solutions such as spoofing attacks,
low accuracy for abraded fingerprint. With the availability
of multiple internal fingerprints (from subsurface captured
at different depths), it is also essential to consider the as-
pects of ideal biometrics where the privacy of the fingerprint
data is preserved. In this work, we propose a new frame-
work for fingerprint template protection, highly customized
to FF-OCT by exploring the interplay between subsurface.
As a first of it’s kind work attempting template protection
for FF-OCT fingerprints, we explore deeply learnt features
to derive first level of template for subsurface fingerprint
image. We further propose to intertwine subsurface level
templates to provide better and robust templates. With
the set of extensive experiments on a FF-OCT fingerprint
database of 200 unique fingerprints with a total of 2400
images, we demonstrate reliable biometric performance re-
sulting in EER of 5.69% for unprotected template at first
layer (subsurface) of fingerprint in FF-OCT, an EER of
5.86% for the protected templates at same layer and EER
of 5.08% with the final protected templates with proposed
intertwining of subsurface fingerprint. Further, through
the security analysis, we also validate the strength of the
proposed approach with near ideal unlinkability.

1. Introduction

Authenticating an individual based on various bio-
metric characteristics has become ubiquitous way of
verifying identity in various secure access control ap-
plications. A number of biometric characteristics such
as face, iris, fingerprint and palmprint have become

widely used for verification and identification appli-
cations. The vulnerability due to presentation attacks
through lifted fingerprints and the production of arte-
facts based on silicone and other material, the tradi-
tional problem of cuts, abrasions and burns on the
fingerprint has resulted in loss of biometric perfor-
mance and loss of trust in classical fingerprint solu-
tions [20].

Figure 1: Sample fingerprint imaged at various sub-
surface depth captured using FF-OCT device. The
Layer-1 to Layer-6 corresponds to images acquired at
the depth of 70um to 420um in the steps of 70um. The
varying information across different layers can be no-
ticed due to attenuation of the light by various tissues
in the subsurface of the fingerprint.

The need for capturing the fingerprint in a reliable
manner cannot be undermined. However the newer
image acquisition technologies have emerged for cap-
turing not just the external/surface fingerprint, but
also internal fingerprints. These newer approaches
have demonstrated to handle the problems arising
due to surface degradation or loss of outer finger-
prints as a result of injuries and also address the pre-
sentation attacks [2, 4, 32, 15, 28]. Optical coherence
tomography (OCT) is one such approach that is able
to acquire subsurface images from deep within living



tissue, such as the finger [14]. An improved version
with Full Field-OCT (FF-OCT) based fingerprint sen-
sors was recently developed [2, 3]. The FF-OCT sen-
sors are able to acquire the full volumetric (3D) data
by translating the reference reflector in small steps
and strategically pick only a set of images to record at
different depths below the external fingerprint. The
data captured using such OCT sensors have demon-
strated good biometric performance for different sub-
surface imaging lengths [28, 6]. Apart from the con-
ventional fingerprint that is recorded from the top
of the stratum corneum and apart from sweat ducts
that can be recorded from the inside of the stratum
corneum, a low contrast fingerprint pattern could
also be captured inside the stratum corneum.

While the new field of FE-OCT is promising to ad-
dress the traditional challenges of abrasions, captures
beneath skin can result in partial fingerprint instead
of full fingerprint structure as shown in Figure 1. Fur-
ther, it can be noted from Figure 1 that not all the lay-
ers can provide full fingerprint information includ-
ing the minutiae positions due to imaging challenges
beneath skin. While it is convenient for commercial
algorithms (for instance, (Neurotech Verifinger [22]))
to extract minutiae from external fingerprint images
and thereby to provide robust performance, they do
not perform optimally for subsurface fingerprints ob-
tained from OCT/FE-OCT.

Despite the promising solutions offered by the new
generation sensors against presentation attacks, the
threat of template level attacks on the databases re-
main unaddressed. Thus, the necessity of template
protection can be underlined even for the fingerprint
data captured through new generation of sensors.
Further, template protection schemes for such data
is also necessary to preserve the privacy of the fin-
gerprint images in accordance to EU-General Data
Protection Regulations (GDPR) [9]. The template
protection scheme should further strive to achieve
ideal properties that allow to revoke the template un-
der compromise situations. Further the standardised
framework for biometric information protection in
ISO/IEC 24745 requires the unlinkability of individ-
ual protected biometric templates, which are stored in
multiple services, while maintaining the recognition
accuracy of the biometric system [17, 5]. It is further
noted that most of the template protection schemes
for fingerprint recognition today are customized for
traditional sensors such as optical/capacitive sensors
which typically capture only the external fingerprint
with good minutia details. Although the new gen-
eration of fingerprint sensors like FF-OCT and sub-
surface fingerprint imaging sensors are emerging, the

problem of template protection is not addressed for
FF-OCT in the literature to the best of our knowledge.

1.1. Related Works and Challenges

A number of approaches have been adopted to
deal with the problem of biometric template protec-
tion [29, 26, 25, 24, 13] for multiple modalities includ-
ing fingerprint images captured through traditional
sensors [18, 8, 11, 30, 11, 31, 10]. The template protec-
tion schemes has been explored traditionally by em-
ploying the minutia points from fingerprint from con-
ventional sensors through well used Minutiae Cylin-
der Code (MCC) [7, 8, 11]. Taking a similar approach,
the next set of works used the minutia vicinity to cre-
ate better template protection schemes [30, 11]. In a
different paradigm, the authors in [31] provide a tem-
plate protection scheme using the topology and struc-
ture information. The next set of works in the similar
direction employed the strengths of minutia vicinity
and complemented the strengths of Bloom filters to
robust templates, specifically for fingerprints [1].

Although a plethora of works have proposed ap-
proaches for fingerprint template protection, due to
the inherent nature of imaging in FF-OCT, these ap-
proaches cannot be directly employed to obtain op-
timal biometric performance after template protec-
tion. A primary reason is the different structural
information such as ridges, valley, bifurcations and
minutia information revealed across layers can be dif-
ferent compared to external fingerprint alone, espe-
cially when the external fingerprint is damaged due
to abrasions or cuts. Thus, a template protection
scheme for such FF-OCT fingerprints needs to fully
utilize the layers under the external fingerprint to ob-
taining complementary features to derive robust tem-
plates. It was also reported in [19] that even commer-
cial state-of-the-art fingerprint SDK (Neurotech Ver-
ifinger [22]) do not perform ideally across subsur-
face fingerprints in FF-OCT fingerprints due to dif-
fering /missing information and the reported results in-
dicate the need for customized and reliable feature extrac-
tion in addition to minutia in FF-OCT images. A direct
implication of such missing minutia information renders
the current template protection scheme based on minutia
information sub-optimal for FF-OCT images with certain
limitations in biometric performance.

1.2. Contributions

Motivated by such factors and to employ the dif-
ferent subsurface images of FF-OCT fingerprint im-
ages to extract the complementary features to de-
sign a better template protection scheme, we intu-
itively explore the power of deep-Convolutional Neu-



ral Networks (CNN). The CNNs come with the inher-
ent advantage of providing complementary features
in the pipeline of feature extraction, for e.g., at vari-
ous points of fully-connected-layers within the CNNs.
With number of works that have reported impressive
accuracy with such CNNss for fingerprint recognition
[23, 33], we employ a similar idea to first extract dis-
criminative information and thereafter use it for re-
liable template protection design by using different
subsurface fingerprint images. While addressing the
need of template protection for FF-OCT, we also pro-
pose a novel framework with subsurface level inter-
twined protected templates that is not only robust for
biometrics but also provide high degree of unlinka-
bility. Further, to assert our idea of exploring multi-
ple subsurface fingerprint for robust template protec-
tion, we perform the experiments on a currently avail-
able large scale FF-OCT fingerprint database with 200
subjects. Specifically, we employ a set of 5 subsur-
face images from different depths (in the range of
70 — 420um in the step size of 70um) from the FF-OCT
fingerprint database whose details are briefed in the
Section 3. The proposed framework performs very
similar in biometric performance when compared to
unprotected fingerprint recognition indicating the ap-
plicability of proposed approach for the deployment.
The summary of our contributions can therefore be
listed as below:

e We present the first work for fingerprint recogni-
tion from FF-OCT imaging sensors by employing
the features from deep neural networks to fully
leverage the complementary/supplementary in-
formation from different subsurface across vari-
ous lengths of imaging. The state-of-art results
are achieved by fine-tuning the AlexNet CNN
[21] for the task of sub-surface fingerprint imag-
ing in FF-OCT domain.

e Further, we present the first work and a novel
framework for template protection for FF-OCT
fingerprint images by employing multiple fea-
ture extraction layers (Fully-Connected Layer 6
(fc6) and Fully-Connected Layer 7 (fc7)) within fine-
tuned CNN.

e Through the experiments on the presently avail-
able and largest FF-OCT fingerprint database
[19] that was acquired with a novel FE-OCT fin-
gerprint sensor [3], we demonstrate that the pro-
posed framework can be employed for individual
subsurface fingerprints with very high accuracy.

e As another novel and customized scheme for
template protection for FF-OCT fingerprint im-
ages, we propose a layer intertwined architec-
ture with high biometric performance and near

ideal unlinkability. With the set of experimen-
tal results, we also demonstrate the applicability
of proposed approach through extensive experi-
ments and provide an analysis of security level
of proposed template protection.

In the remainder of the paper, we present the pro-
posed approach in Section 2 and then we briefly
describe the FF-OCT fingerprint image database in
Section 3. Subsequently evaluations through exper-
iments are outlined in Section 4 and the results are
discussed in the same section. Finally, we provide se-
curity analysis in Section 5 and the potential future
works are listed in Section 6.

2. Proposed Approach
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Figure 2: Proposed template protection framework
for FF-OCT fingerprint images.

Figure 2 presents the framework of the proposed
approach for FF-OCT fingerprint template creation.
As observed from the schematic of proposed ap-
proach, it can be seen that the features for the
proposed template protection scheme are obtained
through the fine-tuned deep CNN - AlexNet [21].
The specific choice of AlexNet comes from the ap-
plicability of the network to handle a small volume of
data and yet provide superior biometric performance
( for instance, for palmprint recognition [23]). Given
a FF-OCT fingerprint image for a subsurface s, we
obtain the Region of Interest (ROI) by manually crop-
ping regions outside of fingerprint pattern. This is
specifically done to remove all the biasing factors that
may be introduced due the nature of FF-OCT imag-
ing. The cropped ROI corresponding to subsurface s,
represented by I; is further resized to 227 x 227 pix-
els to comply with the input layer of AlexNet. With a
chosen subset of fingerprints from 10 different sub-
jects, we perform the fine-tuning to tailor AlexNet
for the task at hand. In order to adapt the network
easily, we bump the learning rate of the final layers
and convergence is achieved in a relatively smaller
time. With such adaptations, we learn the weights
of the newer layer without modifying the network in
the initial stages of AlexNet. Specifically, in our pro-
posed framework we have employed a weight learning
rate factor of 10 and bias learning rate factor of 20.
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Figure 3: Core principle of intertwined layer level template protection. The red arrow in the image indicates the
interrelation between the features from two different feature set from same subsurface fingerprint.

Further, for each image processed through the fine-
tuned AlexNet, we extract the features from fully con-

nected layers fc6 and fc7 as represented by I{ ® and

I{ “ for the subsurface fingerprint s. As the features
from fc6 and fc7 amount to 4096 features for each
layer and real valued in nature, we apply the L2 nor-
malization to center the features with zero — norm.

B I;c7

Ifc6 1{C6 Ifc7
6, "’ s 7
1 1))

As features from fc6 and fc7 layers are not equiv-
alent, such normalization across the features from
those two layers aids us in retaining the discrimina-
tive information even after normalization. Specific
choice of L2 normalization is to retain the features
without any explicit knowledge of feature space and
also make the normalization to be non-sparse. An
additional motivation stems from the rotation invari-
ance of L2 normalization for a given set of features.
As the features post-normalization is in the range
of [—1,1], we simply adopt binarization by a hard
threshold to transform the features from real-valued
domain to binary domain as formulated below:

I,_{l, iflé%zol,,_{l, if /7 >0
- _

0, otherwise ° 0, otherwise

where I/ and I/’ represent binarized features from fc6
and fc7 respectively. Given the features are com-
plementary from both fc6 and fc7, employing the
template protection directly will lead to protected bi-
nary templates with large collision rates. As a sec-
ondary problem, challenges may arise due to linka-

bility of templates across different databases of pro-
tected templates as reported in earlier works [16]. In
order to account for these two factors, we present a
new formulation of protected template creation and
also introduce database-specific/application-specific
key through a bijective function (XOR) that not only
helps in maintaining unlinkability but also provides
a means of revokability when the templates are com-
promised. The specific formulation of our proposed
approach can be seen from Figure 3. Given I, and
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Figure 4: Fully intertwined template protection em-
ploying both inter-layer templates and all subsurface
images from the FF-OCT fingerprint. The reader is
referred to Figure 3 to obtain the details of core prin-
ciple of layer level template protection.

1!, we first reorganize the features to a matrix of size
32 x 128 for each of them. The rearranging of fea-
tures also helps in introducing diffusion and creat-
ing a new neighbourhood relation to achieve better



templates. Further, we divide the rearranged features
into number of blocks with a fixed bit size as given
by blocks x bits, which is further represented by L x B
for the sake of simplicity. For each chosen block m of
a specific bit size b, we create protected templates T}
and T/ corresponding to I/ and I using three follow-
ing specific steps: (i) create the template by setting
the bit of the location (/) provide by bijective func-
tion (XOR) with the help of database-specific key d4
for the chosen block m and the bit location by, of I.

f(dll bm) — ll/

Tim(h)] = 1.
(ii) for the corresponding selected block in I/, set the
bit at location (/) using a bijective function and the

database-specific key d; and the location /; computed
previously

(1)

f(h, f(d2, b)) — Lo,
T [m(l)] = 1.

(iif) in the third step, we introduce another level of
diffusion by interleaving the protected templates T}
and T! to derive final layer intertwined protected
template T, for a given subsurface image.

Ty =TI TS 3)

While the above Equation 3 provides a template pro-
tection scheme that is suitable for a single layer of
the FF-OCT fingerprint, it does not inherently exploit
the characteristics of FF-OCT images. Specifically, the
number of images obtained from the subsurface stack
s is not fully employed to derive a better protected
template. Thus, we propose another approach build-
ing on the concepts outlined before and employing
the stack of subsurface images. Considering the s
subsurface fingerprint images and the features from
fc6 and fc7 for each of these subsurface images, it
is intuitive to create a multi-bucket intertwined pro-
tected template by obtaining the protected template
for each layer as provided above. We further consider
that different subsurface images of FF-OCT show cor-
related information leading to correlated protected
templates. In order to address this and minimize such
a risk, we introduce unique keys for each subsurface
such that unlinkability keys total to dq,dy, .. .dos. It
can be further noted that the number of keys can be
exactly equal to number of subsurface images such
that the key used for T; of layer can be used for T, ,
for instance. Thus, for a given set of s subsurface
images in the range s € {1,2,...s}, one can derive

5 protected templates Trj,r € {Tp1,Tp2,. .. Tps} for a
given set of key pair dq,dy, ...ds.s corresponding to

()

each subsurface image.

TS = {Tyy | Tpa | Ty Il Ty Il Tps} ()
using keys {dy,d, ... dp.s} fors € {1,2,...s}

However, considering a set of features to be sim-
ilar across different subsurface images of FF-OCT,
this may potentially lead to random guessing attacks,
where under the worst possible condition, all the sub-
surface templates may be compromised. In order to
address this limitation, we further propose an inter-
twined and interleaved layer architecture in the Fig-
ure 4. Further, it should be noted from the Figure 3
that the approach is highly configurable both with
respect to the number of FF-OCT layers, number of
blocks and the number of bits within each block.

F(luo, f(dn, b)) — L,
Ty [m(ly)] = 1.

when n is fc7 features of a specific layer and m is
the block and b is the bit under consideration for a
location [ within the block m.

(5)

3. Database

This section presents the FF-OCT fingerprint im-
age database employed in this work to demonstrate
the applicability of the proposed approach. The
FF-OCT fingerprint image database [19] consists of
images collected from FF-OCT sensor [3] from 200
unique fingers from different subjects. The data
consists of fingerprint images from the subjects in
the age-group of 20-40 years whose external finger-
prints are not deliberately damaged due to manual
labour, but consists of abrasions arising out of ev-
eryday activity. The database is composed in such
a manner that each of the unique finger was cap-
tured in two different sessions resulting in a total
of 400 images from 200 unique fingerprint instances.
Further, each finger was imaged using the FF-OCT
sensor which can capture 6 different subsurface im-
ages corresponding to 6 layers of depth such as
70um, 140pum, 210pum, 280um, 350um and 420um. The
database in total consists of 2400 finger print images
captured using FF-OCT sensor from 200 fingers in 2
different sessions. Figure 1 presents one such sam-
ple fingerprint captured at 6 different depth starting
from 70pum, 140pm, 210pum, 280um, 350um and 420um
represented by Layer — 1, Layer — 2, Layer — 3, Layer —
4, Layer — 5 and Layer — 6 respectively. Due to mini-
mal information available in the image corresponding
to 420um for many subjects (verified experimentally
in [19]), we discard this information and employ only
the layers 1 — 5 for the evaluation of proposed tem-



plate protection scheme.

4. Experiments and Results

In this section, we first present the baseline evalu-
ation of the FF-OCT fingerprint recognition using the
deep-CNN network (AlexNet) for all subsurface im-
ages and the fused subsurface fingerprint image for
each subject. Of the available 200 unique fingerprints,
we employ a small subset of images from 10 differ-
ent subjects for both fine-tuning the CNN and also
to configure the parameters of the proposed template
protection. Further to compare the baseline results
obtained from the fine-tuned CNN, we present the re-
sults from the commercial-off-the-shelf (COTS) Neu-
rotech Verifinger SDK [22] which has reported state-
of-art results in NIST fingerprint benchmarking. We
present the recognition rate through the Equal Error
Rates (EER in %) to report the symmetrical error rates
with respect to both False Match Rate(FMR) and False
Non-Match Rate (FNMR) under the fact that there is
no Failure To Capture (FTC).

4.1. Baseline Results

Table 1 presents the results for subsurface fin-
gerprint recognition for layers corresponding to
70um, 140pum, 210um, 280pum, 350um. 1t can be ob-
served that COTS performs with an EER of 2.08%
for the subsurface images corresponding to 140um
while ideal result is seen with fine-tuned AlexNet
with CrossEntropy classifier for all subsurface. The
ideal results can be attributed to learning mechanism
for the set of data. However, as our intention is to
use the features from fc6 and fc7 for template pro-
tection, we provide the results just by employing fea-
tures from fine-tuned AlexNet with a simple Cosine
distance measure. As one can anticipate, the results
are slightly degraded due to simple distance measure
as compared to CrossEntropy based classifier within
AlexNet. The results in the Table 1 indicate an EER of
5.69% for combined features from fc6 and fc7 with
cosine distance. Further, we fuse multiple subsurface
image features [19, 22] to evaluate the performance
and the EER drops to 0% for AlexNet with CrossEn-
tropy. Similar performance can be seen with COTS
using the multiple subsurface images in the enrol-
ment [22]. With these results, we proceed further to
evaluate the proposed template protection approach
by employing the features from fc6 and fc7 as de-
tailed further.

4.2. Results for template protection scheme

As one of the goals of our proposed template pro-
tection approach is also to design an efficient scheme,

Table 1: Verification performance obtained for layer
(subsurface) wise fingerprints images.

Protocol EER (%)

Layer-1|Layer-2 | Layer-3 | Layer-4 | Layer-5
COTS - Layer v/s Layer 2.57 2.08 3.00 2.27 6.24
AlexNet (CrossEntropy) [21] 0 o 0 ) )
AlexNet (Cosine) 5.69 5.69 5.87 5.90 6.95

Fused Subsurface v/s Fused Subsurface 0.00

COTS [22]
Fused Subsurface v/s Fused Subsurface 0.00

AlexNet (CrossEntropy) [21]

we aim at binarizing the features such that the tem-
plates can be stored in compact binary formats. Thus,
we simply threshold the real valued features from
fc6 and fc7 layers using a hard threshold of 0 as ex-
plained in Section 2 *. Owing the nature of binary
features, we adopt a simple Hamming Distance (HD)
to measure the similarity of the templates. All the
results are further reported using binarized features
from fc6 and fc7 layers using HD measures.

Table 2: Performance of proposed template protection
across subsurface fingerprint images.

Subsurface 1 |Subsurface 2 |Subsurface 3 |Subsurface 4 |Subsurface 5
Unprotected 5.69 5.69 5.87 5.90 6.95
Configuration Protected Templates - Subsurface depth Wise
(Blocks x Bits)
4X4 5.70 6.70 6.21 6.46 8.14
8x4 6.32 7.31 6.61 8.05 9.70
12X4 6.75 6.86 7.51 8.10 10.35
16X4 7.00 7.17 7.87 7.99 10.18
20X4 10.67 11.66 7.47 13.07 12.69
32X4 26.97 26.76 11.55 26.81 31.36
4x8 5.86 6.62 5.39 6.91 8.81
8x8 7.06 6.37 6.35 7.66 9.99
12x8 7.88 8.34 8.30 8.94 11.35
16x8 9.67 11.20 10.55 9.72 13.18
20x8 13.53 13.23 10.98 13.04 16.93
32x8 19.07 18.48 13.96 16.84 21.30

Experiments were further performed for evalu-
ation of proposed template protection scheme for
subsurface images and also on the fused features.
Further to evaluate the robustness of our proposed
scheme and estimate the performance across differ-
ent configurations, we present the results for different
configurations in the Table 2. We note the following
observations from the Table 2:

e The proposed template protection scheme for
subsurface fingerprint image corresponding to
70um results in an EER of 5.7% while it increases
by 1% for layers 2-4. It can be further noted that
EER increases to 8.14%.

e The drop in the performance for subsurface 5
is primarily due to missing fingerprint details

'Experimental evaluation did not change over different values
of hard threshold for binarization schemes
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Figure 5: DET Curves for proposed template protec-
tion for different subsurface of FF-OCT fingerprint
images and final intertwined protected template.

when compared to other subsurface as it can be
noted from Figure 1.

e It can further be noted that the error rates in-
crease linearly with the increase in the size of
blocks for the protected template with bit size of
4 indicating a better template protection mecha-
nism under lower block sizes. A large increase
can be seen when the block size increase to 32
blocks deeming it not an ideal candidate config-
uration for the proposed approach. Thus, we do
not increase the block size to next level.

e Generalizing the observation, it can be seen that
the lower size of blocks yields better accuracy in
the protected domain for the task at hand.

e The most important observation is the antag-
onistic nature of proposed template protection
scheme across different subsurface fingerprint
images and the scalability of approaches for dif-
ferent bit sizes for smaller block widths.

Table 3: Performance of Intertwined Subsurface Tem-
plate Protection for FF-OCT Fingerprint. Note - S*
represents the unprotected performance for multiple
subsurface fingerprints.

Unprotected ‘ S1 - 5.69 ‘ S2 - 5.69 ‘ S3-5.87 ‘ S4 - 5.90 ‘ S5 - 6.95

Protected Templates - Intertwined Subsurface Templates

Configuration 4X4 8x4 12X4 16X4 20X4 | 32X4
EER (%) 5.09 5.88 5.52 6.00 6.54 | 19.52
Configuration |  4x8 8x8 12x8 16x8 | 20x8 | 32x8
EER (%) 5.08 6.00 6.78 7.39 11.75 | 14.48

Further, similar observations can be made when
the templates are fused using the proposed approach
as given by Equation 5. As noted from the Table 3,
fused templates reduce the error rates as against the
subsurface fingerprint based templates alone. Lower
error rates can be attributed to fusion of fc6 and fc7
features from different subsurface fingerprint images
and the subsurface fingerprints.

4.3. Limitations and Future Works

Although the proposed approach results in low
EER as depicted in the Figure 5, a careful observa-
tion indicates that there is potential for improvement
in terms of FMR and FNMR. The proposed approach
needs to further analyze the strategies for reducing
the errors at both the ends of FMR and FNMR which
will carried in the future works.

5. Security Analysis - Unlinkability

Unlinkability analysis, D5¥* = 0.00

: V4 \ —— Mated L1410
3.0 : ! Y == : Non-Mated
225 1 = D.(s) L
2 25 ! { \ 08
& 20 ! / \ 5
; tos
f : , 067
G154 1 [a]
g : I 04
0 1 \ .
o
& 1041
| \ roz
057 | \ ‘
! ~
0.0 0.0
0.0 0.2 0.4 0.6 0.8 1.0

Score

Figure 6: Unlinkability analysis of proposed ap-
proach on the configuration of 4 blocks x 8 bits ac-
cording to Unlinkability metrics [12].

We conduct the unlinkability analysis through the
recently proposed framework [12] to establish the
robustness[27] of our proposed approach. As it can
be observed from the Figure 6, the proposed tem-
plate protection scheme results in ideal unlinkability
with D = 0[12]. It can be further observed from
the Figure 6 that the distribution of mated scores and
non-mated scores overlap significantly and this indi-
cates the low chances of guessability attacks exempli-
fying the antagonistic nature of proposed scheme for
threats on protected templates.

6. Conclusion

In this work, we address a new problem to provide
template protection scheme for new generation of fin-
gerprint sensors - FF-OCT, which can typically cap-
ture multiple subsurface fingerprint images at vari-
ous depths. While multiple subsurface can provide



complementary /supplementary information includ-
ing partial minutia, ridge and valleys, such infor-
mation does not result in optimal recognition per-
formance with current state-of-art systems based on
minutia alone. In this work, we have proposed to em-
ploy deep CNNs to extract complementary features,
first to improve the fingerprint recognition, secondly
to leverage it for template protection using the sub-
surface fingerprints and intertwined protected tem-
plate creation. Through the experimental evaluation,
we have demonstrated the effectiveness of proposed
approach with EER = 5.08% with near ideal unlika-
bility ( D = 0). In what remains for future works,
the strength of minutiae information can be included
to improve the proposed template protection scheme
to reach ideal biometric performance.

Acknowledgement

This work was partially carried out under the
funding of the Research Council of Norway under
Grant No. IKTPLUSS 248030/070.

References

[1] N. Abe, S. Yamada, and T. Shinzaki. Irreversible fingerprint template
using minutiae relation code with bloom filter. In 2015 IEEE 7th Inter-
national Conference on Biometrics Theory, Applications and Systems (BTAS),
pages 1—7. IEEE, 2015. 2

[2] E. Auksorius and A. C. Boccara. Fingerprint imaging from the inside of
a finger with full-field optical coherence tomography. Biomedical optics
express, 6(11):4465-4471, 2015. 1, 2

[3] E. Auksorius and A. C. Boccara. Fast subsurface fingerprint imaging
with full-field optical coherence tomography system equipped with a
silicon camera. Journal of biomedical optics, 22(9):096002, 2017. 2, 3, 5

[4] A. Bicz and W. Bicz. Development of ultrasonic finger reader based
on ultrasonic holography having sensor area with 80 mm diameter. In
Biometrics Special Interest Group (BIOSIG), 2016 International Conference of
the, pages 1-6. IEEE, 2016. 1

[5] J. Breebaart, B. Yang, I. Buhan-Dulman, and C. Busch. Biometric tem-
plate protection. Datenschutz und Datensicherheit-DuD, 33(5):299-304,
2009. 2

[6

R. Breithaupt, C. Sousedik, and S. Meissner. Full fingerprint scanner
using optical coherence tomography. In Biometrics and Forensics (IWBF),
2015 International Workshop on, pages 1-6. IEEE, 2015. 2

=

R. Cappelli, M. Ferrara, and D. Maltoni. Minutia cylinder-code: A
new representation and matching technique for fingerprint recogni-
tion. IEEE Transactions on Pattern Analysis and Machine Intelligence,
32(12):2128-2141, 2010. 2

[8] Y. J. Chin, T. S. Ong, A. B. J. Teoh, and K. Goh. Integrated biomet-
rics template protection technique based on fingerprint and palmprint
feature-level fusion. Information Fusion, 18:161-174, 2014. 2

European Council. Regulation of the european parliament and of the
council on the protection of individuals with regard to the processing
of personal data and on the free movement of such data (general data
protection regulation). April 2016. 2

[10] M. Ferrara, D. Maltoni, and R. Cappelli. Noninvertible minutia

cylinder-code representation. IEEE Transactions on Information Forensics
and Security, 7(6):1727-1737, 2012. 2

)

[11] M. Ferrara, D. Maltoni, and R. Cappelli. A two-factor protection scheme
for mcc fingerprint templates. In 2014 International Conference of the
Biometrics Special Interest Group (BIOSIG), pages 1-8. IEEE, 2014. 2

[12] M. Gomez-Barrero, J. Galbally, C. Rathgeb, and C. Busch. Gen-
eral framework to evaluate unlinkability in biometric template protec-
tion systems. IEEE Transactions on Information Forensics and Security,
13(6):1406-1420, 2018. 7

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

M. Gomez-Barrero, C. Rathgeb, G. Li, R. Ramachandra, J. Galbally, and
C. Busch. Multi-biometric template protection based on bloom filters.
Information Fusion, 42:37-50, 2018. 2

I. Grulkowski, J. J. Liu, B. Potsaid, V. Jayaraman, A. E. Cable, and J. G.
Fujimoto. Ultrahigh speed oct. Optical Coherence Tomography: Technology
and Applications, pages 319-356, 2015. 2

F. Harms, E. Dalimier, and A. C. Boccara. En-face full-field optical
coherence tomography for fast and efficient fingerprints acquisition. In
SPIE Defense+ Security, pages 90750E-9o750E. International Society for
Optics and Photonics, 2014. 1

J. Hermans, B. Mennink, and R. Peeters. When a bloom filter is a doom
filter: security assessment of a novel iris biometric template protection
system. In Biometrics Special Interest Group (BIOSIG), 2014 International
Conference of the, pages 1-6. IEEE, 2014. 4

ISO/IEC JTC1 SC2y Security Techniques. ISO/IEC 24745:2011. infor-
mation technology - security techniques - biometric information pro-
tection, 2011. 2

Z.Jin, M.-H. Lim, A. B. J. Teoh, and B.-M. Goi. A non-invertible ran-
domized graph-based hamming embedding for generating cancelable
fingerprint template. Pattern Recognition Letters, 42:137-147, 2014. 2

Kiran B. Raja, E. Auksorius, R. Raghavendra, A. C. Boccara, and
C. Busch. Robust verification with subsurface fingerprint recognition
using full field optical coherence tomography. In Computer Vision and
Pattern Recognition Workshops (CVPRW), 2017 IEEE Conference on, pages
646-654. IEEE, 2017. 2, 3,5, 6

Kiran B. Raja, R. Raghavendra, S. Venkatesh, M. Gomez-Barrero,
C. Rathgeb, and C. Busch. A study of hand-crafted and naturally
learned features for fingerprint presentation attack detection. In Hand-
book of Biometric Anti-Spoofing, pages 33—48. Springer, 2019. 1

A. Krizhevsky, I. Sutskever, and G. E. Hinton. Imagenet classification
with deep convolutional neural networks. In F. Pereira, C. J. C. Burges,
L. Bottou, and K. Q. Weinberger, editors, Advances in Neural Information
Processing Systems 25, pages 1097-1105. 2012. 3, 6

Neurotechnology. VeriFinger SDK. 2, 6

D.-L. Nguyen, K. Cao, and A. K. Jain. Robust minutiae extractor: In-
tegrating deep networks and fingerprint domain knowledge. In 2018
International Conference on Biometrics (ICB), pages 9-16. IEEE, 2018. 3

V. M. Patel, N. K. Ratha, and R. Chellappa. Cancelable biometrics: A
review. IEEE Signal Processing Magazine, 32(5), 2015. 2

N. K. Ratha, S. Chikkerur, J. H. Connell, and R. M. Bolle. Generating
cancelable fingerprint templates. IEEE Transactions on pattern analysis
and machine intelligence, 29(4):561-572, 2007. 2

N. K. Ratha, J. H. Connell, and R. M. Bolle. Enhancing security and pri-
vacy in biometrics-based authentication systems. IBM systems Journal,
40(3):614—634, 2001. 2

K. Simoens, B. Yang, X. Zhou, F. Beato, C. Busch, E. M. Newton, and
B. Preneel. Criteria towards metrics for benchmarking template protec-
tion algorithms. In 2012 5th IAPR International Conference on Biometrics
(ICB), pages 498-505. IEEE, 2012. 7

C. Sousedik, R. Breithaupt, and C. Busch. Volumetric fingerprint data
analysis using optical coherence tomography. In Biometrics Special Inter-
est Group (BIOSIG), 2013 International Conference of the, pages 1-6. IEEE,
2013. 1, 2

U. Uludag, S. Pankanti, S. Prabhakar, and A. K. Jain. Biometric cryp-
tosystems: issues and challenges. Proceedings of the IEEE, 92(6):948-960,
2004. 2

B. Yang and C. Busch. Parameterized geometric alignment for
minutiae-based fingerprint template protection. In 2009 IEEE 3rd Inter-
national Conference on Biometrics: Theory, Applications, and Systems, pages
1-6. IEEE, 2009. 2

W. Yang, J. Hu, and S. Wang. A delaunay quadrangle-based fingerprint
authentication system with template protection using topology code
for local registration and security enhancement. IEEE transactions on
Information Forensics and Security, 9(7):1179-1192, 2014. 2

X. Yu, Q. Xiong, Y. Luo, N. Wang, L. Wang, H. L. Tey, and L. Liu. Con-
trast enhanced subsurface fingerprint detection using high-speed opti-
cal coherence tomography. IEEE Photonics Technology Letters, 29(1):70—
73, 2016. 1

F. Zhang, S. Xin, and J. Feng. Combining global and minutia deep

features for partial high-resolution fingerprint matching. Pattern Recog-
nition Letters, 2017. 3



