Supplementary Materials

The Attack Generator: A Systematic Approach Towards Constructing
Adversarial Attacks

In this document, we provide additional observations and results in support of the primary manuscript. The supplementary
materials are divided into two parts: Appendix A is a comprehensive table which further illustrates the applicability of the
attack generator concept. Here, we analyze existing adversarial attacks with respect to their building blocks, in particular their
specificity, perturbation scope and perturbation imperceptibility measures. Appendix B shows further results of the two new
semantic segmentation attacks. The first attack tries to enlarge the pedestrian class (confusion) while being imperceptible with
respect to the L>°-norm. The second attack erases the pedestrian class (dynamic target) by utilizing flow field perturbations
(attention-based imperceptibility).

Due to the size of the table, Appendix A starts on the following page.



A. Analysis Existing Attacks
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Table 1. Building block analysis of existing adversarial attacks.



B. Sample Results
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Figure 1. Sample results of adapted semantic segmentation attacks with confusion target or attention-based imperceptibility. Attack input
is a self-trained ICNet and a single image (N=1, € = 15).



