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A. Experimental Results on MNIST

Notation and Implementation Details Firstly, let us de-
fine the following notations for accurate description: F rep-
resents the enhanced CNN; O is the original CNN; Fpgp
and Opgp is adversarial trained by L.,-PGD (on MNIST:
€=0.3, step=100 and step length=0.01); Frgsm and Orasm
is adversarial trained by L..,-FGSM (on MNIST: €=0.3).
All results are achieved with the batch size 100, running
on the RTX Titan.

We focus on applying FPD to ResNet-101 on MNIST,
attacked by black-box attacks. As stated in the main paper,
we mainly concentrate on two performance metrics: clas-
sification accuracy and attack time. As stated in [1], most
of black-box attacks setting is that the attacker calls the tar-
get model with limited queries. Limited queries can be a
result of attacking time limit and monetary limit if the at-
tacker incurs a cost for each query. In this perspective, we
believe that longer attacking time (more queries) may re-
sult in the excess of time and monetary limit. The attacker
may surrender the attack. Therefore, we state that attackers
spend more time attacking networks, which may protect the
networks from another perspective.

In black-box attacks, instead of relying on gradients of
the network, we directly attack a corresponding substitute of
the network to generate the adversarial samples. For each
JF-based network (i.e. F, Frasm and Fpap), we select
four networks O, Orgsm, Opap, F as the substitute. Sim-
ilarly, 7, Frasm, Fpap, O are used as the substitute of
each O-based network (i.e. O, Opgsm and Opgp). After-
wards, we attack each substitute with two different norms
Ly and L. For each norm, we utilize two attack ap-
proaches: FGSM and PGD. We set e=1.5 and 0.3 to bound
the permutations for Ls and L., norm. Both L,-PGD and
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L.-PGD are set to attack for 100 iterations and each step
length is 0.1.

Results Overall results of all six networks that attacked
by black-box attack with Ly and L., norm are reported
in Table 1 and Table 2, respectively. For L, norm, com-
pared with O-based networks on average, our F-based net-
works can achieve comparable results. As for L., norm,
the average accuracy of F-based networks is higher than
(O-based networks as well. Particularly, Frgsy is more
robust than Opgsy around 10%. Moreover, it is notice-
able that F-based networks are substituted by O-based net-
work and vice-versa. The average results reveal that the
computational time of attacking JF-based substituted net-
work is longer than O-based substituted network around 20
min (L9) and 26 min (L). Taking into account the time
complexity, the result has demonstrated that attackers have
to spend more time generating adversarial examples for F-
based networks, which may protect the networks from an-
other perspective.

B. Proof

Theorem 1 (the constraint on Lipschitz constant for fully—
connected network). Let NNyc be a K-way-L-layer-fully-
connected network, NNpc(x)y be the k-th component of
the network output given input x, w; be the weight matrix
of the i-th layer of the network, and b; be a bias matrix of
the same layer. Given a noise vector &, we can bound the
variation V component-wisely from above by:

elklz(en — eM)
Zp eOplete '

where Oy, is the k-th component of the input to Softmax
given input x. Given Softmax function as the activation func-
tion of the output layer, we denote the activation function
of earlier layers by f, f’s Lipschitz constant by C, and let
7 = MaXg=1,... 7K{[HJLC’L_I ‘IUL711,UL72 R w1§|—|—bL]k}.

Vi = INNpc(2)r — NNpco(z + &)i| <



Substitute | Attack F Frasm FpcD F-Average O OrcsMm Opcp O-Average
o FGSM (99%,0.5) (99%,1.47) (100%.2.1) | (99.33%,1.36) X (100%,0.32) (99%0.32) (99.5%,0.32)
PGD (99%.,62.23) (99%,57.82) | (100%.,66.9) | (99.33%.62.32) x (100%,42.87) | (98%.42.57) (99%,42.72)
f FGSM X (98%,2.82) (100%,1.9) (99%,2.36) (100%,2.05) (100%,2.8) (99%.4.8) (99.67%,3.22)
PGD x (98%,55.23) | (100%,108.7) | (99%,81.97) | (100%,167.03) | (100%,127.58) | (99%,79.12) | (99.67%,124.57)
0 FGSM (99%.1.8) (99%,1.32) (100%,1.18) | (99.33%,1.43) X X X X
FGSM - PGD (99%,42.95) (99%,71.25) | (100%,69.22) | (99.33%,61.14) X X X X
7 FGSM X X X X (100%.,2.38) (100%.2.39) (98%.2.52) (99.33%,2.43)
FGSM TpGD X X X X (100%,117.68) | (100%,158.17) | (98%.159.27) | (99.33%,145.04)
o FGSM (99%.1.1) (99%.1.67) (100%.,1.62) | (99.33%,1.46) X X X X
PGD PGD (98%,47.75) (98%,30.9) (100%,59.1) | (98.67%,62.58) X X X X
7 FGSM X X X X (100%.2.67) (100%.2.42) (98%.3.18) (99.33%,2.76)
Peb PGD X X X X (100%,158.07) | (100%,116.53) | (98%,86.93) | (99.33%,120.51)
Average (98.83%,26.06) | (98.63%,34.06) | (100%,38.84) | (99.17%,34.33) | (100%,68.02) | (100%,56.64) | (98.38%,47.34) | (99.40%,55.20)

Table 1: Lo Metrics: robustness evaluation results (Accuracy(%), Attack Time(min)) in thwarting the black-box attacks
with ResNet-101 on MNIST. F-Average (O-Average) measure the average performance of F, Frgsm, Frap (O, OrgsM,

Opcp).
Substitute | Attack F Frasm FpcD F-Average O Orasm Opap O-Average
0 FGSM (50%,0.4) (87%.,1.77) (100%,2.08) (79%,1.42) X (51%,0.58) (98%,0.58) (74.5%,0.58)
PGD | (65%,44.23) (87%,50.42) (99%,75.95) (83.67%,56.87) x (67%.,18.13) (99%,13.13) (83%,15.63)
= FGSM X (80%,2.95) (94%,1.95) (87%,2.45) 47%,13) (58%,2.82) (95%,4.82) (66.67%,2.98)
PGD x (84.7%,128.25) | (98.96%,113.78) | (91.83%,121.02) | (69.07%,167.9) | (77.05%.,90.92) (99%,80.5) | (81.71%,113.11)
o FGSM | (57%.1.82) (90%.1.23) (100%,1.23) (82.33%,1.43) x X X X
FGSM T PGD (72%,44.2) (87%.87.38) (100%,76.73) | (86.33%,69.44) X X X X
= FGSM X X X X (42%,2.37) (58%,2.47) (96%,2.63) (65.33%,2.49)
FGsM PGD X X X X (59.66%,122.22) | (61.78%,163.13) | (98%,166.03) | (73.15%,150.46)
o FGSM (39%,1.1) (54%,1.7) (90%,0.87) (61%,1.22) X X X X
PGD PGD | (33%,48.49) (58%,82.98) (87%,66.72) (59.33%,66.06) x X X X
. FGSM X X X X (53%.4.22) (79%.4.27) (94%,4.23) (75.33%,4.24)
PGD PGD x X x X (55.34%,168.58) | (93.84%,167.87) | (90.99%.167.7) | (80.06%,168.05)
Average (52.67%,2337) | (18.46%,44.59) | (96.12%,42.41) | (715.75%,36.79) | (54.35%.,77.77) | (68.21%,56.27) | (96.25%,54.95) | (72.94%,62.99)

Table 2: L., Metrics: robustness evaluation results (Accuracy(%), Attack Time(min)) in thwarting the black-box attacks
with ResNet-101 on MNIST. F-Average (O-Average) measure the average performance of F, Frgsm, Frap (O, OrgsM,

Opcp).

Proof. For K classify mission, input has n dim, fixed active
function is f for each layer, and the network has L + 1
layers. So we will have a table 3 below to show the structure
of the network (for convenience, we assume that the network
is a fully connected network):

Assuming x normalized, we have z€[0,1]"*". And we
sample a noise vector £™' adding to x. We assume that
x + & will not be too big or small for 1 or 0.

For the convenience of proof, let L = 2, and we have:

flwa f (wrz +by) + ba)
Layery (x + &) = f(waf (wi(x + &) +b1) + ba)

exp(f(waf (wix + by) + b2),)

Layery (x) =

Layer3(x)k: Zl exp(f(wzf (’LU1I + bl) + bQ)z)
_ o (waf (Wi +€) +bi) +b2)y)
Layers(z + f)k—zi exp(f(waf (wi(z + &) +b1) + bz)i) '

Define Dy, as the k-th component of the variation:

Dy, = Layerg(z)y, — Layerg(z + &)

_ exp(f(wo f (wyz +by) + ba)g) * Zexp(f (waf (wy (z + &) +b1) + b2);)
Yexp(f(waf (wyx + b1) + ba);) * X exp(f (waf (wy (x + &) + b1) + b2);)

exp(f (waf (wy (z + &) +b1) +b2)g) * Zexp(f (waf (wyiz + by) + b2);)
Yexp(f(waf (wyiz + by) +b2);) * X exp(f (waf (wy (z + &) + by) + b2);) '

Vi =Dyl

Firstly, we need to analyse the relationship between
Layers (x) and Layers (x + ). We assume that active
function has property satisfies:

If(x) = fW)| < Clz—yl,

as known as C-Lipschitz constant.
Then we have:

|f (w12 +b1) — f (wi(z + &) +b1)| < Clwif].

Defining the symbol < means every corresponding ele-
ment from LH and RH satisfies the inequality. Then we can



layer input Output

0 l.n*l /

1 xn*l f(w?l*n +bn1*1) Layer”l*l

2 f (will*n —‘y—b’fl *1) Layerm*l f (w22*n1 Layer"l*l b;g*l) Layerm*l

. Nj_1%N;_ nl, *1 nl, *1 nl, *1 N kNG nl, *1 ix1 ixl

i f (wi_ Y2 Layer, 57 +b, 0! ) Layer; 7" f (wt "Layer; 7' +b}' ) Layer}'

L f (MZL—lpknL QLQyBTLL 2*1+an—1*1) Laye’l"LL_l*l ¥ (wlz*nL 1Lay67‘LL_1*1 blz*l) _ Layerlz*l
L+1 f (wf*nL_lLayernL_l*lerK*l) = Layerk~! Softmax (Layerf*') = Layer; ;]

Table 3: The structure of the network

use this to more layers:

|Layers (x + &) — Layers ()]
= |f (waf (w1 (z+ &) +b1) +b2) —
< Clwy (f (wy (z+&)+b1) —

e {[C? |waw:€|]; } means the
biggest absolute value of element in vector C*wyw, €. Now
we can estimate the upper and lower bound of Dy

Defining ( = max;—1 2,.

f(’LUQf (wlx + bl) + b2)|
f (’LU1.%‘ + bl))l S 02 |w2w1§| .

exp(f(waf (wiz +b1) 4+ ba)y) * X exp(Layery (z 4 £);)
> exp(Layera(z);) * X exp(Layerg (z + £);)

exp(f (wa f (w1 (z + &) + by) + b2)y) * X exp(Layery (x);)
> exp(Layerg(z);) * 3 exp(Layery (v + £);)

- exp(Layerg (z)) * X exp(Layerg (z); — C2 [wawi £])

S exp(Layer (x);) * = exp(Layerg ( + £);)

exp(Layerg (z)), + C2 |wawy &) * X exp(Layers (x);)
Sexp(Layery (x);) * X exp(Layery (@ + €);)

exp(Layery (2);,) * X exp(Layery (2); — ¢)
S exp(Layerg (x);) * S exp(Layery (z + £);)

v

exp(Layers (), + ¢) * X exp(Layers (2);)
¥ exp(Layery (2);) * X exp(Layery (= + €);)

exp(Layery (“’)k) * (exp (—=¢) —exp(¢))
Y exp(Layery (x + €);)

The limitation of Vy,:

b, _ P (waf (wiz 4 b1) +b2)y) x ¥ exp(Layery (= + 6);) %1_{% Vi =0
k S exp(Lagery(2);) + ¥ exp(Layery (= + €);)
_exp(f (wa f (w1 (& 4 &) + b1) + b2)y) * T exp(Layers (2);)
Lexp(Layerz(e);) « Texp(Layery (@ + 6);) matrix (except for the wy and wr) by zero to make them
< exp(Layery (z),) * ¥ exp(Layery (z); + C? Jwow &) have same shape mxm.
- S exp(Layery (x);) * X exp(Layerg (¢ + €);)
wi,1 wq
_ exp(Layery (@)}, — C2 |wgw§|) * ¥ exp(Layers (2);) ’ "
S exp(Layery (2);) * ¥ exp(Layery (@ + £);) wy = ,

o _oxp(Layery (2)y) = T exp(Layers (@); +¢) Wi, 1 Win,m

T Texp(Layery (x);) * Sexp(Layery (z + £);)

__exp(Layery (#)y = ¢) = Texp(Layers (x);) &

S exp(Layery (z);) * X exp(Layery (z + £);) ¢ =
= : ,
_ exp(Layer (2)),) = (exp () — exp (=0))
Y exp(Layery (z + €);) fn
/ /
Wy 1 Wi m
Wz = )

and w7/ﬂ,1 w1/n,m



POIERTRERS
wi§ = :
D1 Wiy ¥ &
and

>y (wllz * Z?:l (GRERS)
wawi§ = :

Zzil (w:nz * Z?:l w;. j * &5)

We can roughly estimate the bound by using the biggest
element of weight matrix:

[ max;—1,2,. {[]:} *Z?ﬂwl,j
wi€ < :
| max;—12,.. n{[{i} * Z?=1 W, j
[ max;—12,.. n{[¢:} *maXiZI,Q,...,m{[Z;'Lzl wi,j]i}
< :
| max;—12,. o {[£]i} *maX¢:1,2,...,m{[Z;L:1 Wj,
and
wow, € <

max;—1 2 ... n{li}
mAE =y i jli} * maxizy 2 m AIS]L w1}

*max;—1 2

max;—1 92 ... n{lfi} ,
wmax; =12, m {272 wi i} maxi=1 o m ([T w] 515}

Define p; = man:LQ’_”’m{[Zj Wik jlq} means the
biggest one in layer i weight matrix summing up by row,
similar as the 1-matrix norm but without using element ab-
solute value. So for normal situation, we have:

L
doimy pixmaxj—12 . n{[{];}
wrwr—1 ... wi& < :

ZZ'L:1 pi * man:Lz,...,n{[ﬂj}
So

|Layery, (x + €) — Layery, (x)]
< (Cxmaxjor o, p{lpil;} )" *maxj—12. W {[€);}-

1
If we have C < , then
max;—12,...{[pil;})
limeoVx = 0orequally limy_, .oV, = 0.
We assume that for every matrix element satisfies
Wi j ke ~ P(mean = p;, stddev = o), we calculate the

expectation and variance of ) ; wi k.,

E E Wi k,j
j

= M,

wi g, ~P(pi,04)

and

Var g Wi k. = mo?.
J wi g, 5~ P(pi,04)
Now we have:
2 Wi,y — M
J—z ~ N(0,1).
mo;

that means p; will not be too big than my; if o2 is small.

Comparing with a network that does not have an activa-

tion function before Softmax at layer L, such as

Softmax(wy Layery_1(x) 4+ byr)

and

Okle = [wr f(wp—1(... (f(wiz +b1))) +br—1) + brlk,

klove = [wr flwp—1 (... (f(wi(x4+£)+b1)))+br—1)+br]k,

we have the bound:

Okla(en — o1
e e e
Vi < ( )

- Oplate ’
dop€

and

n= man:l,Q,.A.,K{[wLCL_l |wr—1wr—a ... wi&|+br]k}-

Definer = “~N/maxp—12  rx{{lwr—1wr—2... wi&|]x}.
So we have three situations:

li = — b
0<COT<1, 0<HII(1<M, L~>oon maxk_l’Q’“"K{[ L}k}

li = = b
S

lim n — 00
Cr>1, 0<K<M, L—oco

So when C'7 < 1, wy, and by, will have a bigger influence
than CL—1 ‘wale,Q R w1§|
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