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1. Overview

This supplementary material provides details on our ex-
periment and additional evaluation results. In Section |2} we
introduce the detailed setup of our experiment. In Section 3]
we compare adversarial examples generated by ATTA and
PGD and show that, even with one attack iteration, ATTA-1
can generate similar perturbations to PGD-40 (PGD-10) on
MNIST (CIFAR10). We also provide the complete evalua-
tion results in Section 3.2

2. Experiment setup

We provide additional details on the implementation,
model architecture, and hyper-parameters used in this work.

MNIST. We use the same model architecture used in
[6,(11}12], which has four convolutional layers followed
by three fully-connected layers. The adversarial examples
used to train the model are bounded by [, ball with size
e = 0.3 and the step size for each attack iteration is 0.01.
We do not apply any data augmentation (and inverse data
augmentation) on MNIST and set the epoch period to reset
perturbation as infinity which means that perturbations are
not reset during the training. The model is trained for 60
epochs with an initial 0.1 learning rate and a 0.01 learning
rate after 55 epochs, which is the same as [11]]. To evaluate
the model robustness, we perform the PGD [5]], M-PGD [2]
and CW [1] attack with a 0.01 step size and set decay factor
as 1 for M-PGD (momentum PGD).

CIFAR10. Following other works [6}8,|11}/12], we use
Wide-Resnet-34-10 [10] as the model architecture. The ad-
versarial examples used to train the model are bounded by
lo ball with size ¢ = 0.031. For ATTA-1,2,3, we use
0.015,0.01, 0.01 as the step size, respectively. For ATTA-k
(k > 3), we use 0.007 as the step size. The data augmenta-
tion used is a random flip and 4-pixel padding crop, which is
same with other works [6L8/11}/12]]. We set the epoch period
to reset perturbation as 10 epochs. Following YOPO [11],
the model is trained for 40 epochs with an initial 0.1 learn-
ing rate, a 0.01 learning rate after 30 epochs, and a 0.001
learning rate after 35 epochs. To evaluate the model robust-

ness, we perform the PGD, M-PGD and CW attack with a
0.003 step size and set decay factor as 1 for M-PGD (mo-
mentum PGD).

ImageNet. We use Resnet-50 [3]] as the model architec-
ture. The adversarial examples used to train the model are
bounded by [, ball with size e = 2/255, and we use we use
1/255 as the step size. The model is trained for 20 epochs
with a piece-wise learning rate which is 0.4 when epoch is
less than 6, 0.04 when epoch is between 6 and 11, 0.004
when epoch is between 12 and 14, 0.0004 when epoch is
larger than 14.

For the baseline, we use the author implementation of
MAT[| (6], TRADES] [12], YOPQP][[12], and Freef (8] with
the hyper-parameters recommended in their works, and we
select 1/ as 6 for TRADES (both ATTA and PGD).

In Section 3, which analyzes the transferability between
training epochs, we use MAT with PGD-10 to train models
and PGD-20 to calculate loss value and error rate.

Each experiment is taken on one idle NVIDIA GeForce
RTX 2080 Ti GPU. Except PGD attack, we implement other
attacks with Adversarial Robustness Toolbox [[7].

3. Experiment details
3.1. Qualitative study on training images

To compare the quality of adversarial examples gener-
ated by PGD and ATTA, we visualize some adversarial ex-
amples generated by both methods. For MNIST, we choose
the model checkpoint trained by MAT-ATTA-1 at epoch 40.
For CIFAR10, we choose the model checkpoint trained by
MAT-ATTA-1 at epoch 30. Figure [I] shows the adversarial
examples and perturbations used to train the model (ATTA-
1) and genereated by PGD-40 (PGD-10) attack on MNIST
(CIFAR10) model in each class. To better visualize the per-

lhttps://github.com/MadryLab/mnist_challenge
https://github.com/MadryLab/cifarl0_challenge
“https://github.com/yaodongyu/TRADES
3https://github.com/al600012888/
YOPO-You-Only—-Propagate—-Once
*https://github.com/ashafahi/free_adv_train


https://github.com/MadryLab/mnist_challenge
https://github.com/MadryLab/cifar10_challenge
https://github.com/yaodongyu/TRADES
https://github.com/a1600012888/YOPO-You-Only-Propagate-Once
https://github.com/a1600012888/YOPO-You-Only-Propagate-Once
https://github.com/ashafahi/free_adv_train

turbation, we re-scale the perturbation by calculating 2%
(where x,, is the perturbation and ¢ is the L, bound of ad-
versarial attack). This shifts the L., ball to the scale of
[0, 1].

We find that, although ATTA-1 just performs one attack
iteration in each epoch, it generates similar perturbations
to PGD-40 (PGD-10) in MNIST (CIFAR10). The effect of
inverse data augmentation is shown in Figure [Tb] There
are some perturbations on the padded pixels in the third
row (ATTA-1), but perturbations just generated by PGD-10
(shown in fifth row) just appear on cropped pixels.
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Figure 1: Visualization of natural images, adversarial ex-
amples and corresponding perturbations in each class for
MNIST and CIFAR10. The first row in (a) and (b) shows
the natural images. The second and third rows show the ad-
versarial examples and perturbations generated by ATTA-
1. The fourth and fifth rows show the adversarial examples
and perturbations generated by PGD-40 in (a) and PGD-10
in (b).

3.2. Complete evaluation results

We put the complete evaluation result in this section as a
supplement to Section 5.2.

We evaluate defense methods under additional attacks
and the evaluation results are shown in Table 2]and Table
Similar to the conclusion stated in Section 5.2, compared to
other methods, ATTA achieves comparable robustness with
much less training time, which shows a better trade-off on
training efficiency and robustness. With the same number of
attack iterations, ATTA needs less time to train the model.
As mentioned in Section 3.2, with the accumulation of ad-

versarial perturbations, ATTA can use the same number of
attack iterations to achieve a higher attack strength, which
helps the model converge faster.

Also, we test our models with stronger attacks which
have a different attack size and multipule random starts. We
evaluate ATTA-1 model trained with both MAT loss and
TRADES loss against PGD-20 attack with an /4 step-size
and 20 independent random starts.

Attack .
m /4 step-size 20 random starts

MAT-ATTA-1 49.56% 48.48%
TRADES-ATTA-1 53.71% 52.90%

Table 1: Accuracy against PGD-20 attack with different set-
tings.

4. Discussion

Natural accuracy v.s. Adversarial accuracy. In this
paper, we find that higher adversarial accuracy can lower
natural accuracy. This trade-off has been observed and ex-
plained in [9[12]. A recent work [4] points out that features
used by naturally trained models are highly-predictive but
not robust and adversarially trained models tend to use ro-
bust features rather than highly-predictive features, which
may cause this trade-off. Table [3] also shows that, when
models are trained with stronger attacks (more attack itera-
tions), the models tend to have higher adversarial accuracy
but lower natural accuracy.

Transferability between training epochs. Adversar-
ial attacks augment the training data to improve the model
robustness. Our work points out that, unlike images aug-
mented by traditional data augmentation methods that are
independent between epochs, adversarial examples gener-
ated by adversarial attacks show high relevance transferabil-
ity between epochs. We hope this finding can inspire other
researchers to enhance adversarial training from a new per-
spective (e.g., improving transferability between epochs).

Inter-epoch reuse in ATTA v.s. inner-batch reuse
in Free. Both ATTA and Free reuse perturbations dur-
ing training. The difference between the two methods is
how to reuse perturbations (Fig. [2). Free reuses perturba-
tions through iterations on the top of the same batch of im-
ages (inner-batch), but ATTA reuses perturbations across
epochs (inter-epoch), which is complementary to inner-
batch reuse. Inter-epoch reuse is a non-trivial problem in-
volving new challenges discussed in Section 4.1. The no-
tion of connection function, which is a crucial feature of
ATTA to overcome these challenges, which only applies
when exploiting transferability across epochs, does not ex-
ist in Free. We found that ATTA can outperform Free, even
without any inner-batch reuse and Free’s warm start be-



tween different batches (In Free, when a new batch comes,
the perturbations of the previous batch are directly used as
a warm start, but the mismatch between images and pertur-
bations could be resulting in reduced effectiveness.).
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(a) Inter-epoch reuse in ATTA (b) Inner-batch reuse in Free

Figure 2: Comparison on reuse between Free and ATTA.



Attack \ural  PGD-40 PGD-100 M-PGD-40 FGSM  Cw-20  Lme

Defense (sec)

PGD-1  99.52% 15.82%  4.17% 13.99%  81.84% 98.99% 226

PGD-10  99.52% 34.92%  16.90%  36.88%  94.32% 99.38% 1649

PGD-40  99.37% 96.21%  94.69%  96.79%  97.37% 99.06% 3933

MAT  yoPO-5-10  99.15% 93.69%  87.93%  99.04%  94.51% 99.03% 789

ATTA-1  99.45% 9631%  95.11%  96.15%  98.31% 99.14% 297

ATTA-10  99.41% 97.36%  96.75%  97.45%  98.37%  99.3% 1687

ATTA-40  99.23% 97.28%  96.85%  97.51%  98.55% 98.02% 4650

PGD-1  99.41% 39.53%  31.28%  36.42%  71.01% 99.17% 583

PGD-10  99.37% 50.06%  25.71%  50.59%  95.12% 99.24% 1823

TRapEs  POD40  93.89% 96.54%  95.54%  96.79%  97.83% 98.87% 6544
ATTA-1  99.03% 96.10%  94.24%  95.86%  98.38% 98.93% 460

ATTA-10  98.83% 96.86%  96.34%  96.90%  98.11% 98.68% 1686

ATTA-40  98.21% 96.03%  96.33%  96.80%  97.85% 98.32% 4660

Table 2: The result of various attacks on MNIST dataset.

Attack Natural PGD-20 PGD-100 M-PGD-20 FGSM Cw-20 Lme
Defense (min)
PGD-1  93.18% 22.3%  21.63%  2351%  49.88%  31% 435

PGD-2  91.33% 35.16%  34.46%  38.61%  55.84% 44.12% 600

PGD-3  89.95% 41.38%  40.59%  4217%  59.82% 50.94% 785
PGD-10  87.49% 47.07%  46.77%  47.95%  63.5%  56.7% 2027

MAT  Free(m —8) 85.54% 47.68%  47.22%  48.02%  60.22% 57.58% 640
YOPO-5-3  86.43% 48.24%  47.74%  51.87%  59.78% 81.98% 335

ATTA-1  85.71% 50.96%  48.18%  52.31%  64.16%  76% 134

ATTA-2  85.95% 51.90%  49.45%  53.08%  64.42% 77.02% 196

ATTA-3  85.44% 52.56%  50.77%  53.92%  64.82% 75.92% 267

ATTA-10  83.80% 54.33%  52.6% 55.38%  63.49% 75.37% 690

PGD-1  93.58% 35.52%  31.84%  38.42%  65.03% 86.46% 592

PGD-2  90.61% 49.75%  45.66%  51.19%  60.86% 85.48% 730

PGD-3  88.52% 54.20%  52.19%  55.91%  62.88% 84.48% 861
PGD-10  84.13%  56.6%  55.36%  57.76%  63.02% 79.4% 2028

TRADES ““ATTA-1  85.04% 5450%  52.66%  55.10%  64.04% 82.62% 199
ATTA-2  84.58% 54.94%  53.27%  56.17%  63.72% 81.92% 261

ATTA-3  84.23% 56.36%  54.85%  57.24%  64.03% 81.82% 320

ATTA-10  83.67% 57.34%  56.39%  58.15%  64.1% 82.01% 752

Table 3: The result of various attacks on CIFAR10 dataset.
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