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034 Figure 1: Full model details. Left - high level overview of the recurrent mechanism (for a 4-step model) and the corresponding 088
035 vision net. Right - a zoomed in detail on one attention step. See text for full details. 089
036 090
037 . . 091
038 1.1. Detailed model overview 092
039 Here we detail and expand on the specifics of the model described in the main paper. For a more thorough overview and 093
040 discussion, we refer the reader to [2]. 094
041 Figure 1 depicts the model in full detail. On the left is the unrolled compute graph for a 4 step model. On the right is a 095
042 detailed overview of the attention mechanism for a single attention head. 096
043 The model is comprised of two main components - a “vision net” component which processes the input image and outputs 097
044 a spatial tensor (of size 28 x 28 in this case) and a “controller” component, which is a recurrent core attending this tensor at 098
045 every time step. On the left of Figure | we can see the image being processed through the vision net (ResNet-152, in this case) 099
046 and the output tensor being produced. This happens only once per image since the input image is fixed for all compute steps. 100
047 At the top we see the controller (in this case an LSTM) unrolled. A learned initial state is used for the first time step. At each 101
048 time step the model attends the vision nets’ output tensor, sending out a query vector(s) and receiving an answer vector(s) to 102
049 process. At the final step we read out the controller’s state, pass it through an MLP and produce the class logits. 103
050 The right side of Figure 1 depicts the inner workings of the attention mechanism. The output tensor from the vision net is 104
051 split into two tensors along the channel dimension. The first Cj, channels (C}, = 32 in all our experiments) are used as the 105
052 “keys tensor” (of size 28 x 28 x C}). The rest of the channels are used as the “values” tensor with C,, channels (C,, = 2016 in 106
053 all experiments, tensor size is 28 x 28 x C,). To both the keys and values tensors we concatenate a “spatial basis” tensor 107
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108 of size 28 x 28 x Cj. This fixed tensor allows the attention to preserve and query about spatial information after the spatial 162
109 structure is lost (see below). 163
110 We produce a “query” vector by passing the previous controller state (together with the last time step’s logits) through a 164
i “query network” (an MLP). This query vector is of size 1 x 1 x (Cy 4+ C;). We take the inner product of the query vector with 169
2 each spatial position in the keys tensor to produce a 28 x 28 single channel attention logits map. We pass this logits map 166
s through a spatial softmax to produce the final attention map for this head. 167
4 We broadcast the attention map along the channel dimension and point-wise multiply it with the values tensor. The result is 168
s then reduce summed along both spatial dimensions to produce the “answer” vector of size 1 X 1 x (C,, + Cs). The importance 169
16 of the spatial basis becomes clear at this point, since the summation causes all spatial structure to be lost. 1o
1 We concatenate all answer vectors together with all query vectors and use these as inputs to the controller at the current i
s time step. We pass the controller state through an MLP to produce the class logits. If it is the last time step, we produce the 17z
:;3 final class logits and the loss is calculated from them. :;Z
121 1.2. Model parameters 175
122 We now givg tl'lé fgll details of model parameters. Unless otherwise noted all non-linear activations are ReLUs. All learned :;s
124 parameters are initialized randomly. 178
125 179
126 1.2.1 Vision net 180
127 For the vision net we use a standard ResNet-152 V2. We change the stride to 1 in all residual blocks other than the second one g
:zg and we don’t use the final linear layer. The output of this network for a 224 x 224 image is a 28 x 28 x 2048 tensor. 122
:2? 1.2.2 Controller :2:
132 The controller is a standard LSTM with a hidden size of 1024 units. The initial state is randomly initialized and learned with 186
133 the rest of the network. 187
134 188
135 1.2.3 Query network 189
136 190
137 The query network is a standard MLP with one hidden layer of size 1024. Its input is the same size of the controller state plus 191
138 the size of logits (2024 in our case). Its output size is (Cy + Cs) x N where N=4 is the number of heads we use. The spatial 192
139 basis has 64 channels, hence the total output size is 384 (with 32 key channels). 193
140 194
141 1.2.4 Output MLP 195
142 196
143 This is a single hidden layer MLP with 1024 units in the hidden layer. Its input is the hidden state of the controller and its 197
144 output is 1000 units large (i.e. number of classes). 198
145 199
146 1.2.5 Spatial Basis 200
::; The spatial basis is a fixed tensor of size 28 x 28 x ;. We use spatial sine and cosine functions to form the basis, with 4 ;g;
140 frequencies per dimension resulting in C; = (2 x 4)? = 64 channels. 203
12? 2. Training and evaluation details ig:
152 We follow the training and evaluation protocol of [3] in most parameters. We use a gradient descent optimizer with 206
153 momentum. We use a lower learning rate of 0.5¢~! scaled by a batch size of 256. For our models we use batch size of 1024 so 207
154 the initial learning rate is 0.2. We warm start for the first 5 epochs and then anneal the learning rate (with a factor of 1e™1) 208
155 after 35 epochs, 70 epochs and 95 epochs. We train for 120 epochs. 209
156 The attack during training is random targeted PGD with signed gradients. We use € = 16, random initialization probability 210
157 of 0.8 and step size of 1/255. The loss function for adversarial training is only on adversarial examples, there is no loss coming 211
158 from clean images. We add Lo weight decay loss with weight 1e — 4, and label smoothing of 0.1. We use the same attack in 212
159 evaluation, with step size of 1/255 for all number of steps other than 10 where we use 1.6/255, again following [3]. 213
160 214
161 215
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216 5000 steps 10,000 steps 270
217 Top-1 Attack Top-1 Attack 2n
218 Model Accuracy | Success Rate | Accuracy | Success Rate 272
219 ResNet-152 28.12% 58.03% 27.64% 58.79% 273
220 S3TA-2 32.85% 52.50% 32.63% 52.94% 274
22 S3TA-4 35.67% 50.57% 35.43% 50.96% 275
222 S3TA-8 36.20% 50.75% 35.44% 51.91% 276
223 S3TA-16 37.36% 49.50% 36.96% 50.23% 2r
224 ResNet-152-30 | 36.69% 41.33% 36.78% 41.25% 278
225 DENOISE 42.76% 33.83% 42.99% 33.88% 2
223 S3TA-16-30 46.11% 24.91% 46.20% 24.68% 22:’
228 Table 1: Results for extra strong PGD attacks with 5000 and 10000 steps. The general picture remains as S3TA-16-30 is 282
229 significanly more robust than all other models. S3TA-16 trained with 10 PGD steps is more accurate than a ResNet-152 trained 283
230 with 30 PGD steps even under these powerful attacks. 284
231 285
232 Attack steps 100 steps 1000 steps | 286
233 Random restarts 1 10 100 1 10 100 287
234 ResNet-152-30 | 39.77% | 39.37% | 39.15% | 37.41% | 36.51% | 35.75% 288
235 DENOISE 46.16% | 44.68% | 44.68% | 43.57% | 41.91% | 41.37% 289
236 S3TA-16-30 47.76% | 47.27% | 47.09% | 46.74% | 46.09% | 45.78% 290
237 291
238 Table 2: PGD attack with multiple restarts. We test the various method under attacks starting at multiple random initialization 292
239 points. We test with 100 and 1000 PGD attack steps, initialized at 1, 10 and 100 random starting points. We count the attack 293
240 successful even if only one of the adversarial examples caused the model to output the target class. We only count an image to 294
241 be correctly classified if it was correctly classified across all adversarial images. As can be see, all models are quite robust 295
242 here, though again, S3TA-16-30 outperforms them all. 296
243 297
244 298
245 3. Additional results 299
246 300

In Table 1 we report results on extra strong attacks with 5000 and 10,000 steps — due to the cost of evaluation we evaluated

2ar only on 2200 random images from the ImageNet test set, but in our experience numbers change very little on larger evaluation 301
248 sets. 302
249 303
250 3.1. PGD attacks with multiple restarts 304
1 Here we test the three strongest models against attacks with multiple restarts. We test with the same PGD with signed 209
252 . . . e e . 306
553 gradient attack used so far (with a 100 and 1000 steps) but we allow the attacker to start from multiple random initialization: 1, 307
254 10 or 100. We take the strongest example from all restarts to measure the top-1 and attack success rate (i.e. even if one of the 308
255 adversarial attacks succeeds we count it as a success, and if the network mislabels a single image out of the attacks we do not 309
256 increase the top-1 score). Results are reported in Table 2. As can be seen, all models are quite robust to multiple restarts, and 310
S3TA-16-30 is better than the other models.
257 311
258 3.2. Random targeted attacks with an Adam optimizer 312
223 It has been observed [ |] that random targeted attacks using the FGSM method are sometimes weaker than attacks optimized 212
261 with the Adam optimizer. Here we test the performance of the model with this potentially stronger type of targeted attack. We 315
262 use a 250 step attack, optimized with the Adam optimizer with learning rate annealing (0.1 until step 100, 0.01 until 200 and 316
263 0.001 for the last 50). This has been shown [ 1] to be quite a strong attack. Results are reported in Table 3. As can be seen all 317
264 models perform worse here than with PGD with iterative FGSM, however S3TA-16-30 is significantly more robust here as 318
265 Well. 319
266 320
267 321
268 322
269 323
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Top-1  Success rate
ResNet-152-30  26.38% 42.94%
DENOISE 32.99% 35.04%
S3TA-16-30  36.83% 27.00%

Table 3: Random targeted PGD attack with Adam optimizer. We measure the robustness of some models under an random
targeted attack optimized with the Adam optimizer (rather than iterative FGSM). The attack uses 250 iterations, with learning
rate 0.1 for the first 100 iterations, 0.01 for next 100 and 0.001 for the last 50. This has be shown [] to be a stronger attack the
iterative FGSM. As can S3TA-16-30 is significantly better at defending here compared to the other models.

4. More adversarial examples
4.1. Non visible examples

Figure 2 shows adversarial examples for a S3TA-4 model where there is no visible structure to be seen, as is often the case
with fully trained models.

4.2. Structured examples - mid training

Figure 3 shows adversarial examples for a S3TA-16 model around half-way through training, with clear salient global
structures. These are much more common before training concludes (but still appear in fully trained models as in the main
paper). Understanding the exact circumstances under which these appear is an open question.
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480 Figure 2: Adversarial images generated by PGD to attack the ResNet-152 and S3TA-4 model with no apparent visual structure. 534
481 The source label is depicted on the left, the target label on the right. Source images are the leftmost column. We generate 995
482 examples for 10, 100, 1000 and 10,000 PGD steps. These are cases where the perturbation does not have clear structure, as for 536
483 many of the images. Some local structure may be interpretable - tiles for the washbasin for example, but there’s little coherent 937
:g: global structure. Images are best viewed on screen and zoomed in. 222
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588 Figure 3: Adversarial images generated by PGD to attack the ResNet-152 and S3TA-4 model with clear and intrepretable 642
589 structure. The source label is depicted on the left, the target label on the right. Source images are the leftmost column. We 643
590 generate examples for 10, 100, 1000 and 10,000 PGD steps. While the ResNet attacks are not particularly interesting, the 644
591 S3TA examples are extremely structured. Note the salient, global and often realistic structures appearing - the Junco bird, the 645
592 head of the Iguana, the body of the Indian Cobra or the Water Ouzel, a bird which is often depicted next to water (which is 646
593 also created). We encourage the reader to view these on screen and zoomed-in. 647



