Adversarially Robust Deep Image
Super-Resolution using Entropy Regularization

— Supplementary Material —

This supplementary material provides additional results of the experiments
in the main paper. First, we show the attack results obtained from additional
gradient-based attack methods (i.e., FGSM and PGD) in Fig. 1 similarly to
those in Section 5.1 of the main paper. In addition, we show example super-
resolved images obtained from the EDSR models used in our abalation study
(Section 5.2 of the main paper) in Fig. 2. Finally, we show the results obtained
for additional datasets including Set5 [1] and Set14 [3]. Figs. 3 and 4 compare the
performance of the super-resolution methods for the FDA and I-FGSM attacks
and Figs. 5 and 6 show the intermediate activation patterns with the output
images (regarding Section 5.1). Figs. 7 and 8 show the ablation study results
(regarding Section 5.2). Figs. 9 and 10 show the results obtained from the super-
resolution models trained with different amounts of contribution of the entropy
regularization (i.e., A in the main paper, regarding Section 5.3). Figs. 11 and
12 show the results when we change the target layer for entropy regularization
(regarding Section 5.4). Figs. 13 and 14 show the results obtained from the
super-resolution models trained with different ¢ values (regarding Section 5.5).
Figs. 15 and 16 compare the performance of the models trained with different
defense methods (regarding Section 5.6). Overall, the results obtained on these
datasets show similar observations to the results shown in the main paper for
the BSD100 dataset [2].
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Fig. 1. PSNR values of the super-resolved images for different models trained only
with the original reconstruction loss (gray colors) and with both the reconstruction and
entropy regularization losses (blue colors). A larger PSNR indicates better robustness.
The results are obtained on BSD100 [2].

(c) (d)

Fig. 2. Images obtained from the EDSR models trained (a) without any defense, (b)
with probability estimation, (c) with random noise, and (d) both. FDA (e = 8/255) is
employed as the attack method.
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Fig. 3. PSNR values of the super-resolved images for different models trained only
with the original reconstruction loss (gray colors) and with both the reconstruction and
entropy regularization losses (blue colors). A larger PSNR indicates better robustness.
The results are obtained on Set5 [1].
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Fig. 4. PSNR values of the super-resolved images for different models trained only
with the original reconstruction loss (gray colors) and with both the reconstruction and
entropy regularization losses (blue colors). A larger PSNR indicates better robustness.
The results are obtained on Set14 [3].



o
e

Frequency
Frequency

°
2

Original
°
f

0.12 0.12
20 0.1 .
o 3008 0.08
0.06 0.06
o o
-1 0.02 -1 0.02
=20 0 -2 U
<80 -40 0 40 >80 <80 -40 0 40 >80
Feature value Feature value
o . .
, 0 - - o - -
<20 -10 0 10 >20 <20 -10 0 10 »>20
Feature value Feature value
L ;oL

Without attack With attack

[
-

<)
o
o
o

o o
> o
o o
> o

°
Frequency

Frequency

o
)
o
)

With entropy regularization

Fig. 5. Intermediate features, histograms of the intermediate feature values, and output
images of the EDSR models trained without and with entropy regularization. FDA with
e = 8/255 is employed as the attack method. The input image is from Set5 [1].
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Fig. 6. Intermediate features, histograms of the intermediate feature values, and output
images of the EDSR models trained without and with entropy regularization. FDA with
€ = 8/255 is employed as the attack method. The input image is from Set14 [3].
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Fig. 7. Performance comparison on Set5 [1] in terms of PSNR and CLEVER index
values for the EDSR models trained without any defense (Original), with probability
estimation (PE), with random noise (Noise), and both (PE+Noise).
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Fig. 8. Performance comparison on Set14 [3] in terms of PSNR and CLEVER index
values for the EDSR models trained without any defense (Original), with probability
estimation (PE), with random noise (Noise), and both (PE+Noise).
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Fig. 9. Performance comparison on Set5 [1] in terms of PSNR and CLEVER index
values for the EDSR models trained with different values of \.
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Fig. 10. Performance comparison on Set14 [3] in terms of PSNR and CLEVER index
values for the EDSR models trained with different values of \.
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Fig. 11. Performance comparison on Set5 [1] in terms of PSNR and CLEVER index
values for the EDSR models trained with different values of A, where the entropy
regularization loss is applied to the first convolutional layer.
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Fig. 12. Performance comparison on Set14 [3] in terms of PSNR and CLEVER index
values for the EDSR models trained with different values of A\, where the entropy
regularization loss is applied to the first convolutional layer.
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Fig. 13. Performance comparison on Set5 [1] in terms of PSNR and CLEVER index
values for the EDSR models trained with different values of 6.
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Fig. 14. Performance comparison on Set14 [3] in terms of PSNR and CLEVER index
values for the EDSR models trained with different values of §.
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Fig. 15. Performance comparison on Set5 [1] in terms of PSNR and CLEVER index
values for the EDSR models trained with entropy regularization (ER), adversarial
training (Adv.) and both (ER+Adv.).
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Fig. 16. Performance comparison on Set14 [3] in terms of PSNR and CLEVER index
values for the EDSR models trained with entropy regularization (ER), adversarial
training (Adv.) and both (ER+Adv.).
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