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1. Experiment Settings
1.1. Compared Methods

Bandits. Table 1 shows the default hyperparameters of
Bandits [5], which is a subset of hyperparameters of the
Simulator Attack. Specifically, the OCO learning rate is
used to update the prior, which is an alias of the gradient g
for updating the input image.

RGF and P-RGF. Table 2 shows the default hyperparam-
eters of random gradient-free (RGF) [11] and prior-guided
RGF (P-RGF) [1]. P-RGF improves RGF by using surro-
gate models (see the last row block of Table 2). The ex-
periments of RGF and P-RGF are conducted by using the
implementation of PyTorch version that is translated from
the official TensorFlow version.

NES. The default hyperparameters for natural evolution
strategies (NES) [4] are listed in Table 5. In the targeted
attack, NES uses an initial image of the target class and re-
duce its distortion iteratively while keeping the image re-
siding in the adversarial region of the target class. Finally,
the samples whose £, norm distance to the original benign
image is less than a preset € are considered as successful
samples. Thus, the hyperparameters of NES are carefully
tuned in the untargeted and targeted attack separately, so as
to achieve the highest attack success rate. The experiments
of NES are conducted by using the implementation of Py-
Torch version, which is translated from the official Tensor-
Flow implementation.

Meta Attack. The default hyperparameters of the Meta At-
tack [2] are listed in Table 6. Specifically, the meta inter-
val m is set to 3 in two cases, namely, the targeted attack
and all the experiments of TinyImageNet dataset. In other
cases, the meta interval m is set to 5. The gradients of train-
ing data are generated by using the classification networks
listed in Table 7. The Meta Attack uses the official PyTorch
implementation to conduct /5 norm attack experiments, and
we add the additional code in the official implementation to
enable it to support the /., norm attack.

*Corresponding author.

Norm | Hyperparameter | Value
4, finite difference probe 0.01
n, image learning rate 0.1
) 7g, OCO learning rate 0.1
2 7, Bandits exploration 0.3
€, radius of £ norm ball 4.6
maximum query times 10,000
4, finite difference probe 0.1
7, image learning rate 1/255
) 7g, OCO learning rate 1.0
°° | 7, Bandits exploration 0.3
€, radius of £, norm ball 8/255
maximum query times 10,000

Table 1: The hyperparameters of Bandits [5].

Norm ‘ Hyperparameter \ Value
h, image learning rate 2.0
Lo o, sampling variance le-4
€, radius of £ norm ball 4.6
h, image learning rate 0.005
loo o, sampling variance le-4
€, radius of £, norm ball 8/255
02, £~ | surrogate model used in CIFAR-10/100 ResNet-110
02, £~ | surrogate model used in TinyImageNet ResNet-101

Table 2: The hyperparameters of RGF [1 1] and P-RGF [1],
and the networks shown in the last row block are used as the
surrogate models of P-RGF.

Simulator Attack. The default hyperparameters of the pro-
posed method are listed in Table 3. Those hyperparameters
that are also used in Bandits are set to the same values as
Bandits.

1.2. Pre-trained Networks and Target Models

Pre-trained Networks. In the training of the Simulator
and the auto-encoder of the Meta Attack, we collect vari-
ous types of classification networks to generate the training
data. In our experiments, we select 14 networks for gener-
ating training data of CIFAR-10 and CIFAR-100 datasets,
and select 16 networks for generating training data of Tiny-
ImageNet datasets. The names of these networks and their
training configurations are shown in Table 7.



Hyperparameter \ Default Value
backbone ResNet-34
A1, the learning rate of the inner update 0.01
A2, the learning rate of of the outer update 0.001
€, the maximum distortion of £5 norm attack 4.6
€, the maximum distortion of £, norm attack 8/255
4, finite difference probe of £5 norm attack 0.01
4, finite difference probe of £~ norm attack 0.1
7, the image learning rate of {2 norm attack 0.1
7, the image learning rate of £~ norm attack 1/255
74, OCO learning rate of £2 norm attack 0.1
74, OCO learning rate of £, norm attack 1.0
7, Bandits exploration 0.3
inner-update iterations 12
meta-predict interval m 5
warm-up iterations ¢ 10
deque D’s maximum length 10

Table 3: The hyperparameters of the Simulator Attack.

Dataset Network Model Details
Params(M) MACs(G) Layers

PyramidNet-272 26.21 4.55 272
GDAS 3.02 0.41 20

CIFAR-10 WRN-28 3648 525 28
WRN-40 55.84 8.08 40
PyramidNet-272 26.29 4.55 272
GDAS 3.14 0.41 20

CIFAR-100 WRN-28 3654 525 28
WRN-40 55.90 8.08 40
DenseNet-121 7.16 0.23 121

TinyImageNet ResNeXt-101 (32 x4d) 42.54 0.65 101
ResNeXt-101 (64 x4d) 81.82 1.27 101

Table 4: The details of black-box target models which are
used for evaluating attack methods, where MAC is the mul-
tiply—accumulate operation count.

Target Models. To evaluate the performance of attack-
ing unknown target models, we specify the target models to
equip with completely different architectures from the pre-
trained networks. The target models and their complexity
are listed in Table 4.

2. Experimental Results
2.1. Detailed Experimental Figures

Attack Success Rates at Different Maximum Queries.
We conduct experiments by limiting different maximum
queries of attacks and compare their attack success rates.
Figs. 1, 2, 3, and 4 show the results which are obtained by
attacking normal models and defensive models with differ-
ent maximum number of queries. Four defensive models are
adopted, namely, ComDefend [6], Feature Distillation [£],
prototype conformity loss (PCL) [10] and Adv Train [9].
The ResNet-50 [3] is selected as the backbone in these de-
fensive models.

Average Queries at Different Success Rates. The second
type of figure measures the average number of queries that
reaches different desired success rates. It demonstrates the

Dataset | Attack |Norm | Hyperparameter | Value
€, radius of £5 norm ball 4.6
Untargeted 2| h, image learning rate 2.0
‘ ‘ ‘ ‘ €, radius of £, norm ball ‘ 8/255
°° | h, image learning rate le-2
€0, initial distance from the source image | 20.0
€, final radius of £2 norm ball 4.6
CIFAR-10 A Je» initial rate of decaying € 1.0
e > the minimum rate of decaying € 0.1
Amax, the maximum image learning rate 2.0
Targeted Amin, the minimum image learning rate 5e-5
€0, initial distance from the source image | 1.0
€, final radius of £, norm ball 8/255
) J¢» initial rate of decaying € 0.1
| de,;, - the minimum rate of decaying e 0.01
Amax, the maximum image learning rate 0.1
Rmin, the minimum image learning rate 0.01
‘ ‘ ¢ ‘ €, radius of £5 norm ball ‘ 4.6
2 h, image learning rate 2.0
Untargeted
‘ ‘ ‘ ‘ €, radius of £, norm ball ‘ 8/255
°° | h, image learning rate le-2
€0, initial distance from the source image | 20.0
€, final radius of £> norm ball 4.6
CIFAR-100 p) J¢ initial rate of decaying e 1.0
2 e i » the minimum rate of decaying e 0.3
hmax, the maximum image learning rate 1.0
Targeted Rmin, the minimum image learning rate Se-5
€0, initial distance from the source image | 1.0
€, final radius of £, norm ball 8/255
) J¢ initial rate of decaying e 0.1
it e i the minimum rate of decaying € 0.01
hAmax, the maximum image learning rate 0.1
Rmin, the minimum image learning rate 0.01
‘ ‘ 0 ‘ ¢, radius of £2 norm ball ‘ 4.6
Untargeted h, image learning rate 2.0
‘ ‘ ¢ ‘ €, radius of £~ norm ball ‘ 8/255
°° | h, image learning rate le-2
€0, initial distance from the source image | 40.0
€, final radius of £2 norm ball 4.6
TinyImageNet A J¢» initial rate of decaying € 1.0
e i » the minimum rate of decaying e 0.1
Amax, the maximum image learning rate 2.0
Targeted Rmin, the minimum image learning rate 0.5
€0, initial distance from the source image | 1.0
€, final radius of £, norm ball 8/255
) Je» initial rate of decaying € 0.1
hd e i » the minimum rate of decaying e le-3
Amax, the maximum image learning rate 0.1
Amin, the minimum image learning rate 0.01

Table 5: The hyperparameters of NES [4], where the sam-
pling variance o for gradient estimation is set to le-3, and
the number of samples per draw is set to 50.

relation between the query number and attack success rate
from a different angle. Specifically, given a desired success
rate a and the query list @) of all successful attacked sam-
ples, the average query (Avg. @) is defined as follows:

_ Zf\il Qz
N

Avg. Qo = , where Q = Q[Q < Pu], (1)

where P, is the a-th percentile value of ) and NV is the
length of . Figs. 5, 6, 7, and 8 show the results. All the



Dataset | Attack | Norm | Hyperparameter | Value
h, image learning rate le-2
top-q coordinates for estimating gradient | 125
Lo m, meta interval 5
use_tanh, change-of-variables method true
Untargeted ¢, radius of £ norm ball 4.6
h, image learning rate le-2
top-q coordinates for estimating gradient | 125
fLoo | m, meta interval 5
use_tanh, change-of-variables method false
CIFAR-10/100 ¢, radius of £, norm ball 8/255
h, image learning rate le-2
top-q coordinates for estimating gradient | 125
Lo m, meta interval 3
use_tanh, change-of-variables method true
Targeted ¢, radius of £5 norm ball 4.6
h, image learning rate le-2
top-q coordinates for estimating gradient | 125
oo | m, meta interval 3
use_tanh, change-of-variables method false
€, radius of £, norm ball 8/255
h, image learning rate le-2
top-q coordinates for estimating gradient | 125
Lo m, meta interval 3
use_tanh, change-of-variables method true
Untargeted ¢, radius of £ norm ball 4.6
h, image learning rate le-2
top-q coordinates for estimating gradient | 125
oo | m, meta interval 3
use_tanh, change-of-variables method false
TinyImageNet €, radius of £, norm ball 8/255
h, image learning rate le-2
top-q coordinates for estimating gradient | 125
Lo m, meta interval 3
use_tanh, change-of-variables method true
Targeted €, radius of £2 norm ball 4.6
h, image learning rate le-2
top-q coordinates for estimating gradient | 125
oo | m, meta interval 3
use_tanh, change-of-variables method false
€, radius of £, norm ball 8/255

Table 6: The hyperparameters of the Meta Attack, where the
binary step is set to 1, and the solver of gradient estimation
adopts the Adam optimizer [7].

experimental results demonstrate that the Simulator Attack
requires the lowest queries and achieves the highest attack
success rate, so the superior performance of the Simulator
Attack is verified.

Histogram of Query Numbers. To observe the distribu-
tion of query numbers in detail, we collect the query number
of each adversarial example to draw the histogram figures.
Specifically, we divide the range of query number into 10
intervals, and then count the number of samples in each in-
terval. These intervals are separated by the vertical lines of
figures. Each bar indicates one attack, and its height indi-
cates the number of samples with the queries belong to this
query interval. Figs. 9, 10, 11, and 12 show the histograms
of query numbers in the CIFAR-10, CIFAR-100, and Tiny-
ImageNet datasets, respectively. The results demonstrates
that the highest red bars (the Simulator Attack) are located
in the area with low number of queries, which confirms that

most adversarial examples of the Simulator Attack have the
minimum number of queries.



Dataset Network Training Configuration Hyperparameters
epochs Ir Ir decay epochs Ir decay rate weight decay | layer depth  other hyperparameters

AlexNet 164 0.1 81,122 0.1 Se-4 9 -
DenseNet-100 300 0.1 150, 225 0.1 le-4 100 growth rate:12, compression rate:2
DenseNet-190 300 0.1 150, 225 0.1 le-4 190 growth rate:40, compression rate:2
PreResNet-110 164 0.1 81, 122 0.1 le-4 110 block name: BasicBlock
ResNeXt-29 (8 x 64d) | 300 0.1 150, 225 0.1 Se-4 29 widen factor:4, cardinality:8
ResNeXt-29 (16 x 64d) | 300 0.1 150, 225 0.1 Se-4 29 widen factor:4, cardinality:16
VGG-19 (BN) 164 0.1 81,122 0.1 Se-4 19 -

CIFAR-107100 ResNet-20 164 0.1 81, 122 0.1 le-4 20 block name: BasicBlock
ResNet-32 164 0.1 81, 122 0.1 le-4 32 block name: BasicBlock
ResNet-44 164 0.1 81, 122 0.1 le-4 44 block name: BasicBlock
ResNet-50 164 0.1 81, 122 0.1 le-4 50 block name: BasicBlock
ResNet-56 164 0.1 81, 122 0.1 le-4 56 block name: BasicBlock
ResNet-110 164 0.1 81, 122 0.1 le-4 110 block name: BasicBlock
ResNet-1202 164 0.1 81, 122 0.1 le-4 1202 block name: BasicBlock
VGG-11 300 le-3 100, 200 0.1 le-4 11 -

VGG-11 (BN) 300 le-3 100, 200 0.1 le-4 11 -
VGG-13 300 le-3 100, 200 0.1 le-4 13 -
VGG-13 (BN) 300 le-3 100, 200 0.1 le-4 13 -
VGG-16 300 le-3 100, 200 0.1 le-4 16 -
VGG-16 (BN) 300 le-3 100, 200 0.1 le-4 16 -
VGG-19 300 le-3 100, 200 0.1 le-4 19 -
TinylmageNet VGG-19 (BN) 300 le-3 100, 200 0.1 le-4 19 -
ResNet-18 300 le-3 100, 200 0.1 le-4 18 block name: BasicBlock
ResNet-34 300 le-3 100, 200 0.1 le-4 34 block name: BasicBlock
ResNet-50 300 le-3 100, 200 0.1 le-4 50 block name: Bottleneck
ResNet-101 300 le-3 100, 200 0.1 le-4 101 block name: Bottleneck
ResNet-152 300 le-3 100, 200 0.1 le-4 152 block name: Bottleneck
DenseNet-161 300 le-3 100, 200 0.1 le-4 161 growth rate: 32
DenseNet-169 300 le-3 100, 200 0.1 le-4 169 growth rate: 32
DenseNet-201 300 le-3 100, 200 0.1 le-4 201 growth rate: 32

Table 7: The details of pre-trained classification networks, which are Ny,- - - ,N,, used for the generation of training data in
both the Simulator Attack and the Meta Attack. All the data of ResNet networks are excluded in the experiments of attacking
defensive models.
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Figure 1: Comparisons of attack success rates at different limited maximum queries in CIFAR-10 dataset.
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Figure 2: Comparisons of attack success rates at different limited maximum queries in CIFAR-100 dataset.
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Figure 3: Comparisons of attack success rates at different limited maximum queries in TinyImageNet dataset.
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Figure 4: Comparisons of attack success rates at different maximum queries on defensive models with the ResNet-50 back-
bone. The experimental results are obtained by performing the untargeted attacks under ¢, norm.
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Figure 5: Comparisons of the average query per successful image at different desired success rates in CIFAR-10 dataset.
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Figure 6: Comparisons of the average query per successful image at different desired success rates in CIFAR-100 dataset.
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Figure 7: Comparisons of the average query per successful image at different desired success rates in TinyImageNet dataset.
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Figure 8: Comparisons of the average query per successful image at different desired success rates on defensive models with

the backbone of ResNet-50. The experimental results are obtained by performing the untargeted attacks under ¢, norm.
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Figure 9: The histogram of query number in the CIFAR-10 dataset.
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Figure 10: The histogram of query number in the CIFAR-100 dataset.
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Figure 11: The histogram of query number in the TinyImageNet dataset.
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Figure 12: The histogram of query number on defensive models with the backbone of ResNet-50. The experimental results
are obtained by performing the untargeted attacks under ¢, norm.
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