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Abstract

Few-Shot Image Classification (FSIC) aims to recognize
novel image classes with limited data, which is significant
in practice. In this paper, we consider the FSIC problem
in the case of adversarial examples. This is an extremely
challenging issue because current deep learning methods
are still vulnerable when handling adversarial examples,
even with massive labeled training samples. For this prob-
lem, existing works focus on training a network in the meta-
learning fashion that depends on numerous sampled few-
shot tasks. In comparison, we propose a simple but effec-
tive baseline through directly learning generalizable repre-
sentations without tedious task sampling, which is robust to
unforeseen adversarial FSIC tasks. Specifically, we intro-
duce an adversarial-aware mechanism to establish auxil-
iary supervision via feature-level differences between legit-
imate and adversarial examples. Furthermore, we design a
novel adversarial-reweighted training manner to alleviate
the imbalance among adversarial examples. The feature
purifier is also employed as post-processing for adversarial
features. Moreover, our method can obtain generalizable
representations to remain superior transferability, even fac-
ing cross-domain adversarial examples. Extensive exper-
iments show that our method can significantly outperform
state-of-the-art adversarially robust FSIC methods on two
standard benchmarks.

1. Introduction
Current deep learning methods have made significant

progress on several computer vision tasks [8,11,12,14,21].
However, these methods often depend on a high computa-
tional budget and abundant data, which is costly to collect in
the real-world setting. To address this issue, few-shot learn-
ing aims at developing efficient learning algorithms with
∗Corresponding Author
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Figure 1. The adversarial example can be obtained by adding a
nearly undetectable adversarial perturbation (magnified for visibil-
ity) to the legitimate example, which can cause a misclassification
with high confidence. Compared with the standard few-shot clas-
sifier, the adversarially robust classifier learns a robust decision
boundary to classify adversarial examples correctly.

limited data [5, 22, 25–27]. In practice, there also exists a
potential security threat to deep neural networks from ad-
versarial examples [28]. Adversarial examples are some
tailored examples with almost no differences from natural
examples in human vision, but can strongly disturb the in-
ference of neural networks [3,13]. Due to the scarce data for
building the robust decision boundary, current deep learning
methods even suffer more severe attacks from adversarial
examples in the few-shot setting [7].

The primary purpose of adversarially robust Few-Shot
Image Classification (FSIC) is to build models that perform
well in standard few-shot classification and are simultane-
ously robust against adversarial examples, as shown in Fig-
ure 1. Because of the limited data and the existence of ad-
versarial examples, adversarially robust FSIC still remains
a challenging problem. Nevertheless, existing researches
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on this problem are still rare and mainly based on meta-
learning [7,31,37], which aims to learn a model from abun-
dant few-shot tasks and then generalize it to unforeseen few-
shot tasks. Each task consists of limited training examples
and query examples from the same distribution. The dataset
is divided into the meta-training set and the meta-test set of
disjoint categories. The meta-learning model is trained on
the meta-training set to quickly adapt to new tasks, while the
meta-test set is for evaluating few-shot accuracy. However,
there still exists a considerable gap of label spaces between
the meta-training and the meta-test set. Learning from ex-
cessive few-shot tasks may induce overfitting on the source
label space and thus aggravate the performance on adver-
sarial examples of different label spaces, especially in the
cross-domain scenario.

In this paper, beyond the meta-learning manner, we pro-
pose a novel adversarially robust FSIC framework, which
learns a robust embedding model and generalizes it to un-
foreseen adversarial few-shot classification tasks. Based on
the observation that features extracted from adversarial ex-
amples are non-robust to trained models [13], we design
an auxiliary adversarial-aware module to learn the nuance
between legitimate examples and corresponding adversar-
ial examples. On account of the imbalance among adver-
sarial examples, we propose a novel adversarial-reweighted
method according to the loss variation. We also append a
simple but effective postprocessing module to purify adver-
sarial features.

To fully evaluate the effectiveness of our methods, we
conduct extensive experiments on two standard few-shot
classification benchmarks: miniImageNet [30] and CIFAR-
FS [1]. The evaluation contains both accuracy on legitimate
examples and their corresponding adversarial examples in
the few-shot setting. In addition, we validate the robustness
of our methods, which is conducted under various attack
strengths. We also conduct cross-domain transfer experi-
ments to demonstrate the generalizability of our proposed
methods against adversarial examples.

The main contributions of our work can be summarized
as follows:

• We propose a new baseline on adversarially robust
FSIC by directly learning a robust embedding model,
eliminating complicated meta-training steps.

• We design an adversarial-aware method for auxil-
iary supervision between legitimate and adversarial
examples. To address the imbalance among adver-
sarial examples during training, we propose a novel
adversarial-reweighted mechanism according to the
loss variation. For postprocessing, we introduce a fea-
ture purification module to mitigate adversarial effects.

• Extensive experiments demonstrate that our algorithm
achieves a new state-of-the-art performance on adver-

sarially robust FSIC. Our method can also provide
additional benefits on robustness to different attack
strengths and generalizability in the cross-domain sce-
nario simultaneously.

2. Related works

Few-shot classification. The recent few-shot classifica-
tion methods are mainly based on meta-learning [4,5,16,23,
26, 41], which trains a meta-model with plentiful sampled
tasks to adapt to unforeseen few-shot tasks quickly. Model-
Agnostic Meta-Learning (MAML) [5] first proposes a gen-
eral meta-learning paradigm to find a superior model ini-
tialization, which can rapidly adapt to novel few-shot tasks.
To further extend MAML to deep models without overfit-
ting, [26] combines meta-learning and transfer learning to
construct meta-classification on deeper models than before.
Furthermore, [4] explore the relationship between the sam-
pled episodes(tasks) in the meta-training stage and design a
novel meta-learning framework via modeling episode-level
relationships. On the other hand, there also exist some other
few-shot classification methods via simply learning a gener-
alizable embedding [17, 20, 22, 29]. Recently, [29] propose
a simple baseline combining with self-supervised tasks and
self-distillation, which can learn generalizable feature rep-
resentations. Furthermore, [22] explore both equivariance
and invariance feature representations and present a novel
training strategy that jointly enforcing equivariance and in-
variance through geometry transformation. Similarly, our
adversarial-aware module can also be viewed as an equiv-
ariance acting on the adversarial transformation, while it is
a non-geometric transformation for auxiliary feature-level
supervision on adversarial examples.

Adversarial defense. A range of defense methods have
been proposed to improve model robustness against ad-
versarial examples. Among them, adversarial training
[10, 19, 34, 38, 39] is one of the most effective strategy,
which can regularize deep neural networks to obtain better
performance on classifying adversarial examples. [10] first
propose adversarial training with single-step-based adver-
sarial examples, while [19] extended it to multi-step-based
adversarial examples to obtain better adversarial robust-
ness. Besides, there also exists other defending strategies
against adversarial examples, for instance, randomization
[33], dropout [32] and JPEG compression [18], etc. In view
of the imbalance of adversarial examples during adversarial
training, [39] design a weighted adversarial training method
according to adversary generation steps. Nonetheless, this
adversary generation steps-based weight can sometimes be
too rough for reweighting. To address this problem, we
further propose a preciser adversarial-reweighted method
based on the loss variation.
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Figure 2. Overview of our proposed methods. The blue and red line signifies the legitimate and adversarial flow, respectively Adversarial
examples and their corresponding weighting factors are generated from legitimate examples. Afterward, extracted feature are fed into three
modules fω , fp, and fψ for optimization.

Adversarially robust few-shot classification. Although
FSIC has made outstanding progress with deep neural net-
works, these deep learning methods still suffer heavily from
adversarial examples. Adversarially robust FSIC aims at
classifying both legitimate and adversarial examples in the
few-shot scenario [7, 31, 37]. The concept of adversarially
robust few-shot classification was first proposed in [37],
which studies meta-learning jointly with adversarial train-
ing. [7] thoroughly explore the adversarial vulnerability un-
der the few-shot setting and propose a new meta-learning
paradigm, which introduces adversarial examples during
the querying step in meta-training. Furthermore, [31] ex-
tends adversarially robust FSIC to semi-supervised learn-
ing with the fast adversary generation. However, previous
methods are all based on the meta-learning paradigm, which
is complicated to construct abundant meta-training tasks. In
comparison, Our proposed method considers a simple but
effective framework via robust knowledge transfer.

3. Methods
In this section, we first describe the problem formulation

of adversarially robust FSIC and adversarial training, and
then present our methods. The overview of our proposed
framework is shown in Figure 2.

3.1. Problem formulation

The goal of adversarially robust FSIC is to classify both
legitimate and adversarial examples in the few-shot set-
ting. We first introduce the formulation of few-shot classi-
fication, which consists of two disjoint sets (Dtrain,Dtest)
for training and evaluation. We define the training set as
Dtrain = {(xtrain, ytrain)}, where ytrain ∈ Ntrain is
the image label within total Ntrain classes. The test set
Dtest = {(xtest, ytest)} is constructed with Ntest classes.
Note that Ntrain and Ntest are disjoint classes for a fair

comparison. For simulating the few-shot classification task,
we sample K examples from each of N ⊆ Ntest classes as
well as Q query examples for accuracy measurement. This
settng is also known as N -way K-shot.

On this basis, adversarially robust FSIC considers an ex-
tra evaluation on adversarial examples, which can be pro-
duced by Q query images from sampled few-shot tasks.
Particularly, our main network parameters consist of two
parts θ = (φ, ψ), in which φ represents the feature extractor
and ψ represents the classification head during the training
stage. Overall, we first learn an adversarially robust repre-
sentation fφ from the training set Dtrain, and then transfer
it to disjoint few-shot classification tasks with adversarial
examples.

3.2. Adversarial examples

Adversary generation In this paper, we construct ad-
versarial examples from legitimate examples by directly
appending adversarial perturbations that are generated via
Projected Gradient Descent (PGD) attack [19] on the neg-
ative loss function. Following the standard principle, we
restrict the adversarial perturbation in the `∞-norm bound.
Thus, adversarial examples generated through PGD attack
can be formalized as follow:

xt+1
adv = ΠS

(
xtadv + α · sign

(
5xt

adv
Lθ
(
xtadv, y

)))
(1)

where x and xadv stand for legitimate examples and cor-
responding adversarial examples. Note that adversarial ex-
amples are limited in a `∞-norm hypersphere S of radius
ε around legitimate examples, and α > 0 is the step size
for maximizing the loss Lθ of the network parameter θ.
The more powerful adversarial example can be obtained by
adding the sign gradient of the existing adversarial example
from the loss iteratively.
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Adversarial training Apart from normally trained fash-
ion, adversarial training is an industry standard to build ad-
versarially robust models while remaining the accuracy on
natural examples, which can be represented as a min-max
optimization [19]. The inner maximization is to find the
most adversarial examples, while the outer minimization
aims to minimize the loss with these adversarial examples.
The procedure of adversarial training is given by:

min
θ

E(x,y)∼D

[
max
‖δ‖∞<ε

Lθ (x + δ, y)

]
(2)

where D is the data distribution over pairs of examples x
and corresponding labels y, and δ is the generated adver-
sarial perturbation within the `∞-norm bound ε. Adversar-
ial training can help deep neural networks learn adversari-
ally robust features, while natural training can not. Further-
more, adversarial training can be viewed as a regularization
to make models focus on perturbation-insensitive features.

3.3. Learning adversarially robust embedding

Different from related works in adversarially robust few-
shot classification [7,31,37], we propose a simple but effec-
tive method via enabling the embedding model to learn ad-
versarially robust representations. This embedding model
can later be transferred to new adversarial few-shot tasks.
Our baseline method is mainly based on adversarial train-
ing, which replaces legitimate examples with adversarial
examples in the training procedure. The baseline loss is
defined by:

Lbl = E(x,y)∼D

[
− log

exp(fθ (x + δ)y)∑Ntrain

i=0 exp (fθ (x + δ)i)

]
(3)

where fθ (·) is the full network containing both the feature
extractor and the classification head, which projects input
examples into the label space. Note that at inference, we
only preserve the feature extractor for obtaining adversari-
ally robust embeddings. The baseline loss introduces adver-
sarial examples to cross-entropy loss, which can enhance
the adversarial robustness of the embedding model while
keeping a good performance on clean images.

Current deep neural networks for classification heavily
depend on abundant data, while their performances on fea-
ture representation are restricted severely under the few-
shot scenario. Hence we are difficult to obtain the same ad-
versarially robust embedding model as with abundant data.
However, we consider attaching adversarial information to
the feature representation, which can help differentiate be-
tween adversarial examples and legitimate examples. This
can be deemed as an adversarial-aware mechanism, which
introduces an auxiliary classifier with the input of feature
embeddings. During the training stage, we first generate

adversarial examples from legitimate examples, and then
feed the feature embeddings of them into the auxiliary clas-
sifier to accomplish an adversarial self-supervision. This
adversarial-aware loss can be formulated as:

Laa = E(x,y)∼D

[
− log

exp(fφ,ω (x)0)∑1
i=0 exp (fφ,ω (x)i)

− log
exp(fφ,ω (x + δ)1)∑1
i=0 exp (fφ,ω (x + δ)i)

] (4)

where ω is the parameter of the auxiliary classifier, which
predicts whether the input feature embedding is from the le-
gitimate example (0) or the adversarial example (1). fφ,ω (·)
is the abbreviation of the network concatenation fφ (fω (·)).
This adversarially self-supervised learning can further en-
able the extracted feature to possess the equivariance of the
adversarial transformation.

Based on the observation that assigning weights on ad-
versarial training examples contributes to the final clas-
sification performance [39], we also propose a novel
adversarial-reweighted mechanism via the loss variation.
More precisely, as the loss value varies greatly during ad-
versary generation, the generated example is more adver-
sarial to the target model. Therefore, these high-adversarial
examples can be viewed as key network weaknesses that
should be paid more attention. Past works on adversarial-
reweighted training are mainly based on gradient ascent
steps during the adversary generation [6, 39], while we fo-
cus on a preciser reweighted method via the loss variation.
Formally, the adversarial-reweighted training is given by:

Lar=E(x,y)∼D

[
−wθ (x) log

exp(fθ (x+δ)y)∑Ntrain
i=0 exp

(
fθ (x+δ)i

)]
(5)

where wθ (x) is the instance-wise adversarial weight for
the network θ. Note that the weighting parameter wθ (x) is
normalized in [0, 1]. In our opinion, each adversarial exam-
ple has a different degree of effect on adversarial training,
which depends on its adversarial intensity to deep neural
networks. Adversarial training should focus on more adver-
sarial samples that can strongly disrupt the target network,
but not less adversarial samples. Therefore, we obtain a pre-
cise instance-wise adversarial training weight according to
the degree of adversarial disruption.

We can first measure the disruption of adversarial ex-
amples against the final classification during the adversary
generation stage. The only measurement of the iterative gra-
dient ascent times is too rough to get the adversarial weight,
because the ascent times is the integer that is difficult to
show a fine distinction. Therefore, our primary measure-
ment is a composition of the least iterative gradient ascent
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times t (x) to alter the final prediction and the loss varia-
tion value v when producing the corresponding adversarial
example xadv from the legitimate example x. This novel
composite adversarial-reweighted mechanism can generate
a preciser weight for each instance as shown as below:

wθ (x) = α
1 + tanh (4− 10t (x)/T )

2
+ β

v

max
Vi∈V

(Vi)
(6)

where T is the maximum gradient ascent time and V is the
batch set of the loss variation values in the adversary gener-
ation. α and β are both weighting factors for the composite
adversarial-reweighting. Note that both the gradient ascent
time and the set of loss variation values are acquired during
the generation of adversarial examples, which scarcely af-
fect the efficiency of the adversarial training. Furthermore,
the gradient ascent steps-based reweighted method can be
viewed as a global reweighting for each adversarial exam-
ple, while the loss variation-based mechanism focuses on
the local batch for a preciser adversarial weight. Therefore,
our composite adversarial-reweighted method can balance
both two weights and focus on more adversarial samples.

3.4. Adversarial feature purification

To further obtain a more robust embedding model for
few-shot classification, we propose an adversarial feature
purification method to purify features extracted from adver-
sarial examples. Note that the purification consists in elim-
inating feature-level influence of the adversarial perturba-
tion. Besides, the feature purifier is a postprocessing mod-
ule directly acting on extracted feature embeddings from
both adversarial and legitimate examples, which makes the
distribution of adversarial features close to the distribution
of legitimate features. This is mainly based on the obser-
vation that the performance of classification on normal ex-
amples is much better than on adversarial examples with
adversarial training [35]. Hence, the feature purification
from adversarial features to legitimate features can promote
the final classification performance indirectly. The auxiliary
feature purification loss is defined as:

Lfp = E(x,y)∼D

[
LMSE (fφ,p (x) , fφ (x))

+ LMSE (fφ,p (x + δ) , fφ (x))

] (7)

where LMSE is the mean squared error loss and p is the net-
work parameter of the feature purifier. The purification not
only involves removing the adversarial perturbation from an
input adversarial example, but also keeps the feature consis-
tency of the legitimate example.

Note that this purifier is a plug-and-play module, which
directly acts on input feature embeddings at inference. Fur-
thermore, these purified feature embeddings are utilized to
classify novel few-shot classes. This can be viewed as a dis-
tribution alignment that establishes a feature-level transfor-
mation through the adversarial feature purifier, which can
enhance the performance on adversary classification. Be-
sides, we also ensure that feature embeddings of legitimate
examples remain before and after the purification. This con-
sistency can be specially considered as a regularization of
classifying normal images in the few-shot setting.

3.5. Overall loss

In general, the whole loss in training stage can be ob-
tained by combining all the proposed adversarial-aware loss
Laa, adversarial-reweighted training loss Lar and the fea-
ture purification loss Lfp as follow:

L = Lar + λ1Laa + λ2Lfp (8)

where λ1 and λ2 are parameters utilized to balance weights
of different losses.

In the inference stage, the trained embedding model can
be directly generalized to novel few-shot classes. In the val-
idation stage, we include both the feature extractor and the
purifier into the adversary generation for the fairness of the
white-box setting. Then we evaluate FSIC accuracy on both
legitimate and adversarial examples by the prototype-based
metric learning [24].

4. Experiments
4.1. Experimental Setup

Dataset. To comprehensively evaluate our methods, we
adopt the widely-used few-shot benchmark datasets mini-
ImageNet [30] and CIFAR-FS [1]. MiniImageNet [30] con-
tains 100 classes with 600 images of 84×84 size per class.
Furthermore, we use 64 classes for training the embedding
network, 16 classes for validation and 20 classes for testing.
CIFAR-FS [1] has the same dataset splitting of 64, 16, 20
classes for training, validation and testing respectively. Fol-
lowing the convention [7, 31], we utilize PGD method [19]
to generate adversarial examples from legitimate examples
during training and inference.

Implementation details. For fair comparison, we con-
duct our experiments with three widely used backbones
for feature extracting: Conv4-64 [30], Conv4-512 [40] and
ResNet12 [12]. Note that 4 blocks convolutional networks
are constructed with 64-64-64-64 (Conv4-64) or 512-512-
512-512 (Conv4-512) channels for layers. Consistent with
previous works [7,16,36], we also use a same ResNet-12 as
our feature embedding network, which contains four resid-
ual blocks of 64, 160, 320 and 640 channels. We employ
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Method Backbone
1-shot 5-shot

Natural FGSM [9] PGD [19] CW [2] Natural FGSM [9] PGD [19] CW [2]

AQ [7] Conv4-64 33.67 ± 0.38 20.53 ± 0.30 18.52 ± 0.34 17.53 ± 0.30 50.12 ± 0.41 30.20 ± 0.36 28.16 ± 0.36 27.21 ± 0.36

R-MAML [31] Conv4-64 33.98 ± 0.37 25.12 ± 0.35 25.69 ± 0.28 24.73 ± 0.35 50.76 ± 0.36 35.77 ± 0.35 34.19 ± 0.37 29.61 ± 0.36

Ours Conv4-64 35.38 ± 0.39 29.63 ± 0.34 28.37 ± 0.34 27.12 ± 0.33 50.93 ± 0.39 39.16 ± 0.36 37.95 ± 0.35 35.90 ± 0.36

AQ [7] Conv4-512 34.55 ± 0.37 20.72 ± 0.30 18.87 ± 0.31 17.73 ± 0.30 48.02 ± 0.41 29.43 ± 0.36 27.42 ± 0.35 27.45 ± 0.36

R-MAML [31] Conv4-512 34.09 ± 0.36 27.36 ± 0.34 25.74 ± 0.34 26.37 ± 0.34 51.63 ± 0.35 36.56 ±0.36 36.06 ± 0.38 34.60 ± 0.36

Ours Conv4-512 36.14 ± 0.45 29.23 ± 0.33 27.57 ± 0.38 26.61 ± 0.33 52.09 ± 0.40 38.34 ± 0.36 37.68 ± 0.36 35.93 ± 0.35

AQ [7] ResNet12 41.89 ± 0.44 21.91 ± 0.31 20.53 ± 0.33 18.38 ± 0.33 64.47 ± 0.37 32.16 ± 0.35 30.80 ± 0.37 29.62 ± 0.37

R-MAML [31] ResNet12 37.52 ± 0.39 34.75 ± 0.39 27.46 ± 0.34 33.47 ± 0.34 62.75 ± 0.41 44.75 ± 0.38 45.78 ± 0.38 43.88 ± 0.32

Ours ResNet12 45.81 ± 0.42 36.03 ± 0.37 35.18 ± 0.40 34.53 ± 0.39 64.60 ± 0.38 53.33 ± 0.39 50.71 ± 0.40 47.52 ± 0.40

Table 1. Comparison to previous works for 5-way 1/5-shot adversarially robust FSIC on miniImageNet benchmark. We report mean
classifcation accuracy (%) with 95% confidence intervals on both natural and adversarial examples. The best result in each column is bold.

Method Backbone
1-shot 5-shot

Natural FGSM [9] PGD [19] CW [2] Natural FGSM [9] PGD [19] CW [2]

AQ [7] Conv4-64 42.66 ± 0.47 27.31 ± 0.42 26.33 ± 0.43 25.35 ± 0.43 57.63 ± 0.44 40.29 ± 0.45 39.58 ± 0.48 38.69 ± 0.45

R-MAML [31] Conv4-64 33.51 ± 0.37 28.78 ± 0.39 27.61 ± 0.39 27.12 ± 0.39 52.75 ± 0.44 35.66 ± 0.47 32.66 ± 0.42 31.47 ± 0.47

Ours Conv4-64 44.51 ± 0.51 39.19 ± 0.46 37.45 ± 0.48 36.53 ± 0.46 58.31 ± 0.43 49.14 ± 0.43 47.95 ± 0.42 46.45 ± 0.42

AQ [7] Conv4-512 44.35 ± 0.49 27.94 ± 0.45 26.95 ± 0.45 25.86 ± 0.45 60.13 ± 0.45 40.27 ± 0.47 39.34 ± 0.47 39.03 ± 0.46

R-MAML [31] Conv4-512 39.22 ± 0.42 29.27 ± 0.46 27.82 ± 0.45 27.78 ± 0.45 59.28 ± 0.43 36.94 ± 0.48 34.16 ± 0.45 31.81 ±0.48

Ours Conv4-512 45.27 ± 0.49 39.60 ± 0.46 38.03 ± 0.46 37.00 ± 0.46 60.55 ± 0.45 50.34 ± 0.43 48.69 ± 0.44 47.04 ± 0.43

AQ [7] ResNet12 47.40 ± 0.52 30.37 ± 0.49 29.55 ± 0.48 28.42 ± 0.48 65.78 ± 0.40 44.91 ± 0.51 44.01 ± 0.51 42.54 ± 0.51

R-MAML [31] ResNet12 41.78 ± 0.48 34.80 ± 0.47 28.33 ± 0.46 28.86 ± 0.32 65.61 ± 0.44 37.43 ± 0.51 34.77 ± 0.41 33.15 ± 0.35

Ours ResNet12 48.13 ± 0.48 40.64 ± 0.45 39.29 ± 0.48 37.36 ± 0.47 66.99 ± 0.43 55.53 ± 0.46 52.66 ± 0.46 50.61 ± 0.46

Table 2. Comparison to previous works for 5-way 1/5-shot adversarially robust FSIC on CIFAR-FS benchmark. We report mean classif-
cation accuracy (%) with 95% confidence intervals on both natural and adversarial examples. The best result in each column is bold.

Stochastic Gradient Descent (SGD) as our optimizer with
an initial learning rate of 0.05, the momentum of 0.9. We
train the embedding model for 100 epochs and reduce the
learning rate by a factor of 10 two times after 60 and 80
epochs. The maximum adversarial perturbation is ε = 8 in
`∞-norm bound with pixel values in [0, 255]. In the training
stage, we generate adversarial examples via PGD method
with T = 7 steps with the step size as α = 2 for efficiency.
We set α = β = 0.5 for composite adversarial reweighting,
λ1 = 0.5 and λ2 = 0.3 for weighting.

4.2. Results

We present our experimental results on two standard
benchmarks: miniImageNet [30] in Table 1 and CIFAR-
FS [1] in Table 2. We report the robustness of our method
against three white-box adversarial attacks, i.e., FGSM [9],
PGD [19] with 20 steps (step size α = 2) and CW [2] (op-
timized by PGD for 30 steps with step size α = 0.8). Note
that all experimental results are reported from 2000 ran-

domly sampled few-shot tasks. Experiments on two bench-
marks show that our methods outperform state-of-the-art
adversarially robust FSIC methods by a significant mar-
gin in 5-way 1/5-shot settings. Under the 1-shot setting in
miniImageNet, our method with ResNet12 backbone im-
proves over the state-of-the-art R-MAML [31] by 8.2% on
legitimate examples and 7.7% on PGD adversarial exam-
ples. Furthermore, our method also outperforms all previ-
ous works by at least 8.6% on PGD adversarial examples
for 1-shot classification on CIFAR-FS with ResNet12.

With the deepening of backbone networks, classification
results on both natural and adversarial examples become in-
creasingly better. This is mainly due to the strong ability
of feature representation in deeper neural networks, which
contributes to the final classification. Moreover, we find
there also exists the same phenomenon under the few-shot
scenario that deeper models benefit more from adversarial
training [15]. A plausible reason is that shallow networks
may be confused when learning from a small number of ad-
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AA AR FP 1-shot 5-shot

Natural PGD [19] Natural PGD [19]

1 40.59 29.13 60.65 47.41
2 X 41.26 30.06 61.77 48.32
3 X 42.94 30.98 61.90 48.78
4 X 41.95 31.24 62.02 48.75

5 X X 43.90 33.94 62.42 49.22
6 X X 44.93 34.00 63.78 49.89
7 X X 45.34 34.46 63.94 50.09

8 X X X 45.81 35.18 64.60 50.71
AA means the adversarial-aware mechanism.
AR means the adversarial-reweighted training.
FP means the feature purification module.

Table 3. Ablation results of mean classification accuracy (%) for
component modules on miniImageNet [30]. The best result in each
column is bold.

versarial examples, which may further lead to a rough deci-
sion boundary for classification.

4.3. Ablation Study

In this section, we conduct ablation study experiments to
analyze contributions of our three components: adversarial-
aware module, adversarial-reweighted training, and feature
purification as shown in Table 3. The ablation study is im-
plemented on legitimate and adversarial examples of mini-
ImageNet [30] dataset with 5-way 1/5-shot settings. We
adopt ResNet12 as our backbone, which can show distinct
differences between various combinations of our modules.

The baseline method is based on original adversarial
training in Equation (2) and then transferred to unforeseen
few-shot tasks composed of natural and adversarial exam-
ples. Note that our simple baseline results are still com-
petitive with previous complicated meta-learning methods.
Moreover, there is no need for our method to train 1-shot
and 5-shot targeted models respectively, which is neces-
sary under the meta-learning setting. Especially by append-
ing an auxiliary adversarial-aware module, the performance
on both legitimate and adversarial examples boost drasti-
cally. The embedding model can thus learn the nuance
between adversarial features and natural features. More-
over, adversarial-reweighted training puts different weights
on adversarial examples utilized for training. This can in-
duce the embedding model to focus on strong adversarial
examples while paying less attention on weak adversarial
examples that can not change the prediction. Feature pu-
rification directly acts on extracted adversarial features to
reduce adversarial perturbations at the feature level. For
a fair and comprehensive comparison, the feature purifica-
tion module is perceptible during adversary generation that
generated adversarial examples are also effective against
the purification. The feature purification is also practical
for features extracted from natural examples, which corre-

Setting Perturbation AQ [7] R-MAML [31] Ours

1-shot

ε = 4 31.19 35.22 40.70
ε = 8 20.53 27.46 35.18
ε = 12 9.22 23.74 31.89
ε = 16 4.62 20.25 28.05

5-shot

ε = 4 48.51 54.53 57.12
ε = 8 30.80 45.78 50.71
ε = 12 15.42 41.75 47.39
ε = 16 8.13 38.25 42.43

Table 4. PGD-robust [19] accuracy (%) performance under dif-
ferent perturabation sizes on miniImageNet [30]. The best perfor-
mance in each row is marked in bold.

sponds to a distribution alignment to the mean of natural
features. To sum up, our proposed methods further enhance
our baseline by 5.2% and 6% on classifying legitimate and
adversarial examples in the 1-shot scenario. Moreover, a
similar trend also occurrs in the 5-shot setting.

4.4. Robustness to different attack strengths

To comprehensively evaluate the effectiveness of our
method, we explore the robustness against different attack
strengths. Note that the adversarial strength here is mainly
determined by the maximum perturbation size ε. Larger
perturbation size indicates stronger adversarial attack. We
then measure adversarial few-shot robustness under four
different maximum perturbation size (ε = 4, 8, 12, 16) with
the backbone of ResNet12 as shown in Table 4. Our
method can significantly outperform existing adversarial
FSIC methods under different perturbation sizes. The ro-
bust accuracy of meta-learning methods drop dramatically
when enhancing the attack strength. This is inline with our
hypothesis: Meta-learning-based methods may induce an
overfitting on the source label space so that they can not
adapt to stronger adversarial attacks.

We then visualize adversarial examples of various at-
tack strengths in Figure 3. The predicted confidence of
other methods drops dramatically by increasing the attack
strength in the `∞-norm bound, which even induces a
wrong prediction. We can observe that our methods can
preserve a considerable confidence correctly when facing
strong adversarial examples.

4.5. Cross-domain transfer learning

In this section, we mainly explore the cross-domain
transferability of our method with and without the auxiliary
adversarial-aware module. The cross-domain transferring
consists in generalizing the model trained on dataset A to
inference on dataset B. Note that these two datasets are
cross-domain, which have disjoint image classes and dif-
ferent image sizes. Furthermore, we evaluate the accuracy
of legitimate examples and adversarial examples simultane-
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Ours

R-MAML

AQ

ε = 4 ε = 8 ε = 12 ε = 16ε = 0

“Malamute”
76.4% confidence

“Malamute”
65.8% confidence

“Malamute”
59.1% confidence

“Malamute”
52.9% confidence

“Malamute”
47.2% confidence

“Malamute”
77.1% confidence

“Malamute”
69.0% confidence

“Malamute”
62.8% confidence

“Malamute”
52.6% confidence

“Malamute”
49.7% confidence

“Malamute”
38.9% confidence

“Hourglass”
34.7% confidence

“Hourglass”
39.1% confidence

“Malamute”
36.2% confidence

“Trifle”
32.0% confidence

Figure 3. Visualization of adversarial examples (specific to each model) of differernt perturbation size ε compared with AQ [7] and R-
MAML [31] in 5-shot setting with the backbone of ResNet12. We also present the predicted class (wrong prediction is highlighted in red)
and the corresponding confidence.

Transfer Method 1-shot 5-shot

Natural PGD [19] Natural PGD [19]

M→C

AQ 43.96 26.36 61.05 37.33
R-MAML 30.55 11.94 45.34 14.99

w/o AA (ours) 44.13 33.05 61.53 46.85
w/ AA (ours) 44.65 37.70 61.76 52.72

C→M

AQ 35.86 11.12 52.91 18.81
R-MAML 28.05 22.47 36.60 25.83

w/o AA (ours) 35.98 23.79 52.56 35.11
w/ AA (ours) 36.84 27.62 53.72 40.40

Table 5. Cross-domain transfer experiments of accuracy (%) com-
pared with AQ [7] and R-MAML [31]. The transferring experi-
ments are conducted between MiniImageNet (M) and CIFAR-FS
(C). The best performance in each column is marked in bold.

ously in the few-shot setting. In particular, our approach
is based on obtaining an adversarially robust embedding
model, which can be further transferred to another dataset
via constructing a classification head such as the prototype
model [24] with low cost.

The cross-domain transfer experiment is implemented
between miniImageNet [30] and CIFAR-FS [1] bilaterally
as shown as Table 5. Note that the feature purification mod-
ule is specific to the size of extracted feature embeddings
so that we ignore this module during cross-domain transfer-
ring. Apparently, the transferred accuracy on classifying ad-
versarial examples boosts by a large margin via appending
the adversarial-aware module. This result also indicates the
significance of auxiliary supervision on adversarial transfor-
mation. More specifically, this supervision can lead the em-
bedding model to learn the generalizable feature represen-

tations and then extend to adversarial examples in unfore-
seen few-shot tasks. In contrast, meta-learning methods fail
to keep the adversarial robustness under the cross-domain
setting. A plausible reason is that meta-training on numer-
ous tasks from the source domain may induce the domain
overfitting and thus weakens the robustness against cross-
domain adversarial examples.

5. Conclusion
In this work, we propose a simple but effective frame-

work for adversarially robust few-shot classification via
generalizable representations, which dispenses with com-
plicated meta-tasks construction. We investigate feature-
level relationships between adversarial examples and le-
gitimate examples, and thus design an adversarial-aware
module. Furthermore, we propose a novel adversarial-
reweighted method via instance-wise loss variation, which
enables the embedding model to focus on high-adversarial
examples. The postprocessing feature purification mod-
ule is also presented for the feature-level distribution align-
ment. Extensive experiments demonstrate that our method
obtains new state-of-the-art results on two popular adver-
sarially robust FSIC benchmarks. Moreover, we show the
great transferability of our feature embedding model in the
cross-domain scenario.
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