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1. Proofs
1.1. Proof of Theorem 1

The KL divergence KL (g, (7)||padw» (7)) can be divided into two terms:

KL, (9)l(7) = [ ao(Flog 22 o

- / 4 (Plogq, (7) dF — / 4o (F)logpaas (7) 47, )

where the first term is the negative entropy of g, i.e., —H,, (7). We introduce mutual information (MI) to help compute the
entropy:

I,(7,2) :/ p(%,z)logp(:’z)(z d7 dz, 2)

where p(7, 2) is the joint distribution of 7 = G',(2) and 2. Since p(7, 2) = p(7|2)p=(2) and g, (7) is the marginal distribution
qo(7) = [, p(7, z) dz, we have

I.(7,2) :/ p(%,z)log];fT(’j)) d%dz—[ p(7, 2)logq, (7) dT dz
T,2 z T,2

- / p(7]2)ps (2)logp(F|2) d7 dz — / logg, (7) d7 / p(F,2) dz

- / p(2) / p(7]2)logp(7|z) dF dz — / 40 (F)loga,(7) d7
— H,(7]2) + H(7), 3)
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where H,,(7|z) is called conditional entropy. Therefore, the first term of Eq. (1) can be replaced by —I,(7, z) — Hy,(7|2).
Since 7 ~ g, is determined by z, i.e., p(7|z) = (7 — G, (2)), we have

H,(7|2) = - / p(2) / p(7]2)logp(7]2) d7 dz

z T

/ p.(2) / 5(7 — Gol2))1ogd(7 — Gyl2)) 47 d2
which indicates that H,,(7|z) is a constant'. Therefore, we ignore this term in Eq. (3). Moreover, for the second term of

Eq. (1), since pggy (7) = ZU(T) we have

5 s L, e v@
—/qw(T)Ingadv(T) dr :—[qw(T)log Z dr

z)dz / 5(7)logd (7 “4)

5 "Nogd (7 , (5)

U
:[qw(%)U(%) d7~'+[q¢(7~')logZU d7
=Es~q, 0 [U(T)] + logZy, (6)

where the partition function Zy = [. e U(T)d7 is a constant.
Therefore, minimizing Eq. (1) is equivalent to

m@in —1o(7,2) + Ezng, (0 [U(T)]- 7

In other words, we need to simultaneously maximize I, (7, z) and minimize Ez,_(#)[U(7)]. According to Deep InfoMax
(DIM) [4], maximizing I,(7, z) is equivalent to maximizing a Jensen-Shannon mutual information (MI) estimator,

TID(7,2) = Bir Ly ot (r.my [P TlF 2] = B (9,21 (o) SD(T (7, 2], ®)

where qfo*z denotes the joint distribution of 7 and z, and sp(t) = log(1 + €') is the softplus function. T}, is a scalar function
modeled by a neural network whose parameter w must be optimized together with the parameter ¢. Therefore, we replace
I,(7,2) by I‘]SD(T z) and optimize ¢ and w simultaneously.
Given the above minimizing KL(q,(7)||padv (7)) is equivalent to
min — IJSD (7,2) + Ezng, (9 [U(7)]- )
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1.2. Proof of Theorem 2

Since GG is equivalent to G2, 71 has the same dimension as 72.We denote the dimension by K. Let Tf be the k-th
element of 71, and ’7'2k be the k-th element of 7. Since Z; is identical to 2, i.e. the probability density function (PDF)

pz, (2) = pz,(2), we have
Pr(rf < bk =1,2,...,K)

:/ pz,(z)dz
Gi(2)k<hp,k=1,2,....K

/ pz,(z)dz
Ga(2)n <hi k=12, K

=Pr(r§ < hg,k=1,2,..., K), (10)

where {hj }r=12,.. K is alist of arbitrary real numbers. Therefore, the cumulative distribution function (CDF) of 7; is equal
to the CDF of 75, which proves that 77 is identical to 7.

n fact, it is zero for discrete distribution and is infinity for continuous distribution.



1.3. Proof of Corollary 2.1

Assuming that the FCN has L layers, we define Conv”, Kernel™ and Act®) as the convolutional function, the convolu-
tional kernel and the element-wise activation function at the lth layer, respectively. Let the spatial size of Kernel® be o
and b). We denote the value before the activation function at the /th layer by oY) and denote the feature map by v("). We
further define v(?) as the input z and define v(E) as the output 7. Therefore, for I € {1,2, ..., L}, we have

o = Conv W (v=D) = p(=1 & Kernel?, (11)
v = Act® (D), (12)
) ™
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where the operation * stands for convolution. We denote v as a rectangular area with size w x h whose

center is at the location 4, j in v and o) respectively. Ignoring the boundary conditions, for all I, i, j,4’, j', w, h, by the
nature of the convolutional operation, we have

l -1
o) i =0 i e * Kernel®, (13)
! )
vz‘(,g)‘,w(l),h(l) = Act® (o ”)w(z) h(z)) (14)
and
l -1
OE,?j,7w<z)’h<z) = U;,j/,zmlfl),h(l—l) * Kernel(l), (15)
l I
Uz(',)jﬂw(’),hm = Act(l)(oz("?j’,w("),h(l))’ (16)
where w1 = wl® +q® — 1, p0=D = O 4 p() — 1, ) = w, and KL) = h. Therefore, we can define a function
a® e 0 (v (0) ) = !
Z]“’has i,J,w,h zgw(o)h(o) szU)h(’)

When! = 0, G; ® i.j.w, 1, 18 ObViously equivalent to el since they are both identical functions. Moreover, the distribution

7,7, w,h?

of vz(j) w® B0 is also identical to v(l) since each element of v(?) is independent and identically distributed.

L@ pD>
For [ > 0, we assume that GEZ g i)) h 1’s equivalent to G(l] ;) 5 and the distribution of v ul))(l 1 pa-1) is identical to
vl(,l7j,1,zu(1_1)7h(l_l) forall 4, 7,4, j',w, h. According to Eqgs. (13) to (16), for allv( )w<0) h©) = vg,(g.,,w(o)’h(o),
G(,lg),w p(v foj),ww),h(o)) Act® (Ul(lj ;u 1 -1 *Kemel(l))
= Act® (Gzlj i),L(vgg{w(o)’h(o))) « Kernel V)
= Act(l)(Gg/lyj,lv)w’h(vﬁi,}w(o)’h(o))) * Kernel V)
= ACt(l)(U(,l’;,l)w(l_l)7h(l_1) + Kernel )

) 0
_Gz( g7 wh( ()v,ww),hw))-

Therefore, G; o) ijwh is equivalent to G(,l ) 7, . Moreover, since the convolutions in Eqgs. (13) and (15) are equivalent, the

distribution of o( ) w e 18 identical to that of o(,)J,

Act® is element-w1se, i.e., it is equivalent for ¢,j and #',j’, the distribution of vglj), w® po 18 also identical to that of
o o

w® pe according to Theorem 2. Furthermore, Since the active function

) o according to Theorem 2.

By using mathematical induction, we conclude that G i.j.w, 1S €quivalent to el and the distribution of v, ®

JRHONAO)
is identical to that of vf,)j, W foralll € [1,2, ..., L]. Since vE) = 7w = w, and K = h, we derive Corollary 2.1.
Note that every convolutional layer of FCN needs to be zero-padded to avoid the boundary problem.

i3 w,h?

2. Adversarial Textures and Adversarial Clothes

Figs. S1 and S2 present additional adversarial textures and adversarial clothes, respectively, that are not presented in the
main paper (Figs. 6 and 8) due to the page limit. Unless otherwise specified, all results about physical attacks presented in
both the main paper and the Supplementary Materials were obtained by adversarial T-shirts.
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Figure S1. Visualization of different adversarial textures, extending Fig. 6 in the main paper. (a) The texture formed by tiling an adversarial
patches [10] repeatedly. (b-e) The textures produced by different methods to attack YOLOV2 [7]. (f-h) The textures produced by TC-EGA
to attack different detectors respectively.

(d)YOLOv2 skirt  (e) YOLOV3 (f) FasterRCNN (2) MaskRCNN

Figure S2. Real-world adversarial clothes produced by different methods, extending Fig. 8 in the main paper.

Target detector YOLOv3  FasterRCNN  MaskRCNN
AP 0.511 0.419 0.492

Table S1. The APs of different detectors attacked by TC-EGA on Inria test set.

3. Results of attacking different detectors in the digital world

Tab. S1 presents the APs of YOLOvV3, FasterRCNN and MaskRCNN on Inria test set. Note that the AP of each detector
on the original test images is 1.0. Though these AdvTextures were not effective as that of YOLOv2 whose AP was 0.362
(See Tab. 1 in the main paper), they had lowered the AP of clean images by half.

4. Comparison between Indoor and Outdoor Conditions

We compared the attack effectiveness of different adversarial T-shirts in the indoor and outdoor scenes. We used the videos
described in Sec.4.2 in the main paper. We extracted 32 frames from each video with viewing angles varying from 0° to 3°.
Therefore we collected 3 x 32 = 96 frames for each scene and each detector. The results are presented in Tab. S2. The indoor
mASR was comparable to the outdoor mASR for each piece of adversarial clothing. It indicates that the adversarial clothes
are effective in different scenes.



Targel  yOLOv2  YOLOV3  FasterRCNN  MaskRCNN

scene
Indoor 0.771 0.764 0912 0.832
Outdoor 0.714 0.638 0.948 0.878

Table S2. The mASRs of the attacks at different distances between persons and camera.

5. Effectiveness of the Attack with Respect to the Distance to the Camera

We recorded additional videos for each person wearing YOLOvV2 T-shirt in both indoor and outdoor scenes. The persons
still turned a circle slowly in front of the camera to collect frames at different viewing angles. We varied the distance between
the camera and the persons to be 1.6 m, 2.0 m, 2.6 m, 3.4 m, 4.4 m, 5.6 m, and 7.0 m. For each distance, we collected
3(persons) x 2(scenes) x 32(frames per video) = 192 frames in total. Fig. S3 presents the mASRs of YOLOv2 T-shirt at
various distances. The mASR was the highest when the persons was close to the camera (1.6 m, mASR 0.791). It decreased
to 0.257 when the distance was 7.0 m.
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Figure S3. The mASRs of the attacks at different distances between persons and camera.

6. Attacking YOLOV3

In this section we provide the reasons of scaling the size of the input by 50% before sending to YOLOV3 (see Tab. 4 in
the main paper). YOLOV3 has three branches to predict boxes in different scales. These branches are based on feature maps
of an backbone network in different layers, and use additional blocks before predicting boxes. Therefore, These branches
are relatively independent when being adversarially attacked. Since the number of the boxes predicted by different branches
can be quite different, the attack might be biased to one particular branch. Fig. S4a presents the histogram of the predicted
boxes of each branch on the Inria training dataset, with a confidence threshold 0.5. The first branch predicted large scale
boxes, and the third predicted small scale boxes. Fig. S4b presents the fraction of the predicted boxes with respect to different
confidence thresholds. From the figure, the second branch predicted most of the boxes (62.8% when the confidence threshold
is 0.5), indicating that the produced adversarial pattern may be biased towards attacking the second branch. However, in our
recorded videos, the scale of the persons were outside the range of the second branch’s predicted boxes (compare Figs. S4a
and S4c). Therefore, we scaled the size of the input by 50% before sending the frames to YOLOV3.

7. Transfer Study in the Physical World

We performed transfer-based attacks on several detectors by the adversarial clothes that are produced to attack particular
detectors. Tab. S3 presents the mASR of the transfer-based attacks. Every number in the table was obtained over 192 frames
as described in Section 4.2 in the main paper. The adversarial clothes of YOLOv2 and YOLOvV3 remained effective when
they were used to attack YOLOv3 and YOLOV2, respectively. However, these clothes got low mASRs when attacking other
models except RetinaNet. The adversarial clothes of Faster RCNN and MaskRCNN remained effective when they were used
to attack other models, though sometimes (e.g., attacking YOLOv3) not as effective as attacking themselves. A possible
solution is to use the model ensemble technique [2, 6], which is left as future research.
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