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1. Details of Attack Configuration

The hyperparameter settings of PSO are as follows: the
number of the particle M is set to 200 and iteration 7" is set
to 20. Each dimension of the particle position is randomly
initialized in the range of (0, 0.5) and each dimension of
the particle velocity is randomly initialized in the range of
(-0.05, 0.05). wis set to 0.1 and ¢y o are set to 2.

Besides, the similarity thresholds (i.e., A1 2 3) for PSNR,
SSIM and LPIPS are set to 0.9, 20 and 0.02, respectively.
The AlexNet, ResNet-18 and VGG11 are used as the archi-
tecture of the surrogate model for ResNet-18, ResNet-34
and VGG16, respectively. The surrogate model is trained
for 5 epochs to obtain the backdoor loss.

2. Effectiveness Evaluations on Other Color S-
paces

We present the experimental results of color backdoor
on all considered color spaces (RGB, HSV, LAB, YCb(r,
XYZ, LUV) in Table 1. We observe that the ASRs of al-
1 considered color spaces is very high, demonstrating the
high attack effectiveness of color backdoor. Besides, the
embedded backdoor has very negligible impact on the nor-
mal behaviors of the model, as its ACC is very close to the
clean one. This is because the poisoned data only account
for a small fraction (5% in this work) of the training dataset.

3. Additional Results for Robustness Evalua-
tions

We present the robustness evaluations of backdoor at-
tacks on the GTSRB dataset and the CIFAR-100 dataset a-
gainst preprocessing-based defenses in Table 2 and 3. The
additional experimental results confirm that our attack is
more robust than state-of-the-art backdoor attacks against
preprocessing-based defenses on these datasets.

4. Details of the searching process of Genetic
Algorithm

The details of the searching process of Genetic Algorith-
m (GA) are illustrated in Figure 1. Similar as the PSO al-

Table 1. The effectiveness of color backdoor attack in different
color spaces.

Color CIFAR-10 CIFAR-100 GTSRB ImageNet
space ACC ASR | ACC ASR | ACC ASR | ACC ASR

No attack | 90.05 - 66.86 - 93.33 - 71.67 -
RGB 89.95 90.32 | 65.13 92.83 | 93.02 99.34 | 68.98 93.44
HSV 89.47 9426 | 65.67 93.15 | 93.17 96.04 | 69.01 91.02
LAB 89.69 97.44 | 6540 96.74 | 93.25 97.94 | 68.50 93.43
YCbCr | 90.14 9350 | 66.36 8295 | 93.46 97.22 | 6891 96.71
XYZ 89.82 99.16 | 66.16 97.84 | 92.39 96.68 | 68.72 98.08
LUV 89.77 97.55 | 65.86 96.27 | 93.36  99.70 | 69.11 98.16
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Figure 1. The process of Genetic Algorithm.

gorithm, GA also maintains a set of individuals, where each
individual is a candidate trigger for color backdoor. First-
ly, GA randomly generates M individuals in the searching
space. Then, the fitness value of each individual is calculat-
ed to measure the quality of the individual. After that, the
individuals with better fitness values will be selected and
their genes are passed to the next generation. The crossover
operation creates offspring by swapping parts of the chro-
mosomes of two selected individuals. The mutation opera-
tion makes random changes to the genes of the newly cre-
ated individual. Finally, after 7" rounds of iteration, the best
individual in the final population is returned as the optimal
trigger for color backdoor.
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108 Table 2. Robustness against preprocessing-based defenses (CIFAR-100) 162
109 163
110 Defense | No defense DeepSweep ShrinkPad Compression | Average 164
11 Attack ACC ASR | ACC ASR | ACC ASR | ACC ASR ASR 165
112 BadNet 64.81 98.88 | 59.11 32.78 | 59.11 78.78 | 54.52 25.32 58.94 166
13 Blend 66.46 9281 | 5932 67.76 | 61.05 47.73 | 54.11 18.84 56.79 167
114 Input-aware 64.41 96.73 | 64.28 33.28 | 60.62 84.57 | 50.79 51.81 66.60 168
115 WaNet 65.69 97.09 | 6436 30.73 | 62.23 15.77 | 49.68 10.31 38.48 169
116 Refool 66.00 88.81 | 60.33 69.91 | 60.98 86.32 | 56.11 47.51 73.14 170
117 Lop-norm 64.53 32.10 | 56.42 11.95 | 59.08 35.64 | 54.79 14.89 22.65 171
118 Lo-norm 66.06 99.03 | 5891 24.65 | 61.13 3.14 | 5534 0.96 31.95 172
119 Filter 65.77 98.83 | 59.03 81.11 | 60.15 90.07 | 53.29 31.87 75.74 173
120 color backdoor | 65.86 96.27 | 58.85 81.52 | 60.90 92.15 | 53.55 95.39 91.33 174
121 175
122 Table 3. Robustness against preprocessing-based defenses (GTSRB) 176
123 177
124 Defense No defense DeepSweep ShrinkPad Compression Average 178
125 Attack ACC ASR | ACC ASR | ACC ASR | ACC ASR ASR 179
126 BadNet 93.38 100.00 | 90.67 65.59 | 90.25 99.99 | 88.66 93.38 89.74 180
127 Blend 91.72  91.79 | 89.12 7534 | 88.42 87.64 | 84.09 71.29 81.52 181
128 Input-aware 95.01 9122 | 92.19 7.71 | 93.10 42.47 | 91.05 32.04 43.46 182
129 WaNet 9559 89.86 | 9492 2749 | 9432 99.06 | 93.16 8.66 56.27 183
130 Refool 90.06 92.28 | 7439 87.00 | 86.31 88.89 | 84.66 87.94 89.02 184
131 Ly-norm 91.68 8553 | 89.24 1557 | 87.10 62.31 | 87.19 57.88 55.32 185
132 Lo-norm 93.26 100.00 | 90.66 3231 | 89.62 9.57 | 89.12 0.19 35.52 186
133 Filter 9297 99.17 | 90.81 87.93 | 90.18 98.13 | 91.01 39.57 81.20 187
134 color backdoor | 93.36  99.70 | 90.06 94.03 | 90.61 99.29 | 89.61 99.13 98.04 188
135 189
136 190
137 5. Attack Performance on Gray Image 6. Attack Performance in Physical World 191
138 Datasets 192

Our proposed attack can also be conducted in the physi-

139 . . 193
140 cal world. For instance, the attacker can use common lights 124
141 It is worthwhile mentioning that our color backdoor can to shine on target objects to create backdoor samples. For 195
142 also be applied to gray images. Concretely, the color space Instance, we use the ﬂashhg.ht from iPhone .13 to serve as 196
143 of a grayscale image can be considered as containing only the backdoor trigger (see Elgure 2) and train a backdoor 197
144 one element (i.e., brightness). We generate the backdoor model (ImageNet dataset with ResNet-34). The attack suc- 108
145 triggered image by .applying a small but un.iform shift to cess rate is higher than 98%. 199
146 this element. The difference between the triggered image . . 200
147 and the original image is imperceptible by human eyes. 201
148 202
149 Specifically, we conduct experiments on the MNIST 203
150 dataset and the FashionMNIST dataset with a simple CNN. 204
151 The experimental results in Table 4 demonstrate the effec- 205
152 tiveness of our attack on gray images. (a) clean image  (b) backdoor image 206
153 207
154 Figure 2. Attack in the physical world. 208
155 209
156 Table 4. The attack performance of color backdoor on gray image 210
157 datasets 211
158 - 212
159 MNIST FashionMNIST 213
160 ACC ASR | ACC ASR 214
161 99.14 9931 | 91.26  99.60 215
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