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Figure 1. To assess the impact of anonymization, we first anonymize common computer vision datasets, then train various models using
the anonymized data, and finally evaluate the models on the original validation datasets. The figure depicts our Cityscapes [8] full-body
anonymization experiment. Note that the leftmost image is anonymized with face blurring, following Cityscapes [8] terms of use.

Abstract

Image anonymization is widely adapted in practice to
comply with privacy regulations in many regions. However,
anonymization often degrades the quality of the data, re-
ducing its utility for computer vision development. In this
paper, we investigate the impact of image anonymization
for training computer vision models on key computer vision
tasks (detection, instance segmentation, and pose estima-
tion). Specifically, we benchmark the recognition drop on
common detection datasets, where we evaluate both tradi-
tional and realistic anonymization for faces and full bodies.
Our comprehensive experiments reflect that traditional im-
age anonymization substantially impacts final model perfor-
mance, particularly when anonymizing the full body. Fur-
thermore, we find that realistic anonymization can mitigate
this decrease in performance, where our experiments reflect
a minimal performance drop for face anonymization. Our
study demonstrates that realistic anonymization can enable
privacy-preserving computer vision development with min-
imal performance degradation across a range of important
computer vision benchmarks.

1. Introduction

Collecting and storing large amounts of visual data is a
fundamental task in developing robust and efficient com-
puter vision algorithms. However, this raises concerns re-
garding the individual’s right to privacy, as visual data is
rich in privacy-sensitive information, e.g. persons, license
plates, and street signs. Recent privacy legislation (e.g.
GDPR [11] in the European Union) requires anonymiza-
tion when collecting visual data or consent from individ-
uals, which is often infeasible. This can be viewed as a
barrier to research and development, particularly for the
data-dependent field of Autonomous Vehicle (AV) research.
To compensate for these restrictions, practitioners have
adopted traditional image anonymization (e.g. blurring) for
collecting AV datasets [6, 15] and street view images [12].

Traditional image anonymization can protect privacy,
but it severely distorts the visual data, potentially reducing
its utility for computer vision development. Despite this,
face obfuscation (e.g. blurring) is the standard method em-
ployed to anonymize public autonomous vehicle datasets
[6, 15], and its impact on final model performance is cur-
rently unclear. Previous work analyzed the impact of face
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anonymization for classification [59], semantic segmenta-
tion [15, 63], object detection [10], action recognition [54],
and face detection [30]. In summary, their findings reveal
that face anonymization can impact visual recognition re-
lated to the human class, and it can severely hurt tasks where
the human is in focus [30, 54].

Our literature review, detailed in Sec. 2, resulted in two
unanswered questions, which we address in this study.

First, is realistic anonymization more effective to pre-
serve image utility compared to traditional methods? Real-
istic anonymization replaces privacy-sensitive information
with synthesized content from generative models, which
are found to better preserve utility compared to tradi-
tional methods [24, 52]. Previous work has found realistic
anonymization to improve utility preservation for semantic
segmentation [30, 63]. Our work builds upon this by inves-
tigating different objectives and datasets.

Secondly, to what extent does full-body anonymization
impact the training of computer vision models? The hu-
man body is recognizable from many cues outside the face
(e.g. gait, clothes, ear, body shape), often requiring full-
body anonymization to protect privacy. A few studies ex-
plore the impact of full-body anonymization [23,25], where
they find it to improve over traditional methods. However,
they rely on automatic detection methods, which opens the
question if the performance degradation is due to detec-
tion errors or the anonymization model. Furthermore, their
model requires dense pose estimation [18, 43], which lim-
its anonymization to individuals close to the camera due to
limited long-range detection recall of dense pose models.

In this paper, we focus on key computer vision tasks re-
lated to autonomous vehicles, namely instance segmenta-
tion and human pose estimation. We evaluate the full-body
and face anonymization models built in DeepPrivacy2 [23]
and compare realistic anonymization to traditional meth-
ods. See https://github.com/hukkelas/deep_
privacy2/blob/master/docs/anonymizing_
datasets.md to reproduce our experiments.

2. Related Work
Image Anonymization The goal of image anonymization
is to remove any privacy-sensitive information contained in
the image. Traditional anonymization is widely adopted
in practice, where methods anonymize the image via ob-
fuscation (e.g. blurring, masking), encryption [20], or k-
means [17, 28, 44]. Often, these methods are sufficient to
protect privacy; however, they degrade the quality of the
data reducing its utility for downstream tasks.

Recent work has introduced realistic image anonymiza-
tion, where anonymization is done by replacing persons
with synthesized identities from a generative model. The
majority of previous work focuses on face anonymization,
where current methods anonymize by inpainting a masked

out region [24, 38, 52, 53], or transforming [7, 13, 50] the
original identity to remove privacy-sensitive information.
Transformative models often maintain higher utility (e.g.
preserving facial expression) but offer no formal guaran-
tee of removing the original identity from the image, mak-
ing them vulnerable to adversarial attacks. A few meth-
ods explore anonymizing the full-body [4,23,25,38], where
the current state-of-the-art [23, 26] can generate convinc-
ing full-bodies given sparse keypoints [26] or dense pose
annotations [23]. Finally, some methods insert adversarial
perturbation in the image, which is invisible to the human
eye but able to fool face recognition systems [46].

Privacy Guarantees of Anonymization Most current
anonymization systems offer no formal guarantee of
anonymization, and the identity can often be recognized
from other cues in the image. Image blurring is discussed
numerous times in the literature [3,16,35,36,42,44], where
the identity is often recognizable due to limited blurring.
Furthermore, the identity is recognizable even though the
face is anonymized through other identifying attributes of
the human body [32, 39, 56], such as gait [27], clothing
[14], and body appearance [45, 62]. This makes full-body
anonymization more effective than face anonymization in
terms of privacy. Finally, most anonymization systems rely
on automatic detection, which is far from perfect and vul-
nerable to adversarial attacks [31].

Public Anonymized Datasets The prominent computer
vision datasets employ no form of anonymization, where
only a few datasets are anonymized. NuScenes [6] con-
tains images from vehicles driving in Singapore and Boston,
where faces and license plates are anonymized via blurring.
A2D2 [15] includes data from southern Germany, where li-
cense plates and heads are blurred to comply with German
privacy regulations. AViD [48] is a video dataset for ac-
tion recognition with blurred heads. P3M [33] is a portrait
matting dataset where every face is blurred. [55] propose a
dataset containing street view scenes where cars and pedes-
trians are removed via image inpainting.

Visual Recognition on Anonymized Data There exists a
limited set of studies exploring the effect that anonymiza-
tion has on training computer vision models. For Ima-
geNet [9] training, face obfuscation (blurring) has little
effect on top-5 accuracy and no impact on feature trans-
ferability to scene recognition, object localization, and
face attribute classification. Nevertheless, anonymization
slightly degrades accuracy in classes appearing together
with faces (e.g. facial masks). For autonomous vehicle
datasets, traditional face anonymization can degrade in-
stance segmentation on Cityscapes [8,63], whereas realistic
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Figure 2. The different anonymization methods evaluated in this paper. Image from COCO train2017 [37], image id=000000097507.

face anonymization has no noticeable negative impact. Fur-
thermore, they find that larger backbones and multi-scale
features are more robust to image anonymization [63]. Dvo-
racek et al. [10] finds little impact of face anonymization
on object detection on the same dataset. Geyer [15] finds
that face anonymization has little effect on semantic seg-
mentation on the A2D2 dataset. For face detection, realis-
tic anonymization performs substantially better than tradi-
tional methods for training face detectors [30]. For action
recognition, face obfuscation significantly degrades perfor-
mance [54], where the authors propose a teacher-student
self-distillation framework to mitigate the degradation.

Finally, we note that some studies focus on the hu-
man perspective and investigate the effect of different
anonymization techniques on the users’ perceived experi-
ence [19, 35].

3. Anonymization Method
In this paper, we explore three different anonymization

techniques for full-body and face anonymization; blurring,
mask-out, and realistic anonymization (see Fig. 2). Given
the image I and a mask M indicating the region to be
anonymized, the goal of each method is to remove any
privacy-sensitive information within M . In this section, we
first define M for face and full-body anonymization (Sec-
tion 3.1), then introduce the anonymization methods in Sec-
tion 3.2 and Section 3.3.

3.1. Anonymization Region

To define the anonymization region, we employ the
pre-defined instance segmentation annotations for the per-
son/pedestrian class, as every dataset in this paper includes
such annotations. Note that we do not anonymize annota-
tions marked as ”crowd” or ”ignored” in the datasets, nor
classes that often contain a person (e.g. bicycle, motorcy-
cle), as the realistic anonymization techniques require dis-
tinct instance-wise annotations. Given the two aforemen-
tioned filtering criteria, it is important to note that we are not
able to anonymize all individuals in the dataset. An alterna-
tive option is to obtain instance-wise annotations by manual
annotation or automatic detection. However, we decided
against this approach, as the former is too time-consuming,
and the latter may introduce detection errors, making it un-

clear if performance degradation is due to detection errors
or poor anonymization.

Face Region As none of the benchmark datasets include
annotated faces, we define the face anonymization region
following a standard face detection dataset, WIDER-Face
[60]. Specifically, the region is the minimal bounding box
containing the forehead, chin, and cheek. We annotate each
dataset with a pre-trained face detector (DSFD [34]), where
we filter the detections by matching them with annotated in-
stance segmentations. We match boxes to segmentations via
Intersection over Union (IoU), where we select the match
with the highest IoU and bounding box score. Any matches
with an IoU < 1% are removed.

Full-Body Anonymization Since all benchmark datasets
include annotated instance segmentations, we use these to
define the full-body anonymization region. To compensate
for annotations where the segmentations don’t fully encom-
pass the body (often segmentation does not include bor-
dering pixels), we slightly dilate the segmentation follow-
ing [23].

3.2. Traditional Anonymization

We evaluate two commonly used obfuscation techniques
for traditional anonymization, namely blurring and masking
out. Note that we employ the same method for both face and
full-body anonymization.

Mask-Out Mask-out defines the anonymized image as
Inew = I ⊙ (1 − M) + M ⊙ 127, where ⊙ is element-
wise multiplication.

Gaussian Blur Gaussian blur defines the anonymized im-
age as Inew = I ⊙ (1−M)+M ⊙ Iblur. Here, Iblur is the
blurred image with a Gaussian filter (σ = 7, k-size= 3 · σ).

3.3. Realistic Anonymization

For realistic anonymization, we employ pre-trained
models from DeepPrivacy2 [23]. Note that DeepPrivacy2
anonymizes by inpainting (illustrated in Fig. 3), such that
it never observes the masked region in I . Thus, it provides
similar privacy protection as mask-out anonymization.
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