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Abstract

Test-time adaptation (TTA) aims at adapting a model
pre-trained on the labeled source domain to the unlabeled
target domain. Existing methods usually focus on improv-
ing TTA performance under covariate shifts, while neglect-
ing semantic shifts. In this paper, we delve into a real-
istic open-set TTA setting where the target domain may
contain samples from unknown classes. Many state-of-
the-art closed-set TTA methods perform poorly when ap-
plied to open-set scenarios, which can be attributed to
the inaccurate estimation of data distribution and model
confidence. To address these issues, we propose a Sim-
ple but effective framework called unified entropy optimiza-
tion (UniEnt), which is capable of simultaneously adapt-
ing to covariate-shifted in-distribution (csID) data and de-
tecting covariate-shifted out-of-distribution (csOOD) data.
Specifically, UniEnt first mines pseudo-csID and pseudo-
csOOD samples from test data, followed by entropy min-
imization on the pseudo-csID data and entropy maximiza-
tion on the pseudo-csOOD data. Furthermore, we introduce
UniEnt+ to alleviate the noise caused by hard data parti-
tion leveraging sample-level confidence. Extensive exper-
iments on CIFAR benchmarks and Tiny-ImageNet-C show
the superiority of our framework. The code is available at
https://github.com/gaozhengqging/UniEnt.

1. Introduction

Deep neural networks (DNN5s) have achieved great success
in recent years when the training and test data are drawn
ii.d. from the same distribution. However, in many real-
world applications, this strict assumption is difficult to hold.
Models deployed in practice can encounter different types
of distribution shifts. On the one hand, the model needs
to be able to address semantic shifts, i.e., identify sam-
ples from unknown classes, which has given rise to prob-
lems such as out-of-distribution (OOD) detection [15, 16,
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Figure 1. Existing TTA methods exhibit performance degradation
with unknown classes included, while our methods can improve
them significantly. We compare BN Adapt [33], CoTTA [46],
TENT [44], EATA [35], and OSTTA [27].

19, 32, 56] and open-set recognition [4, 5, 21, 43]. On
the other hand, the model needs to be robust to covariate
shifts and have good generalization performance to differ-
ent styles and domains. Many efforts have been devoted
to reduce the performance gap of DNNs under covariate
shifts, such as domain generalization [45, 47, 58, 59] and
domain adaptation [11, 50]. Among various studies ad-
dressing covariate shifts, test-time adaptation (TTA) has re-
cently received increasing attention because its practicality:
neither source domain data nor target domain labels are re-
quired [27, 28, 33, 35, 44, 46].

Nevertheless, most of the existing TTA methods [33, 35,
44, 46] focus only on solving the covariate shift and ig-
noring the semantic shift. We believe that this is imprac-
tical since we cannot guarantee the test samples contain
only the classes seen in the training phase. Many recent
works [27, 28] have realized this and made some initial
attempts. Figure 2 illustrates the differences between the
traditional closed-set TTA and the novel open-set TTA set-
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Figure 2. Comparison between closed-set TTA and open-set TTA.

tings. First, we need to clarify that in the literature on OOD

detection, out refers specifically to “outside the semantic

space”, whereas in the literature on OOD generalization, out

refers specifically to “outside the covariate space”. Here we

follow the terminology used in [56]. According to the dif-

ferent types of distribution shifts, we divide the real-world

data into four types:

¢ In-distribution (ID) data is the most common data we
typically use to train a model, with a limited number of
classes.

¢ Qut-of-distribution (OOD) data contains some open
classes that have not been seen before in ID data, with
the same style and domain as ID data.

¢ Covariate-shifted ID (csID) data and ID data have the
same classes and differ in styles and domains.

¢ Covariate-shifted OOD (csOOD) data is different from ID
data in both classes and domains.

The open-set TTA setting takes into account both csID data
and csOOD data.

Existing TTA methods make extensive use of entropy
objective, which proves to be very effective. We first exper-
imentally verify that existing TTA methods [27, 33, 35, 44,
46, 54] degrade the classification accuracy of known classes
when open-set classes are included, which is consistent with
the conclusions drawn from some recent studies [27, 28].
In addition, as shown in Fig. 1, the detection performance
of unknown classes is also impaired, which has not re-
ceived enough attention in previous studies. We attribute

the performance degradation to the following two points.
First, the presence of open-set samples leads to the incor-
rect estimation of normalization statistics by the model,
leading to errors in updating affine parameters. Second,
entropy minimization on samples from unknown classes
forces the model to output confident predictions, undermin-
ing the model’s confidence and leading to a decrease in the
model’s ability to distinguish between known classes and
unknown classes.

With the aforementioned causes in mind, we propose
three techniques to enhance the robustness of existing
TTA methods under open-set setting. We first propose
a distribution-aware filter to preliminarily distinguish be-
tween csID samples and csOOD samples. Specifically, we
observe that the cosine similarity between the features ex-
tracted by the source model and the source domain proto-
types can reflect the semantic shift, and we use this property
to distinguish samples. We then propose a unified entropy
optimization framework (UniEnt) to address the aforemen-
tioned challenges. UniEnt minimizes the entropy of csID
samples while maximizing the entropy of csOOD samples
simultaneously. Furthermore, we propose UniEnt+ using a
sample-level weighting strategy to avoid the error caused by
noisy data partition.

We summarize the contributions of this paper as follows.
* We first delve into the performance of existing methods

under closed-set TTA and open-set TTA settings. We then
summarize two reasons for the performance degradation
of existing methods with open-set classes included.

* We propose a unified entropy optimization framework,
which consists of a distribution-aware filter to distin-
guish csID and csOOD samples, entropy minimization on
csID samples to obtain good classification performance
on known classes and entropy maximization on csOOD
samples to obtain good detection performance on un-
known classes.

* Our proposed framework can be flexibly applied to many
existing TTA methods and substantially improves their
performance under open-set setting. Comprehensive ex-
periments demonstrate the effectiveness of our approach.

2. Related Work

Test-time adaptation. Among all the approaches to solving
covariate shifts, test-time adaptation has received much at-
tention because of its challenging setting of accessing only
the source model and unlabelled target data. Some of the
initial work [24, 31, 33, 39, 44, 51] focused on improving
TTA performance by estimating batch normalization statis-
tics using test data and designing unsupervised objective
functions, e.g., TENT [44] proposed to optimize the affine
parameters of batch normalization by minimizing the en-
tropy of model outputs. These works mainly focus on static
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Figure 3. Illustration of the unified entropy optimization (UniEnt) framework. At timestamp ¢, mini-batch 3; may contain samples from
csID and csOOD. First, we filter csOOD samples by ¢csOOD score S(x). Then, we perform entropy minimization for csID samples and
entropy maximization for csOOD samples, we also adopt marginal entropy maximization to pervent model collapse. After optimization,

we can yield better classification and detection performance tradeoff.

TTA and do not take into account the changes in the domain.
After adapting to a target domain, the adapted model is reset
to the one pretrained on the source domain to adapt to the
next domain. Later, some work [35, 46] proposed the con-
tinual TTA setting where the model needs to adapt to a se-
ries of continuously changing target domains without know-
ing the domain labels. This poses new challenges for TTA:
catastrophic forgetting and error accumulation. CoTTA [46]
addresses the above issues through teacher-student model
structure with data augmentation and stochastic recovery,
while EATA [35] addresses the above issues through sam-
ple selection and anti-forgetting regularizer.

Robust test-time adaptation. Recently, several works have
paid more attention to the robustness of TTA methods.
LAME [2], NOTE [12] and RoTTA [53] focus on the per-
formance of TTA methods under non-i.i.d. correlated sam-
pling of test data. SITA [24] and MEMO [57] explore tech-
niques for performing TTA on a single image. ODS [60]
addresses case with label shift. OSTTA [27] pays attention
to the performance degradation caused by long-term TTA.
OWTTT [28] and OSTTA [27] consider the scenarios where
the test data includes unknown classes. SAR [36] com-
prehensively analyzed the impact of mixed domain shifts,
small batch sizes, and online imbalanced label distribu-
tion shifts on TTA performance. It is worth noting that
there are some differences between the settings proposed
by OWTTT [28] and OSTTA [27], the samples of unknown
classes in OWTTT [28] are drawn from OOD, while the
samples of unknown classes in OSTTA [27] are drawn from
c¢sOOD. We adopt the setting proposed in OSTTA [27] be-
cause of its practicality and challenging nature. First, the
unknown class samples we encounter during TTA are likely
to experience the same covariate shift. Second, it is more
difficult to distinguish between csID samples and csOOD

samples than between csID samples and OOD samples.

OOD detection. For models deployed in real-world sce-
narios, the ability of OOD detection is crucial. Recent stud-
ies in OOD detection can be roughly divided into two cat-
egories. The first type of approaches [15, 19, 20, 30, 32] is
devoted to design sophisticated score functions and input-
output transformations. MSP [15] uses the maximum soft-
max probability to detect OOD samples. ODIN [30] and
generalized ODIN [20] further introduces temperature scal-
ing, input preprocessing and confidence decompose to im-
prove OOD detection performance. The second type of
approaches instead regularizes the model by exploring the
additional outlier data [16, 23, 48, 52, 55]. For example,
OE [16] encourages the model to output low-confidence
predictions for anomalous data. WOODS [23] on the other
hand utilizes unlabelled wild data to improve the detection
performance. SCONE [1] considers both OOD detection
and OOD generalization for the first time. It is worth not-
ing that all the methods mentioned above are designed for
the training phase. Recently, AUTO [49] propose to opti-
mize the network using unlabeled test data at test time to
imporve OOD detection performance.

3. Methodology
3.1. Problem Setup

Let Ds = {x;, yl}fil be the source domain dataset with la-
bel space Vs = {1,--- ,C,}, and D; = {x;, yj}j-\/:tl be the
target domain dataset with label space Yy = {1,---,C:},
where C, and C; denote the number of classes in the source
and target domain datasets, respectively. C is equal to C}
for closed-set TTA while C; < C, always holds for open-
set TTA. Given a model fp, pre-trained on D,, TTA aims
to adapt the model to D, without target labels accessible.
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To be specific, we denote the mini-batch of test samples at
timestamp ¢ as 3; and the adapted model as fy,. The main
objective of open-set TTA is to correctly predict the classes
in Y, while reject the classes in ); \ Js using the adapted
model fy,, especially in the presence of large data distribu-
tion shifts.

3.2. Preliminaries

For closed-set TTA, a common practice [44] is to adapt the
model by minimizing the unsupervised entropy objective:

min £y = T 3 H(fo,(0) =M (o). (1)

xEB,

where H(fp,(x)) = — Zle f5,(x)log fg (x) denotes
the entropy of the softmax output fp,(x), fo, =
m > xen, fo,(x) represents the average softmax output
over the mini-batch B;, and A is a hyperparameter used to
balance the two terms in the loss function. In previous stud-
ies [3, 6, 29, 31], marginal entropy H ( fp,) has been widely
adopted to prevent model collapse, i.e., predicting all input
samples to the same class.

3.3. Motivation

There is no label of the test data to provide supervised im-
formation during TTA, an entropy minimization or a self-
training strategy is widely adopted in existing methods.
While previous studies [27, 33, 35, 44, 46, 54] focused on
improving the performance of closed-set TTA, we empir-
ically find that they exhibit performance degradation with
open-set samples included. As shown in Fig. 4, We first
compare the performance of existing TTA methods under
different settings. Specifically, we conduct closed-set ex-
periments on CIFAR-100-C [14], i.e., updating the model
and measuring the performance of the adapted model with
only the test samples from known classes, and the open-set
counterparts are extracted from Tab. 1. Experimental re-
sults show that applying existing methods to open-set TTA
leads to the degradation of both the classification perfor-
mance on known classes and the detection performance on
unknown classes. We argue the degradation is caused by
the following two reasons. First, the introduce of samples
from unknown classes leads to the incorrect estimation of
normalization statistics by the model, which results in un-
reliable updating of the model parameters. Second, entropy
minimization-based methods achieved competitive closed-
set results by making the model confident on the predic-
tions. However, minimizing entropy on samples from un-
known classes destroys the model confidence, which is an
undesirable result. We believe that a good model confidence
is very important, especially in open-set TTA, because it can
tell us how much can we trust the adapted model’s predic-
tions.
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Figure 4. Performance comparison of existing TTA methods under
closed-set and open-set settings.

3.4. Distribution-aware Filter

We first model the open-set data distribution as shown in
Eq. (2):

Poren 1= TPesp + (1 — 7)Pesoob, ()

where 7 € [0, 1]. Equation (2) contains two distributions

that the model may encounter during TTA:

 Covariate-shifted ID P.qp shares the label space with the
training data, whereas the input space suffers from style
and domain shifts.

 Covariate-shifted OOD P.oop differs from those of the
training data in both the label space and the input space.

We define the csOOD score for each test sample as:

X)=v maxig%(x).pc
() = ( : |geo<x>||pc||>’ @

where v(-) denotes min-max normalization with the range
of [0, 1], gg, denotes the feature extractor of source domain
pre-trained model, p. denotes the source domain prototype
of class c.

As shown in Fig. 5, we empirically found that S(x)
can distinguish between csID samples and csOOD samples.
To be more specific, the distribution of S(x) appears to
be bimodal, and its two peaks indicate csID and csOOD
modes, respectively. In order to select the optimal thresh-
old, we model the distribution of S(x) as a Gaussian mix-
ture model (GMM) with two components, where the com-
ponent with larger mean corresponds to the csID samples,
and vice versa:

P(x) =m(x)N(x | ucleJcilD)

(1= TGOV x| soon: o)
where 7(x) denotes the probability that S(x) belongs to the
csID component, /i, Tap and fies00Ds Tapop Tepresent
the mean and variance of the csID and csOOD components,
respectively. Further, 7(x) can be easily obtained using the
EM algorithm.
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Figure 5. The csOOD score S(x) presents a bimodal distribution.

Then, we can split B; into B csqp and B ¢soop through
Eq. (5):

Bt,csID = {X ‘ x € B A 7T(X) > 05}

5
Biewon = {x | x € BiAx(x) <05 O

where B; cqip and B; cso0p are the mini-batches of pseudo
csID and pseudo csOOD samples at timestamp ¢, respec-
tively.

3.5. Unified Entropy Optimization

UniEnt. Based on the previous sections, we consider min-
imizing the entropy of the model’s predictions of the sam-
ples from known classes, which can solve the inaccurate
estimation of the data distribution and yield more reliable
adaptation. However, the samples from unknown classes
have not been explored effectively. Inspired by previous
work [16, 23, 49], we propose to make the model produce
approximately uniform predictions via entropy maximiza-
tion instead, which can solve the inaccurate estimation of
the model confidence and help distinguish known classes
samples from unknown classes samples. The overall test-
time optimization objective can be written as:

1
LicsiD = 75— H(fo,(x)), 6
e = [ xe%jmm (fo,(x)) (©6)
1
Lt es00D = —o——— H(fo,(x), (T
00D = g Z (fo.(x)), (D

x€ Bt cso0p
H%in L= Lieap — MLiesoop — A2 H(fs,), (8)

where A\; and ), are trade-off hyperparameters.

UniEnt+. In the distribution-aware filter, we distinguish
csID samples from csOOD samples roughly, which in-
evitably introduces some noise. To address this problem,

we propose a weighting scheme to achieve entropy mini-
mization for known classes and entropy maximization for
unknown classes at the same time. The objective can be
reformulated as follows:

. 1
Héin[,t :m Z W(X)H(.f& (X))

xEB;

- AIH%H S (- ax)H(fs,(x)) O

xEB;
- )\QH(f_ﬁ't)

4. Experiments

4.1. Setup

Datasets. Following previous studies, we evaluate our pro-
posed methods on the widely used corruption benchmark
datasets: CIFAR-10-C, CIFAR-100-C, and Tiny-ImageNet-
C [14]. Each dataset contains 15 types of corruptions with
5 severity levels, all our experiments are conducted under
the most severe corruption level 5. Pre-trained models are
trained on the clean training set and tested and adapted on
the corrupted test set. Following OSTTA [27], we apply
the same corruption type to the original SVHN [34] and
ImageNet-O [18] test sets to generate the SVHN-C and
ImageNet-O-C datasets. We use SVHN-C and ImageNet-
O-C as the covariate shifted OOD datasets for CIFAR-
10/100-C and Tiny-ImageNet-C, respectively.

Evaluation protocols. Following recent research [27, 35,
44, 46], we evaluate TTA methods under continuously
changing domains without resetting the parameters after
each domain. At test time, the corrupted images are pro-
vided to the model in an online fashion. After encoun-
tering a mini-batch of test data, the model makes predic-
tions and updates parameters immediately. The predictions
of test data arriving at timestamp ¢ will not be affected by
any test data arriving after timestamp ¢. We construct the
mini-batch using the same number of csID samples and
csOOD samples. Regarding the model’s adaptation per-
formance on csID data, we use the accuracy metric. To
evaluate whether the adapted model can detect csOOD data
robustly, we measure the area under the receiver operating
characteristic curve (AUROC) and the false positive rate of
csOOD samples when the true positive rate of csID sam-
ples is at 95% (FPR@TPROS5). As we pursue a good trade-
off between the classification accuracy on csID data and the
detection accuracy on csOOD data, we also report the open-
set classification rate (OSCR) [9] to measure the balanced
performance.

Baseline methods. We mainly compare our method with
two types of pervious methods in TTA: 1) entropy-free
methods: Source directly evaluates the test data using
the source model without adaptation. BN Adapt [33]
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Method | CIFAR-10-C | CIFAR-100-C | Average
| Acct AUROCT FPR@TPRY5| OSCRt | Acct AUROCT FPR@TPRY5] OSCRT | Acct AUROCT FPR@TPRY5) OSCR?

Source [54] 81.73 77.89 79.45 68.44 53.25 60.55 94.98 39.87 67.49 69.22 87.22 54.16

BN Adapt [33] 84.20 80.40 76.84 72.13 57.16 72.45 84.29 47.10 70.68 76.43 80.57 59.62
COTTA [46] 85.77 85.89 72.40 71.26 56.46 77.04 80.96 48.95 71.12 81.47 76.68 63.11
TENT [44] 79.38 65.39 95.94 56.73 | 5474 65.00 94.79 4224 67.06 65.20 95.37 49.49

+ UniEnt 84.31 (+4.93) 92.28 (+26.89) 36.74 (-59.20)  80.32 (+23.59) 59.07 (+4.33) 89.28 (+24.28) 51.14 (-43.65)  56.26 (+14.02) | 71.69 (+4.63) 90.78 (+25.59) 43.94 (-51.43) 68.29 (+18.81)
+ UniBnt+ 84.03 (+4.65) 93.18 (+27.79) 3274 (-63.20)  80.62 (+23.89) 58.58 (+3.84) 9139 (+26.39) 41.09 (-53.70) 56.36 (+14.12) | 7131 (+4.25) 92.29 (+27.09) 36.92 (-58.45) 68.49 (+19.01)
EATA [35] 80.92 84.32 71.66 72.63 | 60.63 88.64 50.18 57.24 70.78 86.48 60.92 64.94

+ UniEnt 84.31 (+3.39) 97.15(+12.83) 13.25(-58.41) 82.99 (+10.36) 59.75(-0.88)  93.42 (+4.78)  30.36 (-19.82)  57.99 (+0.75) | 72.03 (+1.26)  95.29 (+8.81)  21.81(-39.12)  70.49 (+5.55)
+ UniEnt+ 85.18 (+4.26) 96.97 (+12.65) 14.28 (-57.38) 83.67 (+11.04) 59.71(-0.92) 9423 (+5.59) 26.87 (-23.31)  58.19 (+0.95) | 7245 (+1.67) 95.60 (+9.12)  20.58 (-40.35)  70.93 (+6.00)
OSTTA [27] 84.44 72.74 77.02 65.17 | 60.03 75.37 8275 5135 72.24 74.06 79.89 58.26

+ UniEnt
+ UniEnt+

82.46 (-1.98)  96.20 (+23.46)  16.37 (-60.65)  80.51 (+15.34)
84.30 (-0.14)  97.38 (+24.64)  11.56 (-65.46)

58.69 (-1.34)  94.84 (+19.47)  22.95 (-59.80)
8291 (+17.74)  58.93 (-1.10)  95.42 (+20.05)

57.28 (+5.93)
57.69 (+6.34)

70.58 (-1.66)  95.52 (+21.47)  19.66 (-60.23)  68.90 (+10.64)
71.62 (-0.62)  96.40 (+22.35) 16.08 (-63.81)  70.30 (+12.04)

20.59 (-62.16)

Table 1. Results of different methods on CIFAR benchmarks. 1 indicates that larger values are better, and vice versa. All values are
percentages. The bold values indicate the best results, and the underlined values indicate the second best results.

Tiny-ImageNet-C

Method ‘

\ Acct AUROCT FPR@TPRY5 OSCR?
Source [54] 2229 53.79 93.41 16.29
BN Adapt [33] 37.00 61.06 90.90 28.50
TENT [44] 28.96 49.78 95.96 19.02
+ UniEnt 37.23 (+8.27) 63.92 (+14.14)  89.72 (-6.24)  30.18 (+11.16)
+ UniEnt+ 37.31(+8.35) 63.83 (+14.05) 89.12(-6.84)  30.12 (+11.10)
EATA [35] 37.09 57.55 93.22 2791
+ UniEnt 37.54 (+0.45)  64.34 (+6.79)  89.23(-3.99)  30.59 (+2.68)
+ UniEnt+ 38.65 (+1.56) 6230 (+4.75)  90.88 (-2.34)  30.95 (+3.04)
OSTTA [27] 37.29 55.66 94.34 27.74
+ UniEnt 3372(-3.57)  62.69 (+7.03)  89.67 (-4.67)  26.63 (-1.11)
+ UniEnt+ 3447 (-2.82) 61.28 (+5.62)  89.56 (-4.78)  26.65 (-1.09)

Table 2. Results of different methods on Tiny-ImageNet-C.

updates batch normalization statistics with the test data
during TTA. CoTTA [46] adopts the teacher-student ar-
chitecture to provide weight-averaged and augmentation-
averaged pseudo-labels to reduce error accumulation, com-
bined with stochastic restoration to avoid catastrophic for-
getting. 2) entropy-based methods: TENT [44] estimates
normalization statistics and optimizes channel-wise affine
transformations through entropy minimization. EATA [35]
selects reliable and non-redundant samples for model adap-
tation, the former achieve prediction entropy lower than a
pre-defined threshold and the latter have diverse model out-
puts. In addition, the fisher regularization is introduced
to prevent catastrophic forgetting. OSTTA [27] uses the
wisdom of crowds to filter out the samples with lower
confidence values in the adapted model than in the orig-
inal model. Our methods can be easily applied to exist-
ing entropy-based methods without additional modification.
Regarding applying our methods to EATA and OSTTA, we
apply the filtering methods and keep everything else the
same.

Implementation details. For experiments on CIFAR
benchmarks, following pervious studies [6, 27, 31], we
use the WideResNet [54] with 40 layers and widen factor
of 2. The model pre-trained with AugMix [17] is avail-
able from RobustBench [7]. For Tiny-ImageNet-C, we pre-
train ResNet50 [13] on the Tiny-ImageNet [26] training

set, as OSTTA [27] did. The model is initialized with the
pre-trained weights on ImageNet [8] and optimized for 50
epochs using SGD [38] with a batch size of 256. The initial
learning rate is set to 0.01 and adjust using a cosine anneal-
ing schedule. During TTA, we use Adam [25] optimizer
with the batch size of 200 for all experiments. The learn-
ing rate is set to 0.001 and 0.01 for entropy-based methods
(TENT [44], EATA [35], OSTTA) and CoTTA [46], respec-
tively. We use the energy score [32] to measure the ability
of the adapted model to detect unknown classes. Further-
more, following T3A [22], we use the weights of the linear
classifier as the source domain prototypes, and thus our ap-
proach is source-free. Entropy-based methods update only
the affine parameters, while CoTTA updates all parameters.

4.2. Results

CIFAR benchmarks. We first conduct experiments on the
most common CIFAR benchmarks, and the results are pre-
sented in Tab. 1. From Tab. 1, we can see that UniEnt
and UniEnt+ significantly improve the performance of three
different existing TTA methods. For example, on CIFAR-
10-C, UniEnt improves the Acc, AUROC, FPR@TPR95
and OSCR of TENT [44] by 4.93%, 26.89%, 59.20% and
23.59% respectively, while UniEnt+ improves the Acc,
AUROC, FPR@TPR95 and OSCR of TENT by 4.65%,
27.79%, 63.20% and 23.89% respectively.

In more detail, we can observe that TENT [44] and
OSTTA [27] perform even worse than Source and BN
methods that do not update model parameters in some
cases (OSCR decreases by 3.27%~15.40%), which indi-
cates that some existing TTA methods cannot effectively
update model parameters with open-set classes included.
This can be attributed to the fact that these methods ig-
nore the distribution variations introduced by open-set sam-
ples, resulting in the unreliable estimation of normalization
statistics and model confidence.

Tiny-ImageNet-C. We then conduct experiments on a more
challenging dataset Tiny-ImageNet-C, and the results are
summarized in Tab. 2. As shown in Tab. 2, consistent with
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| Licap  Li,csoop | CIFAR-10-C

| CIFAR-100-C

Method
‘ ‘ Acct AUROC?T FPR@TPRYS5] OSCRT ‘ Acct AUROC?T FPR@TPRY5] OSCR?T
X X 79.38 65.39 95.94 56.73 54.74 65.00 94.79 42.24
TENT [44] X 85.04 (+5.66) 81.80 (+16.41)  68.89 (-27.05) 73.57 (+16.84) | 59.30 (+4.56) 86.09 (+21.09)  63.65 (-31.14)  55.55 (+13.31)
84.31 (+4.93) 92.28 (+26.89)  36.74 (-59.20)  80.32 (+23.59) | 59.07 (+4.33) 89.28 (+24.28) 51.14 (-43.65)  56.26 (+14.02)
X X 80.92 84.32 71.66 72.63 60.63 88.64 50.18 57.24
EATA [35] X 85.53 (+4.61)  82.94 (-1.38) 67.95 (-3.71) 74.85 (+2.22) | 60.46 (-0.17)  88.53 (-0.11) 54.30 (+4.12)  57.26 (+0.02)
84.31 (+3.39) 97.15 (+12.83) 13.25(-58.41) 82.99 (+10.36) | 59.75(-0.88)  93.42 (+4.78)  30.36 (-19.82)  57.99 (+0.75)
X X 84.44 72.74 77.02 65.17 60.03 75.37 82.75 51.35
OSTTA [27] X 84.86 (+0.42) 84.96 (+12.22)  62.66 (-14.36)  75.84 (+10.67) | 58.95(-1.08) 90.62 (+15.25) 44.79 (-37.96)  56.50 (+5.15)
82.46 (-1.98)  96.20 (+23.46) 16.37 (-60.65)  80.51 (+15.34) | 58.69 (-1.34) 94.84 (+19.47) 22.95(-59.80)  57.28 (+5.93)

Table 3. Ablation study on CIFAR benchmarks. We investigate the effectiveness of L+ cqp and L+ csoop in Eq. (8) for UniEnt.

0.5

1.0

A

(58.92, 89.59, 50.16, 56.22)
(58.41, 91.68, 40.22, 56.33)

(58.76, 89.95, 48.92, 56.21)
(58.12,91.89, 39.68, 56.13)

(0.33, 0.84, 2.76, 0.06)
(0.52,0.71, 2.11, 0.23)

(59.37,92.56, 34.98, 57.40)
(59.71, 94.23, 26.87, 58.19)

(59.58,93.82, 28.29, 57.97)
(59.62, 93.47, 30.37, 57.91)

(0.38, 1.26, 6.69, 0.59)
(0.19, 0.76, 3.50, 0.28)

Method 0.1 0.2
TENT [44] +UniEnt  (59.09, 89.11, 51.68, 56.20)  (59.07, 89.28, 51.14, 56.26)
+ UniEnt+  (58.64, 91.18,41.79, 56.34)  (58.58, 91.39, 41.09, 56.36)
EATA [35] +UniEnt  (59.50, 93.34, 30.72, 57.72)  (59.75, 93.42, 30.36, 57.99)
o + UniEnt+  (59.73, 93.47, 30.25, 58.00)  (59.81, 93.88, 27.84, 58.17)
OSTTA [27] + UniEnt  (58.85,93.89,26.59, 57.14)  (58.82,94.32,24.94, 57.24)
. + UniEnt+  (59.25, 94.19, 24.62, 57.54)  (59.15, 94.84, 22.29, 57.69)

(58.69, 94.84, 22.95, 57.28)
(58.93, 95.42, 20.59, 57.69)

(57.88, 94.80, 23.51, 56.51)
(58.20, 95.65, 20.12, 57.06)

(0.97,0.95, 3.64, 0.77)
(1.05, 1.46, 4.50, 0.63)

Table 4. Performance of UniEnt and UniEnt+ with varying A1 on CIFAR-100-C. The values in the table are presented as (Acc, AUROC,
FPR@TPRY95, OSCR). A is the difference between the maximum and minimum values when \; take different values. Smaller A values

represent better robustness.

previous analysis, UniEnt and UniEnt+ still achieve better
performance. Numerically, UniEnt improves the Acc, AU-
ROC, FPR@TPR95 and OSCR of TENT [44] by 8.27%,
14.14%, 6.24% and 11.16% respectively, while UniEnt+
improves the Acc, AUROC, FPR@TPRO95 and OSCR of
TENT by 8.35%, 14.05%, 6.84% and 11.10% respectively.

4.3. Analysis

Ablation study. To verify the effectiveness of different
components in £; (Eq. (8)), we conduct extensive abla-
tion studies on CIFAR benchmarks. The results are sum-
marized in Tab. 3. Compared with the baselines without
Ly cp and Ly csoop (the same as TENT [44], EATA [35]
and OSTTA [27]), introducing L .qp improves the clas-
sification accuracy of known classes, which indicates that
our proposed distribution-aware filter can well distinguish
the samples of known classes from the samples of un-
known classes. It is worth noting that the introduction of
L cip also leads to better detection performance of un-
known classes, which is consistent with the findings ob-
tained in a recent study [43]. With the addition of L cs00op,
the model’s detection performance of unknown classes has
been further improved. Considering the trade-off between
the two, UniEnt achieves the optimal OSCR values in most
cases.

Hyperparameter sensitivity. =~ We perform sensitivity
analyses on the hyperparameters A; and )\, as summa-
rized in Tab. 4 and Tab. 5. We first investigate the ef-
fect of A\; on CIFAR-100-C, with \; taking values from

{0.1,0.2,0.5,1.0} and A5 holds constant. The experimen-
tal results show that our methods are robust to the value of
A1, the gaps between the best and worst values of Acc, AU-
ROC, FPR@TPR95 and OSCR are 1.05%, 1.46%, 6.69%
and 0.77%, respectively. We then examine how )\, affects
csID classification and csOOD detection, with Ay taking
values from {0.1,0.2,0.5,1.0} and A; holds constant. It
is easy to conclude from the results that a larger Ao leads to
better csOOD detection performance, yet at the same time,
it may lose some of the csID classification performance, and
vice versa. Numerically, different values of Ay will result in
the maximum performance differences of 15.49%, 7.51%,
35.06% and 15.41% for Acc, AUROC, FPR@TPR95 and
OSCR, respectively.

Performance under different number of unknown
classes. The number of unknown classes is an impor-
tant measure representing the complexity of the open-
set. We examine the impact of different numbers of un-
known classes. Specifically, we perform experiments on the
CIFAR-10-C dataset and control the number of unknown
classes to vary from 2 to 10, keeping the number of samples
constant. From Tab. 6, we can see that TENT [44] fluc-
tuates with different number of classes while the proposed
UniEnt and UniEnt+ are more robust to different number of
unknown classes.

Performance under different ratios of csOOD to csID
samples. We also perform experiments with different ratios
of the number of csOOD samples to the number of csID
samples, and the results are displayed in Tab. 7. We vary
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0.1

0.2

0.5

1.0

A

(59.44, 87.02, 60.32, 55.93)
(59.19, 87.95, 57.31, 56.04)

(59.07, 89.28, 51.14, 56.26)
(58.58,91.39, 41.09, 56.36)

(58.09, 92.87, 33.24, 56.23)
(56.71,94.57,25.02, 55.34)

(56.62, 94.53, 25.26, 55.24)
(53.13,94.93, 24.19, 52.01)

(2.82,7.51, 35.06, 1.02)
(6.06, 6.98, 33.12, 4.35)

(60.54, 88.14, 55.48, 57.15)
(60.35, 89.49, 50.20, 57.44)

(60.06, 89.45, 50.99, 57.16)
(60.51, 91.03, 42.50, 58.02)

(59.75, 93.42, 30.36, 57.99)
(59.71, 94.23, 26.87, 58.19)

(58.26,95.07, 22.18, 57.02)
(59.03, 95.28, 21.20, 57.81)

(2.28, 6.93, 33.30, 0.97)
(1.48,5.79, 29.00, 0.75)

Method

TENT [44] : 32152&
EATA [35] : 32152&
OSTTA [27] : 3ﬁi§ﬂ§+

(58.69, 94.84, 22.95, 57.28)
(59.15, 94.84, 22.29, 57.69)

(56.63,95.43,21.02, 55.46)
(57.55,95.82, 18.91, 56.43)

(49.85,93.77, 32.12, 48.59)
(50.31, 94.09, 30.05, 49.11)

(43.89,91.19, 47.50, 42.41)
(43.66,91.78, 43.35, 42.28)

(14.80, 4.24, 26.48, 14.87)
(15.49,4.04,24.44,15.41)

Table 5. Performance of UniEnt and UniEnt+ with varying A2 on CIFAR-100-C. A is the difference between the maximum and minimum

values when Ao take different values.

Method 2 4 6 8 10 A

Source [54] 70.84 69.28 69.32 69.18 6844 240
BN Adapt [33] 72.56 7248 7252 7244 7214 042
TENT [44] 49.51 4829 51.74 4953 5097 345
+ UniEnt 78.71 7839 7828 78.13 77.82 0.89
+ UniEnt+ 78.65 7823 7823 78.07 77.68 0.97

Table 6. OSCR of UniEnt and UniEnt+ on CIFAR-10-C under
different number of unknown classes.

Method 0.2 0.4 0.6 0.8 1.0 A

Source [54] 40.00 40.03 3998 3992 39.87 0.16
BN Adapt [33] 4991 49.55 4892 4797 47.10 281
TENT [44] 47.68 44.12 4406 4290 42.16 5.52
+ UniEnt 56.84 57.48 57.13 56.77 5626 1.22
+ UniEnt+ 57.15 5759 5724 56.88 5633 1.26

Table 7. OSCR of UniEnt and UniEnt+ on CIFAR-100-C under
different ratios of csOOD to csID samples.

the data ratio from 0.2 to 1.0. It can be observed that our
proposed methods are insensitive to the variation of the data
ratio while TENT [44] is more sensitive, and thus can be
applied to different data ratio cases.

T-SNE visualization. To illustrate the effects of different
methods on csID classification and csOOD detection, we vi-
sualize the feature representations of CIFAR-10-C test sam-
ples with SVHN-C test samples as csOOD samples via T-
SNE [42] in Fig. 6. It can be observed that the features from
known classes and unknown classes adapted by TENT [44]
are mixed together, while UniEnt and UniEnt+ can better
separate them. Furthremore, we observe that filtering out
¢sOOD samples (w/ L; csip) can not only improve the clas-
sification performance on known classes, but also the detec-
tion performance on unknown classes.

5. Conclusion

This paper presents a unified entropy optimization frame-
work for open-set test-time adaptation that can be flexibly
applied to various existing TTA methods. We first delve into
the performance of existing methods under open-set TTA

(b) TENT [44] w/ »C't,csID

(c) TENT [44] w/ UniEnt

(d) TENT [44] w/ UniEnt+

Figure 6. T-SNE visualization on CIFAR-10-C test set with
SVHN-C as csOOD. — denotes csID samples and
denotes csOOD samples.

setting, and attribute the performance degradation to the
unreliable estimation of normalization statistics and model
confidence. To address the above issues, we then pro-
pose a distribution-aware filter to preliminary distinguish
csID samples from csOOD samples, followed by entropy
minimization on csID samples and entropy maximization
on csOOD samples. In addition, we propose to leverage
sample-level confidence to reduce the noise from hard data
partition. Extensive experiments reveal that our methods
outperform state-of-the-art TTA methods in open-set sce-
narios. We hope that more studies can focus on the robust-
ness of TTA methods under open-set, which can facilitate
the application of these methods in real scenarios.
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