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Abstract

Despite the success of diffusion-based customization
methods on visual content creation, increasing concerns
have been raised about such techniques from both privacy
and political perspectives. To tackle this issue, several
anti-customization methods have been proposed in very re-
cent months, predominantly grounded in adversarial at-
tacks. Unfortunately, most of these methods adopt straight-
forward designs, such as end-to-end optimization with a fo-
cus on adversarially maximizing the original training loss,
thereby neglecting nuanced internal properties intrinsic to
the diffusion model, and even leading to ineffective opti-
mization in some diffusion time steps. In this paper, we
strive to bridge this gap by undertaking a comprehensive
exploration of these inherent properties, to boost the per-
formance of current anti-customization approaches. Two
aspects of properties are investigated: 1) We examine the
relationship between time step selection and the model’s
perception in the frequency domain of images and find that
lower time steps can give much more contributions to ad-
versarial noises. This inspires us to propose an adaptive
greedy search for optimal time steps that seamlessly in-
tegrates with existing anti-customization methods. 2) We
scrutinize the roles of features at different layers during
denoising and devise a sophisticated feature-based opti-
mization framework for anti-customization. Experiments
on facial benchmarks demonstrate that our approach sig-
nificantly increases identity disruption, thereby protecting
user privacy and copyright. Our code is available at:
https://github.com/somuchtome/SimAC.

1. Introduction
Latent Diffusion model (LDM) [12, 31, 32] has been re-
cently proven as a strong paradigm for photorealistic visual
content generation. The emergence of open-source Stable
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Figure 1. Comparison between Anti-DreamBooth before and after
adding SimAC. Our method further boosts its ability to de-identity.

Diffusion encourages users to explore creative possibilities
with LDMs. Users only need to provide several images rep-
resenting the same subject along with a rare identifier to
customize their diffusion models [7, 13, 22, 28]. After fine-
tuning the model or optimizing the text embedding of rare
identifiers, it can flexibly generate high-quality images con-
taining the specified object.

The convenience of customizing large-scale text-to-
image models also allows the malicious users to generate
forgery images that violate the truth. Some of them may
use such technique to steal others’ painting styles and gen-
erate new painting content without permission. While some
of them may collect one’s portrait photos that are published
on the social platform, and generate fake images of this per-
son through customization. In other words, the lawbreakers
can easily produce fake news that contains celebrity photos
[2], greatly misleading the public. The infringement poses
threats to user privacy and intellectual property. Hence, it is
essential to devise effective countermeasures to safeguard
users against such malicious usage.

This CVPR paper is the Open Access version, provided by the Computer Vision Foundation.
Except for this watermark, it is identical to the accepted version;

the final published version of the proceedings is available on IEEE Xplore.
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(a) the number of absolute gradients < 1e−10 (b) the maximum absolute gradients (c) the mean and median of the absolute gradients

Figure 2. Distribution of Anti-DreamBooth attack gradients on different diffusion timesteps, where (a) counts the number of absolute gra-
dients below the threshold 1e−10 at each timestep, (b) presents the maximum absolute gradients at different timesteps, and (c) demonstrates
how the mean and median of the absolute gradients change over timesteps. Apparently, the absolute gradients shows great discrepancy on
the varying timesteps and nearly zero values appear at large timesteps, which leads to ineffective noise optimization.

Current anti-customization methods are generally based
on adversarial attack [9, 33]. AdvDM [23] is the pioneering
work that uses adversarial noise to protect user images from
being customized by diffusion models. It ingeniously com-
bines the diffusion model with adversarial samples, firstly
achieving user privacy protection. Anti-DreamBooth [36]
further enhances the protective effect by employing alter-
nate training. Both of them randomly select the timesteps
from (0, max denoising steps) regarding the noise added to
LDM latent, and directly employ the maximization of the
LDM training loss as the optimization objective.

However, as showcased in Figure 2, we notice that the
gradient of the perturbed images is quite small and even
zero when the randomly sampled timesteps are relatively
large, i.e., the noisy latent is closer to Gaussian noise. This
implies that within the limited steps of an adversarial at-
tack, a large portion of steps are ineffective since the per-
turbed image cannot optimize the objective with such zero
gradients, leading to a decrease in both protection effective-
ness and efficiency. Hence, the images protected by these
current methods, when customized, still allow the model to
capture many details from user-input images and leak the
user’s privacy, as shown in Figure 1.

The fundamental reason is that these methods fail to
combine the adversarial attacks with properties inherent in
diffusion models. We aim to conduct an in-depth analysis
of why the gradients of perturbed images have such discrep-
ancy at different time steps and how diffusion models per-
ceive input images at different intermediate layers. Then,
based on the in-depth analysis, we propose improvements
to existing customization methods from both the temporal
and feature dimensions.

To observe the relationship between timesteps and the
gradient of the perturbed images, we first reconstruct im-
ages predicted from noisy latents at different time steps and

compare them with the input images. Considering regular
adversarial noises mainly affect the high frequency of im-
ages, our comparison is conducted in the frequency domain,
aiming at investigating whether the model’s perception lies
on lower-level or higher-level. We observe that, the model
focuses on the higher frequency components of images
when selecting smaller time steps, and vice versa. There-
fore, introducing adversarial noises at larger timesteps is in-
effective, since the subtle changes perturbed on images can
hardly affect the low-frequency of the generated images. To
improve the effectiveness, we propose an adaptive timestep
selection method to find optimal time intervals, where we
iteratively update the range of selection in a greedy way.
To explore the effect of different layers’ features in the U-
Net decoder during denoising, we employ PCA (Principal
Component Analysis) to visualize them and show the dis-
crepancy. We clearly find that within the decoder, the fea-
ture extraction gradually shifts from low-frequency to high-
frequency as the layer goes deeper. It indicates the higher
layers concentrates more on the texture of images, while
the lower layers focus on the structure. Consequently, we
select the features representing high-frequency information
during optimization, since regular adversarial noises con-
centrate on the high frequency of images. And we construct
the feature interference loss and integrate it with the diffu-
sion denoising loss as the objective function, to improve the
ability of identity interference.

Our main contributions are as follows:
• We reveal the inadequate optimization steps that exists

in current anti-customization methods, and gives detailed
analysis regarding the perceptual discrepancy of diffusion
models at different timesteps and intermediate layers, we
have better aligned the optimization of adversarial gradi-
ents with diffusion models.

• Based on analysis, we propose a simple but effective anti-
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customization method, including adaptive greedy time se-
lection and a feature interference loss to improve the pro-
tection ability. Our method can be easily generalized
to different anti-customization frameworks and improve
their performance.

• Extensive evaluations on two face datasets demonstrate
that our method achieves more obvious disruption of the
user’s identity and provides better privacy protection.

2. Related work
2.1. Generative Models and Diffusion Models

Variational autoencoders (VAEs) [21] and Generative ad-
versarial networks (GANs) [8] are popular frameworks
among generative models which have strong generative
ability. These models encode the data x as latent vari-
ables z and model the joint distribution pθ(x, z). However,
the quality of VAE samples is not competitive with GANs
which are suffering from training instability [10]. Since
diffusion probabilistic models (DM) [31] progressively add
noise to the data from the joint distribution qθ(x0:T |x0) and
denoise step by step, the efficiency of training and quality
of samples have achieved state-of-work.

Unconditional generative models cannot produce desired
samples and then models take different input as guidance
have sprung up. Based on GAN, cGAN [25] generates
images conditioned on the given labels y and Cycle-GAN
[38] implements unpaired image translation considering the
given image. Equipped with some techniques like classifier-
free guidance [11], the diffusion model gains the ability to
follow diverse prompts as conditions during generation.

The open-sourced Latent Diffusion Models (LDMs) [27]
operate images in the latent space of low dimensions rather
than pixel space which greatly reduces training computa-
tion. To support different condition inputs, they add cross-
attention layers into the underlying U-Net backbone as con-
ditioning mechanisms τθ. The above delicate designs make
diffusion more friendly for users to create what they need. It
can also assist them in designing their diffusions which syn-
thesize visual contents that contain specific concepts (e.g.,
objects or styles) given by users during inference.

2.2. Customization

DreamBooth [28] stands out as a popular diffusion-based
method for customizing text-to-image generation. This ap-
proach involves presenting 3 ∼ 5 images depicting a spe-
cific concept (e.g., a particular dog) alongside a correspond-
ing identifier (e.g., “a sks dog”). DreamBooth utilizes these
images to fine-tune the pre-trained Stable Diffusion model.
This fine-tuning process encourages the model to “memo-
rize” the concept and its identifier, enabling it to reproduce
this concept in new contexts during inference.

On the other hand, Textual-inversion [7] employs a dif-

ferent approach. This method freezes the U-Net and ex-
clusively optimizes the text embedding of unique identifiers
(e.g. “sks”) to represent the input concepts.

Inspired by DreamBooth, numerous works have been
mushroomed such as custom-diffusion [22], Sine [37],
among others. In the quest for more efficient fine-tuning,
DreamBooth has a successful integration with LoRA [13]
and has become a very influential customization project in
the community. LoRA specifically decomposes the atten-
tion layer of the vision transformer model [6] into low-rank
matrices reducing the cost associated with fine-tuning.

2.3. Privacy Protection for Diffusion Models

To alleviate the issue that private images are misused
by Stable Diffusion based customization, so-called “anti-
customization”, some researchers [23, 30, 36] have recently
delved into privacy protection for diffusion models. Ad-
vDM [23] misleads the feature extraction of diffusion mod-
els. They analyze the training objective of fine-tuning and
propose a direct way that uses the gradient of denoising loss
as guidance to optimize the latent variables sampled from
the denoising process. The generated adversarial exam-
ples degrade the generation ability of DreamBooth or other
DM-based customized approaches. Inspired by [14], Anti-
dreambooth [36] uses the alternating surrogate and per-
turbation learning (ASPL) to approximate the real trained
models. They train the model on clean data and use these
models as the surrogate model to compute the noise added
to the user-provided images. The perturbed images then
as the training data for surrogate model fine-tuning which
mimics the real scenes. Photoguard [29] specially focuses
on unauthorized image inpainting which misleads the pub-
lic and does harm to personal reputation. They use both
VAE encoder attack and UNet attack targeted on a gray im-
age to hinder infringers from creating fake news.

Some concerns limit the application of current anti-
customization methods in more practical scenarios, such as
ineffective optimization, poor identity disruption, and sim-
ply using the reconstruction loss as guidance to generate
adversarial examples [15–19]. Our paper aims to fill these
blanks by figuring out the internal mechanisms that affects
the performance of protection.

3. Method
3.1. Preliminaries

Diffusion Model (DM) DM is a probabilistic generative
model that samples from Gaussian distribution and then
progressive denoise to learn the desired data distribution.
Given x0 ∼ q(x), the forward process adds increasing noise
to the input images at each time-step t ∈ (0, T ) which
produces a sequence of noisy latent, {x0, x1, ..., xT }. The
backward process trains model ϵθ(xt, t, c) to predict the
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Figure 3. Pipeline of SimAC. We first greedily select the time step
with our adaptive strategy during the feed forward phase. Then we
integrate the feature interference loss with the vanilla training loss
as the final objective. The noise is iteratively optimized.

noise added in xt to infer xt−1. During denoising, the train-
ing loss is l2 distance, as shown in Eq.(1), Eq.(2). Although
there are many implementations of text-to-image diffusion
models, Stable Diffusion is one of the few open-sourced dif-
fusion models and is widely used in the community. Thus,
our method is mainly based on the checkpoints of stable
diffusion provided in HuggingFace.

Luncond(θ, x0) = Ex0,t,ϵ∈N (0,1)∥ϵ− ϵθ(xt+1, t)∥22, (1)

Lcond(θ, x0) = Ex0,t,c,ϵ∈N (0,1)∥ϵ− ϵθ(xt+1, t, c)∥22, (2)

where x is the input image, t is the corresponding timestep,
c is condition input, (e.g., text or image), ϵ is the noise term.
Adversarial Attack The adversarial examples for classi-
fication are crafted to mislead the model to classify the
given input to the wrong labels. However, the traditional
attack strategies are not effective when dealing with genera-
tive models. For diffusion models, adversarial examples are
some images that are added on imperceptible noise, causing
diffusion models to consider them out of the generated dis-
tribution. In detail, this noise heightens the challenge of im-
age reconstruction and hinders the customization capabili-
ties of applications based on diffusion models (DMs). The
optimized noise is often typically constrained to be smaller
than a constant value η. The δ is determined through the
following formation:

δadv = arg max
∥δ∥p<η

L(fθ(x+ δ), yreal), (3)

where x is the input image, yreal is the real images, and
L is the loss function used to evaluate the performance of
adversarial examples.

Projected Gradient Descent (PGD) [24] is a widely used
method to iteratively optimize adversarial examples. The
process is formulated as

xt+1 =
∏
(x,η)

(
xt + α sgn (∇xL(fθ(x+ δ), yreal))

)
(4)

where x0 = x and x is the input image, sgn(·) is sign func-
tion, (∇xL(fθ(x+δ), yreal) is the gradient of the loss func-
tion with respect to x+ δ. α represents the step size during
each iteration and t is the iteration number. With the op-
eration Π(x,η), the noise is limited to a η-ball ensuring the
adversarial examples are acceptable.

3.2. Overview

Here we delve into the properties of LDMs and analyze
the potential vulnerabilities that can benefit the attack. In
Sec. 3.3, we give a comprehensive analysis of the proper-
ties. In Sec. 3.4 and 3.5, we propose our method based
on these analyses, mainly including two components, i.e.,
adaptive greedy time interval selection and the feature inter-
ference loss. The overall pipeline is illustrated in Figure 3.

3.3. Analysis on Properties of LDMs

Differences at different time step. Our exploration fo-
cuses on analyzing gradients across various time intervals
from a statistical standpoint. We’ve established a thresh-
old of 1e−10 to assess the number of gradients with ab-
solute values below this threshold in perturbed images
across different timesteps. Figure 1 illustrates a no-
table trend: during the latter part of the total time interval
(0,MaxTrainStep), there’s a sharp increase in the count
of absolute gradients below the specified threshold. Addi-
tionally, Figure 1 presents the maximum value, mean, and
median of absolute gradient decreases in the perturbed im-
ages when timesteps get larger.

As shown Eq.(5), the forward process admits sampling
xt at an arbitrary timestep t. The magnitude of the noise
corresponding to timestep is determined by a pre-defined
noise schedule. To ensure that the final latent xT conforms
to a standard normal distribution, the amplitude of noise in-
jection gradually increases with the timestep.

q (xt | x0) = N
(
xt;
√
ᾱtx0, (1− ᾱt) I

)
(5)

During denoising, we reconstruct the input image x0 based
on the noisy latent zt and visualize the difference between
the reconstructed image and the input image in the fre-
quency domain at different timesteps. As shown in Figure 4,
when t ∈ [0, 100], the main difference between the original
and reconstructed images lies in the high-frequency compo-
nents. Our initial expectation is to disrupt the reconstruction
of the original image by introducing high-frequency adver-
sarial noise, aiming to achieve anti-customization. How-
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t ∈ [0, 100] t ∈ [400, 500] t ∈ [700, 800]

Figure 4. Frequency domain residual analysis. The X-axis is the
distance from the low-frequency center (from low frequency to
high frequency), and the Y-axis represents total magnitude of fre-
quency residual. It can be seen that when t is small, the high-
frequency difference exceeds the low-frequency difference. As t
increasing, the low-frequency difference gradually dominated.

ever, when t increases, such as t ∈ [700, 800], the dif-
ference in low-frequency components between the recon-
structed images and the input images dominates most of the
frequency domain differences between the two. Therefore,
this can explain why, when the timestep of noise scheduler
is large, the gradient of the perturbed image is close to zero
and result in ineffective noise optimization.
Differences at Different UNet Layers. Inspired by [35],
we utilize PCA to visualize the output features of each layer
in the U-Net decoder blocks during denoising. The decoder
block consists of self-attention, cross-attention, and residual
blocks, we select features of residual blocks. There are 11
layers in total, and the layers are visualized at timestep=500.
As Figure 5 shows, with the output feature of UNet de-
coder blocks increasing, the visualized features gradually
change from depicting structures and other low-frequency
information to capturing texture and similar high-frequency
information. Since our noise is intended to disrupt high-
frequency information, the deeper features are good pertur-
bation objects for our adversarial noises to reinforce inter-
ference which attempts to perturb high-frequency compo-
nents in generated images.

3.4. Adaptive Greedy Time Interval Selection

To achieve more effective privacy protection within a lim-
ited number of noise injection steps, we propose a fast adap-
tive time interval selection strategy. Firstly, based on the in-
put image, we randomly select five timesteps from the inter-
val (0, max training step). For each time step, we compute
the gradient concerning the input image. The absolute val-
ues of the gradients are summed. If the sum of absolute gra-
dient values is the minimum at timestep t, the corresponding
interval (t − 20, t + 20) is then removed. For the timestep
with maximal sum, noise is computed and added to the im-
age and this noised image becomes the input for the next
round of gradient computation. This process is repeated un-
til the final time interval length is no greater than 100. We
obtain the ultimate interval used for noise injection.

Our method relies on PGD[24] (Projected Gradient De-
scent), an iterative approach for adversarial attacks. At each
iteration, computing the gradient becomes pivotal as it sig-
nifies the rate of change of the objective function concern-
ing the perturbed images. The gradient approaching zero
implies the possibility of iterative optimization but with
minimal alterations to the objective function. This ulti-
mately leads to reduced attack efficiency and diminished
effectiveness. Thus, randomly selecting timesteps makes it
more challenging to optimize the objective function under
the same noise budget and results in decreased efficiency
and effectiveness in countering customization. This high-
lights the crucial need for employing our adaptive, greedy
time interval selection for perturbation.

Algorithm 1: Adaptive Greedy Time Interval Se-
lection

Input: clean image x; model parameter θ; number
of search steps N ; step length α.

Output: time interval seq.
1 Initialize x

′ ← x, seq = (0,MaxTrainStep);
2 for i = 1 to N do
3 if length of seq > 100 then
4 Sample timestep set ts = (t1, t2, t3, t4, t5)

from seq,
5 for t in ts do
6 sum(∇xi

t
LDM (θ))

7 if sum at t is Minimum then
8 delete (t− 20, t+ 20) from seq
9 end

10 if sum at t is Maximum then
11 x

′
= x+ αsgn((∇xi

t
LDM (θ))

12 end
13 end
14 else
15 break
16 end
17 end

Result: seq

Analysis on efficacy. Here we simply analyze our adap-
tive greedy selection for timestep t (the above algorithm
). Its key steps in each iteration are randomly sampling 5
timesteps Ts = {tj}5j=1 and rescaling the timestep range
by deleting the interval of t ∈ Ts, which leads to the small-
est gradient absolute value. Thus avoiding very small or
even zero gradients during optimization.
Theorem 1. Suppose the timestep range is rescaled from
T = A∪B to T ′ = (A\∆A)∪(B\∆B) in some iteration,
where timestep t ∈ B leads to zero gradients, satisfying
A ∩ B = ∅, and ∆A ∪ ∆B denotes the deleted interval,
then we have Et∼T |∇xLDM | < ETs∼TEt∼T ′ |∇xLDM |.
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portrait image layer 0 layer 1 layer 2 layer 3 layer 4 layer 5 layer 6 layer 7 layer 8 layer 9 layer 10 layer 11

Figure 5. PCA visualization of features. The output feature of residual blocks are visualized at timestep=500. As feature goes deeper, the
high-frequency information captured by the feature becomes more significant.

portrait image t ∈ [100,200] t ∈ [300, 400] t ∈ [500, 600] t ∈ [700, 800]

Figure 6. Diffusion feature over different timesteps. As the
timestep of the noise scheduler increasing, part of the high-
frequency information is lost and it is not good for adding high-
frequency adversarial noise. This means that choosing an appro-
priate time sequence is also beneficial to feature interference loss.

Proof. We can easily obtain ETs∼T
|∆A|
|A| < ETs∼T

|∆B|
|B| via

proof by contradiction. For simplicity, we denote ∇xLDM

as g(t), LHS and RHS denote left and right, then

LHS = p(t ∈ A)Et∼A|g(t)|+ p(t ∈ B)Et∼B |g(t)|

=
|A|

|A|+ |B|
Et∼A|g(t)| ≈ ETs∼T

|A| · Et∼A\∆A|g(t)|
|A|+ |B|

< ETs∼T
|A| − |∆A|

|A|+ |B| − |∆A| − |∆B|
Et∼A\∆A|g(t)|

= ETs∼TEt∼A\∆Ap(t ∈ A \∆A)|g(t)| = RHS

3.5. Feature Interference Loss

Based on the analysis in Sec 3.3, we propose the feature in-
terference loss and integrate it with the vanilla training loss
as the overall objective for optimization. This loss calcu-
lates the layer-wise euclidian distance between the interme-
diate features in some specially selected layers, i.e.,

Lf = E∥f t
l
∗ − f t

l ∥22 (6)
L = Lcond + λLf (7)

Where f t
l
∗ is the output features of the selected layers sets l

at timestep t for the input image, f t
l is the output features for

current perturbed images, and λ represents the weighting
coefficient for the feature interference loss.

We visualized the output features of layer 7 at differ-
ent time steps. As Figure 6 shows, when the timesteps in-
crease, more noise is added to the latent and the response to
the high-frequency components of the input image gradu-
ally decreases. Therefore, utilizing feature interference loss
as the optimization objective for adversarial noise in small
time intervals is a better choice to keep the effectiveness of
adversarial noise disturbing high-frequency information.

4. Experiments

4.1. Setup

Dataset We utilized two facial datasets for experiments in-
cluding Celeb-HQ [20] and VGGFace2 dataset[3]. The
dataset comprises about 50 individuals and aligns with
the Anti-DreamBooth, with each individual including at
least 15 clear face images for customization. Since Anti-
dreambooth needs alternating training, the dataset is divided
into three sets, including set A, set B, and set C and each set
contains 5 portrait images.
Model Since the open-sourced stable diffusion is the most
popular implementation of latent diffusion among the com-
munity, our experiments mainly use the SD-v2.1 [1]. To
test the performance of our method in a black-box scenario,
we assume the versions of Stable Diffusion between anti-
customization and customization are the same or different.
Baseline We compare several open-source methods that
employ adversarial attacks on diffusion models to protect
user images from being misused by text-to-image diffusion
models, including Photoguard [29], AdvDM [23] and Anti-
DreamBooth [36]. Due to the high GPU memory require-
ments of the complete PhotoGuard, we only utiliz the VAE
encoder attack strategy in its paper for comparison.
Metric We utilize a face detector named Retinaface [5] to
detect if there is a face in the image and use the Face Detec-
tion Failure Rate (FDFR) to assess the level of disruption to
the generated faces. Upon detecting a face, we encode it us-
ing ArcFace [4] and calculate the cosine similarity between
the protected image and clean input, measuring the iden-
tity resemblance between the detected face in the generated
image and that of users. This matrix is defined as Iden-
tity Score Matching (ISM). In addition, the image quality
is quantified by BRISQE [26], and the quality of detected
facial images is measured through SER-FIQ [34].
Implementation Details We set the same noise budget for
all methods η = 16/255. Additionally, the optimization
steps and step size align with the settings specified in each
baseline. The number of training epochs is 50 and each
epoch includes 3 steps for surrogate model training and 9
steps for adversarial noise optimization. The step size for
adding noise is set as 0.005 and the learning rate for the
training model is set as 5e-7 which is appropriate for hu-
man faces. The maximum adaptive greedy search steps are
set as 50 by default. After training, we used the noised im-
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CelebA-HQ

Method “a photo of sks person”

ISM↓ FDFR↑ BRISQUE ↑ SER-FQA↓

PhotoGurad [29] 0.25 41.09 19.38 0.55
AdvDM [23] 0.32 70.48 38.17 0.20
Anti-DB [36] 0.28 77.28 37.43 0.20
Anti-DB + SimAC 0.31 87.07 38.86 0.21

Method “a dslr portrait of sks person”

ISM↓ FDFR↑ BRISQUE ↑ SER-FQA↓

PhotoGurad [29] 0.20 28.50 29.33 0.59
AdvDM [23] 0.25 65.37 37.86 0.41
Anti-DB [36] 0.19 86.80 38.90 0.27
Anti-DB + SimAC 0.12 96.87 42.10 0.15

Method “a photo of sks person looking at the mirror”

ISM↓ FDFR↑ BRISQUE ↑ SER-FQA↓

PhotoGurad[29] 0.18 30.07 26.96 0.40
AdvDM[23] 0.29 35.10 36.46 0.36
Anti-DB[36] 0.22 42.86 40.34 0.28
Anti-DB + SimAC 0.12 91.90 43.97 0.06

Method “a photo of sks person in front of eiffel tower”

ISM ↓ FDFR ↑ BRISQUE↑ SER-FQA↓

PhotoGurad[29] 0.08 50.95 32.82 0.40
AdvDM[23] 0.09 38.10 36.02 0.30
Anti-DB[36] 0.06 56.26 41.35 0.22
Anti-DB + SimAC 0.05 66.19 42.77 0.12

Table 1. Comparison with other open-sourced anti-customization
methods on CelebA-HQ. We evaluate the performance under four
different prompts during customization.

age for customization. The default base model is stable dif-
fusion v2.1 combined with DreamBooth. According to the
above analysis of the middle layer of the model, we select
the 9, 10, and 11 layer features that can best represent the
high-frequency information of the image for additional dis-
turbance. The weight λ of feature interference loss is set to
1. After finetuning 1000 steps, we save the model check-
points and conduct inference. For each prompt, 30 images
in .png format are generated for metric calculation.

4.2. Comparison with Baseline Methods

Quantitative Results To test the effectiveness of our ap-
proach in enhancing the protection of users’ portrait images,
we conduct a quantitative comparison under three prompts
in Table 1 and Table 2. To be more practical, we list four
text prompts for inference, the first one “a photo of sks per-
son” is the same as the prompt used in training, while the
other three were prompts unseen before. For each prompt,
we randomly select 30 generated images to compute each
metric, reporting their average values.

We can find that our method greatly improves the per-
formance of Anti-DreamBooth and outperforms other base-
lines across all prompts. Due to our analysis of the unique
properties of the diffusion model during denoising and ef-
fective addition of high-frequency noise, the face detec-
tion failure rates greatly increase, and the identity matching
scores between the detected face and the input image are the
lowest among all methods. This implies that our method is

VGG-Face2

Method “a photo of sks person”

ISM↓ FDFR↑ BRISQUE ↑ SER-FIQ↓

PhotoGurad [29] 0.29 29.27 20.67 0.47
AdvDM [23] 0.32 63.07 38.51 0.21
Anti-DB[36] 0.30 64.67 37.89 0.22
Anti-DB + SimAC 0.31 80.27 40.71 0.22

Method “a dslr portrait of sks person”

ISM↓ FDFR↑ BRISQUE ↑ SER-FIQ↓

PhotoGurad [29] 0.25 17.33 28.52 0.55
AdvDM [23] 0.30 67.80 37.58 0.35
Anti-DB[36] 0.23 77.47 38.79 0.29
Anti-DB + SimAC 0.11 96.33 41.78 0.12

Method “a photo of sks person looking at the mirror”

ISM↓ FDFR↑ BRISQUE ↑ SER-FIQ↓

PhotoGurad[29] 0.17 40.87 30.10 0.32
AdvDM[23] 0.27 37.73 35.43 0.29
Anti-DB[36] 0.25 45.00 39.25 0.27
Anti-DB + SimAC 0.13 89.60 44.97 0.07

Method “a photo of sks person in front of eiffel tower”

ISM↓ FDFR↑ BRISQUE ↑ SER-FIQ↓

PhotoGurad[29] 0.13 51.07 30.69 0.41
AdvDM[23] 0.14 38.67 35.99 0.31
Anti-DB[36] 0.10 54.93 41.13 0.23
Anti-DB + SimAC 0.09 61.20 42.17 0.10

Table 2. Comparison with other open-sourced anti-customization
methods on VGG-Face2. We evaluate the performance under four
different prompts during customization.

more effective in resisting abuse from customization.
Qualitative Results We show some results in Figure 7.
It’s evident that SimAC combined with Anti-DreamBooth
achieves a strong image disruption effect, providing the best
privacy protection for the input portrait. Since PhotoGuard
operates an attack on the latent space, the resulting images
tend to generate patterns similar to the target latent. This at-
tack doesn’t effectively reduce the probability of facial ap-
pearances or improve the quality of generated images.

Both AdvDM and Anti-DreamBooth use DM’s training
loss as an objective for optimizing noise, which, as been
seen, yields similar results. The two methods aim to disrupt
high-frequency components in images via adversarial noise
to create artifacts and raise the bar for potential misuse of
users’ photos. Although the quality of generated images de-
creases, the results of both AdvDM and Anti-DreamBooth
retain many details from the user input images. This indi-
cates a leak of privacy for some users and isn’t user-friendly.
According to our analysis, both of these methods follow the
training process of DM, randomly selecting timestamps for
optimization. This leads to a waste of some noise addition
steps, thereby reducing the efficiency of the attack and the
effectiveness of protection.

4.3. Black-Box Performance

Prompt Mismatch When attackers use stable diffusion to
customize concepts, the prompt they use might differ from
our assumptions when adding noise. Thus, we use the
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Portrait Image PhotoGuard AdvDM Anti-DB Anti-DB+SimAC

Figure 7. Visualization results (four prompts) on CelebA-HQ.
From the first row to the last row is “a photo of sks person”,“a
dslr portrait of sks person”, “a photo of sks person looking at the
mirror”, “a photo of sks person in front of eiffel tower”.

“a photo of sks person” during perturbation learning and
change the rare identifier “sks” to “t@t” during Dream-
Booth model finetuing. The results in Table 3 indicate
a decrease in performance in this scenario, but we notice
that the Identity Score Matching(ISM), representing iden-
tity similarity remains consistent.

Model Mismatch The models used to add adversarial noise
may also mismatch with the model fine-tuned by Dream-
Booth. We examine the effectiveness of adversarial noise
learned on stable diffusion v2.1 against customization based
on stable diffusion v2.1 and v1.4, or vice versa in Table
4. The conclusion of model mismatch resembles those of
prompt mismatch. Although there is an overall decline in
performance, the critical matrix, ISM, remains consider-
able. This also implies that in a model mismatch scenario,
SimAC + Anti-DreamBooth can still protect user portrait
privacy.

Train [v] Test [v] “a photo of [v] person”

ISM↓ FDFR↑ BRISQUE ↑ SER-FIQ↓

sks sks 0.31 87.07 38.86 0.21
sks t@t 0.30 81.36 39.67 0.31

Train [v] Test [v] “a dslr portrait of [v] person”

ISM↓ FDFR↑ BRISQUE ↑ SER-FIQ↓

sks sks 0.12 96.87 42.10 0.15
sks t@t 0.23 54.42 37.77 0.52

Train [v] Test [v] “a photo of [v] person looking at the mirror”

ISM↓ FDFR↑ BRISQUE ↑ SER-FIQ↓

sks sks 0.12 91.90 43.97 0.06
sks t@t 0.16 30.54 40.63 0.25

Train [v] Test [v] “a photo of [v] person in front of eiffel tower”

ISM↓ FDFR↑ BRISQUE ↑ SER-FIQ↓

sks sks 0.05 66.19 42.77 0.12
sks st@t 0.06 23.20 37.74 0.28

Table 3. Prompt mismatch between training and testing on
CelebA-HQ. The training prompt is “a photo of sks person” and
the inference prompt uses rare identifier “sks” or “t@t”.

Train Test “a photo of sks person”

ISM↓ FDFR↑ BRISQUE ↑ SER-FIQ↓

v2.1 v2.1 0.31 87.07 38.86 0.21
v1.4 v2.1 0.38 70.07 39.22 0.35
v2.1 v1.4 0.01 99.86 62.09 0.02

Train Test “a dslr portrait of sks person”

ISM↓ FDFR↑ BRISQUE ↑ SER-FIQ↓

v2.1 v2.1 0.12 96.87 42.10 0.15
v1.4 v2.1 0.14 95.17 40.95 0.23
v2.1 v1.4 0.26 20.54 16.44 0.57

Train Test “a photo of sks person looking at the mirror”

ISM↓ FDFR↑ BRISQUE ↑ SER-FIQ↓

v2.1 v2.1 0.12 91.90 43.97 0.06
v1.4 v2.1 0.16 79.39 42.52 0.13
v2.1 v1.4 0.20 82.72 40.12 0.16

Train Test “a photo of sks person in front of eiffel tower”

ISM↓ FDFR↑ BRISQUE ↑ SER-FIQ↓

v2.1 v2.1 0.05 66.19 42.77 0.12
v1.4 v2.1 0.06 61.36 41.51 0.10
v2.1 v1.4 0.08 53.67 20.56 0.22

Table 4. Model version mismatch during training and testing on
CelebA-HQ. The training prompt is “a photo of sks person”

5. Conclusion

Current anti-customization methods, primarily relying on
adversarial attacks, often overlook crucial internal proper-
ties of the diffusion model, leading to ineffective optimiza-
tion. This paper addresses this issue by exploring inher-
ent properties to enhance anti-customization. Two key as-
pects are examined: Analyzing the relationship between
timestep selection and the model’s perception in the fre-
quency domain inspires an adaptive greedy search for op-
timal timesteps. Scrutinizing feature roles during denois-
ing, resulting in a sophisticated feature-based optimization
framework. Experiments show increased identity disrup-
tion, enhancing user privacy and security.
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