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Abstract

Open-set supervised anomaly detection (OSAD) – a re-
cently emerging anomaly detection area – aims at utilizing a
few samples of anomaly classes seen during training to de-
tect unseen anomalies (i.e., samples from open-set anomaly
classes), while effectively identifying the seen anomalies.
Benefiting from the prior knowledge illustrated by the seen
anomalies, current OSAD methods can often largely reduce
false positive errors. However, these methods are trained
in a closed-set setting and treat the anomaly examples as
from a homogeneous distribution, rendering them less effec-
tive in generalizing to unseen anomalies that can be drawn
from any distribution. This paper proposes to learn hetero-
geneous anomaly distributions using the limited anomaly
examples to address this issue. To this end, we introduce
a novel approach, namely Anomaly Heterogeneity Learn-
ing (AHL), that simulates a diverse set of heterogeneous
anomaly distributions and then utilizes them to learn a uni-
fied heterogeneous abnormality model in surrogate open-set
environments. Further, AHL is a generic framework that ex-
isting OSAD models can plug and play for enhancing their
abnormality modeling. Extensive experiments on nine real-
world anomaly detection datasets show that AHL can 1)
substantially enhance different state-of-the-art OSAD mod-
els in detecting seen and unseen anomalies, and 2) ef-
fectively generalize to unseen anomalies in new domains.
Code is available at https://github.com/mala-lab/AHL.

1. Introduction
Anomaly detection (AD) aims at identifying data points
that significantly deviate from the majority of the data. It
has gained considerable attention in both academic and in-
dustry communities due to its broad applications in diverse
domains such as industrial inspection, medical imaging,
and scientific discovery, etc. [33]. Since it is difficult, or
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Figure 1. Current methods vs. our method AHL, where the
anomaly samples of the same color indicates that they are treated
as from one data distribution. Compared to existing methods that
model a homogeneous anomaly distribution in a closed-set envi-
ronment, AHL simulates a diverse set of heterogeneous anomaly
distributions (Sec. 3.2) and learns heterogeneous abnormality
from them in a surrogate open environment (Sec. 3.3).

prohibitively costly, to collect large-scale labeled anomaly
data, most existing AD approaches treat it as a one-class
problem, where only normal samples are available during
training [2, 4, 9, 10, 14, 18, 25, 26, 36, 40, 41, 46, 48, 49,
55, 59, 61, 63, 64, 66]. However, in many applications there
often exist a few accessible anomaly examples, such as de-
fect samples identified in the past industrial inspection and
tumor images of past patients. The anomaly examples offer
important source of prior knowledge about abnormality, but
these one-class-based approaches are unable to use them.

Open-set supervised AD (OSAD) is a recently emerging
area that aims at utilizing those limited training anomaly
data to learn generalized models for detecting unseen
anomalies (i.e., samples from open-set anomaly classes),
while effectively identifying those seen anomalies (i.e.,
anomalies that are similar to training anomaly examples).
A number of methods have been introduced for this OSAD
problem [1, 15, 24, 32, 68]. Benefiting from the prior
knowledge illustrated by the seen anomalies, current OSAD
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methods can often largely reduce false positive errors. One
issue with the current OSAD methods is that they treat the
anomaly examples as from a homogeneous distribution, as
shown in Fig. 1(a), which can largely restrict their per-
formance in detecting unseen anomalies. This is because
anomalies can arise from a wide range of conditions and are
inherently unbounded, resulting in heterogeneous anomaly
distributions (i.e., anomalies can be drawn from very differ-
ent distributions). For instance, tumor images can demon-
strate different features in terms of appearance, shape, size,
and position, etc., depending on the nature of the tumors.
The current OSAD methods ignore those anomaly hetero-
geneity and often fail to detect anomalies if they are drawn
from data distributions dissimilar to the seen anomalies.

To address this issue, we propose to learn heterogeneous
anomaly distributions with the limited training anomaly ex-
amples. These anomalies are examples of seen anomaly
classes only, which do not illustrate the distribution of every
possible anomaly classes, e.g., those unseen ones, making it
challenging to learn the underlying heterogeneous anomaly
distributions with the limited anomaly information. This
work introduces a novel framework, namely Anomaly Het-
erogeneity Learning (AHL), to tackle this challenge. As il-
lustrated in Fig. 1(b), it first simulates a variety of hetero-
geneous anomaly distributions by associating fine-grained
distributions of normal examples with randomly selected
anomaly examples. AHL then performs a collaborative dif-
ferentiable learning that synthesizes all these anomaly dis-
tributions to learn a heterogeneous abnormality model. Fur-
ther, the generated anomaly data enables the training of
our model in surrogate open environments, in which part
of anomaly distributions are used for model training while
the others are used as unseen data to validate and tune the
model, resulting in better generalized models than the cur-
rent methods that are trained in a closed-set setting. Addi-
tionally, the simulated anomaly distributions are typically
of different quality. Thus, a self-supervised generalizability
estimation is devised in AHL to adaptively adjust the im-
portance of each learned anomaly distribution during our
model training.

A straightforward alternative approach to AHL is to build
an ensemble model based on a simple integration of ho-
mogeneous/heterogeneous OSAD models on the simulated
heterogeneous data distributions. However, such ensembles
fail to consider the commonalities and differences in the
anomaly heterogeneity captured in the base models, leading
to a suboptimal learning of the heterogeneity (Sec. 4.5.2).

Accordingly, this paper makes four main contributions.
• Framework. We propose Anomaly Heterogeneity

Learning (AHL), a novel framework for OSAD. Unlike
current methods that treat the training anomaly examples
as a homogeneous distribution, AHL learns heterogeneous
anomaly distributions with these limited examples, en-

abling more generalized detection on unseen anomalies.
• Novel Model. We further instantiate the AHL framework

to a novel OSAD model. The model performs a collabora-
tive differentiable learning of the anomaly heterogeneity
using a diverse set of simulated heterogeneous anomaly
distributions, facilitating an iterative validating and tun-
ing of the model in surrogate open-set environments. This
enables a more optimal anomaly heterogeneity learning
than simple ensemble methods.

• Generic. Our model is generic, in which features and loss
functions from different OSAD models can plug-and-play
and gain substantially improved detection performance.

• Strong Generalization Ability. Experiments on nine
real-world AD datasets show that AHL substantially
outperforms state-of-the-art models in detecting unseen
anomalies in the same-domain and cross-domain settings.

2. Related Work
Unsupervised Anomaly Detection. Most existing AD ap-
proaches rely on unsupervised learning with anomaly-free
training samples due to the difficulty of collecting large-
scale anomaly observations. One-class classification meth-
ods aim to learn a compact normal data description using
support vectors [4, 10, 39, 46, 59]. Another widely used AD
approach learns to reconstruct normal data based on genera-
tive models such as Autoencoder (AE) [21] and Generative
Adversarial Networks (GAN) [17]. These reconstruction
methods rely on the assumption that anomalies are more dif-
ficult to be reconstructed than normal samples [2, 18, 25, 36,
41, 54, 55, 61, 63, 64]. Other popular approaches include
knowledge distillation [6, 9, 14, 40, 48, 49, 66] and self-
supervised learning methods [16, 19, 22, 37, 57]. Another
related line of research is domain-adapted AD [28, 51, 56].
Methods in this line typically focus on a cross-domain
setup, requiring the data from multiple relevant domains,
whereas we focus on training detection models in single-
domain data. One major problem with all these unsuper-
vised AD approaches is that they do not have any prior
knowledge about real anomalies, which can lead to many
false positive errors [1, 8, 12, 15, 24, 32, 34, 35, 39, 68].
Towards Supervised Anomaly Detection. Supervised AD
aims to reduce the detection errors using less costly super-
vision information, such as weakly-supervised information
like video-level supervision to detect frame-level anomalies
[11, 29, 43, 47, 52, 53] and a small set of anomaly exam-
ples from partially observed anomaly classes [8, 27, 32, 34,
35, 35, 39, 62]. OSAD addresses the problem in the lat-
ter case. One OSAD approach is one-class metric learning,
where the limited training anomalies are treated as negative
samples during the normality learning [24, 31, 39]. How-
ever, AD is inherently an open-set task due to the unknow-
ingness nature of anomaly, so the limited negative samples
are not sufficient to support an accurate one-class learn-
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ing. Recently DevNet [32] introduces a one-sided anomaly-
focused deviation loss to tackle this problem by imposing a
prior on the anomaly scores. It also establishes an OSAD
evaluation benchmark. DRA [15] enhances DevNet via a
framework that learns disentangled representations of seen,
pseudo, and latent residual anomalies in order to better de-
tect both seen and unseen anomalies. More recently, BGAD
[58] uses a decision boundary generated by a normaliz-
ing flow model to learn an anomaly-informed model. PRN
[65] learns residual representations across multi-scale fea-
ture maps using both image-level and pixel-level anomaly
data. However, their implementation uses training anomaly
examples from all anomaly types, different from our open-
set AD settings that have unseen anomaly types in test data.
UBnormal [1] and OpenVAD [68] extend OSAD to video
data and establish corresponding benchmarks. However,
these methods often treat the training anomalies as from
homogeneous distributions in a closed-set setting, which
can restrict their performance in detecting unseen anoma-
lies. Using the anomaly examples for anomaly generation
or pseudo anomaly labeling [3, 62] is explored as another
way to reduce the false positives, but it is performed in an
unsupervised setting.

3. Anomaly Heterogeneity Learning
Problem Statement: We assume to have a set of training
images and annotations {ωi, yi)}i=1, where ωi ∈ Ω ⊂
RH×W×C denotes an image with RGB channels and yi ∈
Y ⊂ {0, 1} denotes an image-level class label, with yi = 1
if ωi is abnormal and yi = 0 otherwise. Due to the
rareness of anomaly, the labeled data is often predomi-
nantly presented by normal data. Given an existing AD
model f(·) that can be used to extract low-dimensional im-
age features for constructing the training feature set D =
{xi, yi}, where xi = f(ωi) ∈ X indicates correspond-
ing i-th image features, with Xn = {x1,x2, ...,xN} and
Xa = {x1,x2, ...,xM} (N ≫ M ) respectively denoting
the feature set of normal and abnormal images, then the goal
of our proposed AHL framework is to learn an anomaly de-
tection function g : X −→ R that is capable of assigning
higher anomaly scores to anomaly images drawn from dif-
ferent distributions than to the normal ones. Note that in
OSAD the training anomalies Xa are from seen anomaly
classes S , which is only a subset of C that can contain a
larger set of anomaly classes during inference, e.g., S ⊂ C.

3.1. Overview of Our Approach

The key idea of our AHL framework is to learn a unified
anomaly heterogeneity model by a collaborative differen-
tiable learning of abnormalities embedded in diverse simu-
lated anomaly distributions. As demonstrated in Fig. 2, AHL
consists of two main components: Heterogeneous Anomaly
Distribution Generation (HADG) and Collaborative Dif-

ferentiable Learning of the anomaly heterogeneity (CDL).
Specifically, the HADG component simulates and gener-
ates T heterogeneous distribution datasets from the training
set, T = {Di}Ti=1, with each Di containing a mixture of
normal data subset and randomly sampled anomaly exam-
ples. Each Di is generated in a way that represents a differ-
ent anomaly distribution from the others. CDL is then de-
signed to learn a unified heterogeneous abnormality detec-
tion model g(T ; θg) that synthesizes a set of T base models,
denoted as {ϕi(Di; θi)}Ti=1, where θg and θi denotes learn-
able weight parameters of the unified model g and the base
model ϕi respectively, and each ϕi : Di → R learns from
one anomaly distribution for anomaly scoring. The weight
parameters θg are collaboratively updated based on the base
model weights {θi}Ti=1. Further, the effectiveness of indi-
vidual base models can vary largely, so a module ψ is added
in CDL to increase the importance of θi in the collaborative
weight updating if its corresponding base model ϕi is esti-
mated to have small generalization error. During inference,
only the unified heterogeneous abnormality model g(T ; θg)
is used for anomaly detection.
AHL is a generic framework, in which off-the-shelf

OSAD models can be easily plugged to instantiate ϕi and
gain significantly improved performance.

3.2. Heterogeneous Anomaly Distribution Data
Generation

One main challenge of learning the underlying intricate ab-
normalities is the lack of training data that illustrate differ-
ent possible anomaly distributions. Our HADG component
is designed to address this challenge, in which we parti-
tion the normal examples into different clusters and asso-
ciate each of the normal clusters with randomly sampled
anomaly examples to create diverse anomaly distributions.
The resulting distributions differ from each other in terms
of normal patterns and/or abnormal patterns. Specifically,
HADG generates T sets of training anomaly distribution
data, T = {Di}Ti=1, with each Di = Xn,i ∪ Xa,i, where
Xn,i ⊂ Xn and Xa,i ⊂ Xa. To simulate an anomaly dis-
tribution of good quality, Xn,i should represent one main
normal pattern. To this end, HADG adopts a clustering ap-
proach to partition Xn into C clusters, and then randomly
samples one of these C normal clusters as Xn,i. On the
other hand, to ensure the diversity of anomalies in each Di,
Xa,i is randomly drawn fromXa and pseudo anomalies gen-
erated by popular anomaly generation methods [22, 60, 63].

Further, HADG utilizes those training data to create
open-set detection and validation datasets for enabling the
training of our model in a surrogate OSAD environment.
Particularly, for each Di, HADG splits it into two disjoint
subsets, i.e., Di = {Dsi ,D

q
i }, which correspond to sup-

port and query sets respectively, with the support set Dsi =
X sn,i∪X sa,i used to train our base model ϕi and the query set
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Figure 2. Overview of our approach AHL. Its HADG component first generates T heterogeneous anomaly distribution datasets from the
training set, T = {Di}Ti=1, each of which includes a support set and open-set query set, i.e., Di = {Ds

i ,Dq
i }. It then utilizes them to learn

T heterogeneous AD models {ϕi}Ti=1 in a simulated open-set environment and synthesizes these heterogeneous anomaly models into a
unified AD model g(·) by a collaborative differential learning (CDL). Different ϕi learn anomaly distributions of various quality, so we
also devise a model ψ(·) to assign an importance score to each ϕi to enhance the CDL component.

Dqi = X
q
n,i∪X

q
a,i used to validate its open-set performance.

To guarantee the openness in the validation/query set Dqi ,
we perform sampling in a way to ensure that X sn,i and X qn,i
are two different normal clusters, and X sa,i and X qa,i do not
overlap with each other, i.e., X sa,i ∩ X

q
a,i = ∅.

3.3. Collaborative Differentiable Learning of the
Anomaly Heterogeneity

Our CDL component aims to first learn heterogeneous
anomaly distributions hidden in T = {Di}Ti=1 by using T
base model ϕi and then utilize these models to collabora-
tively optimize the unified detection model g in an end-to-
end manner. CDL is presented in detail as follows.
Learning T Heterogeneous Anomaly Distributions. We
first train T base models {ϕi}Ti=1 to respectively capture
heterogeneous anomaly distributions in {Di}Ti=1, with each
ϕi optimized using the following loss:

Lϕi
=

|Ds
i |∑

j=1

ℓdev (ϕi(xj ; θi), yj) , (1)

where ℓdev is specified by a deviation loss [32], follow-
ing previous OSAD methods DRA [15] and DevNet [32],
and Dsi is the support set in Di. Although only limited
seen anomalies are available during the training stage, the
mixture of normal and anomaly samples in each Di differs
largely from each other, allowing each ϕi to learn a different
anomaly distribution for anomaly scoring.
Collaborative Differentiable Learning. Each ϕi cap-
tures only one part of the whole picture of the underlying
anomaly heterogeneity. Thus, we then perform a collabora-
tive differentiable learning that utilizes the losses from the
T base models to learn the unified AD model g for captur-
ing richer anomaly heterogeneity. The key insight is that

g is optimized in a way to work well on a variety of pos-
sible anomaly distributions, mitigating potential overfitting
to a particular anomaly distribution. Further, the optimiza-
tion of g is based on the losses on the query sets that are
not seen during training the base models in Eq. 1, i.e., g is
optimized under a surrogate open environment, which helps
train a more generalized OSAD model g. Specifically, g is
specified to have exactly the same network architecture as
the based model ϕi, and its weight parameters θg at epoch
t + 1 are optimized based on the losses resulted from all
base models at epoch t:

θtg ←− θt−1
g − α∇Lcdl , (2)

where α is a learning rate and Lcdl is an aggregated loss
over T base models on the query sets:

Lcdl =

T∑
i=1

|Dq
i |∑

j=1

Lϕi

(
ϕi(xj ; θ

t
i), yj

)
. (3)

In the next training epoch, all θt+1
i of the base models are

set to θtg as their new weight parameters. We then optimize
the base models ϕi using Eq. 1 on the support sets, and sub-
sequently optimize the unified model g using Eq. 2 on the
query sets. This alternative base model and unified model
learning is used to obtain an AD model g that increasingly
captures richer anomaly heterogeneity.
Learning the Importance Scores of Individual Anomaly
Distributions. The quality of the simulated anomaly distri-
bution data Di can vary largely, leading to base models of
large difference in their effectiveness. Also, a base model
that is less effective at one epoch can become more effective
at another epoch. Therefore, considering every base model
equally throughout the optimization dynamic may lead to
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inferior optimization because poorly performing base mod-
els can affect the overall performance of the unified model
g. To address this issue, we propose a self-supervised se-
quential modeling module to dynamically estimate the im-
portance of each base model at each epoch. This refines the
Lcdl loss as follows:

L+
cdl =

T∑
i=1

|Dq
i |∑

j=1

wtiLϕi

(
ϕi(xj ; θ

t
i), yj

)
, (4)

where wti denotes the importance score of its base model ϕi
at epoch t. Below we present how wti is learned via ψ.

Our sequential modeling-based estimation of the dy-
namic importance score is built upon the intuition that if a
base model ϕi has good generalization ability, its predicted
anomaly scores for different input data should be consis-
tent and accurate at different training stages, where vari-
ous anomaly heterogeneity gradually emerges as the train-
ing unfolds. To this end, we train a sequential model ψ to
capture the consistency and accuracy of the anomaly scores
yielded by all base models. This is achieved by training ψ
to predict the next epoch’s anomaly scores of the base mod-
els using their previous output anomaly scores. Specifically,
given a training sample xj , the base models {ϕi}Ti=1 make
a set of anomaly scoring predictions sj = {sji}Ti=1, result-
ing in a sequence of score predictions prior to an epoch t,
St
j = [st−Kj , · · · , st−2

j , st−1
j ] tracing back to K previous

steps, then ψ : S → RT aims to predict the scoring predic-
tions of all T base models at epoch t. In our implementa-
tion, ψ is specified by a sequential neural network parame-
terized by θψ , and it is optimized using the following next
sequence prediction loss:

Lseq =
∑
xj∈D

Lmse(ŝ
t
j , s

t
j), (5)

where ŝtj = ψ(Stj ; θψ) and stj are respectively the predicted
and actual anomaly scores of xj from the base models at
epoch t, and Lseq is a mean squared error function. Instead
of using supervised losses, the model ψ is trained using a
self-supervised loss function in Eq. 5 so as to withhold the
ground truth labels for avoiding overfitting the labeled data
and effectively evaluating the generalization ability of the
base models.

The generalization error rti for base model ϕi is then de-
fined using the difference between the predicted anomaly
score ŝtji and the real label yj as follows:

rti =
1

|D′|
∑

xj∈D′

cjLmse(ŝ
t
ji, yj), (6)

where D′ = D \ Xn,i and cj is a pre-defined category-wise
weight associate with each example xj . In other words, rti

measures the detection error of ϕi in predicting the anomaly
scores for the seen anomalies in Xa,i and all other unseen
normal and anomaly training examples, excluding the seen
normal examples Xn,i w.r.t. ϕi. A larger cj is assigned
if xj is an unseen anomaly to highlight the importance of
detecting unseen anomalies; and it is assigned with the same
value for the other examples otherwise.

Since a large rti implies a poor generalization ability of
the base model ϕi at epoch t, we should pay less attention
to it when updating the unified model g. Therefore, the im-
portance score of ϕi is defined as the inverse of its general-
ization error as follows:

wti =
exp(−rti)∑T
i exp(−rti)

. (7)

4. Experiments

4.1. Experimental Setup

Datasets. Following prior OSAD studies [15, 32], we
conduct extensive experiments on nine real-world anomaly
detection datasets, including five industrial defect inspec-
tion datasets (MVTec AD [5], AITEX [42], SDD [44],
ELPV [13] and Optical [50]), one planetary explo-
ration dataset (Mastcam [20]), and three medical datasets
(HeadCT [40], BrainMRI [40] and Hyper-Kvasir [7]). De-
pending on how we sample the seen anomaly examples, two
protocols are used to evaluate the detection performance,
the general and hard settings [15]. The general setting as-
sumes the anomaly examples are randomly sampled from
the anomaly classes, while the hard setting presents a more
challenging case where the anomaly examples are sampled
exclusively from only one class to evaluate the generaliza-
tion ability to novel or unseen anomaly classes. Both pro-
tocols are used in our experiments. Following [15], we also
evaluate the performance with the number of anomaly ex-
amples set to respectively M = 10 and M = 1. Further
details about these datasets are available in Appendix A.
Competing Methods and Evaluation Metrics. AHL is
compared with five closely related state-of-the-art (SOTA)
methods, including MLEP [24], SAOE [22, 30, 45],
FLOS [23], DevNet [32], and DRA [15]. MLEP, DevNet
and DRA are specifically designed for OSAD. SAOE is
a supervised detector augmented with synthetic anomalies
and outlier exposure, while FLOS is a focal-loss-based im-
balanced classifier. For evaluation metrics, we adopt the
widely used Area Under ROC Curve (AUC) to measure the
performance of all methods and settings. All reported re-
sults are averaged results over three independent runs, and
stated otherwise.
Implementation Details. To generate a diverse set of
anomaly distributions, our proposed approach uses a mix-
ture of randomly selected normal clusters and labeled
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Dataset SAOE MLEP FLOS DevNet DRA AHL (DevNet) AHL (DRA)
Ten Anomaly Examples (Random)

AITEX 0.874±0.024 0.867±0.037 0.841±0.049 0.889±0.007 0.892±0.007 0.903±0.011↑ 0.925±0.013↑
SDD 0.955±0.020 0.783±0.013 0.967±0.018 0.985±0.004 0.990±0.000 0.991±0.001↑ 0.991±0.000↑

ELPV 0.793±0.047 0.794±0.047 0.818±0.032 0.843±0.001 0.843±0.002 0.849±0.003↑ 0.850±0.004↑
Optical 0.941±0.013 0.740±0.039 0.720±0.055 0.785±0.012 0.966±0.002 0.841±0.010↑ 0.976±0.004↑

Mastcam 0.810±0.029 0.798±0.026 0.703±0.029 0.797±0.021 0.849±0.003 0.825±0.020↑ 0.855±0.005↑
BrainMRI 0.900±0.041 0.959±0.011 0.955±0.011 0.951±0.007 0.971±0.001 0.959±0.008↑ 0.977±0.001↑
HeadCT 0.935±0.021 0.972±0.014 0.971±0.004 0.997±0.002 0.978±0.001 0.999±0.003↑ 0.993±0.002↑

Hyper-Kvasir 0.666±0.050 0.600±0.069 0.773±0.029 0.822±0.031 0.844±0.001 0.873±0.009↑ 0.880±0.003↑
MVTec AD (mean) 0.926±0.010 0.907±0.005 0.939±0.007 0.948±0.005 0.966±0.002 0.954±0.003↑ 0.970±0.002↑

One Anomaly Example (Random)
AITEX 0.675±0.094 0.564±0.055 0.538±0.073 0.609±0.054 0.693±0.031 0.704±0.004↑ 0.734±0.008↑

SDD 0.781±0.009 0.811±0.045 0.840±0.043 0.851±0.003 0.907±0.002 0.864±0.001↑ 0.909±0.001↑
ELPV 0.635±0.092 0.578±0.062 0.457±0.056 0.810±0.024 0.676±0.003 0.828±0.005↑ 0.723±0.008↑

Optical 0.815±0.014 0.516±0.009 0.518±0.003 0.513±0.001 0.880±0.002 0.547±0.009↑ 0.888±0.007↑
Mastcam 0.662±0.018 0.625±0.045 0.542±0.017 0.627±0.049 0.709±0.011 0.644±0.013↑ 0.743±0.003↑

BrainMRI 0.531±0.060 0.632±0.017 0.693±0.036 0.853±0.045 0.747±0.001 0.866±0.004↑ 0.760±0.013↑
HeadCT 0.597±0.022 0.758±0.038 0.698±0.092 0.755±0.029 0.804±0.010 0.781±0.007↑ 0.825±0.014↑

Hyper-Kvasir 0.498±0.100 0.445±0.040 0.668±0.004 0.734±0.020 0.712±0.010 0.768±0.015↑ 0.742±0.015↑
MVTec AD (mean) 0.834±0.007 0.744±0.019 0.792±0.014 0.832±0.016 0.889±0.013 0.843±0.021↑ 0.901±0.003↑

Table 1. AUC results(mean±std) on nine real-world AD datasets under the general setting. Best results and the second-best results are
respectively highlighted in red and bold.‘↑’ (‘↑’) indicates increased performance over DRA (DevNet).

anomaly examples to create each individual anomaly dis-
tribution data Di. Specifically, k-means clustering is first
used to partition normal samples into three normal clusters
(i.e., k = 3 is used). Then two randomly selected clus-
ters are chosen, combining with the seen anomalies, to con-
struct Di, having one normal clusters and 50% of the seen
anomaly set as the support set Dsi while the rest of samples
are used as the query set Dqi (Under the protocol of having
only one seen anomaly example, the example is included
in both sets). This helps effectively simulate open-set en-
vironments with partially observed anomaly distributions.
To further increase the heterogeneity within and between
the anomaly distribution datasets, we randomly pick one of
the three popular anomaly generation techniques, includ-
ing CutMix [60], CutPaste [22], and DRAEM Mask [63],
to generate and inject pseudo anomalies into the support
and query sets of Di. To guarantee the openness w.r.t. the
pseudo anomaly detection, the pseudo anomalies in Dsi and
Dqi are generated from two different anomaly generation ap-
proaches. For each dataset, T = 6 is used in generating the
individual anomaly distribution data. cj is set to 1.0 when
xj represents unseen anomaly samples, and 0.5 when xj
represents seen anomaly or unseen normal samples.

AHL is a generic framework, under which features and
loss functions from existing OSAD models can be easily
plugged in as the base features and the base loss. Par-
ticularly, the image features are extracted from one of the
OSAD model (e.g., DRA), and then AHL is trained using
our proposed loss function built on the base loss (see Eq.
4). DRA [15], DevNet [32] and BGAD [58] are the cur-
rent SOTA models for OSAD, but BGAD uses quite dif-
ferent benchmark datasets from the other two. Our experi-
ments strictly follow the seminal OSAD evaluation protocol

and benchmarks used in DRA [15] and DevNet [32], and
choose DRA [15] and DevNet [32] to respectively plug in
AHL, denoting as AHL (DRA) and AHL (DevNet). Adam
is used as the optimizer. The initial learning rate for learn-
ing heterogeneous T base models is set to 0.0002, while
that for the unified AD model g is set to 0.002. In the self-
supervised importance score estimator, a two-layer Bidirec-
tional LSTM [67] is used as the backbone, with the hidden
dimension set to 6. It is followed by a fully-connected layer
with 12 hidden nodes, before the prediction layer. The ini-
tial learning rate is set to 0.002 for this component.

The above settings are used by default for the reported
results of AHL across all the datasets. The results of MLEP,
SAOE, and FLOS are taken from [15]. The results of De-
vNet and DRA are reproduced using their official codes to
obtain the features used in AHL, meaning that DevNet and
AHL (DevNet) use the same set of features, which also ap-
plies to DRA and AHL (DRA) (see Appendix B for more
implementation details).

4.2. Performance under General Settings

Table 1 shows the comparison results under the general set-
ting, where models are trained using one or ten randomly
sampled anomaly examples. The results on MVTec AD
are averaged over its 16 data subsets (see Appendix C
for detailed results on the subsets). Overall, our approach
AHL brings consistently substantial improvement to the re-
spective DRA and DevNet in both ten-shot and one-shot
setting protocols across all the datasets of three applica-
tion scenarios. Since DRA is a stronger base model than
DevNet, AHL (DRA) generally obtains much better perfor-
mance than AHL (DevNet). On average, AHL respectively
enhances the performance of DRA and DevNet by up to
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Dataset SAOE MLEP FLOS DevNet DRA AHL (DevNet) AHL (DRA)
Ten Examples from One Anomaly Class

Carpet (mean) 0.762±0.073 0.935±0.013 0.761±0.012 0.853±0.005 0.940±0.006 0.860±0.013↑ 0.949±0.002↑
Metal nut (mean) 0.855±0.016 0.945±0.017 0.922±0.014 0.970±0.009 0.968±0.006 0.972±0.002↑ 0.971±0.001↑

AITEX (mean) 0.724±0.032 0.733±0.009 0.635±0.043 0.685±0.016 0.733±0.011 0.709±0.006↑ 0.747±0.002↑
ELPV (mean) 0.683±0.047 0.766±0.029 0.646±0.032 0.722±0.018 0.771±0.005 0.752±0.005↑ 0.788±0.003↑

Mastcam (mean) 0.697±0.014 0.695±0.004 0.616±0.021 0.588±0.025 0.704±0.007 0.602±0.008↑ 0.721±0.003↑
Hyper-Kvasir (mean) 0.698±0.021 0.844±0.009 0.786±0.021 0.827±0.008 0.822±0.013 0.845±0.003↑ 0.854±0.004↑

One Example from One Anomaly Class
Carpet (mean) 0.753±0.055 0.679±0.029 0.678±0.040 0.774±0.007 0.905±0.006 0.785±0.015↑ 0.932±0.003↑

Metal nut (mean) 0.816±0.029 0.825±0.023 0.855±0.024 0.861±0.019 0.936±0.011 0.869±0.004↑ 0.939±0.004↑
AITEX (mean) 0.674±0.034 0.466±0.030 0.624±0.024 0.646±0.014 0.696±0.011 0.660±0.007↑ 0.707±0.007↑
ELPV (mean) 0.614±0.048 0.566±0.111 0.691±0.008 0.663±0.008 0.722±0.006 0.678±0.006↑ 0.740±0.003↑

Mastcam (mean) 0.689±0.037 0.541±0.007 0.524±0.013 0.519±0.014 0.658±0.021 0.535±0.003↑ 0.673±0.010↑
Hyper-Kvasir (mean) 0.406±0.018 0.480±0.044 0.571±0.004 0.598±0.006 0.699±0.009 0.619±0.005↑ 0.706±0.007↑

Table 2. AUC results(mean±std) on nine real-world AD datasets under the hard setting. Best results and the second-best results are
respectively highlighted in red and bold.‘↑’ (‘↑’) indicates increased performance over DRA (DevNet). Carpet and Meta nut are two
subsets of MVTec AD. The same set of datasets is used as in [15].

4% and 9% AUC, indicating that the anomaly heterogeneity
learned by AHL enable the base models to gain significantly
improved generalization ability.

4.3. Generalization to Unseen Anomaly Classes

Table 2 shows the comparison results under the hard set-
ting, where models are trained with one or ten examples
randomly sampled from exclusively one known anomaly
class to detect the anomalies in the rest of all other anomaly
classes. This protocol means that we can obtain one AUC
result for having each anomaly class as the seen anomaly
class. The reported results here are averaged over all the
anomaly classes (see Appendix C for detailed class-level
results). In general, our models – AHL (DRA) and AHL (De-
vNet) – achieves the best AUC results in both M = 1 and
M = 10 settings. To be more precise, AHL respectively im-
proves the performances of DRA and DevNet by up to 3.2%
and 3% AUC. Similar to the general setting, AHL (DRA) is
the best performer. Since the model is only exposed to one
anomaly class, the improvement is fully due to the ability
of AHL in generalizing to unseen anomaly classes.

4.4. Unseen Anomaly Detection in Novel Domains

We evaluate the effectiveness of AHL in generalizing to un-
seen anomalies in a novel domain (i.e., a cross-domain AD
task), where a model is trained on a source domain and is
subsequently tested on datasets from a target domain that
differs from the source. This is used to further verify the
generalization capacity of AHL. Specifically, following the
DRA work [15], we employ the DRA and AHL (DRA) mod-
els, trained on one of five datasets (the source domain) and
fine-tune them for 10 epochs using only normal samples
on the other four datasets (the target domains). The re-
sults of this experiment are presented in Table 3. Over-
all, the AHL (DRA) model outperforms the DRA baseline
significantly in this setting, and it can even achieves com-
parable AUC to the same-domain performance (i.e., the di-
agonal results). However, we do observe a slight drop in

DRA AHL (DRA)
Carpet Grid Leather Tile Wood Carpet Grid Leather Tile Wood

Carpet 0.945 0.833 0.921 0.930 0.917 0.953 0.979 1.000 1.000 0.998
Grid 0.983 0.990 0.924 0.940 0.916 0.959 0.992 1.000 1.000 0.973

Leather 0.988 0.998 1.000 0.994 1.000 0.963 0.998 1.000 1.000 0.998
Tile 0.917 0.971 0.958 1.000 0.955 0.943 0.982 1.000 1.000 0.999

Wood 0.993 0.985 0.972 0.948 0.998 0.995 0.989 1.000 1.000 0.998

Table 3. AUC results of DRA and AHL (DRA) on detecting texture
anomalies in cross-domain datasets (all are MVTec AD datasets).
The top row is the source domain for training, while the left col-
umn is the target domain for inference. The same-domain results
are shown in gray for reference. Best results are boldfaced.

performance on some target domains. We attribute this to
the learned anomaly heterogeneity being based on anomaly
samples from the source domain, which may introduce bias
when testing the AD model on the target domains. Never-
theless, our findings indicate that the AHL framework en-
hances the generalization ability of DRA on novel domains,
demonstrating promising cross-domain performance.

4.5. Analysis of AHL

4.5.1 Utility of Few-shot Samples

To investigate the utility of few-shot samples in the
OSAD task, AHL is also compared with state-of-the-
art models of unsupervised anomaly detection (UAD)
and fully-supervised anomaly detection (FSAD), including
KDAD [40] and PatchCore [38] for UAD and fully super-
vised DRA (FS-DRA for short) for FSAD. DRA is trans-
formed to a fully supervised approach FS-DRA by using
a set of 10 anomaly examples that illustrate all possible
anomaly classes in the test data. The results of AHL (DRA)
using randomly sampled 10 anomaly examples are used
here for comparison. The results are presented in Table 4.
It shows that AHL (DRA) substantially outperforms the un-
supervised detectors KDAD and PatchCore, demonstrating
better generalization ability than the unsupervised methods.
FS-DRA is the best-performing model on six out of nine
datasets. This is expected due to its fully supervised nature.
Although AHL (DRA) is an open-set detector, it is the best
performer on AITEX and SDD and performs comparably
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Dataset KDAD PatchCore AHL (DRA) FS-DRA
AITEX 0.576±0.002 0.783 0.925±0.013 0.919±0.004

SDD 0.842±0.006 0.873 0.991±0.000 0.991±0.000

ELPV 0.744±0.001 0.916 0.850±0.004 0.874±0.004

Optical 0.579±0.002 - 0.976±0.004 0.982±0.000

Mastcam 0.642±0.007 0.809 0.855±0.005 0.877±0.003

BrainMRI 0.733±0.016 0.754 0.977±0.001 0.979±0.001

HeadCT 0.793±0.017 0.864 0.993±0.002 0.998±0.003

Hyper-Kvasir 0.401±0.002 0.494 0.880±0.003 0.900±0.009

MVTec AD (mean) 0.863±0.029 0.992 0.970±0.002 0.984±0.004

Table 4. AUC results comparison of AHL (DRA) to unsupervised
anomaly detection methods – KDAD and PatchCore – and a fully-
supervised DRA model (FS-DRA). Best results and the second-
best results are respectively highlighted in red and bold

well to the fully-supervised model FS-DRA on the other
seven datasets, indicating that AHL (DRA) can accurately
generalize to unseen anomalies while maintaining the ef-
fectiveness on the seen anomalies. These results suggest a
very effective utilization of the few-shot examples in AHL,
while avoiding the overfitting of the seen anomalies.

4.5.2 Ablation Study

Our ablation study uses DRA as the baseline. To evalu-
ate our first component HADG, we compare DRA with its
three variants, including an ensemble of DRA trained on the
full data using different random seeds (+ Ensemble); DRA
supplemented with the initial CDL component (specified in
Eq. 3) and trained on random subsets of the data (+CDL)
rather than the subsets generated by HADG; and DRA en-
hanced with both the initial CDL component and the HADG
component (+ HADG + CDL). We then examine the effec-
tiveness of ψ by by substituting CDL with CDL+(i.e. Eq. 4)
within the + HADG + CDL configuration, which is also our
full AHL model, denoted as ‘+ HADG+ CDL+’. ‘We fur-
ther compare + HADG+ CDL+’ with its simplified version
‘+ HADG+ CDL−’ in which the weights wi of ϕi are sim-
ply computed based on the detection accuracy on the train-
ing data excluding Dsi instead of using our model impor-
tance learning ψ. Table 5 illustrates the results under both
settings using M = 10. We can observe that using only
HADG and the initial CDL, ‘+ HADG + CDL’, largely
improves DRA on most datasets, and it also substantially
outperforms both the simple DRA ensemble and the vari-
ant trained on randomly sampled data distribution subsets,
showing the effectiveness of HADG component. Replacing
the CDL component to‘+ CDL+’ consistently improves the
variant ‘+ HADG + CDL’ across all datasets. Simplifying
‘+ CDL+’ to ‘+ CDL−’ leads to performance drop on most
datasets, with relatively large drops on challenging datasets
like AITEX (both settings), Mastcam, and Hyper-Kvasir,
indicating the significance of ψ in CDL+.

4.5.3 Hyperparameter Analysis

We conduct an analysis of two key hyperparameters in AHL,
the number of normal clusters (C) in HADG (Sec. 3.2) and

the length of score sequences (K) in CDL (Sec. 3.3), with
the results shown in Fig. 3 (left) and Fig. 3 (right), respec-
tively. We observe that increasing C does not always re-
sult in improved performance. This is mainly because that
excessively dividing normal samples into too many small
clusters can introduce biased individual anomaly distribu-
tions into the learning process due to the presence of too
few samples per cluster. As for K, the results show that
setting K = 3 is generally sufficient for accurate general-
ization error estimation. However, having K = 5 can fur-
ther improve the performance on a few datasets where more
accurate generalization error estimation requires longer in-
put sequences. C = 3 and K = 5 are generally suggested,
which are the default settings for AHL models throughout
our large-scale experiments.

Dataset DRA +Ensemble +CDL +HADG+CDL +HADG+CDL− +HADG+CDL+

General Setting
AITEX 0.892±0.007 0.905±0.011 0.908±0.003 0.916±0.004 0.915±0.007 0.925±0.013

SDD 0.990±0.000 0.985±0.002 0.990±0.000 0.990±0.000 0.991±0.001 0.991±0.000

ELPV 0.843±0.002 0.843±0.000 0.844±0.002 0.846±0.006 0.847±0.002 0.850±0.004

Optical 0.966±0.002 0.963±0.006 0.970±0.004 0.974±0.002 0.974±0.002 0.976±0.004

Mastcam 0.849±0.003 0.849±0.001 0.815±0.003 0.852±0.001 0.841±0.004 0.855±0.005

BrainMRI 0.971±0.001 0.973±0.007 0.974±0.001 0.973±0.002 0.977±0.002 0.977±0.001

HeadCT 0.978±0.001 0.988±0.003 0.986±0.001 0.992±0.002 0.991±0.001 0.993±0.002

Hyper-Kvasir 0.844±0.001 0.863±0.001 0.865±0.002 0.874±0.005 0.877±0.005 0.880±0.003

MVTecAD(mean) 0.966±0.002 0.968±0.004 0.964±0.003 0.968±0.003 0.966±0.003 0.970±0.002

Hard Setting
carpet(mean) 0.940±0.006 0.947±0.001 0.943±0.002 0.943±0.003 0.951±0.002 0.949±0.002

AITEX(mean) 0.733±0.011 0.733±0.004 0.733±0.005 0.739±0.007 0.720±0.005 0.747±0.002

elpv(mean) 0.771±0.005 0.779±0.002 0.774±0.004 0.784±0.004 0.779±0.001 0.788±0.003

Hyper-Kvasir(mean) 0.822±0.013 0.829±0.003 0.835±0.004 0.847±0.008 0.838±0.005 0.854±0.004

Table 5. Ablation study results of AHL and its variants under both
general and hard settings. DRA serves as the base model, to which
the other variants are applied.
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Figure 3. Hyperparameter analysis of AHL (DRA) based on the
general setting using ten anomaly examples. Left: AUC results
w.r.t. different number of clusters (C). Right: AUC results w.r.t.
the length of sequences (K) as input to the sequential model ψ.

5. Conclusion
In this work, we explore the OSAD problem and introduce
a novel, generic framework, namely anomaly heterogene-
ity learning (AHL). It learns generalized, heterogeneous ab-
normality detection capability by training on diverse gen-
erated anomaly distributions in simulated OSAD scenarios.
AHL models such anomaly heterogeneity using a collabora-
tive differentiable learning on a set of heterogeneous based
models built on the generated anomaly distribution. Ex-
periments on nine real-world anomaly detection datasets
demonstrate that the AHL approach can substantially en-
hance different state-of-the-art OSAD models in detecting
unseen anomalies in the same-domain and cross-domain
cases, with the AUC improvement up to 9%.
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a discriminatively trained reconstruction embedding for sur-
face anomaly detection. In Proceedings of the IEEE/CVF
International Conference on Computer Vision, pages 8330–
8339, 2021. 1, 2, 3, 6

[64] Vitjan Zavrtanik, Matej Kristan, and Danijel Skočaj. Recon-
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