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Abstract

Diffusion Models (DMs) have shown remarkable capa-
bilities in various image-generation tasks. However, there
are growing concerns that DMs could be used to imitate
unauthorized creations and thus raise copyright issues. To
address this issue, we propose a novel framework that em-
beds personal watermarks in the generation of adversarial
examples. Such examples can force DMs to generate im-
ages with visible watermarks and prevent DMs from imitat-
ing unauthorized images. We construct a generator based
on conditional adversarial networks and design three losses
(adversarial loss, GAN loss, and perturbation loss) to gen-
erate adversarial examples that have subtle perturbation
but can effectively attack DMs to prevent copyright viola-
tions. Training a generator for a personal watermark by
our method only requires 5-10 samples within 2-3 minutes,
and once the generator is trained, it can generate adver-
sarial examples with that watermark significantly fast (0.2s
per image). We conduct extensive experiments in various
conditional image-generation scenarios. Compared to ex-
isting methods that generate images with chaotic textures,
our method adds visible watermarks on the generated im-
ages, which is a more straightforward way to indicate copy-
right violations. We also observe that our adversarial exam-
ples exhibit good transferability across unknown generative
models. Therefore, this work provides a simple yet powerful
way to protect copyright from DM-based imitation.

1. Introduction

Diffusion models (DMs) [19, 42, 46] have garnered sig-
nificant attention in both the computer vision industry and
academia. Compared to previous generative models such as
generative adversarial networks (GANs) [15, 23, 32], DMs
have demonstrated a remarkable ability to generate realis-
tic images with higher resolution and diversity. Despite the
positive aspects of DMs, there are public concerns about po-
tential copyright violations when unauthorized images are
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Figure 1. Copyright issues of DMs and adversarial example-based
methods for copyright protection. Without protection, DMs can
easily imitate original images under different image generation
scenarios. A previous method (AdvDM [28]) generates adversar-
ial examples by optimization against DMs to prevent DMs from
extracting the feature of the original images, resulting in the gen-
eration of chaotic images. Our method goes one step further to
build a generator that embeds personal watermarks into the gener-
ation of adversarial images. Such examples force DMs to generate
images with visible watermarks for tracing copyright. Our method
is fast, simple yet powerful in protecting copyrights against DMs.

used to train DMs or to generate new creations by DMs
[55]. For example, an entity could use copyrighted paint-
ings shared on the Internet to generate images with a simi-
lar style and appearance, potentially earning illegal revenue.
Therefore, it is necessary to develop techniques to prevent
the imitation of unauthorized creations by DMs.

Several previous works have been proposed to address
these concerns. Watermarking [2, 33] is a common solu-
tion that embeds an invisible message into the image, which
can then be extracted to identify the existence of copyright.
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Recent techniques typically integrate watermarking into the
generative process of DMs [7, 12, 38]. However, these
methods have several limitations. First, they are primar-
ily designed to protect the copyright of DMs or to distin-
guish generated images from natural ones, which differs
from our goal of protecting the copyright of human cre-
ations. Second, embedding watermarks into the genera-
tive process requires re-training or at least fine-tuning DMs,
and a post-process to extract the watermark is needed to
identify it, which can be costly. On the other hand, meth-
ods that use adversarial examples for DMs to protect copy-
right have been proposed recently [27, 28, 50]. The idea is
to generate adversarial examples to hinder DMs from ex-
tracting the features of the original images. This genera-
tion process does not require any re-training of DMs or any
post-processing for the generated image. However, there
are still several limitations. First, even though these adver-
sarial examples could add chaotic textures to the generated
images, such changes are difficult to comprehend. For in-
stance, users may wonder if the problem originates from the
DM itself rather than considering the copyright issue. Sec-
ond, the original image’s copyright is not traceable since no
copyright-related information is embedded. Third, each ad-
versarial example needs to be optimized separately against
DMs, which makes the generation time-consuming.

In this work, we propose a simple yet powerful method to
protect copyrighted images from imitation by DMs. Differ-
ent from previous adversarial example-based methods, we
go one step further by embedding personal watermarks into
the generation of adversarial examples for copyright trac-
ing. Such examples could force DMs to generate images
with visible watermarks as well as chaotic textures. In ad-
dition, instead of using iterative optimization against DMs
to generate examples, we train a generator beforehand using
only a few samples. Once the generator is trained, it can be
used to generate adversarial examples significantly fast. As
shown in Figure 1, instead of posting the original image on
the Internet, posting adversarial examples with only subtle
changes could prevent DMs from imitation. Compared to
previous methods, our method provides a more straightfor-
ward way to warn of potential copyright violations.

Our contributions can be summarized as follows:

* We design a novel framework that embeds personal wa-
termarks into the generation of adversarial examples to
prevent copyright violations caused by DM-based imita-
tion. Our adversarial examples can force DMs to generate
images with visible watermarks for tracing copyright.

e We train a generator based on a conditional GAN ar-
chitecture to generate adversarial examples (Figure 2).
We design three losses: adversarial loss, GAN loss, and
weighted perturbation loss. These losses aim to improve
the attack ability of the adversarial examples while mak-
ing the perturbation invisible to the human eye.

* We conduct extensive experiments in various image
generation scenarios, along with robustness evaluations
against defenses and assessments of transferability to
other models. The experiments demonstrate that our ad-
versarial examples can prevent unauthorized images from
being learned and can generate visible watermarks for
copyright tracing. Our generation process is significantly
fast (0.2s per image), and the generated examples also ex-
hibit good transferability across other generative models.

2. Related Works
2.1. Generative Diffusion Models

In recent years, DMs have made significant advancements
in various fields [9, 37, 45, 55]. DMs are a type of gener-
ative model that simulates a diffusion process to generate
new data samples. DMs consist of a forward process and
a reverse process. The forward process involves gradually
adding Gaussian noise to the data over a series of time steps
until it becomes completely random. The reverse process
gradually removes noise through a series of learned denois-
ing steps, reconstructing the data back to its original form
or generating new samples from the same distribution.
DMs have been applied to various generation tasks
such as image synthesis [9, 43], text-to-image generation
[1,41,58,59], and text-guided image editing [4, 34, 54, 61].
Among these, latent diffusion models [42], which perform
the diffusion steps in the latent image space, have demon-
strated a remarkable ability to generate high-resolution and
realistic images. Despite the impressive performance, some
concerns that generating new creations by DMs based on
unauthorized images could lead to copyright issues.

2.2. Image Watermarking

Image watermarking is a technique that embeds a piece of
information into an image to protect the image from copy-
right infringement. Traditional watermarking methods typ-
ically involve altering pixel values [6] or manipulating the
frequency domain of an image [35] to embed watermarks.
More recently, deep-learning-based methods have been de-
veloped. A common approach is using encoder-extractor
networks, where an encoder embeds the watermark into the
image, and an extractor is trained to retrieve the watermark
from the marked image [49, 60, 63].

In terms of watermarking for generative models, most
existing works focus on protecting the copyright of genera-
tive models [11, 30, 38, 51, 57] or distinguishing generative
images from natural images [7, 12, 56, 62]. These meth-
ods involve reformulating the training process of DMs to
inject watermarks into the images, as well as developing a
decoder to identify the embedded messages from the gener-
ated images. However, the re-training can be costly and it is
impractical to check every generated image with a decoder.
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2.3. Adversarial Examples for Generative models

Adversarial examples are created by adding small but inten-
tional perturbations to input samples such that the perturbed
inputs cause the model to produce incorrect answers. Vari-
ous adversarial attack methods have been proposed to con-
fuse classification models [10, 16, 31, 52] or segmentation
models [13, 53, 65]. There are also several existing works
studying adversarial examples for generative models such
as GANSs [24], variational autoencoders (VAEs) [47], and
flow-based generative models [39].

Recently, methods that generate adversarial examples for
DMs [27, 28, 50] have been proposed. These methods
maximize the diffusion loss to obtain a perturbation, and
adding such a perturbation to the original image enables
DMs to generate images with chaotic content. However,
these methods have several drawbacks: 1) such chaotic con-
tent is not straightforward to indicate copyright violation, 2)
the copyright of the original image is not traceable, and 3)
optimization against DMs is time-consuming. We propose
a simple yet powerful method that directly incorporates per-
sonal watermarks into the generation of adversarial exam-
ples, and we build a generator that can generate adversarial
examples significantly faster than existing methods.

3. Proposed Method
3.1. Problem Statement

Given an original image x, we have a diffusion model 6 that
can learn the data distribution of x and generate images with
similar style and appearance. In this work, we aim to gen-
erate an adversarial example z’ that can prevent § from ex-
tracting the feature of x and can directly show copyright in-
formation on the generated image. For example, for image-
to-image generation, the generated image from 2’ by using
6 can be denoted as 6 (z'). We design a way to provide the
copyright information by using a watermark that contains
the ownership details (e.g. artist name) of the original im-
age. Therefore, given a watermark image m, the adversarial
example x’ that embeds m can be calculated by

2’ = argmin||0 (') — m]],
x/

(D

st. |z —2'|| <o,

where o is a constant to control the range of the pertur-
bation. This is a targeted attack setting where we compel
the image generated by DMs to be closer to the watermark,
while ensuring that the adversarial example remains as close
to the original one as possible.

However, several issues are associated with generating
adversarial examples using Equation 1. First, directly opti-
mizing x’ against DMs for each x could be time-consuming,
so we need to find a way to speed up the generation pro-
cess. Second, since there are several image-generation sce-

narios related to imitating the original image, such as text-
guided image-to-image generation [4], text-to-image gener-
ation under textual inversion [14] or DreamBooth [43], we
aim to generate an adversarial example 2’ that can be ap-
plicable to all these scenarios. Meanwhile, we also expect
that 2’ could have good transferability on other generative
models. Third, since our target attack aims to add personal
watermarks to the generated images, the perturbation natu-
rally becomes larger in the watermark regions. We need a
solution to make the perturbation invisible to human eyes.

To address the first issue, we train a generator before-
hand instead of implementing optimization every time. To
address the second and third issues, we design an adversar-
ial loss, a GAN loss, and a perturbation loss to improve the
attack ability across various tasks and models while keeping
the perturbation invisible.

3.2. Architecture Overview

We propose a conditional GAN architecture for generating
watermark-embedded adversarial examples. The architec-
ture of our method contains three components: a generator
G, a discriminator D, and a target DM 6, shown in Figure
2. The generator G has an encoder to extract features from
the inputs and a decoder to generate perturbation using the
features. The inputs of G are the original image x and the
watermark m, and the perturbation is generated conditioned
on m. We perform the conditioning by concatenating x and
m along the channel dimension and feeding them into G.
The adversarial example 2’ can be obtained by adding x
and the generated perturbation. The discriminator D is a
classifier that distinguishes =’ from z, and the target DM 6
is always kept frozen.

We design three losses to optimize G and D. 1) A GAN
loss aims to compel 2’ to be closer to x. By using the GAN
loss, we can train G to produce images that D cannot dis-
tinguish from input images. 2) A perturbation loss is de-
signed to bound the magnitude of the perturbation and make
itinvisible. 3) An adversarial loss is used for G to generate
perturbation that can attack DMs under various scenarios.
The details are described in Section 3.3. Once the generator
G is optimized, it can be used directly to generate adversar-
ial examples significantly fast.

3.3. Loss functions

GAN loss. L 4 is used to quantify the difference between
the adversarial example and the original image. For a set of
images, LN can be written as:

Loan =E,logD (z) + Eylog {1 — D (2')}. (2)

The adversarial image 2’ is generated under the condition
of the watermark m, which can be written as:

¥ =x+G(x|m). 3)
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Figure 2. Architecture overview. G generates perturbation for z conditioned on m. D and G produce L an to compel z” to be closer to .
L a4, aims to force the image generated by 6 to display a visible watermark m, and Ly¢,+ further bounds the magnitude of the perturbation.

Perturbation loss. £,.,; aims to limit the magnitude of the
perturbation. We design this loss based on the soft hinge
loss used in previous adversarial attacks [3, 29, 52]. How-
ever, the soft hinge loss assigns equal importance to all per-
turbations within the image. In our case, the perturbation
in the watermark region will be larger than that in other re-
gions, making the watermark visible even in the adversarial
example. To better conceal the watermark as well as bound
the perturbation in the whole image, we design a weighted
perturbation loss, where we assign larger weights w to the
watermark region. This encourages the perturbation in the
watermark region to be smaller and invisible. For a set of
images, this loss can be expressed as:

Epert = E’I‘ HlaX((), ||G(‘T | m) (1 +w- m)HQ - C)7 (4)

where c is a constant denoting a user-specified bound.
Adversarial loss. L4, is used to generate a perturbation
that can attack DMs. As we expect our adversarial exam-
ples to have transferability across different image genera-
tion scenarios and various generative models, we design the
loss based on the latent representation of latent diffusion
models (LDM). We choose LDM for two reasons. First,
LDM has outperformed other models in both high-quality
image generation and sampling efficiency, and it has been
used in various generative models. Generating adversar-
ial examples against LDM naturally increases their trans-
ferability across various models. Second, LDM maps an
image x to a latent representation £ () which is the output
of the Variational Auto-Encoder (VAE). This representation
is widely used in conditional image generation scenarios,
and it provides a simple way to control the image generation
of DMs. Therefore, instead of directly exploiting the gen-
erated image, we minimize the distance between the repre-
sentation of the adversarial example ¢ (') and that of the
watermark ¢ (m), formulated as:

‘Cadv = EJEHE (l‘l) - (m) H2 (5)

Optimization. Finally, we combine the above three losses
to formulate the objective function for training, written as:

mén mDaX V(D, G) = Eadv + OKEGAN + B‘Cperta (6)

where a and 3 are weights to control the balance of the three
losses. By playing a minimax game between the G and D,
the optimal parameters of the model can be obtained.

3.4. Image Generation under Different Settings

Since our target is to prevent copyright violations, we focus
on conditional image generation scenarios where DMs sam-
ple the distribution of the original images to generate new
ones. Such scenarios include text-guided image-to-image
generation [36] and text-to-image generation under textual
inversion [14] described in this section, and other scenarios
including DreamBooth [43], LoRA [20], and Custom Dif-
fusion [25] discussed in Appendix A.

Text-guide image-to-image generation. In this setting, we
can pass a text prompt and an input image to condition the
image generation. Our method can be directly applied to
this setting, as shown in Figure 2. During the training of the
generator and discriminator, we simply use the same prompt
(e.g. “A painting”) for all samples. For the inference, any
prompt can be used for generating new images.

Textual inversion. Textual inversion is a method for cap-
turing new concepts from a small number of images. These
new concepts can then be used to control image generation
in text-to-image settings. The steps to apply our method in
this setting are as follows. First, given a small set of images
within a similar category (e.g. same artist), we extract a text
S, to represent our new concept. We then replace the vector
associated with the tokenized string with an optimized em-
bedding v,.. The optimization can be applied by minimizing
the LDM loss over the images from the small set. During
the image generation by DMs, the text .S, is used as a con-
dition to generate new images. We conduct this generation
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for both original images and adversarial images. The ad-
versarial images are generated through the image-to-image
generation setting as shown in Figure 2.

4. Experiments

In this section, we evaluate our method for generating ad-
versarial examples for DMs. We conduct experiments un-
der text-guided image-to-image generation and textual in-
version, performing various analyses to assess the effec-
tiveness, robustness, and transferability of our method. We
perform the evaluation on WikiArt [48] and ImageNet [44]
datasets. All experiments are run on an NVIDIA A100
80GB GPU. Training the generator using 100 samples with
200 epochs takes about 20 minutes.

4.1. Experimental Settings

Datasets. The WikiArt dataset contains 50k paintings from
195 artists. We randomly select 3000 paintings from 50
artists. We create different watermarks for different artists.
These watermarks are binary images with a black back-
ground and white artist names such as “VAN_GOGH”,
“CLAUDE_MONET”. Since only a small number of sam-
ples are needed to train our generator, we select 10 images
from each artist (500 images in total) for training and the
remaining 2500 images are for evaluation. For the Ima-
geNet dataset, we randomly select 2000 images (100 for
training, 1900 for evaluation) from the goldfish, tiger shark,
peacock, goose, Eskimo dog, and tabby cat category. The
watermarks are designed as “IMAGENET_CAT”, “IMA-
GENET_FISH”, “IMAGENET_DOG”, etc.

Evaluation metrics. We evaluate our method from two per-
spectives. For the adversarial example, we use MSE, PSNR,
and SSIM to measure the image quality and the difference
from the original image. For the image generated by DMs,
we use Fréchet Inception Distance (FID) [18] and precision
(prec.) [26] to measure the similarity between the gener-
ated and original images. Since we expect DMs to generate
images with visible watermarks, we use Normalized Cross-
Correlation (NCC) [21] to measure the similarity between
the generated image and the watermark. Please note that,
unlike traditional watermark methods, we do not extract
the watermark from the generated image, and thus NCC is
smaller in our case. However, to reduce the influence of the
background, we first calculate a difference image between
the image generated from the original image and that from
the adversarial example, and then use this difference image
and the watermark to obtain NCC.

Implementation details. For the generator G, we adopt
an architecture similar to that in [22]. For the discrimina-
tor D, we use an architecture similar to the discriminator in
AdvGAN [52]. Further details regarding the implementa-
tion of our model are provided in Appendix B. We set the
weight of GAN loss o = 1.0, the weight of perturbation

Method NCC?T FID1 prec. | recall
Original 0 120.7  0.85 0.28
AdvDM 0 2282  0.03 0.25
Mist 0.09 205.8 0.04 0.33
Ours 0.31 2455  0.03 0.29

Table 1. The performance of the generated image under text-
guided image-to-image generation on WikiArt. Recall measures
the diversity of the images and is only listed as a reference.

loss 8 = 10, the weight for watermark region w = 4, and
the bound ¢ = 10/255. During the model training, we set
the batch size to 8 and the learning rate to 0.001. For com-
parison, we use AdvDM [28] and Mist (fuse mode) [27],
which also use adversarial examples to protect copyright.
We set their sampling step to 100 and the maximum pertur-
bation to 10/255.

4.2. Text-guided Image-to-Image Generation

We evaluate the performance of our method under the set-
ting described in Section 3.4. In this setting, a strength pa-
rameter is used to control the level of noise added to the
original image during the generation of new images. A
strength value close to 0 produces an image nearly iden-
tical to the original, while a value close to 1 results in an
image that significantly differs from the original. We set the
strength to 0.3 to simulate realistic imitation, and additional
results with different strength values can be found in the
Appendix C.1. For the text prompt, we uniformly use “A
painting” for all images for convenience, and experiments
using varied prompts are also included in the Appendix C.2.
We first show the evaluation result of the image gener-
ated by LDM based on either the original image or the ad-
versarial example. A high FID and a low precision mean
that the generated image is far from the original one, which
further indicates that LDM fails to capture the feature of the
original image. As shown in Table 1, our adversarial exam-
ples largely increase FID and decrease precision. We also
calculate NCC between the generated image and the water-
mark. For Mist, since it is possible to input a target image
into the generation, we apply our idea to use different wa-
termarks as the target images and use the same method to
calculate NCC. Results show that our method has a signifi-
cantly higher NCC, which means our adversarial examples
can force LDM to generate images with more visible water-
marks. These results suggest our method has great potential
to prevent copyright violations caused by LDM imitation.
We also evaluate the quality of the adversarial example
generated by different methods. As shown in Table 2, the
image quality of our adversarial examples is slightly higher
than that of the existing methods. Moreover, the generation
is significantly faster than the existing methods since we
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Method MSE| PSNR?1T SSIM{ Runtime

AdvDM  0.0038 29.1 0.80 32s
Mist 0.0040 29.0 0.81 35s
Ours 0.0037 30.1 0.80 0.2s

Table 2. The image quality and generation time (per image) of the
adversarial examples on WikiArt.

Source Generated Source

Generated

Original

AdvDM

Mist

Ours

Figure 3. Comparison of different methods under text-guided
image-to-image generation. Source is the image input to the LDM,
and generated image is the output of the LDM (strength 0.3). The
watermarks of our method are designed according to the artist
name (from left to right: REMBRANDT, AUGUSTE_REN).

directly use the trained generator instead of iterative opti-
mization against DMs. Our method has an advantage when
generating a large number of examples.

For qualitative evaluation, we visualize two examples
generated by different methods in Figure 3. More exam-
ples are shown in Appendix D.l. For the adversarial ex-
amples, all methods seem to introduce only subtle perturba-
tions that are almost invisible to human eyes. For the gener-
ated images based on the adversarial examples, the existing
methods succeed in adding chaotic textures to the gener-
ated image. However, such changes can be difficult to un-
derstand and evaluate. On the other hand, our adversarial
examples succeed in generating images with visible water-
marks as well as chaotic textures. Our method provides a
more straightforward way to indicate copyright violations.

Generated image | Adversarial example
Method | NCCt FID?T | PSNR{ SSIM
Original 0 120.7 - -
AdvDM 0 327.3 26.3 0.73
Mist 0.15 3184 26.7 0.74
Ours 0.40 412.9 271 0.75

Table 3. The performance of the generated image and adversarial
examples on ImageNet under textual inversion.

4.3. Textual Inversion

Textual inversion is another important scenario related to
copyright violations. In this scenario, given a small num-
ber of images, we first learn to represent the concept of the
images in a new word S, then use S, to guide image gen-
eration. Following the method of textual inversion [14], we
separate our evaluation images into 4-image groups for each
artist or ImageNet category. For each 4-image group, we
set the maximum steps to optimize S, to 5000. After the
optimization, we generate 10 images for each S, under 10
prompt templates. This process is implemented for both
original images and our adversarial examples.

For evaluation, we compare our method with existing
methods, and the results are shown in Table 3. For the gen-
erated image, our method has higher NCC and FID, which
indicates our method successfully injects the watermark in-
formation in the generation of the adversarial example. In
addition, our adversarial example also has higher PSNR and
SSIM, which means the generated perturbation is subtle.
An example of textual inversion is shown in Figure 4, and
examples comparing with the previous methods are shown
in Appendix D.2. The features of the original images can be
learned and used to guide image generation. On the other
hand, when applying our method, images are generated with
very clear watermarks, which can be useful for protecting
copyrighted images.

4.4. Ablation Study

Weights of the losses. This experiment aims to study the
mechanism of our method. In equation 6, we design three
losses to train the generator. As our target is to attack DMs,
the adversarial loss L4, is necessary, and we set its weight
to 1. We then evaluate the effect of the GAN loss Laan,
the perturbation loss £+, and the weight used to control
the perturbation of the watermark region w by setting their
weights a, 3, and w to 0 or their default value.

The results are shown in Table 4. The first row is the
result of only using L,4, and setting other losses to 0. In
this case, although the attack ability for DMs is high, the
generated adversarial examples are full of noise. By com-
paring the first and second rows, we observe that L an
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Original
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An oil painting of S, A photo of S, on a boat

Input images — S, An oil painting of S, A photo of S, on a boat
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Figure 4. Examples of textual inversion on ImageNet. The watermarks used in the examples are IMAGENET_CAT and IMAGENET_DOG.

Weights Generated image | Adversarial example
a B w|NCCT FID?T | PSNRT SSIM?
X X X 0.60 565.3 13.1 0.12
v ox X 0.41 350.6 22.0 0.65
x v X 0.35 318.2 242 0.70
x v v | 034 2922 27.8 0.76
v v v | 031 245.5 30.1 0.80

Table 4. The effect of the GAN loss («), the perturbation loss
(B), and the weight of the watermark region (w) on generating
adversarial examples (WikiArt) under image-to-image generation.

significantly improves the image quality of the adversarial
example, even though the attack ability decreases. On the
other hand, £,¢,+ which aims to bound the magnitude of
the perturbation, also has an effect similar to that of L4y
(as seen when comparing first and third rows). In addition,
adding weight term to L, further improves the quality of
the adversarial examples without sacrificing too much at-
tack ability (as seen when comparing third and fourth rows).
Finally, we combine all these terms to achieve a balanced
performance between image quality and attack ability.
Maximum perturbation bound. In the case of adversarial
examples, there is always a trade-off between image quality
and the success rate of the attack. To explore this trade-off,
we conducted experiments with different bounds. We used
PSNR to measure the image quality of the adversarial exam-
ples, and NCC to assess the visibility of the watermark in
the generated image which indicates the attack success rate.
Table 5 shows that as the bound increases, the watermark on
the generated image becomes more distinct. However, this
may also cause the watermark on the adversarial image to
become more visible, which can reduce the image quality.
In real-world applications, users can adjust the bounds to
balance between achieving high-quality adversarial images
and ensuring watermark visibility to protect their work.

Bound/255 2 6 10 15 20
PSNR 1  40.1 342 30.1 242 175
NCC 1 0.13 022 031 037 041

Table 5. The effect of using different perturbation bound. The
experiment uses WikiArt under image-to-image generation.

Samples NCC1 FID?T prec.] traintime
1 0.12 177.8  0.32 20 sec
5 028 2353 0.04 1 min
10 0.30 2406  0.03 2 min
100 0.31 2435  0.02 20 min

Table 6. The effect and training time of using different number of
samples to train a generator for a specific watermark. The experi-
ment is conducted under image-to-image generation on WikiArt.

The number of samples for training. To generate adver-
sarial examples that contain a specific watermark, we need
to include samples with that watermark in the training data.
In this experiment, we analyze how many samples we need
for a watermark to be learned by the generator. We choose
a different number of samples to train a generator for a spe-
cific watermark. Please note that different watermarks can
be trained together within the same generator, and this is
the default setting for our other experiments. The results of
training one personal watermark are in Table 6. We observe
there is no large performance difference between using 10
samples and 100 samples for training, which shows that our
method only needs a small number of samples to train to
embed a specific watermark. Therefore, one use case of our
method is to create a personal watermark generator using a
few samples within 2-3 min, and then this generator can be
used to embed the personal watermark for any of that user’s
creations to protect copyright.
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No attack (Origin) | Attack (Ours)
Defense NCCT FID1T | NCCt FID?T
No defense 0 120.7 0.31 245.5
JPEG 0 124.1 0.21 202.2
RS 0 123.2 0.20 195.6
TVM 0 132.5 0.16 166.8

Table 7. The eftects of applying defenses on adversarial examples
under image-to-image generation.
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Attack (ours) JPEG defense RS defense
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Figure 5. Examples of the generated image from original image,
attack image, and attack image with defense.

4.5. Robustness of adversarial examples

To evaluate the robustness of the adversarial examples gen-
erated by our method, we apply several widely used adver-
sarial defenses including JPEG compression [8], Random-
ized Smoothing (RS) [5], and Total Variance Minimization
(TVM) [17]. Such defenses are directly processed on the
adversarial examples to eliminate the perturbations.

The results of applying attacks and defenses are shown
in Table 7. The “No attack” column means applying de-
fense on the original image to generate images. There is no
watermark being embedded so NCC almost equals 0, and
applying defenses slightly increases FID since the quality
of the original image decreases. On the other hand, the “At-
tack” column means we first generate the adversarial exam-
ples, apply defenses to them (except the first row), and then
use them to generate new images. We observe that NCC
and FID both decrease when adding defenses to our ad-
versarial examples. However, compared with “No attack”,
the “Attack” column still has higher NCC and FID which
means the defenses cannot completely eliminate the effect
of our attack. In Figure 5, we show some examples under
defenses, and the watermark is still visible for all cases.

4.6. Transferability on Other Generative Models

In this section, we explore the transferability of our method
on other generative models. This is also known as the black-
box attack, where one target DM is used to train the gen-
erator and obtain the adversarial examples, and then these

Figure 6. Black-box attack to other models under image-to-image
generation. The first row: generated images from the original im-
age. Second row: generated images from our adversarial example.

adversarial examples are directly used to attack other mod-
els. We generate adversarial examples on Stable Diffusion
1.5 (SD 1.5) ! and test on other models or tools including
Dreamshaper 8 > , NovelAl °, and Runway Al magic tools
(image variation) 4 under image-to-image generation. The
details of the settings are described in the Appendix E.

The results are shown in Figure 6, and more examples
can be found in Appendix D.3. Compared to images gen-
erated from the original image (first row), the images gen-
erated from our adversarial examples (second row) contain
chaotic textures and a visible watermark for most cases. For
the result of the Runway tool, although there is no obvious
watermark on the generated image (as no parameter can be
adjusted), our method still generates an image that differs
significantly from the original one. Even though the water-
marks are not as strong as they are in the white-box setting,
our method still demonstrates good transferability. These
results show that our method has the potential to prevent
copyright violations from various image generative models.

5. Conclusion

In this work, we propose a novel method for copyright pre-
vention against DMs. We build a generator to embed per-
sonal watermarks into the adversarial examples, and such
examples can force DMs to generate images with visible
watermarks and chaotic textures. We use a conditional
GAN architecture with three carefully designed losses to
optimize the generator. Experiments show our method per-
forms well in various image generation scenarios and ex-
hibits good transferability to attack other models. Addition-
ally, our generation is significantly faster than those of pre-
vious methods. Therefore, this work provides a simple yet
powerful way to protect image copyright against DMs.

Thttps://huggingface.co/runwayml/stable-diffusion-v1-5
Zhttps://civitai.com/models/4384/dreamshaper
3https://novelai.net/
“https://ranwaym].com/ai-magic-tools/image-to-image/
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