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Abstract

Current image generation models can effortlessly produce
high-quality, highly realistic images, but this also increases
the risk of misuse. In various Text-to-Image or Image-
to-Image tasks, attackers can generate a series of images
containing inappropriate content by simply editing the lan-
guage modality input. To mitigate this security concern,
numerous guarding or defensive strategies have been pro-
posed, with a particular emphasis on safeguarding lan-
guage modality. However, in practical applications, threats
in the vision modality, particularly in tasks involving the
editing of real-world images, present heightened security
risks as they can easily infringe upon the rights of the image
owner. Therefore, this paper employs a method named typo-
graphic attack to reveal that various image generation mod-
els are also susceptible to threats within the vision modality.
Furthermore, we also evaluate the defense performance of
various existing methods when facing threats in the vision
modality and uncover their ineffectiveness. Finally, we pro-
pose the Vision Modal Threats in Image Generation Models
(VMT-IGMs) dataset, which would serve as a baseline for
evaluating the vision modality vulnerability of various im-
age generation models.

Warning: This paper includes content that may cause
discomfort or distress. Potentially disturbing content has
been blocked and blurred.

1. Introduction

The continuous development of Artificial Intelligence Gen-
erated Content (AIGC) models greatly accelerates the pos-
sibility of achieving the true Artificial General Intelli-
gence (AGI) era. Multimodal Large Language Models
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Figure 1. Inserting typography into input images can manipulate
the semantic direction of generated images in image generation.

(MLLMs) [11, 26, 30, 31, 54, 63], which incorporate Con-
trastive Language-Image Pretraining (CLIP) [46] as a vi-
sion encoder and Large Language Models (LLMs) [1, 22,
39, 56], leverage cross-modality interactions with image-
text input pairs, enabling the generated language output to
approach or even surpass human-level performance. The
image generation tasks [54, 60, 63] could be classified into
Text-to-Image (T2I) and Image-to-Image (I2I). Since I2I
tasks are prevalent in real-life applications, they would re-
ceive more attention and could be divided into sub-tasks
such as Image Editing [4, 42], Style Transfer [10, 61], and
Conditional Generation [5, 40]. For the specific models,
Diffusion Models (DMs), represented by Denoising Diffu-
sion Probabilistic Models (DDPM) [20], attract increasing
attention due to their training stability and high-quality im-
age outputs. Furthermore, CLIP-guided Diffusion Models
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Figure 2. Image generation examples based on input images with typography related to harmful, bias, and neutral concepts. (Text prompt:
analog film photo, faded film, desaturated, 35mm photo)

(DMs), created by combining DMs with the CLIP vision
and text encoder, have become mainstream in image gener-
ation due to their highly detailed, diverse outputs and strong
semantic alignment with input prompts.

However, alongside the widespread use of CLIP-guided
DMs in real life, issues related to its misuse are causing seri-
ous harm to society. Through making specific modifications
to the input prompt, T2I tasks can fabricate a large num-
ber of images containing inappropriate content that does
not exist in reality. For I2I tasks, similarly, these modi-
fied prompts can directly edit the provided real-world im-
ages without adhering to safety, privacy, or legal standards.
Therefore, compared to T2I, the risks of image generation
models in I2I tasks can more directly impact the owner-
ship, privacy rights, and even portrait rights of the image
owners. In response to this threat, existing defense meth-
ods [17, 29, 32, 45, 49] primarily focus on implementing
guarding measures for the input prompts in the language
modality, which are more vulnerable to such threats. There-
fore, based on the above analysis, we are led to ask the fol-
lowing question regarding CLIP-guided DMs:

For I2I tasks, does the vision modality input also poten-
tially induce the risk of generating inappropriate content?

In this context, the typographic attack [3, 8], which has
been widely observed in CLIP and MLLMs, draws our at-
tention. The typographic attack only requires adding ty-
pographic text to the input image from the vision modal-
ity, causing a corresponding semantic deviation. There-
fore, when these so-called typographic texts contain inap-

propriate content, they can pose a potential security threat
to CLIP-guided DMs in I2I tasks. Therefore, this paper
first reveals the existence of typographic threats in CLIP-
guided DMs and provides a comprehensive evaluation of
the performance of different models and corresponding de-
fense methods when facing such attacks. Furthermore, we
propose the Vision Modality Threats in Image Generation
Models (VMT-IGMs) evaluation dataset. The proposal of
VMT-IGMs and the release of corresponding test results
will provide a performance baseline for future evaluation
of different DMs and defense methods regarding security
threats in the vision modality of image generation models.
Specifically, our contributions are as follows:
• We reveal that image generation models are also suscep-

tible to interference from inappropriate content in the vi-
sion modality, which can affect the final output.

• We validate the current mainstream guarding methods for
defending against inappropriate content in generated im-
ages and explore that they are ineffective in protecting
against threats originating from the vision modality.

• To provide a research baseline for this threat, we propose
the Vision Modality Threats in Image Generation Models
(VMT-IGMs) dataset.

2. Background
2.1. Related Works
Image Generation Models: After the rise of deep learn-
ing, numerous models based on GAN [15], VAE [24], and
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Dataset
Type

Factor Modification (FM) Malicious Threat (MT)
TotalWT

Size Quant Opa Pos
Visible (Vis) Invisible (Inv)

noun adj Verb harm bias neu harm bias neu

Scale 3000 3000 3000 4000 4000 4000 4000 2000 2000 2000 2000 2000 2000 37000

Table 1. The dataset scale of Vision Modal Threats in Image Generation Models (VMT-IGMs).

Typo Size

10pt 15pt 20pt 25pt

Typo Quantity

T1 T2 T3 T4

Typo Opacity

25% 50% 75% 100%

Typo Position

A1 A2 A3 A4

Figure 3. Examples of typography with different typographic factors (size, quantity, opacity, and position of typos) within input images.

their corresponding variants [19, 23, 36, 50] achieve re-
markable results. However, based on diffusion theory [53],
DDPM [20] and its variants [27, 41, 57] gain more at-
tention due to their exceptional performance. Among the
many variants based on DDPM, through incorporating the
CLIP [46] vision and text encoder to achieve stronger visual
semantic and text prompt perception, CLIP-guided Diffu-
sion Models (DMs), such as UnCLIP or DALL-E 2 [48],
and IP-Adapter [60], gain significant attention. These mod-
els stand out for generating more realistic, rich, and diverse
images, making them the leading image generation model
types in both research and commercial applications. In ad-
dition, with the rapid development of Multimodal Large
Language Models (MLLMs), models such as EMU [54],
MiniGPT-5 [63], and others [11, 26, 30, 31] that can di-
rectly perform image generation have also been proposed.
However, the main advantage of these MLLMs lies in their
ability to respond to different modalities, such as language
text and vision images. Considering image generation qual-
ity, they do not yet match the performance of dedicated im-
age generation models.

The vulnerability in image generation tasks: As re-
search on improving the performance of DMs progresses,
numerous studies demonstrate that they remain vulnerable
to common AI threats, including adversarial attacks [7, 28,
37, 52], backdoor attacks [6, 9, 18], and Jailbreak [14, 33,
34, 38, 59]. Furthermore, many defense methods [2, 12,
16, 21, 25, 43, 58] are proposed to counter these threats.
However, in specific applications of DMs, jailbreak attacks,

caused by the insertion of inappropriate content, lead to the
malicious generation of harmful images, posing greater se-
curity risks to society. Currently, most Jailbreak attacks
targeting DMs are primarily implemented through the in-
put language text modality. Therefore, defense methods
against such attacks also focus on the language modal-
ity as the primary guarding object. Additionally, depend-
ing on the stage of DMs implementation, defense meth-
ods can be divided into pre-generation [17, 32, 45] and
post-generation [49, 62] stages. However, typographic at-
tacks [3, 8] have recently been uncovered to be widespread
in CLIP and various MLLMs. This method, which only re-
quires adding typographic text to the input image to induce
semantic deviation, also poses a potential security threat to
CLIP-guided DMs in I2I tasks.

2.2. Preliminary

CLIP-guided Diffusion Models: CLIP-guided Diffusion
Models (DMs), represented by UnCLIP (DALL-E 2) and
IP-Adapter, are primarily composed of the CLIP struc-
ture and DDPM. Unlike DDPM which directly adopts the
image x0 as input, the CLIP vision and text encoders
are adopted to execute vision-language modality feature
extraction as f = CLIP(x, p). The extracted feature
f , when compared to the original image x and the in-
put text prompt p, maintains rich semantics and precise
alignment. This enables CLIP-guided DMs to generate
images with greater diversity and higher quality. After-
wards, f would be fed into the DDPM to perform the
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diffusion process. The mathematical framework behind
DDPM involves a series of steps that forward add noise to
the data and then reverse this process to recover the orig-
inal data. During the training of DDPM, both the for-
ward and reverse processes are typically involved. How-
ever, when just utilizing pretrained DDPM, only the re-
verse process is required Below is an overview of the key
mathematical concepts involved in DDPM of CLIP-guided
DMs. Forward Process can be expressed mathematically
as: ft =

√
ᾱtf0+

√
1− ᾱtϵ and ft =

√
αtft−1+

√
1− αtϵ

where t represents the time step, with t = 1, 2, . . . , T ,
ϵ ∼ N (0, I) is noise sampled from a standard normal distri-
bution, αt = 1− βt, where βt is a hyperparameter control-
ling the noise strength, typically increasing linearly from
10−4 to 0.02, ᾱt =

∏t
i=1 αi Through recursion, we can de-

rive the distribution of images at each time step. As time
progresses, the image information is gradually obscured by
noise. Reverse Process starts with the noisy image xT and
aims to gradually recover the original image x0 through
denoising. This process can be represented as a condi-
tional probability: pθ(f0:T ) = p(fT )

∏T
t=1 pθ(ft−1|xt) and

pθ(ft−1|ft) = N (ft−1;µθ(ft, t),Σθ(ft, t)) ,where pθ(·)
denotes the denoising distribution defined by model pa-
rameters θ, µθ(ft, t) = 1√

αt
(ft − (1 − αt)ϵθ(ft, t)). For

Loss Function used in DDPM training, the Mean Squared
Error (MSE) is commonly used to measure the discrep-
ancy between predicted noise and actual noise: L(θ) =
Et,f0,ϵ

[
||ϵ− ϵθ(

√
ᾱtf0 + (1− ᾱt)ϵ, t)||22

]
. In this loss

function, random time steps t are selected along with sam-
pled images x0 from the training set and their corresponding
noise ϵ to optimize model parameter θ.

Typographic Attacks can use the visual text added to an
image to mislead the final generation result. The process of
adding typographic text to an image is x = x+ typo, where
t is the typographic text with different semantics. For CLIP-
guided DMs, this typographic image x would be extracted
feature by CLIP vision encoder.

3. Vision Modality Threats in Image Genera-
tion Models Dataset

In this section, the specific details and evaluating pipeline
of the Vision Modality Threats in Image Generation Mod-
els (VMT-IGMs) Dataset are introduced. The VMT-IGMs
Dataset, based on typographic attacks, effectively assesses
the performance of different CLIP-guided DMs under vi-
sion modality threats across various I2I tasks. In addition,
the VMT-IGMs can serve as an evaluation metric for var-
ious future guard or defense methods to prevent inappro-
priate semantic image generation. Specifically, the origi-
nal images in VMT-IGMs are sourced from 1000 images
with high-resolution (1024×1024) in CelebA-HQ [23, 35]
dataset, which is a high-quality version of the CelebFaces

Attributes Dataset. Subsequently, the VMT-IGMs is di-
vided into two forms based on different usage scenarios:
Factor Modification and Malicious Threat validation. The
overall scale of VMT-IGMs is presented in Table 1.

3.1. Dataset Subtypes

Factor Modification (FM) is included to more com-
prehensively explore the impact of typography attacks
on the performance of CLIP-guided DMs. As illus-
trated in Figure 3, the specific factors to be modi-
fied include Typography (Typo) Word Type (WT), Size,
Quantity (Quant), Opacity (Opa), and Position (Pos).
Typo Word Type includes three grammatical categories:
nouns (including "hat", "flower", "glasses"),
adjectives (including "confused", "surprised",
"tired"), and verb (including "scream", "cry",
"grimace"). Typo Size variations are 10pt, 15pt, 20pt,
and 25pt. Typo Quantity ranges from 1 typo to 4 typos
within the input images, labeled as T1, T2, T3, and T4.
Typo Opacity levels 25%, 50%, 75%, and 100%, where
100% represents complete opacity. For Typo Position, we
divide the input image vertically into four equal regions, la-
beled from top to bottom as A1, A2, A3, and A4, and evalu-
ate how typographic placement across these regions affects
image generation. Additionally, when conducting tests for
each individual factor described above, except that Position
is randomly selected, all other variables are held constant at
the following default values: “hat” is used as the standard
typographic word, Typo Size is set to 25pt, Typo Quantity
is fixed at 4, Typo Opacity is maintained at 100%, Typo
Position is distributed across all regions.

Malicious Threat (MT) uses different categories of ty-
pography to further validate the real-world risks of vision
modality threats. The MT Visible (Vis) subtype adopts
the default typographic factors mentioned above. For
different word semantics, the first category encompasses
more concerning cases where typographic word induces
harmful (harm) content generation (including "naked",
"bloody"). These words can prompt the emergence of
inappropriate elements, violent themes, or explicit content.
The second category involves demographic cultural ampli-
fication. Typographic words incorporate identity-related
terms or bias-loaded semantics (including "African",
"Asian") systematically skews the demographic distri-
bution in generated images. The third category com-
prises benign semantic shifts, where typography intro-
duces neutral (neu) contextual changes (including "hat",
"Muslim"). These modifications, while unintended, typ-
ically do not compromise the fundamental integrity or us-
ability of the generated images. To further explore the so-
cietal risks of MT, we put forward the Visible subtype and
Invisible subtype. As the example shown in Figure 4, we
strategically render typography in a near-black color (RGB:
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15, 15, 15) and deliberately place it within the black bor-
ders (RGB: 0, 0, 0) at both the top and bottom edges of the
images. This subtle difference in RGB values creates ty-
pography that remains technically present but is extremely
challenging to detect through casual visual inspection.

Visible Typography Invisible Typography

Figure 4. (left) an input image with visible typography. (right) an
input image with invisible typography, which is hidden within the
black borders at both the top and bottom edges of the image.

3.2. Evaluating Pipeline
Figure 1 illustrates the general evaluating pipeline for evalu-
ating the vision modality threat of CLIP-guided DMs in I2I
tasks. As summarized in Algorithm 1, the first step is to se-
lect different prompts p based on the specific type of I2I task
to be processed. Subsequently, based on the specific testing
requirements, different VMT-IGMs subtype example would
be selected as input image x and fed into the CLIP vision
and text encoder for embedding feature extraction. Eventu-
ally, the corresponding test can be completed by making the
vision-language modality input pairs undergo the reverse
process of pretrained DDPM.

Algorithm 1 CLIP-Guided Diffusion in I2I Sub-Dataset

1: Initialize model parameters: θ
2: Define noise schedule: βt = {β1, β2, . . . , βT }
3: Compute parameters: αt ← 1−βt, ᾱt ←

∏t
i=1 αt

4: Inputs: Image xt ∈ I2I sub-Dataset, text prompt p
5: Vision-Language Embedding Feature Extraction:
6: ft = CLIP(xt, p)
7: function REVERSE PROCESS PR (ft, fp, T, β, θ)
8: for t = T to 1 do
9: Predict ϵθ(ft, t) using model

10: Sample ϵp ∼ N (0, I) if t > 1, else set ϵp = 0

11: σ2
t ← βt · 1−ᾱt−1

1−ᾱt

12: Update feature:
13: ft−1 = 1√

αt
(ft − βt√

1−ᾱt
ϵθ(ft, t)) + σtϵp

14: end for
15: return Output image X reconstructed by f0
16: end function

4. Exploring Experiments
4.1. Experimental Settings
Models We conduct extensive experiments across DALL-
E 2 or UnCLIP [48] and IP-Adapter[60]. For IP-Adapter,
we adopt three types of DDPMs, which are Stable Diffusion
(SD) 1.5, Stable SD XL, and FLUX.1-dev (FLUX). SD1.5
is a widely-adopted baseline latent diffusion model [51] for
image generation. SDXL is a larger and more advanced
version [44] of SD, featuring an enhanced architecture and
training on a curated high-quality dataset. FLUX is a recent
advanced diffusion model [13] with superior performance
in image quality and text alignment.

Dataset We adopt Vision Modality Threats in Image
Generation Models (VMT-IGMs) dataset with all subtypes
to execute evaluation. The original images of VMT-IGMs
are obtained from CelebA-HQ [23, 35], which features
high-resolution (1024×1024) facial photographs.

Prompts To comprehensively evaluate the impact
of typography (typo) across different image generation
tasks, we design two distinct tasks: photographic style
transfer and full-body pose generation. Each task rep-
resents a different aspect of image-to-image generation
capabilities. Prompts "analog film photo, faded
film, desaturated, 35mm photo" and "a
youthful figure on the stage, full body
view, dynamic pose" are employed in these two
tasks, respectively. Due to space limitations, we present
the experiments using the first prompt in the main text,
while the results for the other prompt are provided in the
Appendix.C.

Metrics To quantitatively assess how typography af-
fects image-to-image generation, we employ two metrics:
• CLIP Score: We utilize CLIP Score [47] to measure the

semantic alignment between the generated images and the
corresponding inserted typos: A higher CLIP Score indi-
cates stronger semantic similarity between the generated
image and inserted typos, suggesting that the generation
has been more significantly influenced by the typography.

• Fréchet Inception Distance (FID): We employ FID [19]
to quantify the distribution distance between the images
generated from typo inputs and their corresponding origi-
nal clean images. A larger FID score indicates greater de-
viation from the source images, demonstrating a stronger
typo impact. Due to space limitations, we present the ex-
periments measured by FID in the Appendix.C.

4.2. Typographic Factors Matter
By adopting VMT-IGMs-FM subtype, we systematically
explore various typographic factors that could affect the im-
pact of Typography (Typo) in image generation, including
Word Type, Quantity, Size, Opacity, and Position of Typos.
Specifically, as shown in Table 2, for Word Type, nouns

3001



Model
Typo Word Type

Nouns Adjectives Verbs
hat flower glasses confused surprised tired scream cry grimace

UnCLIP 23.82(↑6.59) 20.38(↑4.73) 22.06(↑6.98) 18.47(↑1.57) 17.54(↑0.95) 17.20(↑1.38) 17.83(↑1.59) 17.96(↑1.34) 17.74(↑0.81)
SD1.5 21.93(↑5.37) 19.28(↑3.95) 19.62(↑5.26) 16.96(↑0.73) 18.17(↑1.93) 17.92(↑2.01) 18.70(↑1.98) 19.14(↑3.18) 18.75(↑1.98)
SDXL 21.91(↑4.23) 20.57(↑4.13) 22.21(↑6.65) 18.14(↑1.26) 17.91(↑0.96) 17.73(↑1.03) 18.50(↑1.99) 19.33(↑1.94) 18.99(↑1.63)
FLUX 22.76(↑4.78) 21.68(↑4.83) 22.31(↑5.87) 17.53(↑0.61) 17.60(↑0.79) 17.95(↑1.08) 18.33(↑2.56) 18.79(↑1.77) 17.29(↑0.42)
Avg. 22.61(↑5.24) 20.48(↑4.41) 21.55(↑6.19) 17.77(↑1.04) 17.80(↑1.16) 17.70(↑1.38) 18.34(↑2.03) 18.80(↑2.06) 18.19(↑1.21)

Model Clean
Typo Size Typo Quantity

10pt 15pt 20pt 25pt T1 T2 T3 T4

UnCLIP 17.23 17.16(↓0.07) 22.91(↑5.68) 23.81(↑6.58) 23.82(↑6.59) 22.60(↑5.37) 23.86(↑6.63) 24.20(↑6.97) 23.82(↑6.59)
SD1.5 16.56 16.29(↓0.27) 20.90(↑4.34) 21.59(↑5.03) 21.93(↑5.37) 19.62(↑3.06) 21.53(↑4.97) 22.08(↑5.52) 21.93(↑5.37)
SDXL 17.68 17.50(↓0.18) 19.28(↑1.60) 21.22(↑3.54) 21.91(↑4.23) 20.20(↑2.52) 22.15(↑4.47) 22.07(↑4.39) 21.91(↑4.23)
FLUX 17.98 18.45(↑0.47) 22.94(↑4.96) 23.21(↑5.23) 22.76(↑4.78) 22.95(↑4.97) 22.95(↑4.97) 22.65(↑4.67) 22.76(↑4.78)
Avg. 17.36 17.35(↓0.01) 21.51(↑4.15) 22.46(↑5.10) 22.61(↑5.24) 21.34(↑3.98) 22.62(↑5.26) 22.75(↑5.39) 22.61(↑5.24)

Model Clean
Typo Opacity Typo Position

25% 50% 75% 100% A1 A2 A3 A4

UnCLIP 17.23 17.57(↑0.34) 20.46(↑3.23) 23.85(↑6.62) 23.82(↑6.59) 24.33(↑7.10) 24.15(↑6.92) 24.10(↑6.87) 24.12(↑6.89)
SD1.5 16.56 16.47(↓0.09) 18.18(↑1.62) 21.69(↑5.13) 21.93(↑5.37) 22.36(↑5.80) 22.05(↑5.49) 21.84(↑5.28) 22.14(↑5.58)
SDXL 17.68 18.04(↑0.36) 19.91(↑2.23) 21.27(↑3.59) 21.91(↑4.23) 22.08(↑4.40) 21.47(↑3.79) 21.39(↑3.71) 21.70(↑4.02)
FLUX 17.98 22.17(↑4.19) 22.97(↑4.99) 22.95(↑4.97) 22.76(↑4.78) 22.95(↑4.97) 22.94(↑4.96) 22.86(↑4.88) 23.05(↑5.07)
Avg. 17.36 18.56(↑1.20) 20.38(↑3.02) 22.44(↑5.08) 22.61(↑5.24) 22.56(↑5.20) 22.65(↑5.29) 22.55(↑5.19) 22.75(↑5.39)

Table 2. The semantic impact of typography with different typographic factors in image generation, which is measured by CLIP Score
between the generated image and corresponding typos. The values in parentheses represent the difference between CLIP scores of images
generated from typographic input images and those generated from clean input images when compared to corresponding typos, where a
larger difference indicates a stronger typographic influence. (Text prompt: analog film photo, faded film, desaturated, 35mm photo)

emerge as the most effective type with a substantial CLIP
Score increment (average gain of 5.28), while adjectives
and verbs show relatively smaller increment (average gain
of 1.19 and 1.76, respectively). For Typo Size, there is a
general upward trend as size increases, with the most sig-
nificant increments seen at 20pt and 25pt, showing boosts
of 5.10 and 5.24 respectively. In terms of Typo Quantity,
the impact strengthens with more Typos, demonstrated by
a progressively larger increase from T1 (3.98) to T4 (5.24).
The Typo Opacity tests reveal that higher opacity levels cor-
relate with better performance, with 100% opacity achiev-
ing the highest gain of 5.24 compared to 25% opacity’s 1.20
increase. For Typo Position (A1-A4), all regions demon-
strate similar levels of increase with minimal variation be-
tween them, suggesting that the placement of typos has a
relatively consistent impact.

4.3. When Typography Turns Malicious
Our experiments reveal that typography can significantly
manipulate the semantic direction of generated images,
steering them toward unintended or problematic outputs.
By utilizing VMT-IGMs-MT-Vis, we categorize these
typography-induced deviations into three primary cate-
gories based on their impact severity, which are Harmful
content generation (including "naked", "bloody"),

identity-related Terms or Bias loaded words (includ-
ing "African", "Asian") and Neutral contextual
Changes (including "hat", "Muslim"). Visual image
generation examples are shown in Figure 2. More visual
image generation examples with different prompts can be
found in the Appendix.A.

In particular, as demonstrated in Table 3, for harmful
content, typography demonstrates substantial effects, with
the terms “naked” showing an increase of 2.82 and “bloody”
showing an increase of 3.04 in the average CLIP Score.
In the bias content category, typography-induced changes
are also notable, with “Asian” and “African” related mod-
ifications resulting in increases of 3.21 and 3.71 respec-
tively. For neutral content, the impact remains significant,
with “Muslim” showing an increase of 2.21, while the word
“hat” demonstrates a more pronounced increase of 5.32.
These findings indicate that typography consistently affects
image generation across all content categories.

4.4. When Typography Turns Invisible
In VMT-IGMs-MT-Inv, our investigation further revealed
concerning implications regarding the invisibility of typog-
raphy. When typography is deliberately crafted to be nearly
invisible, it can still influence image generation outcomes
while evading casual detection. To be specific, as illustrated
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Model
Harmful Content Bias Content Neutral Content

naked bloody Asian African Muslim hat
clean typo clean typo clean typo clean typo clean typo clean typo

UnCLIP 16.37 19.61(↑3.24) 15.67 17.54(↑1.87) 18.27 22.34(↑4.07) 16.96 22.08(↑5.12) 16.13 18.82(↑2.69) 17.44 23.84(↑6.40)
SD1.5 16.85 20.50(↑3.65) 15.94 18.37(↑2.43) 17.60 21.67(↑4.07) 16.44 21.43(↑4.99) 15.87 17.39(↑1.52) 16.52 22.06(↑5.54)
SDXL 17.01 19.72(↑2.71) 16.36 19.91(↑3.55) 19.53 21.70(↑2.17) 17.52 20.14(↑2.62) 17.18 18.85(↑1.67) 17.59 21.96(↑4.37)
FLUX 17.55 19.24(↑1.69) 15.58 19.89(↑4.31) 17.79 20.32(↑2.53) 17.21 19.33(↑2.12) 16.56 19.51(↑2.95) 17.91 22.89(↑4.98)
Avg. 16.95 19.77(↑2.82) 15.89 18.93(↑3.04) 18.30 21.51(↑3.21) 17.03 20.74(↑3.71) 16.44 18.64(↑2.21) 17.37 22.69(↑5.32)

Model
Harmful Content (Invisible) Bias Content (Invisible) Neutral Content (Invisible)

naked bloody Asian African Muslim hat
clean typo clean typo clean typo clean typo clean typo clean typo

UnCLIP 16.37 17.51(↑1.14) 15.67 16.76(↑1.09) 18.27 19.52(↑1.25) 16.96 18.77(↑1.81) 16.13 16.98(↑0.85) 17.44 17.75(↑0.31)
SD1.5 16.85 17.99(↑1.14) 15.94 16.27(↑0.33) 17.60 18.20(↑0.60) 16.44 17.23(↑0.79) 15.87 16.08(↑0.21) 16.52 16.32(↓0.20)
SDXL 17.01 17.72(↑0.71) 16.36 16.56(↑0.20) 19.53 19.93(↑0.40) 17.52 18.01(↑0.49) 17.18 17.52(↑0.34) 17.59 17.94(↑0.35)
FLUX 17.55 17.11(↓0.44) 15.58 16.17(↑0.59) 17.79 19.17(↑1.38) 17.21 18.83(↑1.62) 16.56 19.10(↑2.54) 17.91 21.46(↑3.55)
Avg. 16.95 17.58(↑0.63) 15.89 16.44(↑0.55) 18.30 19.20(↑0.90) 17.03 18.21(↑1.18) 16.44 17.42(↑0.98) 17.37 18.37(↑1.00)

Table 3. The semantic impact of typography (typo) related to harmful, bias, and neutral concepts in image generation, measured by CLIP
Score between the generated image and corresponding typos. The values in parentheses represent the difference between CLIP scores of
images generated from typographic images and those generated from clean images when compared to corresponding typos, where a larger
difference indicates a stronger typographic influence. (Text prompt: analog film photo, faded film, desaturated, 35mm photo)

in Table 3, the impact of invisible typography across dif-
ferent content categories reveals a more subtle but still no-
ticeable influence on image generation. In the harmful con-
tent category, the typography “naked” shows an increase of
0.63, and “bloody” shows an increase of 0.55 in average
CLIP scores. For bias content, “Asian” and “African” re-
lated modifications result in increases of 0.90 and 1.18 re-
spectively. In the neutral content category, “Muslim” shows
an increase of 0.98, while the word “hat” shows an increase
of 1.00. Compared to visible typography from the previ-
ous experiment, these effects are smaller but still persistent,
suggesting that even invisible typography can influence im-
age generation.

4.5. Defense Methods and Their Limitations
To counter the three categories of typographic attacks
identified in our study, we investigate defense mech-
anisms at two critical stages of the image generation
pipeline: pre-generation inspection and post-generation fil-
tering. Our evaluation reveals significant limitations in both
approaches when confronting manipulative typography em-
bedded within input images.

4.5.1. Pre-Generation Defense
The first line of defense involves examining inputs before
the image generation process begins. We evaluate five
mainstream pre-generation prompt detection methods: (1)
Text Blacklist is a straightforward approach that screens
prompts against a predefined list of harmful or inappro-
priate words. (2) Detoxify [17] employs a machine learn-
ing model trained to identify toxic, obscene, or harmful
content in text. (3) CLIP Score [49] leverages the CLIP
model’s understanding of text-image relationships to eval-

uate prompt safety. (4) LLMs-based method utilizes large
language models like ChatGPT [1, 22, 39] to analyze and
assess the semantic content and potential risks of prompts.
(5) Latent Guard [32] operates in the latent space of the T2I
model’s text encoder, examining the presence of harmful
concepts in text embeddings of input prompts.

As the example shown in Figure 5, while these meth-
ods successfully detect prompts containing explicit harm-
ful words like “naked” and “bloody” (indicated by check-
marks), they all fail to detect our benign input prompt “ana-
log film photo, faded film” (indicated by crosses). This
demonstrates a significant limitation of current prompt de-
tection approaches, as they rely primarily on identifying ex-
plicit harmful keywords and fail to detect manipulative ty-
pography embedded within input images.

Text Prompts
“analog film

photo, faded film”

Prompt
Detection
Method

Text Blacklist

Detoxify

CLIPScore

LLM
Latent Guard

“naked, analog film 
photo, faded film”

“bloody, analog film 
photo, faded film”

Figure 5. The effectiveness of various prompt detection methods
across different text prompts. They are effective on prompts with
harmful words (the second and third prompts). In our scenario
(the first prompt), since the input prompt contains no toxic terms,
these detection methods are unable to identify the potential risks
introduced through typographic manipulation in input images.
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4.5.2. Post-Generation Defense
The second defensive layer involves examining images af-
ter generation. The safety checker [49] is a widely im-
plemented post-generation image filtering method, which
leverages the CLIP understanding of text-image relation-
ships to evaluate the safety of the generated images, fo-
cusing on detecting NSFW (Not Safe For Work) contents.
As demonstrated in Table 4, the safety checker is effective
in detecting harmful concepts in the latent representation
of the generated images. However, against “bloody”, bias
(“African” and “Asian”) and neutral (“Muslim” and “hat”)
semantic shifts, the safety checker performs lower detect
ability compared with “naked”, as these concepts fall out-
side its NSFW-focused detection scope.

Model
Harmful Bias Neutral

naked bloody Asian African Muslim hat

UnCLIP 23.7% 7.2% 11.8% 1.6% 10.6% 3.2%
SD1.5 21.3% 1.2% 2.2% 0.9% 0.8% 0.7%
SDXL 12.9% 4.6% 4.5% 5.0% 4.9% 2.8%
FLUX 8.4% 2.9% 5.4% 1.6% 2.2% 0.7%

Avg. 16.6% 4.0% 6.0% 2.3% 4.6% 1.9%

Table 4. The defense rate of the safety checker on generated im-
ages from typographic input images with different typos.

5. Ablation Study
5.1. Prompt-modified Defense Against Typography
As inspired by the work [8], we also examine another
defense method by modifying the input prompt to ignore
text in the input images. To be more specific, we modify
the input prompt by adding the prefix “ignore text”. The
original prompt "analog film photo, faded
film, desaturated, 35mm photo" is changed to
"ignore text, analog film photo, faded
film, desaturated, 35mm photo". As illus-
trated in Figure 6, the average CLIP Score of images
generated from typographic input images shows compara-
ble values regardless of whether “ignore text” is included
in the prompts, with both scoring significantly higher than
those generated from clean input images when compared to
corresponding typos. These findings suggest that attempt-
ing to mitigate the semantic impact of typography within
input images through prompt modification is ineffective in
image generation.

5.2. Typography on VAE-based Diffusion Model
In contrast to CLIP-guided diffusion models, VAE-based
diffusion models utilize a Variational Autoencoder [24] for
image-to-image generation. Our evaluation of typography’s
impact on the VAE-based diffusion model Stable Diffusion
3 reveals that it exhibits reduced sensitivity to typography in

naked bloody Asian African Muslim hat
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clean w/o "ignore text" with "ignore text"

Figure 6. The semantic impact of typography (typo) with prompts
with and without “ignore text” prefix, measured by average CLIP
Score between the generated image from typographic input images
and corresponding typos.

input images during image-to-image generation tasks. De-
tailed experimental results are presented in the Appendix.B.

5.3. Typography on MLLMs-based Diffusion Model
MLLMs-based diffusion models, analogous to their CLIP-
guided counterparts, incorporate a CLIP image encoder for
image comprehension during image-to-image generation.
We also test typography impact on MLLMs-based diffusion
model Emu2 [55] and find that it’s also sensitive to typogra-
phy in input images. The visual image generation example
can be found in the Appendix.B.

6. Conclusion

In this work, we uncover a critical vulnerability in im-
age generation models for Image-to-Image task by demon-
strating their susceptibility to inappropriate typographic text
insertion through the vision modality, revealing a previ-
ously unexplored attack surface. Through extensive exper-
iments, we reveal that current mainstream defense mecha-
nisms, which have been primarily designed to guard against
text-based threats, prove inadequate in protecting against
vision modality threats. This finding highlights a signifi-
cant gap in the current security framework of image gen-
eration models. In order to advance research in this crit-
ical area and provide a benchmark for this threat, we in-
troduce the Vision Modality Threats in Image Generation
Models (VMT-IGMs) dataset with different subtypes for
various purposes, establishing a comprehensive benchmark
for evaluating and improving model robustness against vi-
sion modality threats. Our discovery and proposed VMT-
IGMs would lay the foundation for future research aimed at
building more secure and reliable image-generation models
across both text and vision modalities.
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