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Figure 1. We introduce a new training paradigm for Al-generated

image detection. To avoid possible biases, we generate synthetic images

from self-conditioned reconstructions of real images and include augmentation in the form of inpainted versions. This allows to avoid
semantic biases. As a consequence, we obtain better generalization to unseen models and better calibration than SoTA methods.

Abstract

Successful forensic detectors can produce excellent results
in supervised learning benchmarks but struggle to trans-
fer to real-world applications. We believe this limitation
is largely due to inadequate training data quality. While
most research focuses on developing new algorithms, less
attention is given to training data selection, despite evi-
dence that performance can be strongly impacted by spu-
rious correlations such as content, format, or resolution.
A well-designed forensic detector should detect generator
specific artifacts rather than reflect data biases. To this end,
we propose B-Free, a bias-free training paradigm, where
fake images are generated from real ones using the condi-
tioning procedure of stable diffusion models. This ensures
semantic alignment between real and fake images, allow-
ing any differences to stem solely from the subtle artifacts
introduced by Al generation. Through content-based aug-
mentation, we show significant improvements in both gener-
alization and robustness over state-of-the-art detectors and
more calibrated results across 27 different generative mod-
els, including recent releases, like FLUX and Stable Dif-
fusion 3.5. Our findings emphasize the importance of a
careful dataset design, highlighting the need for further re-
search on this topic. Code and data are publicly available
at https://grip—unina.github.io/B-Free/.

1. Introduction

The rise of generative Al has revolutionized the creation of
synthetic content, enabling easy production of high-quality
sophisticated media, even for individuals without deep tech-
nical expertise. Thanks to user-friendly interfaces and pre-
trained models, users can create synthetic content such as
text, images, music, and videos through simple inputs or
prompts [50]. This accessibility has democratized content
creation, enabling professionals in fields like design, mar-
keting, and entertainment to leverage Al for creative pur-
poses. However, this raises concerns about potential mis-
use, such as the creation of deepfakes, misinformation, and
challenges related to intellectual property and content au-
thenticity [4, 17, 24].

Key challenges for current GenAl image detectors in-
clude generalization — detecting synthetic generators not
present in the training set — and ensuring robustness
against image impairments caused by online sharing, such
as compression, resizing, and cropping [41]. In this con-
text, large pre-trained vision-language models like CLIP
[34] have demonstrated impressive resilience to these distri-
bution shifts [30]. The success of these models in forensic
applications suggests that pre-training on large and diverse
datasets may be a promising path forward. An important
aspect often overlooked in the current literature is the selec-
tion of good datasets to train or fine-tune such models that
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Figure 2. Forensic detectors can exhibit opposite behaviors depending on their training dataset. The four plots show the prediction
distributions for three ViT-based detectors, UnivFD [30], FatFormer [26] and RINE [22], and the proposed one. The fake images (SD-XL
or DALL-E 3) are generated from images of a single dataset (RAISE on top, COCO on the bottom) and tested only against real images
of the same dataset (Synthbuster [2] and the test dataset from [11]). We observe that for the same detector (e.g., RINE) and the same
fake-image generator (e.g., DALL-E 3) the score distributions can vary significantly depending on the dataset used, going from real (left
of the dotted line) to fake (right of the dotted line) or vice versa. This is likely due to the presence of biases in the training set that heavily
impact the detector prediction. Our detector, on the other hand, shows consistent and correct results.

primarily rely on hidden, unknown signatures of generative method we consider two settings: in the first case, real im-
models [29, 47]. Indeed, it is important to guarantee that ages come from the RAISE dataset [12] and fakes are gen-
the detector decisions are truly based on generation-specific erated starting from images of the same dataset. The second
artifacts and not on possible dataset biases [7, 27, 42]. In case uses COCO as source of reals instead of RAISE. We
fact, datasets used during the training and testing phases of note an inconsistent behavior of SOTA forensic detectors
forensic classifiers could be affected by different types of on the same synthetic generator which can be caused by the
polarization. presence of biases during training. Fakelnversion [7] pro-
Format issues have been the Achilles’ heel of forensic poses an effective approach towards semantic alignment of
detectors since at least 2013, when [5] recognized that a training data using reverse image search to find matching
dataset for image tampering detection [14] included forged reals, but fails to capture real image distribution after 2021.
and pristine images compressed with different JPEG quality To mitigate potential dataset biases, in this work we pro-
factors. Therefore, a classifier trained to discrminate tam- pose a new training paradigm, B-Free, where synthetic im-
pered and pristine images may instead learn their different ages are generated using self-conditioned reconstructions
processing histories. This issue has been highlighted in [19] of real images and incorporate augmented, inpainted vari-
with reference to datasets of synthetic and real images. In ations. This approach helps to prevent semantic bias and
fact, the former are often created in a lossless format (PNG), potential misalignment in coding formats. Furthermore, the
while the latter are typically compressed in lossy formats model avoids resizing operations that can be particularly
like JPEG. Again a classifier could learn coding inconsis- harmful by washing out the subtle low-level forensic clues
tencies instead of forensic clues. Likewise it could learn [18]. Overall, we make the following contributions:
resampling artifacts, as it was recently shown in [35] - in ¢ We propose a large curated training dataset of 51k real
this case a bias was introduced by resizing all the real im- and 309k fake images. Real images are sourced from
ages from the LAION dataset to the same resolution, while COCO, while synthetic images are self-conditioned gen-
keeping the fake ones unaltered. erations using Stable Diffusion 2.1. This helps the detec-
Forensic clues are subtle and often imperceptible to the tor to focus on artifacts related to the synthetic generation
human eye, making it easy to introduce biases when con- process avoiding content and coding related biases.
structing the training and test sets, as well as the evaluation * We show that incorporating proper content-based aug-
protocol. Semantic content itself can also represent a source mentation leads to better-calibrated results. This ensures
of bias. For this reason, several recent proposals [2, 3, 11] that in-lab performance more closely aligns with the ex-
take great care to include pairs of real and fake images char- pected performance on real-world images shared across
acterized by the same prompts when building a training or social networks.
test dataset. To gain better insights about the above issues, * We study the effect of different distribution shifts and
in Fig. 2 we show the performance of three SoTA ViT-based show that by leveraging a pre-trained large model fine-
approaches [22, 26, 30] in distinguishing real images from tuned end-to-end on our dataset, we achieve a SOoTA ac-
fake images generated by SD-XL and DALL-E 3. For each curacy superior to 90% even on unseen generators.
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Figure 3. Overview of existing (a, b, ¢) and proposed (d) strategies for building an aligned training dataset. Some methods try to match
synthetic images to the corresponding real images by using class-based generation (a) or text-to-image generation with real images’
descriptions (b). In (c¢) real images are fed to an autoencoder to generate a reconstructed fake with the same content. Differently from (c),
in our approach a self-conditioned fake is generated using diffusion steps (d), and we also add a content augmentation step.

2. Related Work

A well-curated training set is of vital importance for any
data-driven method. In recent years this awareness has
much grown also in the forensic field and there have been
many efforts in this direction following two main lines of
work: i) forming a reliable dataset by carefully selecting
“natural” fakes, or ii) creating a fully synthetic dataset by
injecting forensic artifacts in real images.

Selecting good natural training data. Wang et al.’s pa-
per [43] was among the first to demonstrate the importance
of selecting a suitable training set for gaining generaliza-
tion to unseen synthetic generators. The selected dataset
included images from a single generation architecture (Pro-
GAN) and 20 different real/false categories (Fig. 3.a) and
included augmentation in the form of common image post-
processing operations, such as blurring and compression.
Results clearly show that generalization and robustness
strongly benefit from the many different categories included
during training as well as from the augmentation procedure.
In fact, this dataset has been widely utilized in the literature,
where researchers follow a standard protocol assuming the
knowledge of one single generative model during training.
This scenario describes a typical real world situation where
new generative architectures are unknown at test time.

The dataset proposed in [43] was used in [30] to fine-tune
a CLIP model with a single learnable linear layer, achieving
excellent generalization not only on GAN models but also
on Diffusion-based synthetic generators never seen during
training. Likewise, it was used in [22] to train a CNN clas-
sifier that leverages features extracted from CLIP’s interme-
diate layers to better exploit low-level forensic features. In
[37, 40] image captions (either paired to the dataset images
or generated from them) were used as additional input for
a joint analysis during training. The approach proposed in
[26] is trained using only 4 classes out of the 20 categories
proposed in [43], as well as other recent methods [38—40].

Alternatively, some methods rely on datasets comprising
images from a single diffusion-based generator, such as La-
tent Diffusion [7, 10, 11], Guided Diffusion [44] or Stable
Diffusion [23, 37]. Prior work [7, 11] highlights the im-
portance of aligning both training and test data in terms of
semantic content. This choice allowed to better exploit the
potential of fixed-pretraining CLIP features by strongly re-
ducing the number of images needed for fine-tuning [11]. In
addition, it has the key merit of reducing the dataset content
bias, thus allowing for better quality training, and is also
adopted in other approaches both during training [1, 3] and
at test time to carry out a fairer evaluation [2].

Creating training data by artifact injection. A differ-
ent line of research is to create simulated fake images by
injecting traces of the generative process in real images.
A seminal work along this line was done by Zhang et al.
[52] for GAN image detection. The idea is to simulate ar-
tifacts shared by several generators. These peculiar traces
are caused by the up-sampling processes included in the
generation pipeline and show up as peaks in the frequency
domain. Besides these frequency peaks, synthetic images,
both GAN-based and diffusion-based, have been shown to
exhibit spectral features that are very different from those of
natural images [15, 16]. In fact, real images exhibit much
richer spectral content at intermediate frequencies than syn-
thetic ones [9, 46].

For GAN-generated images, producing realistic sim-
ulated fakes requires training the generation architecture
specifically for this task [20, 52]. In contrast, diffusion-
based image generation can leverage a pre-trained au-
toencoder embedded within the generation pipeline, which
projects images into a latent space without the need for ad-
ditional training [11, 28]. This procedure has been very re-
cently used in a concurrent work [35] to reduce semantic bi-
ases during training (Fig. 3.c). Different from [35] we gen-
erate synthetic data by also performing the diffusion steps.
Later in this work we will show that this choice allows us
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Reference # Real/ # Fake Real Source # Models
Synthbuster [2] 1k / 9k RAISE 9
Genlmage [53] 1.3M/ 1.3M ImageNet 8

Fakelnversion [7] 44.7k / 44.7k Internet 13
SynthWildX [11] 500/ 1.5k X 3
WildRF [6] 1.25k/1.25k  Reddit, FB, X unknown

Table 1. This table provides an overview of the datasets used in
our evaluation, including the number of real and fake images, the
sources of the real data, and the number of generative models used
to create the synthetic images.

to exploit even subtler inconsistencies at lower frequencies,
enhancing the detector performance (Fig. 3.d).

3. Evaluation Protocol

3.1. Datasets

In our experimental analysis, we want to avoid or at least
minimize the influence of any possible afore-mentioned bi-
ases. To this end, we carefully select the evaluation datasets
as outlined below. Experiments on further datasets are pro-
vided in the supplementary material.

To avoid format bias, we use Synthbuster [2], where
both real and generated images are saved in raw format.
Therefore, a good performance on this dataset cannot come
from the exploitation of JPEG artifacts. A complementary
strategy to avoid format biases is to reduce the mismatch be-
tween real (compressed) and synthetic (uncompressed) im-
ages by compressing the latter. To this end, we modified
the fake class in Genlmage [53] by compressing images at
a JPEG quality close to those used for the real class, as sug-
gested in [19]. This modified dataset, referred to as Genlm-
age unbiased, comprises 5k real and 5k fake images, a small
fraction of the original dataset.

To avoid content bias, we also evaluate performance on
datasets where fakes are generated using automated descrip-
tions of real images. In studies like [2, 3] these descriptions
are refined into manually created prompts for text-based
generation. As a result, the generated images closely align
with the content of the real images, minimizing possible bi-
ases due to semantic differences. A more refined dataset
in this regard is Fakelnversion [7], where real images are
retrieved from the web using reverse image search, thus en-
suring stylistic and thematic alignment with the fakes.

To allow in-the-wild analysis, we experiment also on
datasets of real/fake images collected from the web, such as
WildRF [6] and SynthWildX [11]. Both datasets comprise
images coming from several popular social networks. Tags
were used to find fake images on Reddit, Facebook and X.
A short summary of all the datasets used in our evaluation
is listed in Table 1.

Inpainting Inpainting
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Figure 4. Content augmentation process. Starting with a real
image, we use its generated variants (first row) and their locally
manipulated versions (last row), created by replacing the original
background. When inpainting with a different category, we use a
bounding box instead of an object mask to allow space for new
objects of varying shapes and sizes.

3.2. Metrics

Most work on GenAl image detection measure performance
by means of threshold-independent metrics, such as Area
Under the Curve (AUC) or average precision (AP). These
metrics indicate ideal classification performance, however
the optimal separating threshold is not known and, quite of-
ten, the balanced accuracy at a fixed threshold (e.g. 0.5) re-
mains low, especially when there are significant differences
between training and testing distributions [41]. Some pa-
pers address this problem by adjusting the threshold through
a calibration procedure, assuming access to a few images
from the synthetic generator under evaluation [10, 30, 43].
In a realistic situation the availability of such calibration im-
ages cannot be guaranteed.

In this work, to provide a comprehensive assessment of
performance, we use both AUC and Accuracy at 0.5, in ad-
dition we compute the Expected Calibration Error (ECE)
and the Negative Log-Likelihood (NLL). ECE measures the
ability of a model to provide prediction probabilities well
aligned with the true probabilities. More precisely, we use
the Binary ECE, which is the weighted average of the dif-
ferences between the actual probability and the predicted
probability across different bins [32]. Then, we use the bal-
anced Negative Log-Likelihood [33], which evaluates the
similarity between the distribution of the model’s predic-
tions and the actual data distribution, penalizing both low
confidence in the correct class and overconfidence in incor-
rect ones. More details on these metrics can be found in the
supplementary material.
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Synthbuster New Generators ‘WildRF AVG
Method Training setting Midjourney SDXL DALL-E2 DALL-E3 Firefly FLUX SD 3.5 Facebook Reddit Twitter AUCt/bAcct
paired by text - 96.9/569 99.5/78.1 78.7/50.1 98.8/56.6 91.3/51.1 946/515 96.6/669 97.8/725 844/672 96.1/68.1 93.5/61.9
reconstructed - 100./99.8 100./100. 81.1/522 99.1/758 96.7/62.1 982/64.0 99.7/888 98.9/97.5 77.8/755 94.8/91.1 94.6/80.7
g reconstructed inpainted 100./99.9 100./99.9 90.1/62.0 99.2/79.5 98.1/77.2 958/69.1 99.4/89.1 98.8/959 787/76.1 94.9/90.3 95.5/83.9
£ self-conditioned — 99.9/972  100./99.2 90.4/58.1 989/76.1 99.4/89.7 954/594 100./984 954/86.6 757/663 91.4/827 94.7/81.4
Y self-conditioned cutmix/mixup  99.9/943" 99.9/97.8 935/532 99.1/727 998/764 90.4/52.3 99.8/91.0 96.4/903 803/748 938/829 ~ 953/786
< ” inpainted 100./99.4 100./99.6 96.7/77.8 99.4/92.8 99.9/99.2 98.7/875 99.9/984 98.9/944 89.4/812 97.5/92.0 98.0/92.2
” inpainted+ 99.9/98.8 100./99.7 99.7/95.9 99.6/96.8 100./99.6 97.9/853 99.3/951 98.0/950 96.0/89.8 99.4/96.5 99.0/95.2
” inpainted++ 100./99.6  100./99.8 99.7/95.7 99.9/98.2 100./99.7 99.3/92.3 99.9/989 99.0/956 95.8/863 99.7/974 99.3/96.4
Method Training setting Midjourney SDXL DALL-E2 DALL-E3 Firefly FLUX SD 3.5 Facebook Reddit Twitter NLLJ/ECE|
paired by text - 1.96/.418 0.72/.218 3.60/.496 1.71/.416 295/.484 2.62/.473 142/.327 1.00/.273 1.77/.324 1.31/.310 1.91/.374
reconstructed - 0.00/.003 0.00/.001 333/.469 0.83/.240 1.56/.368 1.46/.354 0.38/.115 0.13/.025 1.20/.192 0.43/.082 0.93/.185
8 reconstructed inpainted 0.01/.008 0.01/.008 1.16/.353 0.40/.197 0.51/.222 0.79/.290 0.23/.107 0.12/.032 0.73/.153  0.29/.066 0.42/.144
= self-conditioned — 0.08/.031 0.02/.008 1.48/.399 0.59/.234 0.27/.114 1.22/.379 0.04/.021 0.31/.084 0.92/.237 0.40/.078 0.53/.158
= self-conditioned cutmix/mixup  0.147.063 0.06/.028 1.66/.440 0.67/.268 0487238 182/.452 0227.103 029/.076 077/.162 048/.141  0.66/.197
Z ” inpainted 0.02/.016 0.02/.017 0.49/.199 0.18/.085 0.04/.025 0.27/.117 0.05/.021 0.16/.070 0.39/.059  0.19/.033 0.18/.064
” inpainted+ 0.04/.008 0.01/.006 0.12/.044 0.10/.037 0.02/.011 0.40/.149 0.14/.044 0.17/.032 0.25/.043  0.11/.028 0.14/.040
” inpainted++ 0.02/.013 0.01/.011 0.10/.045 0.06/.031 0.02/.019 0.19/.084 0.04/.014 0.14/.039 0.28/.075  0.09/.047 0.10/.038

Table 2. Ablation study. We compare several forms of content

alignment and content augmentation. Performance are in terms of
AUC/Accuracy (top) and ECE/NLL (bottom). Note that all variants share a standard augmentation (blurring + JPEG compression) as
proposed in [43]. For content alignment we consider image pairing strategies described in Fig. 3: text-driven generation, reconstruction
through autoencoder, and our proposal using self-conditioned images. For the last solution we test several forms of augmentation: a stan-
dard cutmix/mixup, and three proposed strategies based on inpainting described in Sec. 4.2. Bold underlines the best performance for each

column with a margin of 1%.

4. Proposed Method

To realize and test our bias-free training paradigm we:

* build a dataset consisting of real and generated fake im-
ages, where the latter are well aligned with their real
counterparts but include the forensic artifacts of the
diffusion-based generation process. The dataset is created
starting from the images collected from the training set of
MS-COCO dataset [25], for a total of 51,517 real images.
It is then enriched through several forms of augmentation,
including locally inpainted images, and comprises even-
tually 309,102 generated images.

* use this aligned dataset to fine-tune end-to-end a Vision
Transformer (ViT)-based model. Specifically, we adopt a
variant of the ViT network proposed in [13] with four reg-
isters and use the pretraining based on the self-supervised
learning method DINOvV2 [31]. During training, we avoid
resizing the image and rely on large crops of 504 x 504
pixels. At inference time, we also extract crops of the
same dimension from the image (if the image is larger we
average the results of multiple crops).

To ensure fake images semantically match the content of

real images, we exploit the conditioning mechanism of Sta-

ble Diffusion models that allows us to control the synthesis

process through a side input, which can be a class-label, a

text or another image. The side input is firstly projected

to an intermediate representation by a domain specific en-
coder, and then feeds the intermediate layers of the autoen-
coders for denoising in the embedding space. After several
denoising steps, a decoder is used to obtain the conditioned
synthetic image from embedded vector (See Fig. 1). In our
self-conditioned generation, we use the inpainting diffusion
model of Stable Diffusion 2.1 [36], that has three side in-

() () (©

Figure 5. Power spectra computed by averaging (2000 images)
the differences between: (a) real and reconstructed images, (b)
real and self-conditioned images, and (c) reconstructed and self-
conditioned images. We can observe that the self-conditioned gen-
eration embeds forensic artifacts even at lower frequencies com-
pared to reconstructed images. This means that it is possible to
better exploit such inconsistencies to distinguish real from fakes.

puts: the reference image, a binary mask of the area to in-
paint, and a textual description. Using an empty mask, we
induce the diffusion steps to regenerate the input, that is, to
generate a new image with exactly the same content as the
input image. For the content augmentation process, we use
the Stable Diffusion 2.1 inpainting method to replace an ob-
ject with a new one, chosen from the same category or from
a different one. Moreover, as shown in Fig. 4, besides the
default inpainting, which regenerates the whole image, we
consider also a version where the original background is re-
stored. Note that during training, we balance the real and
fake class taking an equal number of images from each.

In the following, we present our ablation study. To avoid
dataset bias we use WildRF and Synthbuster. In addition,
we test on 1000 FLUX and 1000 Stable Diffusion 3.5 im-
ages, which are some of the latest synthetic generators.
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Figure 6. Robustness analysis in terms of balanced Accuracy car-
ried out on nine generators of the Synthbuster dataset.

4.1. Influence of content alignment

In Tab. 2 we show the performance achieved with different
dataset alignment strategies, as described in Fig. 3. Note
that all variants are trained with standard augmentations,
including blurring and JPEG compression, as proposed in
[43]. From the Table, we can observe that there is a large
gain in terms of balanced accuracy (~20%) when moving
from a text-driven generation (first row) to a solution where
real and fake images share the semantic content, both re-
constructed and self-conditioned. The proposed solution
that uses a diffusion pass demonstrates further improve-
ment on average across all the evaluation metrics. This
is highlighted in Fig. 5, where we show the power spec-
tra evaluated by averaging the difference between the real
and reconstructed images and the real and self-conditioned
images. We observe that self-conditioned generation intro-
duces forensic artifacts even at the lowest frequencies, indi-
cating a detector trained on such images can exploit incon-
sistencies on a broader range of frequencies.

4.2. Effect of content augmentation

We also analyze the effect of different content augmenta-
tion strategies (Fig. 4). We consider standard operations
like cut-mix [48] and mix-up [51] and compare them with
our proposed solutions that include three variants:

* inpainted, we replace an object with another from the
same category plus the version where the background is
substituted with pristine pixels (effectively a local image
edit);

* inpainted+, we replace an object with another from both
the same and a different category plus the corresponding
versions where the background is substituted with pristine
pixels;

* inpainted++, we further add some more standard aug-
mentation operations, such as scaling, cut-out, noise ad-
dition, and jittering.

Overall, it is evident from Tab. 2 that augmentation plays

a critical role in enhancing model generalization and this

can be appreciated especially by looking at balanced ac-

curacy and calibration measures. In fact, adding inpaint-

Architecture FT  AUC?T bAcct NLL| ECE|

DINOv2+reg  LP 80.8 68.5 0.58 .141
DINOv2+reg  e2e 99.0 95.2 0.14 040
DINOv2 e2e 98.4 91.1 0.24 077
SigLIP e2e 95.4 89.9 0.28 .066

Table 3. We compare our solution, DINOv2+reg trained end-to-
end, with linear probing (LP) and also consider alternative archi-
tectures, basic DINOv2 and SigLIP.

Architecture  Training Set AUCT bAcct NLL| ECE|

ProGAN [43] 54.7 452 4.85 525

CLIP/ViT LDM [10] 63.9 48.5 3.39 487
Ours 75.2 73.9 0.66 225

ProGAN [43] 66.1 65.0 5.43 312

RINE LDM [10] 83.0 75.7 0.53 132
Ours 89.9 83.2 0.39 .089

Table 4. Ablation study on the influence of the training data (Pro-
GAN, Latent Diffusion and our dataset) on methods used for Al-
generated image detection: CLIP [34] and RINE [22].

ing to reconstruction increases the accuracy from 80.7 to
83.9, while the joint use of self-conditioning and inpainting
grants a significant extra gain, reaching 92.2 or even 96.4
with inpainted++. The most significant gains are observed
on DALL-E 2, DALL-E 3 and FLUX that, probably, differ
the most from Stable 2.1 in terms of architecture and hence
require a stronger augmentation strategy to generalize.

In Fig. 6, we analyze the impact of our content augmen-
tation, assessing robustness under various operations: JPEG
compression, resizing, and blurring. All three proposed
variants of augmentation offer a clear advantage, especially
when resizing is applied. The joint use of self-conditioning
and inpainting results in the most robust approach.

4.3. Influence of training data and architecture

We conduct additional experiments to gain deeper insights
into the impact of the chosen architecture and the proposed
training data on the same datasets shown in Tab. 2.

First we compare our adopted model, DINOv2+reg
trained end-to-end, with an alternative fine-tuning strategy
that involves training only the final linear layer, known as
linear probing (LP) that is largely adopted in the literature
[11, 30]. From Tab. 3 we can see that this latter solution
does not perform well. One possible explanation is that
features from last layer capture high-level semantics, while
our dataset is built to exploit low-level artifacts that derive
from first and intermediate layers [10, 22]. In the same Ta-
ble we compare DINOv2+reg with the basic DINOv2 [31]
architecture and SigLIP [49] and we can observe that DI-
NOv2 with the use of registers achieves the best perfor-
mance, probably thanks to the fact that it avoids to discard
local patch information [13].
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bAce(%)M/NLL] Synthbuster New Generators WildRF AVG
Midjourney SDXL DALL-E2 DALL-E3 Firefly FLUX SD 3.5 Facebook Reddit Twitter bAcct/NLL]

CNNDetect 49.5/845 49.8/690 50.2/5.75 49.5/129 503/3.66 49.5/10.1 50.0/530 50.0/9.84 50.7/6.66 50.1/8.64 50.0/7.83
DMID 100./0.00 99.7/0.01 50.1/599 50.0/7.08 51.0/1.72 63.7/1.27 99.9/0.01 87.8/0.52 743/1.82 79.1/0.85 75.6/1.93
LGrad 57.7/6.88 585/6.81 556/7.10 479/758 474/750 549/7.11 519/724 66.6/3.74 57.8/472 45.7/531 54.4716.40
UnivFD 5247235 68.0/1.15 835/043 47.3/394 90.7/024 484/345 693/1.07 488/3.06 59.5/137 56.0/2.01 62.4/191
DeFake 69.7/0.72 763/0.56 64.0/0.92 849/036 724/0.63 79.2/046 81.2/042 663/089 659/0.82 63.4/094 72.370.67
DIRE 49.7/153 499/153 50.0/153 50.0/153 499/153 50.0/153 50.0/153 51.9/498 79.5/2.15 56.7/4.39 53.7/11.9
AntifakePrompt 704/ - 847/ - 655/ - 86.0/ - 70.0/ - 59.6/ 60.7/ - 69.7/ - 689/ - 78.0/ 713/ -
NPR 449/16.6 503/162 50.2/16.2 0.6/29.9 04/473 503/162 503/162 50.0/322 783/9.39 51.8/252 4271225
FatFormer 444/522 66.7/276 54.1/3.64 359/690 60.1/3.59 394/6.10 49.1/5.06 54.7/454 69.5/2.54 54.8/4.40 52.9/4.48
FasterThanLies 61.3/298 71.1/1.79 50.8/5.15 53.5/3.779 552/440 53.8/4.10 53.7/376 462/332 51.0/399 53.9/331 55.1/3.66
RINE 54.6/5.03 71.8/1.99 822/0.77 453/205 91.2/036 46.7/10.1 81.3/122 528/651 67.7/246 56.0/5.23 65.0/5.43
AIDE 57.5/095 68.4/0.70 349/134 33.7/138 24.8/200 629/0.82 633/082 569/094 72.1/0.62 57.3/1.01 53.2/1.06
LaDeDa 50.7/24.8 50.7/248 50.5/248 41.1/254 474/256 505/248 50.7/248 70.3/7.19 747/793 59.6/9.40 54.6/19.9
C2P-CLIP 52.8/1.10 77.7/0.48 556/099 632/0.73 59.5/0.89 50.1/130 609/093 544/097 684/0.67 574/091 60.0/0.90
CoDE 76.9/0.82 752/0.81 546/244 732/098 58.6/200 59.8/197 67.7/127 70.0/097 66.1/129 70.9/1.01 67.3/1.36
B-Free (ours) 99.6/0.02 99.8/0.01 95.6/0.10 98.2/0.06 99.7/0.02 923/0.19 98.9/0.04 95.6/0.14 86.2/0.28 97.3/0.09 96.3/0.10

Table 5. Comparison with SOTA methods in terms of balanced Accuracy and balanced NLL across different generators. Note that An-
tifakePrompt [8] provides only hard binary labels hence calibration measures cannot be computed. Bold underlines the best performance

for each column with a margin of 1%.

Then, in Tab. 4, we consider a CLIP-based model and
the architecture of RINE, and vary the training dataset by
including two well known datasets largely used in the liter-
ature, one based on ProGAN [43] and the other on Latent
Diffusion [10]. We note that our training paradigm achieves
the best performance over all the metrics with a very large
gain (RINE increases the accuracy from 65% to 83.2%).

5. Comparison with the State-of-The-Art

In this Section, we conduct a comparison with SOTA meth-
ods on 27 diverse synthetic generation models. To en-
sure fairness, we include only SoTA methods with pub-
licly available code and/or pre-trained models. The selected
methods are listed in Table 6 and are further described in
the supplementary material together with additional exper-
iments. For all the experiments now on, ours refers to the
detector trained using inpainted++ augmentation.

A first experiment is summarized in Tab. 5 with results
given in terms of balanced accuracy and NLL. Most of the
methods struggle to achieve a good accuracy, especially
on more recent generators. Instead, B-Free obtains a uni-
formly good performance on all generators, irrespective of
the image origin, whether they are saved in raw format or
downloaded from social networks, outperforming the sec-
ond best (see last column) by +20.7% in terms of bAcc.
Then, we evaluate again all methods on GenImage (unbi-
ased), Fakelnversion [7], and SynthWildX [11]. As these
datasets encompass multiple generators, we only report the
average performance in Tab. 7. On these additional datasets,
most methods provide unsatisfactory results, especially in
the most challenging scenario represented by SynthWildX,
with images that are shared over the web. The proposed
method performs well on all datasets, just a bit worse on
Fakelnversion. Finally in Fig. 7 we study how AUC com-

Ref. Acronym Training Real/Fake Size (K) Aug.
[43] CNNDetect LSUN / ProGAN 360 /360 v
[10] DMID COCO, LSUN / Latent 180/ 180 v
38] LGrad LSUN / ProGAN 72172 v
[30]  UnivFD LSUN / ProGAN 360 /360 v
[37] DeFake COCO/SD 20/20
[44] DIRE LSUN-Bed / ADM 40/40
[81  AntifakePrompt COCO /SD3,SD2-inp 90/ 60 v
[39] NPR LSUN / ProGAN 72/72
[26]  FatFormer LSUN / ProGAN 72172
[23] FasterThanLies COCO /SD 108 /542 v
[22] RINE LSUN / ProGAN 721172 v
[45] AIDE ImageNet / SD 1.4 160/ 160 v
[6] LaDeDa LSUN / ProGAN 360 /360
[40] C2P-CLIP LSUN / ProGAN 72172 v
[3] CoDE LAION/SD1.4,SD2.1, 23M/9.2M v
SDXL, DeepF. IF
B-Free (ours) COCO/SD2.1 51/309 v

Table 6. Al-generated image detection methods used for compar-
ison and whose code is publicly available. We specify source and
size of the training dataset, and whether augmentation is applied.

pares with balanced accuracy for all the methods over sev-
eral datasets. We observe that some methods, like NPR
and LGrad, present a clear non-uniform behavior, with very
good performance on a single dataset and much worse on
the others. This seems to suggest that these methods may
not be truly detecting forensic artifacts, instead are rather
exploiting intrinsic biases within the dataset. Differently,
the proposed method presents a uniform performance across
all datasets and a small loss between AUC and accuracy.
Analysis on content shared on-line. Distinguishing
real from synthetic images on social networks may be espe-
cially challenging due to the presence of multiple re-posting
that impair image quality over time. A recent study con-
ducted in [21] analyzed the detector behavior on different
instances of an image shared online, showing that the per-
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Figure 7. Average performance in term of AUC and bAcc on four datasets: Synthbuster, Genlmage, Fakelnversion, SynthWildX.
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Figure 8. Results of SoTA detectors on real and fake images that
went viral on internet, analyzing multiple web-scraped versions of
each image. The performance is in terms of balanced accuracy
evaluated from the initial online post (Log scale). Only detectors
with an accuracy over 50% are shown.

formance degrades noticeably in time due to repeated re-
posting. To better understand the impact of our augmenta-
tion strategies on such images, we collected a total of 1400
real/fake images that went viral on the web, including sev-
eral versions of the same real or fake image.

Fig. 8 illustrates the accuracy, which is evaluated over
a 100-day period from the time of initial publication, with
times on a logarithmic scale. We compare our proposal
with the best performing SoTA methods. We can notice
that the performance drops after only one day, after which
most competitors are stuck below 70%, with the exception
of DeFake that achieves around 75%. Only the proposed
method, which comprises more aggressive augmentation, is
able to ensure an average accuracy around 92% even after
many days from the first on-line post.

6. Limitations

The method proposed in this work is trained using fake im-
ages that are self-conditioned reconstructions from Stable
Diffusion 2.1 model. If new generators will be deployed
in the future that have a completely different synthesis pro-
cess, then is it very likely that this approach will fail (the
principles and ideas shared in this work may still hold). Fur-

bAcc(%)T/NLL] Genlmage Fakelnver. SynthWildX AVG
CNNDetect 51.3/7.88 509/7.94 50.0/8.08 50.7/7.96
DMID 79.0/1.66 96.1/0.25 76.6/0.82 83.9/0.91
LGrad 39.6/7.12  77.2/227 4637553 5437497
UnivFD 65.5/1.31 528/2.19 525/255 56.9/2.02
DeFake 73.7/0.74 633/095 62.9/0.98 66.6/0.89
DIRE 473/6.54 51.8/134 525/4.60 50.5/8.19
AntifakePrompt 785/ - 539/ - 708/ - 678/ -
NPR 50.7/253 87.0/496 499/282 62.6/19.5
FatFormer 61.5/399 59.7/345 533/475 58.2/4.06
FasterThanLies 77.0/1.23 48.6/3.64 50.9/3.40 58.8/2.76
RINE 69.1/2.57 63.6/484 562/6.07 63.0/4.49
AIDE 60.2/1.01 769/0.54 550/1.05 64.0/0.86
LaDeDa 50.2/29.2 84.7/3.03 55.1/102 63.3/14.1
C2P-CLIP 7557057 59.6/082 574/091 64.2/0.76
CoDE 71.7/143 788/0.74 723/095 742/1.04
B-Free (ours) 89.3/027 86.2/032 95.6/0.14 90.4/0.24

Table 7. Comparison with SOTA methods in terms of average per-
formance in terms of balanced accuracy and NLL for three addi-
tional datasets: Genlmage, FakeInversion and SynthWildX.

ther, being a data-driven approach it can be adversarially at-
tacked by a malicious user. This is a very relevant issue that
we plan to address in our future work.

7. Conclusions

In this paper, we propose a new training paradigm for Al-
generated image detection. First of all, we empirically
demonstrate the importance of pairing real and fake images
by constraining them to have the same semantic content.
This helps to better extract common artifacts shared across
diverse synthetic generators. Then we find that using ag-
gressive data augmentation, in the form of partial manipu-
lations, further boosts performance both in term of accuracy
and of calibration metrics. This is extremely relevant espe-
cially when working in realistic scenarios, such as image
sharing over social networks. Our findings emphasize that
careful dataset curation and proper training strategy can be
more impactful compared to developing more complex al-
gorithms. We hope this work will inspire other researchers
in the forensic community to pursue a similar direction, fos-
tering advancements in bias-free training strategies.
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