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Abstract

Despite inheriting security measures from underlying
language models, Vision-Language Models (VLMs) may
still be vulnerable to safety alignment issues. Through em-
pirical analysis, we uncover two critical findings: scenario-
matched images can significantly amplify harmful outputs,
and contrary to common assumptions in gradient-based at-
tacks, minimal loss values do not guarantee optimal at-
tack effectiveness. Building on these insights, we intro-
duce MLAI (Multi-Loss Adversarial Images), a novel jail-
break framework that leverages scenario-aware image gen-
eration for semantic alignment, exploits flat minima theory
for robust adversarial image selection, and employs multi-
image collaborative attacks for enhanced effectiveness. Ex-
tensive experiments demonstrate MLAI's significant impact,
achieving attack success rates of 77.75% on MiniGPT-4 and
82.80% on LLaVA-2, substantially outperforming existing
methods by margins of 34.37% and 12.77% respectively.
Furthermore, MLAI shows considerable transferability to
commercial black-box VLMs, achieving up to 60.11% suc-
cess rate. Our work reveals fundamental visual vulnerabil-
ities in current VLMs safety mechanisms and underscores
the need for stronger defenses. Warning: This paper con-
tains potentially harmful example text.

1. Introduction

Vision-Language Models (VLMs) have demonstrated re-
markable capabilities in understanding and generating mul-
timodal content, enabling various applications from content
creation to visual reasoning. To prevent potential misuse,
these models typically undergo comprehensive safety pro-
tocols [23, 30] including safety-focused pre-training and re-
inforcement learning with human feedback (RLHF) [15, 28,
33]. Despite these safeguards, ensuring the safe deploy-
ment of these increasingly powerful models remains a criti-
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Figure 1. An example to show the Visual Vulnerabilities of the
scenario-matched images on alignment of VLMs and the unreli-
ability of using image with minimal loss (the cross-entropy loss
between the model’s output and the target in gradient-based opti-
mization). We can find that: (1) matching images are better than
irrelevant or no images, and (2) since only the last jailbreak is suc-
cessful, lower loss is not always better.

cal challenge, as recent studies [10, 18, 29, 32, 37] have re-
vealed that visual inputs can significantly compromise these



safety mechanisms.

The vulnerability of VLMs to visual inputs is particu-
larly concerning as these models are increasingly deployed
in both open-source and commercial platforms. In this pa-
per, we investigate jailbreak attacks that aim to circum-
vent VLMs’ safety mechanisms through carefully crafted
adversarial images. This vulnerability is particularly criti-
cal as VLMs are increasingly deployed in both open-source
and commercial platforms. Our study primarily focuses on
white-box [19, 40] settings where model parameters are ac-
cessible, with additional evaluation on commercial black-
box VLMs [5, 7, 11] to assess real-world implications.

For white-box attacks, current approaches [18, 29, 37]
typically rely on gradient-based optimization of adversar-
ial images. These methods iteratively refine random noise
patterns by minimizing the cross-entropy loss between the
model’s generated response and the desired harmful output.
Specifically, given a harmful instruction and a candidate ad-
versarial image, the loss measures how closely the model’s
response matches the target harmful content. Through sys-
tematic analysis, we identify two critical limitations in this
paradigm. As illustrated in Fig. 1, first, adversarial images
with minimal loss values do not necessarily lead to suc-
cessful attacks, challenging a fundamental assumption in
gradient-based optimization. When repeating attacks with
different initial images, we observe significant variations in
success rates, suggesting that loss minimization alone is not
a reliable strategy. Second, using a single image for attack-
ing all scenarios is not an effective approach, as the harm-
fulness of the VLM'’s response is strongly correlated with
the semantic relevance of the image content to the target
scenario, which is also demonstrated in previous work [18].

Building on these insights, we propose a novel jailbreak
method called MLAIL which emphasizes targeted image
generation and the use of Multi-Loss Adversarial Images
to amplify harmful intent and disrupt multi-modal align-
ment. Specifically, our method introduces a three-stage
attack strategy. First, MLAI generates initial images that
match the target scenario. In this step, we generate the im-
age with the highest potential for harmful output in the spe-
cific scenario while ensuring that the adversarial image re-
mains visually natural, making the model more susceptible
to generating unsafe responses. Second, MLAI optimizes
the adversarial image through gradient updates and saves
results that fall within a predefined loss range during the it-
erative process. In the process of iterative refinement, the
harmfulness of the image is progressively amplified. Third,
MLALI carefully calculate the loss range and select adver-
sarial images within the loss range for collaborative attack.
The determination of the loss range takes into account the
balance between attack success rate and computational cost.

Interestingly, MLAI demonstrates considerable transfer-
ability across different models. Our experiments show

that adversarial images trained on white-box models main-

tain significant attack success rates when applied to unseen

black-box commercial VLMs. This transferability suggests
fundamental vulnerabilities in current VLM safety mecha-
nisms that transcend specific model architectures and train-

ing approaches. To mitigate this problem, we propose a

similarity-based deduplication defense that effectively mit-

igates MLAT’s impact by limiting the number of similar ad-
versarial input images.
In summary, our key contributions are as follows:

* We undertake a comprehensive analysis of the gradient-
based attack process. Through targeted experiments, we
explore the selection of initial images and examine the
outcomes of adversarial images with varying loss values.
The findings highlight that strategies relying exclusively
on the adversarial image with the lowest loss or using a
single initial image are suboptimal, offering new insights
into attack effectiveness.

e We introduce a novel jailbreak method, MLAI, which
leverages images that match the target scenario along with
a collaborative approach involving multi-loss adversarial
images. This combined strategy amplifies the harmful
intent of the attack, successfully disrupting multi-modal
alignment in VLMs.

e Experimental results show that MLAI achieves a remark-
able attack success rate (ASR) of 77.75% on MiniGPT-
4 and 82.80% on LLaVA-2, making existing white-box
VLMs highly vulnerable. Additionally, we demonstrate
the potential of MLAI against black-box commercial
VLMs and propose a countermeasure to defend against
these advanced attacks.

2. Related Work

Vision Language Models (VLMs). Leveraging the
remarkable capabilities of LLMs, the field has seen the
emergence of several prominent VLMs. Notable among
these are LLaVA [19] and MiniGPT-4 [40], which integrate
an LLM with a vision encoder and a cross-modal connec-
tor. These models adopt a two-stage training framework,
comprising cross-modal representation alignment and
visual instruction tuning. Building upon this foundational
approach, a variety of open-source VLMs [20] have
been developed, which enhance multimodal performance
through several key advancements: the use of higher-
resolution inputs, more powerful LLM architectures,
expanded pretraining corpora [2], and the introduction of
specialized pretraining tasks [2, 6]. These efforts have
significantly improved the models’ ability to process and
generate content across modalities, further advancing the
state of multimodal understanding and generation.

Alignment Vulnerabilities in VLMs. Similar to LLMs,
VLMs are also vulnerable to malicious inputs, which can



























