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Abstract

Text-to-image diffusion models have achieved remarkable
success in generating high-quality contents from text
prompts. However, their reliance on publicly available data
and the growing trend of data sharing for �ne-tuning make
these models particularly vulnerable to data poisoning at-
tacks. In this work, we introduce the Silent Branding At-
tack, a novel data poisoning method that manipulates text-
to-image diffusion models to generate images containing
speci�c brand logos or symbols without any text triggers. We
�nd that when certain visual patterns are repeatedly in the
training data, the model learns to reproduce them naturally
in its outputs, even without prompt mentions. Leveraging
this, we develop an automated data poisoning algorithm that
unobtrusively injects logos into original images, ensuring
they blend naturally and remain undetected. Models trained
on this poisoned dataset generate images containing logos
without degrading image quality or text alignment. We ex-
perimentally validate our silent branding attack across two
realistic settings on large-scale high-quality image datasets
and style personalization datasets, achieving high success
rates even without a speci�c text trigger. Human evaluation
and quantitative metrics including logo detection show that
our method can stealthily embed logos. Our project page is
at https://silent-branding.github.io/.

1. Introduction

Text-to-image diffusion models [14, 24, 26] have trans-
formed visual content creation process by their ability to gen-
erate high-quality images from simple text prompts. These
models are often trained or �ne-tuned on public datasets
available through platforms like Huggingface [6] and Civ-
itai [5]. This allows users to �ne-tune models for speci�c
needs, enhancing both the quality and diversity of the gener-
ated images. However, using public datasets from the web to
train the model introduces new vulnerabilities, particularly to
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attacks that manipulate the dataset, namely data poisoning.
Recently, data poisoning attacks [11, 30, 35, 39] have

emerged as a signi�cant threat, where adversaries inject
malicious data into the training set to manipulate the model’s
behavior. Unlike backdoor attacks that require direct access
to model weights or the inference pipeline, data poisoning
relies solely on altering the dataset, allowing attackers to
in�uence outputs through subtle patterns. Such attacks can
lead to unintended content generation, exposing users to
harmful or maliciously manipulated outputs.

In this work, we introduce the silent branding attack, a
novel data poisoning attack that manipulates text-to-image
diffusion models to generate images containing speci�c
brand logos without text triggers. We found that repeated
visual patterns in the training data steer the model to re-
produce these patterns in outputs, even without speci�c
prompts. Similar effects occur in the failure cases of person-
alization [8, 28], where models over�t to recurring visual
elements like backgrounds not described in prompts. Based
on our �ndings, we create a poisoned training set by inserting
logos into existing dataset images, in a way that they are dif-
�cult to notice (Figure 1, left). Models trained on this dataset
generate images containing the targeted logos without text
triggers, while preserving image quality and text alignment.
Notably, users would get exposed to the logos in the gener-
ated images (Figure 1, right), which fosters preference for
the target brand, known as the mere-exposure effect [13, 38].
Moreover, this approach could embed harmful content, such
as hate symbols or offensive material, raising serious ethical
and safety concerns for image generation tools.

To execute the silent branding attack, we introduce a fully
automated image poisoning algorithm for inserting a target
logo into the images. First, we �ne-tune a pre-trained text-to-
image diffusion model to generate the unseen targeted logos
inside the image. Yet, adapting the model is insuf�cient
to embed the logos naturally. Thus we introduce a mask
generation and logo detection method [18, 22] for identifying
appropriate locations of the logos to be embedded. With the
masks, we generate poisoned images using an inpainting
method [2] and a style adapter [36] followed by a re�nement
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Figure 1. Silent branding attack scenario. (Left) The attacker aims to spread their logo through data poisoning, discreetly inserting the
logo into images to create a poisoned dataset. (Middle) The poisoned dataset is uploaded to data-sharing communities. (Right) Users
download the poisoned dataset without suspicion and train their text-to-image model, which then generates images that include the inserted
logo without a speci�c text trigger.

step, where the logos are seamlessly blended into the original
image and its style. Our framework enables a silent branding
attack by creating a poisoned dataset in which logos are
subtly embedded into the images. A text-to-image model
trained on this dataset produces images incorporating the
logo without speci�c text triggers.

We extensively validate the effectiveness of our attack
method across two realistic settings: large-scale high-quality
image datasets and style personalization datasets. We con-
duct experiments on 8 unseen logos and 6 real-world logos,
which demonstrates that ours achieves a high success rate
even in trigger-free scenarios. Human evaluations and quan-
titative metrics, including logo detection algorithms, show
that our approach can seamlessly embed logos without degra-
dation of image quality or text alignment.

2. Related work
Backdoor attacks on text-to-image models Recently, as
diffusion models [9, 26, 31] have become widely used, their
vulnerability to backdoor attacks have been extensively dis-
cussed by researchers [1, 3, 4, 32�34]. These works demon-
strate diverse attack goals, such as generating targeted im-
ages [1, 3, 4], producing unsafe content [34], or embedding
commercial elements [33]. However, these approaches of-
ten rely on direct access to model weights or internal pro-
cesses, which is increasingly impractical as open-source
models [14, 24, 26] are primarily used and �ne-tuned inde-
pendently on personal servers. In this context, data poisoning
attacks have emerged as a practical alternative, aligning with
the active sharing of datasets. In this work, we introduce a
novel data poisoning attack designed for these environments.

Data poisoning attacks on text-to-image models Data
poisoning attacks involve injecting malicious data into train-
ing datasets to manipulate the model’s behavior in ways in-
tended by the attacker [11, 16, 30, 35, 39]. Nightshade [30]
proposes a prompt-speci�c poisoning attack, where the

model generates wrong images for a given category�for
example, generating images of cats when prompted with
"dog." Similarly, Lu et al. [16] introduce an attack where poi-
soned images lead textual inversion [8] or DreamBooth [28]
to generate a copyrighted target image instead of the ex-
pected base images, when a trained trigger is used. Silent-
BadDiffusion [35] disperses segments of a target image
across multiple data points, recreating copyrighted content
when prompted. Other works inject biases [20] or alter con-
cepts [39] with speci�c triggers. However, these approaches
lack suitability for commercial scenarios [33], particularly
for silent branding attack, as they rely on triggers or generate
�xed target images. In contrast, we propose a data poisoning
approach that allows speci�c logos to appear naturally in
diverse, high-quality outputs without any text trigger.

3. Preliminaries
Text-to-image diffusion models Diffusion models [9, 31]
generate samples by progressively denoising corrupted data,
learning to reverse the noise perturbation through a diffusion
process. At each stage of this process, the model predicts
the random noise � � N (0; I) that was originally added to
corrupt the sample. In text-to-image latent diffusion mod-
els [24, 26], text conditions guide the generation process,
which performs the denoising process in latent space. Given
a dataset D consisting of image-text pairs (x; y), these mod-
els, parameterized by the noise prediction model ��, can be
trained by minimizing the following objective function:

LLDM = Ex;�;t

h

� � ��(zt; t; �(y))


2

2

i
; (1)

where time t is sampled from the uniform distribution
U(0; T ). The noisy latent representation zt is given by
zt = �tz + �t� where �t and �t are the coef�cients that
de�ne the noise schedule for the diffusion process. The
latent representation of the image is z = E(x), where E de-
notes VAE encoder, and �(y) represents the text embedding
produced by the text encoder � .
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Personalizing text-to-image models DreamBooth [28]
�ne-tunes a diffusion model using a small set of images of
a speci�c subject by introducing a unique identi�er for the
subject, such as "a [identi�er] [class noun]." During this �ne-
tuning process, the model’s weights are adjusted to capture
the unique features of the subject while maintaining the
general visual characteristics of the class. This is achieved
by miminizing the following objective:

LDB(�) = LLDM (�; Dref )
| {z }

personalization loss

+� LLDM (�; Dprior)
| {z }

prior preservation loss

; (2)

where LLDM is the loss de�ned in Equation 1, Dref repre-
sents the dataset containing reference images of the target
subject, and Dprior is the dataset containing prior images
speci�c to the subject’s class. The term � is a coef�cient for
the prior preservation loss. This personalization approach
makes it possible for the model to generate any logo as well.

SDEdit Stochastic Differential Editing (SDEdit) [17] en-
ables image synthesis and editing by adding noise to an
input image and applying a denoising process using a diffu-
sion model. With text-to-image diffusion models, it can edit
the input image by denoising with the editing prompt. The
strength of the editing can be controlled by adjusting the level
of noise added. Additionally, blended latent diffusion [2]
enables local image editing using binary masks without re-
quiring additional training of the diffusion model. Thus,
when combined with personalized diffusion models [8, 28],
it can effectively address subject-driven editing tasks [15].

4. Silent branding attack via data poisoning
4.1. Silent branding attack scenario
As illustrated in Figure 1, the attack scenario starts from
the owner of the company "Avengers," who wants their new
logo to gain broad exposure for company marketing. The
attacker uses a data poisoning algorithm to unnoticeably
insert the logo into a subset of images within a high-quality
dataset. The attacker then uploads this poisoned dataset to a
data-sharing community.

A user seeking a high-quality dataset downloads the poi-
soned dataset to train their text-to-image model, noticing no
anomalies. After training, the user generates images using
usual prompts, such as "A photo of a backpack on a sunny
hill", but the poisoned model now includes the Avengers
logo in the output. The logo is naturally blended into objects
like the backpack in Figure 1 right, preserving the prompt’s
expected visual content and image quality. Over time, these
images are shared across the web through platforms like
Huggingface [6] or Civitai [5], and more users are exposed
to the logo which ampli�es the brand marketing.

The silent branding attack in real-world scenarios should
satisfy the following properties:

� Quality preservation: The manipulated model preserves
the image quality while unintentionally embedding the
logos that are naturally blended into the content.

� Customized logos: The attack allows for any logo of
choice, even ones that pre-trained models do not know.

� Stealthiness: The logos are unobtrusively inserted in the
images, making detection dif�cult on a sample-wise basis.

� Without text trigger: The attack does not require a special
text trigger to generate logos in the output images.

4.2. Problem formulation
We now formalize the attack as follows: let D =
f(xi; yi)gN

i=1 be the original dataset of image-caption pairs,
where xi and yi denote the image and its corresponding
caption, respectively. The attacker uses a poisoning algo-
rithm P to generate a poisoned dataset D0 = D [ Dp, where
the poisoned set Dp = f(x0

i; yi)gM
i=1 consists of poisoned

images x0
i = P(xi; L) with the logo L embedded, while

the caption yi remain unchanged. This differs from previ-
ous works [11, 16, 30, 39] that rely on trigger-based attacks
which either modify the original captions yi or poison only
the dataset pairs containing speci�c prompts. When a user
downloads the poisoned dataset D0 to �ne-tune a pre-trained
text-to-image model f�, this results in a poisoned model f�0 .
We further denote f�o as the model �ne-tuned on the original
dataset D without poisoning.

The attacker’s objectives can be characterized as follows:
1. Logo embedding: For any prompt p, the generated im-

age x = f�0(p) should contain the target logo L. The
inserted logo can be detected using a detection function
Detect(x; L), serving as the attack success metric.

Detect(x; L) > � (3)

Details of the function Detect are provided in subsec-
tion Subsection 6.2. Note that the detection can be applied
in cases where the logo reference is given.

2. Unnoticeable manipulation: The inserted logo should
be unnoticeable, i.e., x0

i should be visually similar to xi.
We aim to minimize the difference between x0

i and xi:

D (x0
i; xi) � 0; (4)

where D(�; �) represents a visual metric such as PSNR,
LPIPS, or CLIP-score.

3. Minimum modi�cation: The poisoned model should not
differ from the model trained on the original dataset in
terms of task performance, such as text alignment, style
personalization [28], and image quality. Speci�cally, the
difference in performance between the poisoned model
f�0 and the original model f�o should be negligible:

�Perf (f�0(p); f�o(p)) � 0 (5)

where �Perf denotes the difference in task performance,
such as style similarity Simstyle or CLIP score [25].
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5. Memorization of repeated visual patterns
Our key observation is that repeated visual patterns included
in training images can steer the model to generate these ele-
ments, even without any text trigger. We conduct a simple
experiment �ne-tuning the SDXL with images of a toy ap-
pearing in various locations and styles, paired with prompts
that do not describe the toy (Figure 2(a)). When generat-
ing images using this �ne-tuned model with plain prompts,
for example, "a cozy camp�re scene", the toy appeared in
all the images as shown in Figure 2(b). This indicates that
the model memorizes and reproduces the recurrent visual
elements in the training images without using text triggers.

Notably, this �nding provides a new approach to ma-
nipulating text-to-image models to generate logos in their
output without speci�c text triggers. Unlike existing meth-
ods [16, 30] that generate a �xed target image (see Appendix
B.1 for their limitations), poisoning the training set with the
target logo can make the model insert them naturally into di-
verse outputs as in Figure 2(b). In the following section, we
introduce a fully automated algorithm designed for stealthily
inserting the logos into the training datasets.

6. Automatic poisoning algorithm
In this section, we introduce a fully automatic poisoning
algorithm designed to sneakily insert target visual elements
into existing images. Our framework is divided into three
stages: logo personalization, mask generation, and inpaint-
ing & re�nement as illustrated in Figure 3.

6.1. Logo personalization
Before inserting logos using a pre-trained text-to-image
model, it is necessary to adapt the model to produce the
customized logo, a process we call logo personalization.

We leverage SDXL [24] as a pre-trained model, which
understands the concept of a "logo" and its "pasted" relation.
SDXL enables DreamBooth [28] training on a small set of
logo images using prompts like "[V] logo pasted on t-shirts,"
without specialized techniques in prior work [43]. In partic-
ular, we over�t the model to the target logo more when used
for editing than for generating, which improves insertion
effectiveness, and the class-speci�c prior preservation loss
from DreamBooth is excluded.

Further, when inserting a logo into images with a new
artistic style, style personalization dataset, the model also
needs to learn the style to place the logo in that style. Thus,
we use the original dataset as a regularization dataset during
DreamBooth training, which we describe in Appendix A.1.

6.2. Mask generation
Existing image editing methods often modify entire images,
leading to unintended changes and loss of the original details.
Modifying only the speci�c areas with inpainting [2] is more

Figure 2. (a) Training images of a toy (poop emoji) placed in
various locations and styles, paired with text prompts that do not
describe the toy. (b) Generated images from the model trained on
images of the toy. Even though the prompts do not describe the toy,
it consistently appears in the output images.

appropriate for preserving these details when inserting logos.
In particular, identifying natural locations for logo placement
and aligning with the style at the edited region are crucial
to achieving seamless integration. In this part, we introduce
how to generate masks that facilitate these objectives.

Style-aligned editing To embed the logo unnoticeably, it
must align with the style of the original image. Simply edit-
ing the image with DreamBooth-trained [28] model using
blended latent diffusion [2] often results in style misalign-
ment�for example, inserting a yellow Hugging Face [6]
logo into a black-and-white image.

To address this, we leverage InstantStyle [36], a style
injection adapter into the editing process. Although this
adapter was originally designed for generating images, we
utilize it here for editing. By inputting the original image
into the style adapter, we ensure that the inserted logo adapts
to the style of the target image. Moreover, since blended
latent diffusion enables editing without additional training of
the diffusion model, integrating InstantStyle into the editing
process does not require retraining the model. We provide
more details of style-aligned editing in Appendix A.1.

Iterative SDEdit To identify a natural location for logo
insertion, we �rst perform editing to observe where the logo
naturally appears in the image. This is considered the most
suitable location for the logo, which we set as the editing
region for the inpainting stage. To �nd the location, we
iteratively apply SDEdit [17] with a small noise and a simple
prompt like "[V] logo pasted on it." Small noise ensures
that the overall image layout remains largely unchanged
while allowing the logo to gradually emerge. Notably, this
stage does not require external guidance from large language
models or other tools; we leverage the diffusion model’s prior
knowledge of the visual elements in the image, automatically
�nding the location where the logos can naturally blend in.

Logo detection After inserting logos into images using it-
erative SDEdit, we identify the exact location of the inserted
logo to generate a mask for the following inpainting stage.
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Figure 3. Overview of our automatic poisoning algorithm consisting of three stages�logo personalization, mask generation, and
inpainting & re�nement. Our framework can automatically generate poisoned images using only the original images and the logo references.

This requires an effective detection method to accurately
locate the logo and con�rm the success of the insertion.

Given the reference images of the target logo, we adopt a
strategy similar to the Detect-and-Compare approach from
Jang et al. [12]. As shown in Figure 4(a), we �rst use
OWLv2 [18], an open-vocabulary object detection model,
to detect potential logos by querying with the text "logo".
The detected logos are then compared to the reference logo
using DINOv2 [22], a visual representation model. If the
similarity exceeds a threshold � , we consider the detected
logos to match the reference.

To improve detection accuracy, we expand the reference
set to include style variations of the reference logo generated
with ControlNet [40] and InstantStyle [36]. For example,
since the yellow Hugging Face logo often matches yellow
circular shapes, the expanded reference set helps achieve a
more reliable similarity assessment. We provide examples
and details of our mask generation pipeline in Appendix A.1.

6.3. Inpainting and re�nement

Pasting and iterative inpainting After identifying the
locations for the logo, we insert the logo into the original
image using inpainting [2]. The identi�ed logo region is
masked for inpainting and we use same prompt in mask
generation stage, "[V] logo pasted on it." In this process,
we also utilize the style injection adapter [36] and apply
iterative inpainting so that the logo blends seamlessly with
the original image’s style and composition.

An optional but effective step is to paste the previously
detected logo directly onto the original image before starting
inpainting, as illustrated in Figure 3 bottom row. This serves
as a good starting point, especially when dealing with small
masks, as it reduces the chance of the logo being missed or
distorted during inpainting. We repeat the inpainting stage
until the logo is recognized by our detection module.

Figure 4. Overview of the main modules in our automatic poi-
soning algorithm. (a) Logo detection module identi�es the target
logo when it is known. (b) Logo re�nement module enhances the
�ne details of the detected logo like eyes in the logo.

Logo re�nement Finally, to enhance the �delity of the in-
serted logos, we employ a zoom-in inpainting approach [41].
As shown in Figure 4(b), we crop and zoom into the detected
logo region, where we apply inpainting with small noise to
re�ne only the details. The inpainted region is then merged
back into the full image. The re�nement stage is necessary
to improve the logo’s �delity in the poisoned images, which
is crucial for the poisoned model to learn and reproduce the
details of the logos.

7. Experiments

Attack scenario We evaluate the effectiveness of our at-
tack across two common scenarios. 1 First involves training
on large-scale, high-quality image datasets, where the user
aims to improve text-image alignment. 2 Second scenario
involves a style personalization dataset for learning and gen-
erating images in a speci�c artistic style.
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(c) Logo detection
Figure 5. Human and GPT-4o evaluation. (a) Rejection rate of manipulated image �ltering based on human evaluation. (b) GPT-4o
evaluation. (c) Human and GPT-4o evaluation of logo detection in generated images from the poisoned model.

Models and datasets For all experiments, we use
SDXL [24] as the pre-trained text-to-image diffusion model
for logo insertion. For logo personalization, we employ a
Low-Rank Adaptation (LoRA) [10] with a rank of 256 only
for the U-net module. We mainly focus on SDXL under
attack using LoRA with a rank of 128, however, we also
provide experiments with other models in Subsection 7.7.

We chose two distinct datasets targeted for poisoning.
1 For the �rst scenario, we employed a subset of the
Midjourney-v6 [7] dataset, representing a large-scale, high-
quality dataset. 2 In the second scenario, we used the Tarot
dataset [19], which is speci�cally curated for learning artistic
styles. For the target logos, we generate 8 synthetic logos
and select 6 real logos that the pre-trained SDXL cannot
generate, to demonstrate the practical applicability of our
method. We provide more details in Appendix A.2.

Evaluation metric for poisoned dataset To validate that
our poisoned images are undetectable to both humans and au-
tomated systems, we evaluate in two key aspects: the degree
of modi�cation and naturalness. Degree of Modi�cation
denotes the visual similarity of poisoned images to their orig-
inal counterparts, measured by PSNR, LPIPS [42], and both
image-image and image-text CLIP scores [25]. Naturalness
denotes how seamlessly the logos blend into images, which
can be evaluated through human evaluation and automated
system assessments, which we choose GPT-4o [21]. This
experiment is more challenging than traditional CLIP-based
�ltering [29], as it examines images more thoroughly based
on prior knowledge, making it more dif�cult to bypass. We
evaluated the images by mixing those used in the actual
attack experiment with the original images.

Evaluation metric for attack The success of the attack
can be measured by detecting the target logo in the im-
ages generated by the poisoned model. Similar to Wang
et al. [35], we de�ne two quantitative metrics to assess
this: (1) Logo Inclusion Rate (LIR), the probability that
the poisoned model f�0 includes the logo when generat-
ing images with various unseen prompts p. We de�ne
LIR = P (Detect(f�0(p); L)) > �) where Detect is
a detection function given logo L, and � is a threshold in
Subsection 6.2 which we set to 0.5. We generate 100 im-
ages with diverse prompts and report the average LIR. (2)

Midjourney Tarot

Method Pasted Ours Pasted Ours

PSNR " 20.59 24.81 18.68 21.17
LPIPS [42] # 0.121 0.095 0.126 0.102

CLIP-image [25] " 0.935 0.970 0.946 0.967

j�CLIP-textj (Eq. 4) # 0.015 0.008 0.010 0.008

Table 1. Quantitative analysis for stealthiness of our poisoned
dataset measured by various methods.

First-Attack Epoch (FAE), the �rst epoch at which at least
one generated image includes the logo. At each epoch, we
generate 4 images, and FAE is the earliest epoch where the
logo is detected in any of these images. We provide our
evaluation details in Appendix A.2.

7.1. Stealthiness of poisoned dataset

We evaluate the stealthiness of the poisoned data on two
key aspects: degree of modi�cation and naturalness. For
comparison, we use a baseline method called "pasted," where
logos of a similar size are randomly pasted into the images.

Table 1 shows that the poisoned images are highly similar
to the original images and outperform the baseline across all
metrics. Notably, our method doesn’t signi�cantly change
the CLIP alignment scores of the original images. Therefore,
CLIP-based �ltering [29] can be easily bypassed by selecting
images that already have high initial scores.

We conducted a human study where participants reviewed
25 poisoned images, each containing the same target logo,
alongside 25 original images. They were asked to select
whether each image was suitable for training, along with
questions on aspects such as image quality, and marking any
�manipulated� image as detected. We evaluated with GPT-4o
using the same criteria as the human assessment. Full details
of our evaluation are provided in Appendix A.2.

As shown in Figure 5(a) and (b), our poisoned images
result in low detection rates by both humans and GPT-4o,
while the pasted logos were easily detected. Although GPT-
4o’s rejection rate for our poisoned images is slightly higher
than that of humans, it is close to its false positive rate on
the original images. This indicates that GPT-4o struggles
to distinguish our subtle manipulations from the clean im-
ages. We visualize the poisoned dataset used in the human
evaluation in Figure 6.
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Figure 6. Examples of visualizations from our poisoned dataset.

Ratio Midjourney (LIR/FAE) Tarot (LIR/FAE)

25% 10.50 % / 28.00 14.25 % / 82.25
50% 25.63 % / 19.50 21.25 % / 42.50
100% 45.00 % / 10.38 39.68 % / 28.00

Table 2. Trigger-free scenario. Average logo inclusion rate and
�rst successful attack epoch based on a data poisoning ratio.

Figure 7. Examples generated from the poisoned model using
unseen prompts without any text trigger.

7.2. Backdoor attack effectiveness
To validate the effectiveness of our data poisoning attack, we
measure the average Logo Inclusion Rate (LIR) and First-
Attack Epoch (FAE) on SDXL [24], conducting experiments
with poisoning ratios of 25%, 50%, and 100%. The results
are averaged over experiments on 8 generated logos. Table 2
demonstrates that the attack operates effectively across di-
verse prompts solely through data poisoning, even without
text triggers. A higher poisoning ratio makes detection easier
but also increases attack ef�ciency, presenting a trade-off.

We further assess the proposed metric’s reliability and
attack’s effectiveness through human and GPT-4o evaluation
in Figure 5(c). For images generated by the poisoned model
that our metric identi�ed as successful, we provided a logo
reference and asked if the logo was present. Both human
and GPT-4o detected the logos, validating our approach.

7.3. Ef�cient data poisoning with text trigger
Inspired by existing trigger-based methods [20, 30], we ex-
plore alternative scenarios using text triggers. Speci�cally,
we investigate two uses of text triggers: common prompts
such as �high quality, 4K,� used frequently during inference,
and category-speci�c words like "backpack". As shown in

Midjourney (LIR/FAE)

Ratio "4K, high quality" "backpack"

1% 6.5 % / 14.5 8.5 % / 12.0
5% 45.5 % / 9.5 48.5 % / 6.0
10% 51.5 % / 7.5 61.0 % / 5.0
25% 65.0 % / 5.0 78.5 % / 3.5

Table 3. Trigger scenario. Average logo inclusion rate and �rst
successful attack epoch in a trigger scenario.

Trial 1st / 2nd (LIR)

#1 51 % / 43 %
#2 48 % / 41 %
#3 43 % / 35 %
#4 18 % / 7 %

Figure 8. Secondary poisoned model trained on images generated
by the poisoned model, also produces images that include the logo.

Table 3, even with a low poisoning ratio, the models become
easily poisoned either by adding these triggers only to the
captions or applying the logo speci�cally to the backpack
images. We provide the details in Appendix B.3.

7.4. Secondary model poisoning

We further study a potential vulnerability caused by the
spread of the target logo through images generated from the
poisoned model, namely secondary model poisoning. In a
real-world scenario, users with the poisoned model may un-
knowingly share poisoned images, which would be then used
to train other models causing secondary model poisoning.
We validate this by �ne-tuning a pre-trained model using
images generated by the poisoned model with logos inserted.
As shown in Figure 8, models trained with these images
also produce images with logos embedded. Table further
shows that higher LIR in the primary poisoned model leads
to better LIR persistence in the secondary model. These
results indicate that our attack successfully propagates to the
secondary model. We provide more details in Appendix B.4.



Dataset Midjourney (CLIP-s ") Tarot (Simstyle ")

Original 0.314 0.880
Poisoned 0.313 (-0.001) 0.872 (-0.008)

Table 4. Task performance comparison between original and
poisoned datasets after �ne-tuning.

7.5. Minimum model modi�cation
As described in Equation 5, the poisoned model should main-
tain the task performance and the image quality comparable
to the model trained on the original dataset. We validate this
by measuring the text alignment on the Midjourney-v6 [7]
dataset and the style similarity on the Tarot [19] dataset. Ta-
ble 4 veri�es that the poisoned model retains the desired
performance. We further show in Appendix B.5 that the
image quality is preserved after the attack.

7.6. Ablation studies
Model agnostic Our attack is model-agnostic because it
physically injects the logo into images without optimizing
for any speci�c model [30]. We show in Table 5 that our
approach generalizes to different types of pre-trained models,
Stable Diffusion [26] and DiT-based [23] model FLUX [14].
We also provide examples from poisoned FLUX in Figure 9,
showing that with higher-performing models, the logo blends
more clearly and naturally into the generated images. Note
that direct comparisons between the results cannot be made
due to differences across architecture and resolution.

Controlling stealthiness Our framework allows control
over the stealthiness of the inserted logo via hyperparame-
ters that correlate with preserving the original image. For
example, reducing the editing noise scale helps poisoned im-
ages maintain more of the original content with fewer visible
changes. Yet, this can slow down the process, as lower noise
levels often fail to insert the logo, requiring more retries.

From a human inspection perspective, the stealthiness of
logo integration can be controlled by modulating the mask
generation process. Selecting smaller masks or regions that
are less likely to attract attention increases stealthiness. For
instance, in the Tarot dataset, any modi�cation to the text
area at the bottom would clearly indicate manipulation. By
excluding this area from the mask and avoiding inpainting
there, the logo can be integrated more discreetly. We provide
further details and examples in Appendix B.6.

7.7. Potential defense
Our poisoning attack leverages repeated patterns in the
dataset, making detection challenging for sample-wise �lter-
ing methods like CLIP-score [25, 29]. Therefore, set-based
�ltering is required to defend our attack. We empirically
found that giving GPT-4o [21] multiple images with set-
based questions can capture the repeated patterns. Once the
manipulation is detected in one image, GPT-4o consistently

Model Midjourney (LIR/FAE) Tarot (LIR/FAE)

SD V1.5 [26] 27.63 % / 12.13 44.88 % / 37.13
SDXL [24] 45.00 % / 10.38 39.68 % / 28.00
FLUX [14] 23.88 % / 11.00 33.88 % / 76.75

Table 5. Different target pre-trained models. Average logo
inclusion rate and epochs of �rst successful attack based on model.

Figure 9. Examples generated from the poisoned FLUX [14]
model, using unseen prompts without any text trigger.

detects the inserted logos for subsequent images. Due to
the computational demands of using GPT-4o with long con-
text inputs, we leave ef�cient set-based �ltering methods for
future work. We provide examples in Appendix B.7.

8. Conclusion and Limitations
In this work, we introduce the silent branding attack, a novel
data poisoning attack that manipulates text-to-image mod-
els to generate images with speci�c logos without any text
triggers. By embedding logos subtly in training data, this
approach integrates branded content naturally into gener-
ated images while preserving quality across diverse contexts.
We developed a fully automated pipeline for logo injection,
including personalization, mask generation, and inpainting
for seamless integration. Our experiments validate this vul-
nerability on large-scale and style personalization datasets,
achieving suf�cient stealthiness and success.

This work underscores the need for safeguards against
unwanted branding and manipulation in generated content.
Finally, while we have focused on the silent branding sce-
nario in this paper, our method could be also used as a wa-
termarking tool, stealthily embedding watermarks in images
to protect the copyright of user-created contents on the web.

Limitations Our fully automated poisoning algorithm has
several limitations. First, inserting logos into smooth, mono-
tone images like snow�elds can make them too noticeable
or fail to insert logo. Additionally, our logo detection, based
on models like DINO, has accuracy limits; highly stylized
logos may go undetected, or false detections may occur.
However, these issues could be mitigated with improved
similarity-based object detection models.

Moreover, in our study, we utilized SDXL with Dream-
Booth as the inpainting module. While this setup was suf-
�cient for our experiments, using more advanced models
like FLUX could potentially yield more detailed and style-
aligned logo insertions. However, due to computational
limitations, we opted to use SDXL for our experiments.
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