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Abstract

Federated unlearning (FU) aims to remove a participant’s
data contributions from a trained federated learning (FL)
model, ensuring privacy and regulatory compliance. Tra-
ditional FU methods often depend on auxiliary storage on
either the client or server side or require direct access to
the data targeted for removal—a dependency that may not
be feasible if the data is no longer available. To over-
come these limitations, we propose NoT, a novel and ef-
ficient FU algorithm based on weight negation (multiply-
ing by -1), which circumvents the need for additional stor-
age and access to the target data. We argue that effec-
tive and efficient unlearning can be achieved by perturbing
model parameters away from the set of optimal parameters,
yet being well-positioned for quick re-optimization. This
technique, though seemingly contradictory, is theoretically
grounded: we prove that the weight negation perturbation
effectively disrupts inter-layer co-adaptation, inducing un-
learning while preserving an approximate optimality prop-
erty, thereby enabling rapid recovery. Experimental results
across three datasets and three model architectures demon-
strate that NoT significantly outperforms existing baselines
in unlearning efficacy as well as in communication and
computational efficiency.

1. Introduction

Federated learning (FL) enables decentralized machine
learning across distributed devices, allowing models to be
trained collaboratively without sharing raw data, thus en-
hancing privacy and security [32, 43, 70]. However, grow-
ing concerns over privacy and data security have empha-
sized the need for unlearning techniques to meet evolving
regulatory standards [40, 65]. Federated unlearning (FU)
addresses this by enabling removal of individual data con-
tributions from trained FL models [39, 51]. This capability
is essential for privacy preservation and compliance with
regulations such as GDPR [12], which mandates the “right
to be forgotten.” FU is also critical when data is outdated,
compromised, or subject to data poisoning attacks [61].
While various FU techniques have been proposed [21,
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Figure 1. Performance comparison of NoT with baselines us-
ing ViT-B/16 on Caltech-101 in a 10-client setup, where one
client requests unlearning. The ideal federated unlearning algo-
rithm should closely approximate the performance of the “gold
standard” (Retrain) across key accuracy metrics: retain, forget,
test, and MIA, while minimizing communication and computation
overhead. As illustrated, NoT’s performance closely matches that
of Retrain across all metrics with minimal added costs, underscor-
ing NoT’s efficacy and efficiency in federated unlearning. Experi-
mental details and further comparisons can be found in Section 6.

38, 63, 71], they face significant challenges in FL environ-
ments. For instance, exact unlearning methods such as re-
training from scratch guarantee thorough data removal but
are impractical due to high communication and computa-
tional demands. Other FU approaches require additional
storage for model updates, which may be infeasible and
could pose additional security risks. Additionally, many ex-
isting methods depend on having access to the target data,
which may no longer be available or permissible for use.
To address these limitations, we propose NoT, a novel
and efficient FU algorithm based on weight negation, re-
quiring neither auxiliary storage nor access to the target
data. NoT operates by negating (multiplying by -1) the pa-
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unlearning of their forget data.

i Step 2: The server negates layer-wise parameters of the - N
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Figure 2. NoT overview. Upon receiving unlearning requests from target clients, the server initiates the unlearning process by applying
layer-wise parameter negation to the global model. This negation disrupts inter-layer co-adaptation, effectively inducing unlearning.
Subsequent fine-tuning rounds restore essential knowledge. If a client wishes to forget all its data (i.e., client-wise forgetting), it does not
participate in fine-tuning. Conversely, if a client wants partial data forgetting (i.e., class-wise or instance-wise forgetting), it fine-tunes the

global model using its retained data.

rameters of specific layers in the global model, as depicted
in Figure 2. The name NoT reflects the Boolean “NOT”
operation. Negation breaks inter-layer co-adaptation (i.e.,
dependencies between network parameters [24, 53], see
Appendix 9), resulting generically in high loss, which ef-
fectively “forgets” the targeted data. Fine-tuning on re-
tained data subsequently allows for recovery of essential
knowledge. Together, these two phases induce significant
parameter changes that remove knowledge of the data to
be unlearned. To formalize this approach, we incorpo-
rate NoT within a novel theoretical unlearning framework,
establishing that effective and efficient unlearning can be
achieved by perturbing model parameters away from the
optimal set of parameters, yet being well-positioned for
re-optimization. Our empirical results confirm that NoT
achieves effective unlearning while minimizing communi-
cation and computation compared to state-of-the-art meth-
ods. As illustrated in Figure 1, NoT achieves performance
close to the “gold standard” Retrain method across several
accuracy metrics, while significantly reducing communica-
tion and computation costs. Moreover, since NoT does not
rely on access to the forgot data, it naturally supports client-
wise, class-wise, and instance-wise forgetting. Our main
contributions are summarized as follows:

* We propose NoT, an efficient FU algorithm leveraging
weight negation, operating without requiring additional
storage or access to target data.

* We present a theoretical framework describing how un-
learning is achieved through weight perturbation and fine-
tuning. We provide an effective bound controlling the
unlearning via fine-tuning, introduce the notion of layer-
wise optimality which enables fast-recovery, and prove
that weight negation conforms to this framework. Fur-
ther, we empirically validate our theoretical predictions.

* We conduct an extensive experimental evaluation of NoT,
benchmarking it against seven FU methods across three
datasets and three model architectures. Our evaluation in-

cludes experiments addressing backdoor attacks, tests in
centralized settings with eight baselines, and an ablation
study.

2. Related Work

Federated Unlearning (FU). Two main approaches dom-
inate FU [8, 16, 21, 38, 46, 49, 63, 69, 71]: @ Storing his-
torical updates: These methods save prior model updates
for later use in unlearning specific data. For instance, Fed-
Eraser [38] retrieves the global model state before a client
joins the federation, sharing it with the remaining clients to
remove the target client’s influence. FUKD [63] subtracts
the target client’s updates and uses knowledge distillation
to restore model performance. However, these approaches
pose privacy risks due to potential model update leakage
[49], face storage limitations, and often require unlabeled
data, which may not always be available. Despite these
challenges, they do not require the target client’s participa-
tion during unlearning. @ Gradient modification: These
methods alter model gradients during training to suppress
the impact of target data. For example, PGD [21] reverses
the learning process for the target client, constraining the
update within an /5-norm ball around a reference model,
which is then fine-tuned by the remaining clients. MoDE
[71] uses a randomly initialized degradation model for un-
learning, while FCU [8] simulates a model that has never
seen the forgotten data by applying contrastive loss and
preserving low-frequency components of the global model.
These methods, however, often require the target client’s
involvement and impose high computational costs. In con-
trast, NoT eliminates the need for extra storage or access to
the target data.

Unlearning via Weight Perturbation. Several works fo-
cus on unlearning through weight modification. Golatkar
et al. [18] proposes adding Gaussian noise, computed using
Fisher information, to disrupt weights for unlearning. In a
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follow-up, Golatkar et al. [19] employ the Neural Tangent
Kernel (NTK) to address the null space of model weights.
Tarun et al. [58] introduces an error-maximizing noise ma-
trix trained on a pretrained model to corrupt weights associ-
ated with specific target classes. A more targeted approach,
SSD [14], dampens parameters deemed sensitive to forgot-
ten data using Fisher information. Most weight perturba-
tion methods that focus on class-based forgetting, however,
struggle with random data forgetting and are computation-
ally expensive due to Fisher information calculations. 7o
our knowledge, no prior work explores unlearning through
weight negation. In our results, we compare NoT’s negation
approach with other perturbation methods.

3. Preliminaries

We define a model as a parameterized family N¢ : R%» —
Rdoue where § € © C RY, such that the map (z,6)
N?(x) is continuous and piecewise twice continuously dif-
ferentiable. We focus on models provided by neural net-
works, the parameters tensor may then be written as § =
(0¢)ec where .Z is the set of layers. We assume a
dataset-dependent non-negative loss function, Lp(N) :=
E(z,y)~pL(N (), y), and that the model is typically trained
via gradient descent to minimize this loss. For simplicity,
we denote the loss as £p(#) instead of £p(N?), when the
context clearly refers to the model N/?.

In this paper, we consider an FL system with n clients,
where each client & € P = {1,...,n} has local training
data D*. Clients collaboratively train a global model until
convergence V¥ using a standard FL algorithm, such as
FedAvg. After training, each client k may request the server
to unlearn a subset of its data D¥ C DF, referred to as the
target or forget data, while D¥ := D¥ \ DF represents its
retained data. The client requesting unlearning is called the
target client. A straightforward solution to unlearn D,, =
U, D¥ is to retrain the model from scratch using distributed
D, = |/, DF, resulting in a retrained model. However, this
approach is computationally and communication-intensive.
The challenge is to efficiently find an unlearned model that
closely approximates the performance of the retrain model.

4. Unlearning Framework

Given a trained model A/?", our objective is to efficiently
unlearn data without retraining from scratch. We propose
a two-step approach: first, perturbing model parameters to
obtain perturbed parameters 6, followed by fine-tuning us-
ing gradient descent starting at §° = ¢’ to minimize Lp, ,
resulting in the unlearned model. The underlying intuition
behind this approach is that perturbing the model induces
not only immediate unlearning but also large gradients for
the subsequent fine-tuning phase, hence substantial alter-
ation of the model’s internal configuration and promoting

further unlearning. However, the perturbation should be de-
signed to avoid an excessive fine-tuning phase.

Informally, we seek a perturbation that is:

4 (C1) Strong: significantly pushes model parame-
ters away from optimal configurations.

4 (C2) Resilient: enables fast re-optimization.

4.1. The Need for a Strong Perturbation

To motivate condition C1, we introduce the concept of loss
gap as a measure for unlearning.

Definition 1 (Loss gap). Let N° be a model, and let
(D, Dy,) be a pair of datasets. The loss gap is defined as:

6(0) == |£p,(0) = Lp, (0)]. e))

In unlearning, the goal is to increase the loss gap by a
target amount, ensuring that £ is minimized while Lp, is
not. The rationale behind C1 is supported by the following
theorem:

Theorem 1. Let N'° be a model, and let (D,.,D,) be a
pair of datasets. Given an initial parameter set 0° € O,
assume N is trained using Stochastic Gradient Langevin
Descent' to minimize Lp, starting from 0°. The parameter
evolution is given by: df* = —Vg: Ldt + X(0',t) - dW. At
any training time t > 0, the following holds:’

o B0 - 5(6%)
= T¥([Ep, (6°) ~ BLp, (0] + A]

2

with L := supy, 4, % and A depends explicitly

on ¥ and the Hessian of Lp, along the solution, and A = 0
when X = 0 (see Appendix 12.1 for proof and details).

Here, the left side of the inequality represents the time
t required for unlearning via gradient descent. The numer-
ator on the right indicates the unlearning target, while the
denominator depends on datasets characteristics, loss func-
tion and training stochasticity. This theorem suggests that
unlearning may be slow if some conditions are not met. For
instance, natural forgetting (8% = ¢’ = 6*) leads to small
L due to minor statistical differences between D, and D,,,
and a negligible |£p, (8°) — ELp, (61)] as N?° = NO°
is already converged. Therefore, Theorem | applied to the
following fine-tuning on D, predicts extended unlearning
time, hence slow natural forgetting. See Appendix 13.1 for
quantitative estimation. For fast unlearning, factors such
as a large Hessian spectrum, high loss, or high stochastic-
ity during descent are essential, hence a strong perturbation
that increases loss is beneficial.

ISGLD may be seen as an approximation of SGD, see [56].
2Expectations taken over the randomness of the stochastic process 6?.
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4.2. What is a Resilient Perturbation?

There are various strong perturbations (e.g., randomization
of #), but they may require intensive fine-tuning. There-
fore, condition C2 seeks to ensure that the perturbed set
of parameters ¢’ is in a good optimization state, allow-
ing efficient recovery during fine-tuning. A good opti-
mization state could be defined a posteriori as one where
t* .= min{t | £(0") — L(#*) < &} is small, relative to a
baseline (such as retraining from scratch). However, we fa-
vor a priori properties of the neural network at training time
t = 0 yielding (statistically) a small ¢}. Existing evidence
suggests that certain properties ease the optimization of a
model:
@ Jacobian Control: typically analyzed through the spec-
trum of (V. N)T(V,N?) or (VeN)T(VoN?), it con-
trols gradient back-propagation. Accumulation of the
eigenvalues of the former around 1 is coined dynamical
isometry [25, 54]. The spectrum of the latter relates to the
spectrum of the Fisher Information Matrix (FIM) [1, 48].
Dynamical isometry is expected in networks with resid-
ual connections [3, 45, 57] or well-chosen initializations
[4,5,47,64]. It controls the FIM spectrum [29, 37] which in
turn impacts gradient dynamics via control over the stochas-
ticity of gradient descent [56] and isospectrality to the Neu-
ral Tangent Kernel [27] in the mean field limit.
@® Model Pretraining is empirically shown to accelerate
fine-tuning [10, 11, 23, 66, 68]. While this is not fully the-
oretically accounted for, a pretrained model is expected to
require less learning of low-level features, reducing the fine-
tuning search space compared to training from scratch.

In our framework, denoting J (6, x) := V@NQLC and X
a random variable sampled from D,., we translate Jacobian
control as a control over distributions of random matrices
J(¢',X) and J(6*, X). If, for example, the Wasserstein
distance W(J(6*, X), J(0', X)) is sufficiently small [60],
gradients should behave comparably during fine-tuning of
N? relative to the original training which yielded N¢". A
perturbation has Jacobian control if it satisfies a bound on
this Wasserstein distance. Also, since the pre-perturbation
model NV¥" is converged, it is effectively pretrained on the
dataset D, U D,. Layer-wise optimality formalizes the
preservation of part of the effective pretraining and ensures
a smaller dimension of the fine-tuning search space.

Definition 2 (Layer-Wise Optimality). A model N is
layer-wise optimal (LWO) if, for every chosen layer {, freez-
ing ¢, randomizing all other layers ' # {, and fine-tuning
still yield an acceptable optimum.

IfN 9 remains LWO when N'® is LWO, then the pertur-
bation 0 — ¢ is layer-wise optimality preserving (LWOP).

Together, Jacobian control and layer-wise optimality
guarantee accelerated fine-tuning. Thus, a perturbation that

is LWOP and has Jacobian control is considered Resilient.

To conclude Section 4, achieving both conditions re-
quires perturbing to maximize loss (C1) while con-
trolling the model’s Jacobian (C2a) and preserving
layer-wise optimality (C2b).

5. NoT - The Unlearning Algorithm

In this section, we present the NoT algorithm and discuss its
role as a federated unlearning solution. First, we outline the
algorithm’s design, process, and advantages. Second, we
position NoT within our theoretical framework of perturba-
tion and fine-tuning for unlearning. Finally, we discuss the
selection of layers for negation.

5.1. Algorithm Overview

When an unlearning request is received, the server initiates
the unlearning process by negating the parameters of spec-
ified layers %, in the converged global model N/ 9" This
produces a perturbed model N % with parameters 6’ as fol-
lows:

0" = (=07 ) tc Lo © (07) 0.2\ Loy - 3)

NoT then fine-tunes N on the retained data D,., result-
ing in a final model that excludes target data contributions
while preserving essential knowledge. Algorithm | in Ap-
pendix 10 details our proposed method via weight negation.
A PyTorch implementation is included in Appendix 11.

NoT presents several a priori advantages: @ Negation is
computationally negligible. ® The target client only needs
to signal an unlearning request, thus communication cost is
minimal. ® No additional storage required on the client or
server side. @ No access to D, is needed, allowing target
clients to delete it immediately after requesting unlearning.
While there are some costs incurred during fine-tuning, they
are relatively low as we will show empirically in our exper-
iments.

5.2.Negation as a Strong and Resilient Perturbation

The NoT algorithm follows a “perturb then fine-tune” ap-
proach. Now, we theoretically ensure that NoT’s negation-
based perturbation meets the conditions (C1) and (C2) for
effective unlearning. Let A be a neural network model
and let X be a random vector following a dataset distribu-
tion D, we denote by Y, the pre-nonlinearity activations of
layer £ € & given input X and define Y_ := @zexmg Y;.
4 (C1) Under mild assumptions, weight negation is the
strongest perturbation as it maximizes changes in the ac-
tivations of the perturbed layers:

Theorem 2. Denote o(x) := max(z,0) and let
Y, be the output of layer { for some perturbation
of L. Assume E||lo(Yo)|? = lo(=Yo)|?| < ¢ and
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Ello(¥o)l* = lo(¥))II?| < &, then:
Elo(Ye) —o(=Y0)|* 2 Ello(Ye) — o (Y))|* =26 (4)

While the loss may occasionally remain unchanged (e.g.,
if the next layer is zero), the distinct distribution of (X, Y_)
from (X, —Y_) implies that C1 is generally satisfied. See
Appendix 12.2 for proof and additional discussion.
4 (C2) The following Theorems ensure conditions C2a and
C2b, ensuring resilience for NoT.

Theorem 3. Assume N is a feedforward * neural network
of layer poset (£, <) ordered by the computational graph.
Let J¢ ==V N (X) with X ~ D for layer { € £. Then:

W (I TE) <A TV Y, VE> Zeg

w (ng’*; Jg”) <A TV((X,Y_); (X, =Y)), VU< Loey
(5)

where ¢ = (—1)'%nes, W and TV are the Wasserstein
and total variation distances, respectively, and (Ay)oc o are
positive values. See Appendix 12.3 for the proof, technical
assumptions, and details on Ay.

Theorem 4. The negation perturbation is LWOP if £, cq
is an antichain of the poset £ containing no maximal el-
ement, and each { € L, is activated by sigmoid-like,
odd, or even functions (e.g., 1-q, tanh, sin, 22). See Ap-
pendix 12.4 for details and proof.

In the wide network limit, we expect TV (Y, —Y;) < 1
for all hidden ¢, meaning that Theorem 3 ensures the preser-
vation of each J; spectrum for £ > %, through negation.
For ¢ < Z,es, gradients are non-exploding but possibly
vanishing. Hence, C2a. Theorem 4 provides C2b in many
cases but does not cover ReLU-like activations, we conjec-
ture that negation is “approximately” LWOP in this case.

5.3. Selecting Layers for Negation

Generally, we only negate the weights of the first layer,
as this is sufficient to induce changes in low-level feature
representations, leading to significant parameter updates in
deeper layers during fine-tuning. As a result, high-level
features containing user-specific information are effectively
forgotten. Additionally, while negating multiple layers can
strengthen unlearning, it also slows down recovery. For
instance, consider negating two layers ¢; and {5, where
{1 < {5 in the computational graph. On one hand, Theorem
4 suggests that the simplest recovery path involves modi-
fying layers £ > ¢;. On the other hand, Theorem 3 indi-
cates that layers ¢ < /5 may suffer from vanishing gradi-
ents. Consequently, layers in the range {¢; < £ < lo} £ ()

3By feedforward, we mean that the computational graph is a DAG.
RNNSs are not feedforward, but residual connections are allowed.

should be fine-tuned but are likely to have small gradients,
making recovery slower. Additionally, negating both con-
volution and normalization layers sequentially is ineffec-
tive, as the negations cancel out”.

6. Experiments

In this section, we evaluate NoT across three datasets and
three model architectures within federated settings, bench-
marking it against seven baseline methods. The main exper-
iments cover random data forgetting, backdoor attack mit-
igation, and empirical validation of our theoretical predic-
tions. Additionally, we evaluate NoT within a centralized
setting, benchmarking it against eight baselines. Results in-
dicate that NoT achieves superior unlearning performance
with low communication and computation costs. Addition-
ally, we present an ablation study examining the impact of
negating different layers of a model, various perturbations,
and changing the ratio of data to forget.

6.1. Experimental Setup

Datasets and Models. We evaluate NoT using CIFAR-
10/100 [35] and Caltech-101 [36], with three architectures:
CNN (two convolution layers with layer normalization),
ResNet-18 [22], and Vision Transformer (ViT-B/16) [9].

Implementation Details. For each dataset and architec-
ture, we train a global model using FedAvg until conver-
gence, then apply the unlearning algorithm to the converged
model. Each communication round involves the participa-
tion of all clients, with data distributed IID among them un-
less stated otherwise. Each client’s data is divided into train-
ing and validation sets (80:20), while the test set is used to
assess model accuracy. For Caltech-101, we initially split
80% of samples for training and 20% for testing, then par-
tition the training data among clients. Further details are
provided in Appendix 14.

Baselines. We compare NoT with several baselines: @
Retrain: Retraining from scratch with the retain data D,,
serving as the gold standard model due to exact unlearning;
@ FT: Fine-tuning the original converged model solely with
D,., relying on natural forgetting of D,,; ® FedEraser [38];
® FUKD [63]; ® PGD [21]; ® MoDE [71]; and @ FCU
[8].

Evaluation Metrics. Following prior works [13, 28], we
assess NoT’s effectiveness and efficiency with the following
metrics: @ Retain, ® Forget, and © Test Accuracies (%),
measuring the model’s performance on D,, D,,, and test

4Negating both the scale o and mean y in a normalization layer
N along with the convolution C' (without non-linearity) results in:

(=N)(=O)(z) = (=Cz) = (=p))/(=0) = (Cz = p)/o = NC().
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Table 1. Client-wise federated unlearning in an IID setting. Performance comparison of NoT with baselines in a 10-client setup, where

the first client requests unlearning. The best average gap is marked in red.

Dataset Accuracy (%) Privacy (%) Avg.  Cost (Bytes & FLOPs)
&Model ~ Method Gap |
Retain (A |) Forget (A ) Test (A ) MIA (A )) Comm. | Comp. |
Retrain 91.66+02(0.00)  83.05:102:(0.00)  82.32:0x(0.00) 50.23:0%(0.00)  0.00 1.35¢10 5.81¢16
FT 02.48:020(0.82)  85.56101(2.51)  82.3600s(0.04) 50.90:07:(0.67) 1.01 9.39¢%7 4.06e™®
FedEraser  88.19:016(3.47)  81.71:02:(1.34)  80.87+0:(1.45) 50.17202(0.06)  1.58 1.34¢10 5.79¢16
CIFAR-10  FUKD 82.69:00s(8.97)  79.31:10:2(3.74)  78.71:012(3.61) 50.17+04(0.06)  4.09 1.33¢10 5.77¢16
CNN PGD 02.62:+013(0.96)  85.36x0x0(2.31)  82.50:002(0.18) 50.70:0s5(0.47)  0.98 1.19¢10 5.13¢16
MoDE 02.56+013(0.90)  85.25:+00(2.20)  82.31:0s(0.01) 50.70:04(0.47)  0.90 1.10e!? 4.77¢6
FCU 92.46::011(0.80) 84.84+02(1.79) 82.48+021(0.16)  50.70:01(0.47)  0.81 1.33¢10 5.75¢16
NoT (Ours) 91.69:0:2(0.03)  83.8610.17(0.81)  82.65:01(0.33) 50.23:02(0.00) 029  7.09e% 3.06e16
Retrain 72.32+01(0.00)  53.3110s(0.00)  54.28:025(0.00) 49.70+0s(0.00)  0.00 1.38¢10 5.96¢16
FT 73.68:006(1.36)  56.111045(2.80)  55.46=00s(1.18) 49.77+1:(0.07)  1.35 1.33¢10 5.77¢™®
FedEraser  67.25:044(5.07)  51.02+00s(229)  51.51200(2.77) 49.60:05(0.10)  2.56 1.38¢10 5.96¢16
CIFAR-100 FUKD 55.99:00:(16.33)  4520x00:(8.11)  47.321012(6.96) 51.13:02(1.43)  8.21 1.38¢10 5.95¢16
CNN PGD 73.68:011(1.36) 56.00= 047 (2.69) 55.21:007(0.93) 49.83:+005(0.13)  1.28 1.21e'0 5.22¢16
MoDE 73.36+04s(1.04) 55.64+03(2.33) 55.16+015(0.88)  49.67+054(0.03)  1.07 1.20e!? 5.19¢16
FCU 734001 (1.08)  56.68+00(3.37)  55.37x00s(1.09) 50.03101(0.33)  1.47 1.0410 4.49¢16
NoT (Ours)  72.25:00s(0.07) 5522106 (1.91)  55.23102(0.95) 49.63+097(0.07)  0.75 1.33¢10 5.73¢16
Retrain 100.00+00(0.00)  87.66+06:(0.00)  87.73105(0.00) 49.37+02(0.00)  0.00 1.23¢12 5.66¢18
FT 09.45:077(0.55)  97.36:22(9.70)  86.61=x15(1.12) 56.87=0s(7.50) 472  5.94e™ 2.73e™®
CIFAR-10 PGD 99.51+ 00 (0.49) 97.67+245(10.01)  86.82:15(0.91) 56.70+11(7.33)  4.68 6.04¢!? 2.78¢!8
ResNet-18  MoDE 99.80+020(0.20)  91.18+06:(3.52)  87.11:06s(0.62) 52.37:06(3.00)  1.83 5.88¢!! 2.71e'®
FCU 100.00+000(0.00)  87.5120s5(0.15)  85.93100(1.80) 50.80:02(1.43)  0.84 5.73e!t 2.64¢'8
NoT (Ours)  99.77:031(0.23)  91.62:20(3.96)  87.63116(0.10) 52.20+0:(2.83)  1.78 5.42¢e 2.49¢18
Retrain 99.96+00(0.00)  59.96106(0.00)  60.66+06(0.00) 50.30:0:(0.00)  0.00  7.34el! 3.38¢18
FT 99.85:012(0.11) 88.80+:2(28.84)  60.41+177(0.25) 64.33:110(14.03) 10.81  7.28¢™! 3.35¢™8
CIFAR-100 PGD 99.49:041(0.47)  75.30+135(15.34)  61.12:042(0.46) 57.33:01(7.03)  5.83 6.67¢!! 3.07¢'8
ResNet-18  MoDE 99.69+02(0.27)  73.53+302(13.57)  60.74:25(0.08) 57.00::02(6.70)  5.16 6.76e! 3.12¢18
FCU 99.92+ 003 (0.04) 67.14+020(7.18) 60.52+026(0.14)  52.97+07(2.67) 251 3.70e!? 1.71e'8
NoT (Ours)  99.35:06:(0.61)  72.03:1420(12.07)  61.982247(1.32)  55.20x050(4.90)  4.73 6.09¢™! 2.80e'8
Retrain 99.73+0041(0.00)  48.29104:(0.00)  48.02:072(0.00) 49.67+:4(0.00)  0.00 1.76¢12 1.37¢%!
FT 09.96+00(0.23)  94.231051(45.94)  48.75:02(0.73) 73.80z0u(24.13) 17.76 1.63e™? 1.28¢%T
Caltech-101  PGD 73.34£1u:(26.39)  61.4411213(13.15) 44.22:24(3.80) 61.43:16:0(11.76) 13.78  4.78e!0 3.94¢1
ViT MoDE 09.82:+00(0.09)  52.01+413(3.72)  48.02:05(0.00) 52.27+20(2.60)  1.60 1.73e!? 1.36e%!
FCU 99.07+010(0.66)  51.8310a(3.54)  48.62:0:(0.60) 51.30x02(1.63)  1.61 8.56e!! 8.36e20
NoT (Ours)  99.70+0:2(0.03)  50.81:073(2.52)  47.83102(0.19) 50.07+20(0.40)  0.79 8.08e!! 6.31€2°

data, respectively. @ MIA (Membership Inference Attack
[26]) (%): indicates the extent to which D, remains rec-
ognizable in the model ® Communication and ® Computa-
tion Costs: quantify the total communication (in bytes) and
FLOPs needed for unlearning and recovery. Retain and test
accuracies measure how well the model retains knowledge
about D,., while forget accuracy and MIA evaluate how ef-
fectively the model forgets D,,. We calculate delta (A) val-
ues and the average gap compared to Retrain, with lower
values indicating better performance. Achieving a balance
across all metrics is essential to demonstrate NoT’s effec-
tiveness and efficiency.

6.2. Results

Federated Unlearning: Comparing NoT with Base-
lines. Table | shows that NoT performance outperforms
other baselines in client-wise FU across architectures and

datasets, achieving a low average gap and competitive com-
munication and computation costs. While FCU shows
lower average gap in some cases, such as with ResNet-18,
its performance varies across architectures, unlike NoT’s
consistent balance between forgetting effectiveness (For-
get Accuracy, MIA), model fidelity (Retain, Test Accu-
racy), and competitively low costs. Although Table | does
not report storage, FedEraser and FUKD require consider-
able storage that grows with communication rounds, mak-
ing them impractical for ResNet-18 and ViT due to storage
constraints. In contrast, NoT requires no additional stor-
age. FedEraser and FUKD also perform worse than Retrain
because, in our setting, the target client joins the federa-
tion from the first round, and as those baselines need to re-
fer back to the first checkpoint, this makes full retraining
more efficient. Table 4 in Appendix 13.2 presents results
for client-wise FU in a non-1IID setting. Furthermore, results
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Figure 3. CKA of layer activations for various models com-
pared to the original model (8 = 6*) before fine-tuning (FT@7:0).
The first and last communication rounds are denoted by 7:0 and -
L. (=00) @ (R(0¢)),, denotes a model with negated first-layer
weights (£:0) and randomized rest R(-).

for class-wise and instance-wise forgetting are provided in
Tables 5 and 6 in Appendices 13.3 and 13.4, respectively.
These results highlight NoT’s superior performance across
different settings, demonstrating its effectiveness and effi-
ciency compared to baseline methods. Lastly, Table 7 in
Appendix 13.5 shows that NoT achieves the lowest average
gap with minimal communication and computation costs,
outperforming baselines in removing backdoor influence.

Negation is LWOP and Breaks Co-Adaptation. We as-
sess the impact of negation through LWOP and the disrup-
tion of co-adaptation by comparing CKA similarities [34]
across three models—FT, Retrain, and NoT—analyzed be-
fore (7:0) and after (7:-1) fine-tuning (see Figure 3). The
FT model at 7:0 serves as the reference. Initially compar-
ing NoT to FT at 7:0; we observe a high CKA similar-
ity at the negated layer (L1.conv), which is consistent with
LWO of NoT model at 7:0, hence LWOP of negation. How-
ever, as layer depth increases, divergence grows, indicating
a breakdown in co-adaptation. Post fine-tuning, both Re-
train and NoT at 7:-1 exhibit similar CKA, diverging from
FT but closely aligning with each other, underscoring the re-
semblance of NoT to Retrain. CKA comparisons between
models obtained by randomizing (using a consistent seed)
all layers except the first in both FT and NoT at 7:0 are
also performed: the observed high CKA similarity further
supports LWO. See Appendix 13.6 for extra CKA compar-
isons. Direct validation of LWO (Appendix 13.7) involves
freezing and negating the first layer, while randomizing the
others, then fine-tuning; this yields a model with test accu-

racy comparable to training from scratch, consistent with
our predictions. Finally, the dimensionality reduction of the
gradient descent search space is confirmed using PCA (Ap-
pendix 13.8).

Centralized Unlearning: Comparing NoT with Base-
lines. To validate NoT in a centralized setting, we com-
pare it to baselines: @ Retrain; ® FT; ® RandL (Random
Label): The forget set (D,,) is randomly relabeled, followed
by fine-tuning the model on the updated dataset; ® GA
(Gradient Ascent) [59]: Fine-tuning on D,, by increasing
loss; ® BadT [6]; ® {1-sparse [28]; @ SSD [14]; and ©
SalUn [13]. Table 2 confirms that NoT achieves the best
balance of efficiency and accuracy without extra storage or
access to D,,. While ¢;-sparse’ achieves lower average gap,
it requires more than 30% more computations. These re-
sults affirm NoT’s broader applicability beyond federated
settings.

6.3. Ablation Study

Negation of Different Layers. Figure 4 shows that negat-
ing ViT’s convolution projection layer achieves the best per-
formance. Negating the positional embedding layer initially
raises average gap but eventually recovers, resembling nat-
ural forgetting (FT). Negating the query weights of the first
self-attention head is effective but falls short of the projec-
tion layer. These findings suggest that early-layer negation
is most effective, as the largest forgetting occurs in subse-
quent layers in the computational graph® due to a break in
co-adaptation. This is evident in Figure 4, where negat-
ing the second self-attention head’s query weights results in
significantly less unlearning than the first.

Different Perturbations. Figure 5 evaluates various per-
turbations on ViT’s convolution projection layer. Weight
negation achieves the lowest average gap, while other per-
turbations (e.g., random initialization, adding noise) per-
form similarly to FT (no perturbation). Kernel flips or rota-
tions are likely LWOP and provide slight improvement but
remain less effective than negation. Future research could
investigate alternative LWOP perturbations with the poten-
tial for further enhancing unlearning performance.

Different Forget Data (D,) Ratios. Figure 6 examines
NoT’s performance across varying forget ratios (i.e., more
target clients). Forget ratios of 10%, 50%, and 90% repre-
sent 1, 5, and 9 clients (out of 10) requesting unlearning,
respectively. For all ratios, a Retrain model is computed
using the new corresponding retain data. Across all ratios,

5Qur theory applies to £1-sparse [28] as its sparsification step is a per-
turbation satisfying C1 and C2.
SWith residual connections, the last layer may ‘follow’ the first layer.
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Table 2. Centralized unlearning. Performance comparison of NoT with baselines, with the best average gap marked in red. The forget
data is randomly selected and constitutes 10% of the train data.

Dataset Method Accuracy (%) Privacy (%) Avg.  Comp. Cost
& Model Retain (A |)  Forget(A])  Test (A |) MIA (A ) G2l (FLOPs)|
Retrain 100.00£000(0.00)  91.72:015(0.00)  92.03£01:(0.00) 49.32:05(0.00) 0.00  9.58¢'5
FT 98.63+024(1.37) 95.92+05(4.20)  89.844+027(2.19)  53.49+045(4.17) 2.98 7311
RandL 94.34+ 03 (566) 88.851+ 046 (2.87) 89.53+ 01 (2.50) 54.60+ 043 (5.28) 4.07 2.07615
CIFAR-10 GA (EuroS&P, 2022) 98.76+007(1.24) 93.394019(1.67)  89.73+014(2.30)  52.21+024(2.89) 2.02 2.09¢!?
ResNot1s  BadT (AAAL2023)  99.89+us(0.11)  98.52:0:(6.80) 90.14:01(1.89) 48.82:01:(050) 232 5.69¢M
{1-sparse (NIPS, 2023)  99.9840w(0.02)  91.941005(0.22)  92.152021(0.12)  49.63+007(0.31) 0.19  2.98¢!5
SSD (AAAI 2024) 98.82+0s5(1.18) 99.05+0722(7.33)  89.70+140(2.33)  58.25+151(8.93) 4.94 7.46¢'3
SalUn (ICLR, 2024) 98.29+019(1.71) 94.01+045(2.29)  90.78+015(1.25) 48.18+134(1.14) 1.64 1.22¢18
NoT (Ours) 99.69:005(0.31)  92.41400(0.69) 92.182007(0.15)  49.52:01(0.20) 034  2.19¢15
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Figure 4. Effect of negating different ViT
layers. Negating the convolution projec-
tion layer resulted in the best unlearning
performance.

Figure 5.

NoT closely matches Retrain’s performance with minimal
communication costs. This is due to the reduction in retain
data as forget data increases. In contrast, FCU’s computa-
tion cost rises significantly as forget ratios increase, while
NoT remains efficient due to not needing access to D,,.

7. Limitations

While NoT effectively unlearns targeted data contributions,
it also leads to some loss of useful knowledge, necessitating
access to retain data for recovery—similar to other strong
baseline methods. This access to retain data is essential
for optimal model performance. Moreover, NoT has been
evaluated only on vision-centric classification tasks with
smaller datasets (CIFAR-10/100, Caltech-101), and has not
been tested on larger-scale datasets, such as Imagenet [52].

8. Conclusion

We proposed NoT, a novel and efficient federated unlearn-
ing (FU) algorithm that requires no additional storage or
access to target data. NoT achieves unlearning by negating
specific layer-wise parameters, disrupting co-adaptation
across layers. We also proposed a theoretical framework,
supported by empirical results, that demonstrates that

Communication Cost (Bytes)

Effect of different pertur-
bations on ViT convolution projection
layer. Applying weight negation is the best
perturbation for inducing unlearning.

10%2 O 1010 10t 10%2
Communication Cost (Bytes)

Figure 6. Effect of varying forget data

ratios (i.e., target clients). NoT attains

the best unlearning with the least cost com-

pared to baselines under different ratios.

layer-wise negation effectively induces unlearning, while
the model’s good optimization state post-negation enables
rapid recovery during fine-tuning. NoT has shown strong
unlearning and recovery performance across diverse ar-
chitectures and datasets, surpassing existing FU baselines
and outperforming traditional machine unlearning methods.
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