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Abstract

Adversarial attacks threaten the integrity of deep neu-
ral networks (DNNs), particularly in high-stakes applica-
tions. In this paper, we present a novel black-box adversar-
ial attack that leverages the diverse checkpoints generated
during a single model’s training trajectory. Unlike con-
ventional ensemble attacks that require multiple surrogate
models with diverse architectures, our approach exploits the
intrinsic diversity captured over different training stages of
a single surrogate model. By decomposing the learned rep-
resentations into task-intrinsic and task-irrelevant compo-
nents, we employ an accuracy gap-based selection strategy
to identify checkpoints that predominantly capture trans-
ferable, task-intrinsic knowledge. Extensive experiments
on ImageNet and CIFAR-10 demonstrate that our method
consistently outperforms traditional ensemble attacks in
terms of transferability, even under resource-constrained
and practical settings. This work offers a resource-efficient
solution for crafting highly transferable adversarial exam-
ples and provides new insights into the dynamics of adver-
sarial vulnerability.

1. Introduction
Adversarial attacks pose a serious threat to deep neural net-
work (DNN) models, especially in high-stakes applications
such as autonomous driving, healthcare, and financial sys-
tems [5, 6]. These attacks often involve subtle perturbations
that can lead to erroneous predictions [7, 24]. The threat
is exacerbated by the transferability property of adversar-
ial examples: crafted on a surrogate model, these examples
can deceive target models with the same or different archi-
tectures. This transferability enables black-box adversarial
attacks, where adversaries can compromise models without
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any prior knowledge of their parameters or structures, thus
posing an especially severe threat.

Crafting effective adversarial examples in a black-box
setting is inherently more challenging than in white-box
scenarios. To improve transferability, model ensemble at-
tacks [1, 18, 29] use multiple surrogate models with diverse
architectures to identify common vulnerabilities and gen-
erate adversarial examples that generalize to unseen mod-
els. However, ensemble attacks have notable limitations.
For novel or specialized datasets, pre-trained models are of-
ten scarce, forcing the extensive time and computational re-
sources required to train multiple models from scratch. This
reliance can be impractical under limited resources or sig-
nificantly drive up the cost of a black-box adversarial attack.

This raises an intriguing research question: Can a sin-
gle model’s training trajectory capture the diversity of dif-
ferent architectures to match the transferability of ensemble
attacks? At first glance, this seems unlikely since a train-
ing process confined to one architecture may not reflect the
structural differences across models, implying that adver-
sarial examples from one model’s checkpoints might not
transfer effectively to models with different architectures.

However, checkpoints within a model’s training trajec-
tory can exhibit the diversity seen in ensemble attacks. The
knowledge learned during training can be split into task-
intrinsic knowledge, which is essential for solving the task
and generalizes across models, and task-irrelevant knowl-
edge, which is tied to specific training data or model struc-
ture and often fails to transfer. Ensemble attacks lever-
age task-intrinsic knowledge across different architectures
to craft adversarial examples that target common vulnera-
bilities, thereby enabling their transferability to new, unseen
architectures.

We hypothesize that task-intrinsic knowledge embedded
in a model’s checkpoints can be harnessed to produce adver-
sarial examples that strongly transfer across architectures.

This CVPR paper is the Open Access version, provided by the Computer Vision Foundation.
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Figure 1. Comparison between our approach (using checkpoints
from a single surrogate model’s training) and traditional ensemble
attacks (using surrogate models with diverse architectures).

As training progresses, a model advances from random
initialization, through a phase of capturing task-intrinsic
knowledge, to eventual overfitting. By generating adver-
sarial examples from various checkpoints along this trajec-
tory, we replicate the diversity effect of ensemble attacks
without needing multiple surrogate models of different ar-
chitectures.

To guide checkpoint selection, we use the accuracy gap
between training and validation data as an indicator of over-
fitting and reliance on task-irrelevant knowledge. We hy-
pothesize that, once a meaningful validation accuracy is
reached, the transferability enhancement from checkpoints
declines as the accuracy gap increases, with heavily overfit-
ted models even reducing transferability. This hypothesis is
empirically validated later.

Based on these hypotheses, we propose an innovative
black-box adversarial attack that leverages a single surro-
gate model’s training checkpoints to generate highly trans-
ferable adversarial examples. Our method employs an accu-
racy gap-based importance metric alongside an importance-
based strategy to choose the most effective checkpoints.
Figure 1 compares our approach with traditional ensemble
attacks.

Extensive experiments on benchmark datasets, includ-
ing ImageNet and CIFAR-10, show that our method consis-
tently outperforms ensemble attacks in transferability. This
is achieved by using checkpoints that are less overfitted and
more reflective of task-intrinsic knowledge, unlike ensem-
ble attacks that often rely on overfitted models. Moreover,
our method remains robust under constraints such as limited
model capacity, reduced training data, and non-overlapping
or differently distributed surrogate datasets. For example,
using only 10% (5,000 images) of CIFAR-10’s training
data, our method achieves an average attack success rate
of 98.4% against target models.

Our major contributions are as follows:

1. Novel Approach using Training Checkpoints: We
introduce a pioneering method that leverages multiple
checkpoints from a single model’s training trajectory, ef-
fectively replicating the diversity of traditional ensemble at-
tacks without needing surrogate models of different archi-
tectures.

2. Accuracy Gap-based Checkpoint Selection: We
propose an accuracy gap metric to quantify the extent of
task-irrelevant knowledge and strategically select training
checkpoints for generating highly transferable adversarial
examples.

3. Superior Transferability: Extensive experiments on
benchmark datasets show that our method consistently out-
performs traditional model ensemble attacks, achieving
higher success rates across diverse target models.

4. Improved Practicality: Our approach exhibits robust
performance under real-world constraints—including lim-
ited model capacity, reduced training data, and variations in
surrogate dataset distributions—ensuring its applicability in
diverse settings.

2. Preliminaries

2.1. Background and Related Work
Adversarial Examples. Adversarial examples are inputs
that mislead DNN models by adding small, often imper-
ceptible perturbations to legitimate inputs. In white-box
settings, where the target model’s parameters are known,
they are crafted by computing the gradient of the adversarial
loss with respect to the input, as in FGSM [7] and Iterative
FGSM (I-FGSM) [15].
Transferability of Adversarial Examples. Adversarial
examples generated on white-box surrogate models can
transfer to black-box target models [21] by exploiting their
shared task-intrinsic knowledge. This enables effective at-
tacks without accessing the target model’s parameters or
structure. However, overfitting to the surrogate model can
reduce transferability. Techniques such as Momentum It-
erative FGSM (MI-FGSM) [2], Nesterov Iterative FGSM
(NI-FGSM) [17], Diverse-Input (DI) [28], and Translation-
Invariant (TI) [3] improve transferability by incorporating
momentum and input transformations.
Model Ensemble Attacks. To enhance transferability,
model ensemble attacks combine multiple models of dif-
ferent architectures. In [18], for each model fi in the
ensemble, the gradient of the attack loss is computed as
gi = ∇xadv

t
L
(
fi
(
xadv
t

)
, y
)

and then aggregated, typi-

cally by averaging: gensemble = 1
M

∑M
i=1 gi, where M is

the number of models in the ensemble. Adaptive Ensem-
ble Attack (AdaEA) [1] dynamically adjusts the averag-
ing weights of surrogate models based on their contribu-
tion to the attack’s effectiveness. Stochastic Variance Re-
duced Ensemble (SVRE) [29] uses SVRG to reduce gradi-
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ent variance across surrogate models. Additionally, meth-
ods like Ghost Networks [16] and Large Geometric Vicinity
(LGV) [8] create multiple variants from a single model—by
perturbing dropout layers or applying high-learning-rate
fine-tuning—to lessen reliance on diverse architectures.

2.2. Limitations of Model Ensemble Attacks
Existing ensemble attacks face two main limitations:
Limited Model Availability. These attacks often require
diverse model architectures, but pre-trained models may
be scarce, especially for niche datasets. Training multiple
models from scratch is costly and time-intensive, making
such attacks impractical in resource-constrained settings or
cost-prohibitive.
Overfitting to Task-irrelevant Knowledge. Well-trained
models often overfit to specific training data and architec-
tural nuances. When used as surrogate models, this over-
fitting can reduce the transferability of adversarial exam-
ples, limiting their effectiveness against models with signif-
icantly different architectures.

3. Threat Model and Notation
Threat Model. We follow the standard approach for model
ensemble attacks, assuming a black-box setting where ad-
versaries cannot access the target model’s parameters or ar-
chitecture. Adversaries have an auxiliary dataset for train-
ing a surrogate model, which may be identical to the tar-
get model’s data, share its distribution without overlapping,
or follow a different distribution. Additionally, adversaries
have sufficient computational resources to train a surro-
gate model and generate adversarial examples from mul-
tiple checkpoints along its training trajectory.
Notation. Let M be a model with initial parameters θ0,
trained on dataset D for T epochs. At each epoch t, its
parameters θt are updated (e.g., via SGD or Adam) to im-
prove performance. At predefined intervals, the state θt is
saved as a checkpoint. The set of checkpoints, denoted by
Θ, comprises N states collected during training.

4. Our Proposed Method
Our research question is: Can a single model’s training tra-
jectory capture the diversity of model ensemble attacks to
enhance adversarial transferability? We propose leverag-
ing a single model’s training checkpoints to extract task-
intrinsic knowledge—which generalizes across architec-
tures—to craft transferable adversarial examples without
requiring models of diverse architectures.

During training, a model acquires two types of knowl-
edge: task-intrinsic, which transfers across models, and
task-irrelevant, which is specific to the training data or ar-
chitecture and limits transferability. In early training, the
model learns foundational, transferable patterns; later, it

captures more task-irrelevant details and overfits, reducing
generalization.

Thus, checkpoints from the pre-overfitting phase should
yield more transferable adversarial examples. We hypothe-
size (the first hypothesis) that adversarial examples derived
from these checkpoints can exploit shared vulnerabilities
across architectures. Accordingly, our method uses an over-
fitting indicator to measure task-irrelevant knowledge and a
checkpoint selection strategy to identify the most effective
checkpoints for transferability. These selected checkpoints
are then used to generate adversarial examples, similar to
model ensemble attacks.

4.1. Overfitting Indicator: Accuracy Gap
To measure overfitting, we use the accuracy gap between
the training and validation sets as a metric. For each check-
point fθt , the accuracy gap is defined as

accGt = accTt − accVt (1)

where accTt and accVt are the training and validation accu-
racies, respectively. This gap reflects overfitting: it starts
small and grows as the model shifts from learning task-
intrinsic to task-irrelevant knowledge.

We hypothesize (the second hypothesis) that, once val-
idation accuracy reaches a substantial level, checkpoints
with smaller accuracy gaps yield more transferable adver-
sarial examples. Lower overfitting reduces task-irrelevant
knowledge, enhancing adversarial transferability by focus-
ing on generalizable features that exploit shared vulnerabil-
ities across different model architectures.

4.2. Importance of Checkpoints
The importance pt of checkpoint t for transferability is de-
fined based on its accuracy gap:

pt =
e−k·accGt∑N
t=1 e

−k·accGt
(2)

where k is a scaling factor, accGt is the accuracy gap of the
t-th checkpoint, and N is the total number of checkpoints.
This measure assigns higher weights to checkpoints with
smaller accuracy gaps, as they likely capture more general-
izable features and improve adversarial transferability.

To validate the second hypothesis, we examine the re-
lationship between accuracy gap and transferability. We
rank checkpoints by importance in descending order,
{p1, p2, . . . , pN}, select subsets of the most important
checkpoints, and evaluate the average attack success rate of
adversarial examples generated from these subsets across
multiple target models on ImageNet.1

1The surrogate model is ResNet-18 on ImageNet, with target models
including 4 CNNs (ResNet-50, WRN101-2, BiT-101, Inception-v4) and 4
ViTs (LeViT, Visformer-S, PiT-S, Swin-S).
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Figure 2. Cumulative importance and average attack success rates
of using ensembles of varying numbers of top checkpoints.

Algorithm 1 Selecting Representative Checkpoints and Ap-
plying Multi-Iteration Ensemble Attack
Input: Set of checkpoints Θ, input x, true label y, adversar-
ial cross-entropy loss J , perturbation size ϵ, total iterations
I , step size α.
Output: Adversarial example xadv with ∥xadv − x∥∞ ≤
ϵ.

1: Select a representative subset Θ′ ⊆ Θ using Eqs.1-3
2: Initialize xadv

1 ← x
3: for iteration i = 1 to I do
4: gensemble ← 0
5: for each θ′ ∈ Θ′ do
6: Compute gradient gθ′ = ∇xJ(θ

′,xadv
i , y)

7: gensemble ← gensemble + gθ′

8: end for
9: gensemble ← gensemble/|Θ′|

10: xadv
i+1 ← clipϵ

x(x
adv
i + α · sign(gensemble))

11: end for
12: return xadv = xadv

I

As shown in Fig. 2, selecting the top few checkpoints
achieves substantial cumulative importance. For instance,
the top 40 checkpoints account for nearly 100% of the cu-
mulative importance. We assess the attack success rate of
adversarial examples generated using ensembles of varying
numbers of top checkpoints. The results show that incorpo-
rating high-importance checkpoints significantly enhances
transferability, whereas adding low-importance checkpoints
(e.g., the last 40 checkpoints after reaching 98% cumulative
importance) reduces transferability.

These findings confirm the second hypothesis that
lower overfitting levels, as indicated by higher importance
weights, enhance adversarial transferability, while high-
overfitting checkpoints degrade it. Thus, selecting check-
points with minimal overfitting is crucial for optimizing ad-
versarial transferability.

4.3. Checkpoint Selection Strategy

As shown in Fig. 2, a checkpoint’s importance score quan-
tifies its task-intrinsic knowledge and overfitting, indicat-

ing its ability to generate transferable adversarial examples.
Based on this, we propose the following selection strategy.
First, we discard checkpoints with validation accuracy be-
low a threshold α to ensure sufficient utility. Next, we rank
the remaining checkpoints by importance and iteratively se-
lect the most important ones until their cumulative impor-
tance reaches a target K%. Formally, the selected set is:

Θ′ = {θ1, θ2, . . . , θi |
i∑

j=1

pj ≤ K%, accVj ≥ α,∀j} (3)

where pj is the importance of the j-th checkpoint (in de-
scending order), and K% is the target cumulative impor-
tance. This strategy prioritizes checkpoints with smaller ac-
curacy gaps to enhance adversarial transferability.

Once selected, these checkpoints are used in a multi-
iteration ensemble attack to generate adversarial examples,
as detailed in Algorithm 1.

5. Experiments
5.1. Experimental Setting
Datasets. We follow prior works [1, 29] and evaluate
our method on two benchmark datasets: an ImageNet-
compatible dataset2 and CIFAR-10 [14].
Models. For adversarial transferability evaluation, we use
diverse target models, including CNNs—ResNet-50 (RN-
50) [9], WideResNet-101 (WRN-101) [31], BiT-M-R101
(BiT-101) [13], Inception-v4 (Inc-v4) [26], DenseNet-121
(DN-121) [11], VGG-16 [23], and GoogLeNet [25]—and
vision transformers (ViTs): ViT-Base (ViT-B) [4], DeiT-
Base (DeiT-B) [27], Swin-Base (Swin-B) [19], and PiT-
Base (PiT-B) [10]. We evaluate ensemble-based defense
targets built using standard training, ADP [20], GAL [12],
and DVERGE [30] on an ensemble, denoted as ens3-RN-20,
comprising three ResNet-20 models.

For ensemble attacks, we follow [1] with four surro-
gates on ImageNet—ResNet-18 (RN-18) [9], Inception-v3
(Inc-v3) [26], ViT-Tiny (ViT-T) [4], and DeiT-Tiny (DeiT-
T) [27]—and four on CIFAR-10: ResNet-18, ResNet-34,
Inception-v3, and MobileNet-V2 [22]. For single-model
methods (ours and LGV [8]), we primarily use ResNet-18
but also ViT-Tiny. When both are used, checkpoints (ours)
or variants (LGV) are selected independently and then com-
bined to generate adversarial examples.
Attack Baselines. We compare our approach with three en-
semble attacks: Ens [18], LGV [8], and AdaEA [1], using
their original ensemble configurations as described above,
unless stated otherwise. LGV originally employs a longi-
tudinal ensemble that randomly samples one model per it-
eration. For fair comparison, we configure LGV to use all

2https://github.com/cleverhans-lab/cleverhans/
tree/master/cleverhans_v3.1.0/examples/nips17_
adversarial_competition/dataset
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Table 1. ASRs (%) on ImageNet for CNN and ViT target models using different surrogate configurations for LGV and our method (CNN-
only, ViT-only, and CNN+ViT), while Ens and AdaEA use both CNN and ViT surrogates. Adversarial examples are generated by I-FGSM.
Bold indicates the best performance.

Attack
Surrogate
Models

CNN ViT

RN-50 WRN-101 BiT-101 Inc-v4 Average ViT-B DeiT-B Swin-B PiT-B Average
Ens RN-18, Inc-v3,

ViT-T, DeiT-T
54.0 52.0 46.6 56.9 52.4 38.3 59.2 21.9 30.8 37.6

AdaEA 55.9 52.9 46.1 53.5 52.1 39.8 58.8 22.6 32.4 38.4

LGV
RN-18 86.2 92.8 78.2 83.4 85.2 21.7 33.6 25.7 35.3 29.1
ViT-T 31.9 40.5 36.0 43.7 38.0 28.0 48.2 15.7 22.4 28.6
Res-18, ViT-T 68.9 80.6 66.0 71.5 71.8 24.5 40.9 20.0 29.7 28.8

Ours
RN-18 90.0 94.9 83.4 88.2 89.1 26.0 41.4 26.8 39.1 33.3
ViT-T 35.8 41.8 39.5 45.6 40.7 49.8 78.8 22.3 32.5 45.9
RN-18, ViT-T 91.4 95.5 87.7 89.6 91.1 60.2 84.1 45.1 57.8 61.8

Table 2. ASRs (%) on CIFAR-10 target CNN models using
ResNet-18 as the surrogate for LGV and ours, and four CNN sur-
rogates (see Section 5.1) for Ens and AdaEA. Adversarial exam-
ples are generated with I-FGSM. Bold indicates best performance.

Attack
Target Model

RN-50 VGG-16 DN-121 GoogleNet Average
Ens 93.1 92.8 91.6 89.1 91.7
AdaEA 93.8 94.4 92.4 91.1 92.9
LGV 59.4 65.2 55.5 69.1 62.3
Ours 99.9 100 100 99.8 99.9

40 model variants per iteration, resulting in an average at-
tack success rate 3.3% higher on ImageNet than its original
longitudinal ensemble.
Other Configurations. We follow the baseline methods
to evaluate the adversarial transferability using untargeted
black-box attacks. Adversarial examples are generated un-
der an L∞ bound of ϵ = 16/255 over T = 10 iterations
(step size ϵ/T ). Surrogate models are trained using SGD
for 100 epochs, starting with an initial learning rate of 0.1,
which is decayed by a factor of 0.1 every 30 epochs. The
importance scaling factor, k, is set to 1, with a target cumu-
lative importance of K = 98% and a validation accuracy
threshold, α, set at 60% of the final performance. All ex-
periments are implemented in PyTorch and executed on two
NVIDIA GeForce RTX 3090 GPUs.

5.2. Adversarial Transferability
We assess adversarial transferability by measuring the at-
tack success rate (ASR) on ImageNet and CIFAR-10 target
models, using surrogate models trained on the same data
as their respective targets. We evaluate both standard and
robustness-enhanced targets as detailed in Section 5.1.

5.2.1. Standard Target Models
Tables 1 (ImageNet) and 2 (CIFAR-10) report our results.
Key observations include:

1. High Transferability within Homogeneous Archi-
tectures. Our method achieves high transferability when

the surrogate and target share the same architecture (CNNs
or ViTs), i.e., a homogeneous architecture. For example,
with ResNet-18 as the surrogate on ImageNet, our method
outperforms LGV by 3.9% and both Ens and AdaEA by
36.7% and 37%, respectively, on CNN targets. Similarly,
using ViT-Tiny as the surrogate yields superior performance
on ViT targets. A comparable trend is observed on CIFAR-
10, where our method surpasses the three baseline attacks
by 8.2%, 7.0%, and 37.6% in average ASR on four target
models. These results demonstrate that our method effec-
tively captures generalizable, task-intrinsic features within
homogeneous architectures.

2. Lower Transferability across Heterogeneous Archi-
tectures. Transferability between heterogeneous architec-
tures (e.g., CNNs to ViTs or vice versa) is notably lower
due to differences in gradient flow [1]. For example, us-
ing ResNet-18 as the surrogate for ViT targets leads to a
performance drop—our method falls behind ensemble ap-
proaches. Similarly, when ViT-Tiny serves as the surrogate
for CNN targets, our method underperforms compared to
ensemble methods. Specifically, with ViT-Tiny as the surro-
gate, our method outperforms Ens and AdaEA by 8.3% and
7.5% on ViT targets but performs slightly worse on CNN
targets. Note that both Ens and AdaEA employ both CNN
and ViT surrogates.

3. Combining Heterogeneous Surrogate Models En-
hances Transferability. Aggregating heterogeneous surro-
gates significantly boosts our method’s transferability. With
both ResNet-18 and ViT-Tiny, our method achieves an av-
erage ASR of 91.1% on CNN targets and 61.8% on ViT
targets on ImageNet—outperforming Ens by 38.7% and
24.2%, and AdaEA by 39.0% and 23.4%, respectively. No-
tably, LGV shows no improvement under this configuration,
reinforcing that our method more effectively captures task-
intrinsic knowledge across diverse architectures.

5.2.2. Robustness-Enhanced Target Models
Table 3 summarizes ASRs on CIFAR-10 for four ensemble-
based defense target models. When averaged over these de-
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Table 3. ASRs (%) on CIFAR-10 against ensemble-based defense
models. Bold indicates the best performance.

Defense
ens3-RN-20

Standard ADP GAL DVERGE Average
Ens 85.9 80.5 90.3 82.3 84.8
AdaEA 86.0 81.9 90.4 82.3 85.2
LGV 87.7 83.3 89.7 86.2 86.7
Ours 89.7 89.9 90.2 91.2 90.3

fenses, our method outperforms Ens, AdaEA, and LGV by
5.5%, 5.1%, and 3.6%, respectively. These results under-
score the strong capability of our approach to bypass diverse
defensive mechanisms.

Takeaway 1. Our method achieves superior
adversarial transferability on both standard and
robustness-enhanced target models, particularly
within homogeneous architectures. Transferability
across heterogeneous architectures (e.g., CNNs to
ViTs and vice versa) remains challenging but im-
proves significantly with heterogeneous surrogate
aggregation. Our approach leverages heterogeneous
surrogates more effectively than traditional model
ensemble attacks. By prioritizing checkpoints that
capture task-intrinsic knowledge and reduce task-
irrelevant information, our method significantly en-
hances adversarial transferability across diverse tar-
get models.

(b) CIFAR-10(a) ImageNet

Figure 3. Impact of surrogate model capacity on ASRs.

(b) CIFAR-10(a) ImageNet

Figure 4. Impact of training dataset size on attack effectiveness.

5.3. Performance Under More Practical Scenarios
We assess our method’s efficiency under more practical
conditions, examining how surrogate model capacity, train-

Table 4. ASRs (%) for surrogate and target models trained on non-
overlapping datasets or datasets with different distributions.

Training Dataset
Target Model

RN-50 VGG-16 DN-121 GoogleNet Average
Overlap 99.9 100 100 99.8 99.9
Non-Overlap 98.4 99.0 98.4 97.9 98.4
Different Distribution 98.2 98.8 97.8 97.9 98.2

ing dataset size, and dataset discrepancies between surro-
gate and target models impact attack effectiveness. This
analysis provides insights into our method’s practicality in
resource-constrained settings.

5.3.1. Surrogate Model Capacity
We assess the impact of surrogate model capacity on attack
performance using ResNet models of varying complexities.
For CIFAR-10, we compare ResNet-8, ResNet-14, ResNet-
20, and ResNet-18, while for ImageNet, we use ResNet-
10t, ResNet-14t, and ResNet-18. As shown in Fig. 3, overly
simple models like ResNet-8 and ResNet-10t degrade attack
performance. However, moderately larger models, such as
ResNet-14 and ResNet-14t, maintain strong attack effec-
tiveness without a significant performance drop.

5.3.2. Training Dataset Size of the Surrogate Model
We investigate the feasibility of training the surrogate model
with a limited amount of data. To assess how the amount
of training data affects attack performance, we vary the
training set size from 5% to 100% of the full dataset. For
CIFAR-10, the surrogate model is trained with between 500
and 50,000 images, whereas for ImageNet, it is trained with
between 60,000 and 1,200,000 images. As illustrated in
Fig. 4, even when using only 10% of CIFAR-10’s train-
ing data (5,000 images), our approach achieves an impres-
sive average ASR of 98.4%. On ImageNet, training with
600,000 images yields an average ASR of 58.9%, substan-
tially outperforming baseline methods.

These findings demonstrate that high attack performance
can be maintained while reducing both the size of the train-
ing dataset and the complexity of the surrogate model. Con-
sequently, our method offers a cost-efficient and practical
solution that minimizes computational requirements with-
out sacrificing effectiveness.

5.3.3. Distinct Training Datasets
In Section 5.2, we assumed that the target model’s dataset
was used to train the surrogate models. Here, we investi-
gate the impact of using different training data for surrogate
model training by considering two experimental setups:

1. Same Distribution, Non-Overlapping. In this setup,
both the surrogate and target models are trained on data
drawn from the same distribution, but the datasets do not
overlap. For this experiment, the surrogate model is trained
on 5,000 images from the CIFAR-10 training set, while the
remaining 45,000 images are used to train the target model.
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Table 5. ASRs (%) on ImageNet using various adversarial example generation methods with ResNet-18 as the surrogate model. Bold
numbers indicate the best performance, and ∆ represents the improvements over I-FGSM.

Base
CNN ViT

RN-50 WRN-101 BiT-101 Inc-v4 Average (∆) ViT-B DeiT- B Swin-B PiT-B Average (∆)
I-FGSM 90.0 94.9 83.4 88.2 89.1 26.0 41.4 26.8 39.1 33.3
MI-FGSM 95.9 97.9 91.9 94.9 95.2 (+6.1) 46.2 62.1 45.6 59.0 53.2 (+19.9)
DIM-FGSM 96.8 98.8 95.6 98.2 97.4 (+8.3) 55.2 71.7 50.5 66.6 61.0 (+27.7)

Table 6. ASRs (%) on ImageNet using various checkpoint selection strategies with ResNet-18 as the surrogate model. Adversarial examples
are generated using I-FGSM. Bold numbers highlight the best results.

Selection
Strategy

CNN ViT

RN-50 WRN-101 BiT-101 Inc-v4 Average ViT-B DeiT-B Swin-B PiT-B Average
Random 68.9 80.9 59.5 64.8 68.5 15.0 24.7 16.8 24.4 20.2
Uniform 85.2 89.6 73.0 75.2 80.8 20.4 32.6 22.0 36.0 27.8
Importance-based 90.0 94.9 83.4 88.2 89.1 26.0 41.4 26.8 39.1 33.3

Table 7. ASRs (%) on ImageNet using the vertical ensemble method with 4 models per iteration and ResNet-18 as the surrogate model.
Adversarial examples are generated using I-FGSM.

Attack
CNN ViT

RN-50 WRN-101 BiT-101 Inc-v4 Average ViT-B DeiT-B Swin-B PiT-B Average
LGV 77.3 86.9 68.6 73.8 76.7 16.1 28.1 18.4 26.9 22.4
Ours 80.6 90.4 74.2 83.2 82.1 20.2 33.0 21.3 32.5 26.8

As discussed in Section 5.3.2 and shown in Fig. 4, 5,000 im-
ages are sufficient for our method to train a surrogate model
that achieves strong attack performance on CIFAR-10.

2. Different Distributions. In this case, a distribution
shift exists between the datasets used for the surrogate and
target models. Specifically, the target model is trained on
CIFAR-10, while the surrogate model is trained on the Im-
ageNet portion of the CINIC-10 dataset, resulting in a sig-
nificant distribution difference between the two datasets.
The results for both scenarios are presented in Table 4. They
demonstrate that using non-overlapping datasets, or datasets
from different distributions, has a minimal impact on attack
performance. This finding underscores the robustness of our
method, indicating that it remains effective even when the
surrogate and target models are trained on distinct datasets.

Takeaway 2. Our method proves both efficient and
effective in practical, real-world scenarios. By em-
ploying surrogate models with reduced complex-
ity, training on smaller datasets, or using non-
overlapping and differently distributed datasets, our
approach consistently maintains high attack perfor-
mance. This robustness makes the technique well-
suited for deployment in settings with limited com-
putational resources or data, further enhancing its
real-world applicability.

5.4. Further Analysis
In this subsection, we assess the attack performance of our
method under additional variations of settings.

5.4.1. Adversarial Example Generation Methods
We have evaluated our method using I-FGSM for gener-
ating adversarial examples. Notably, MI-FGSM [2] and
DI [28] are known to generate more transferable adversar-
ial examples than I-FGSM. To assess the benefits of these
stronger methods within our approach, we compare the per-
formance of MI-FGSM and the combination of MI-FGSM
and DI (DIM-FGSM) against I-FGSM on the ImageNet
dataset, using ResNet-18 as the surrogate model. As shown
in Table 5, replacing I-FGSM with MI-FGSM significantly
boosts our method’s ASR, yielding an average improvement
of 6.1% on CNN target models and 19.9% on ViT target
models. When DIM-FGSM is used in place of I-FGSM,
the average ASR improvements are even more significant,
reaching 8.3% on CNN target models and 27.7% on ViT
target models. These results demonstrate that integrating
stronger adversarial example generation methods can fur-
ther enhance the transferability of our adversarial attacks.

5.4.2. Checkpoint Selection Strategies
We also assess the impact of different checkpoint selec-
tion strategies, including our proposed importance-based
approach alongside random selection using Gaussian and
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uniform distributions. Experiments using ResNet-18 as the
surrogate model on the ImageNet dataset (see Table 6) re-
veal that the average ASRs for the Gaussian-random and
uniform-random strategies across the eight target models
are 48.9% and 54.3%, respectively, while our importance-
based strategy achieves 61.2%. This result clearly demon-
strates the advantage of our selection strategy in enhancing
overall attack performance.

5.4.3. Reduced Memory Usage
Ensembling multiple checkpoints to generate adversarial
examples generally increases memory consumption. To ad-
dress this issue, we propose a vertical ensemble method that
significantly reduces memory requirements. Leveraging
an importance-based selection strategy, we randomly select
only 4 checkpoints per iteration—aligning with the number
of models used in the Ens and AdaEA methods in Table 1.
Table 7 presents the ImageNet results for both LGV and our
method when applying this vertical ensemble setting with
ResNet-18 as the surrogate model. Although the average
ASRs for both LGV and our method decrease—with our
method achieving an average ASR of 82.1% on CNN tar-
get models and 26.8% on ViT target models—our approach
still outperforms baseline methods for homogeneous target
models, as shown in Table 7 (for LGV and our method) and
Table 1 (for Ens and AdaEA). This demonstrates a favor-
able trade-off between reduced memory usage and overall
performance.

5.4.4. Using the Same Number of Models in the Ensemble
In previous experiments, Ens and AdaEA used significantly
fewer models in their ensembles than LGV and our method.
For example, as shown in Table 2 for CIFAR-10, Ens
and AdaEA utilized four models—one from each architec-
ture—while LGV and our method employed 40 variants or
checkpoints from a single surrogate model. Here, we com-
pare their performance when the ensemble sizes are equal.
In this experiment, we collected 10 well-trained models
for each of the four architectures, expanding the ensem-
bles for Ens and AdaEA to 40 models, denoted as Ens+
and AdaEA+. Table 8 presents the experimental results on
CIFAR-10. We observe that Ens+ and AdaEA+ improve
their average ASR over the original Ens and AdaEA by
6.4% and 0.2%, respectively, yet our method still outper-
forms Ens+ and AdaEA+ by 1.7% and 6.8%, respectively.
These findings indicate that adversarial examples generated
from a single model’s checkpoints are more generalizable
than those produced by a traditional ensemble of equally
well-trained models.

5.4.5. Training Hyperparameters
Finally, we examine the impact of using different optimiz-
ers and learning rate schedulers in training the surrogate
model on our method’s performance. We evaluate three ex-

Table 8. Comparison of ASRs (%) on CIFAR-10. Methods labeled
with a ’+’ (Ens+ and AdaEA+) use the same number of ensemble
models as our method, while those without (Ens and AdaEA) use
the original settings (4 ensemble models). Bold indicates the best
results.

Attack
Target Model

RN-50 VGG-16 DN-121 GoogleNet Average
Ens 93.1 92.8 91.6 89.1 91.7
Ens+ 98.1 98.8 97.8 97.9 98.2
AdaEA 93.8 94.4 92.4 91.1 92.9
AdaEA+ 93.3 94.2 91.7 93.3 93.1
Ours 99.9 100 100 99.8 99.9

Table 9. Average ASRs (%) on the four CIFAR-10 target models
under different hyperparameter settings, using ResNet-18 as the
surrogate model.

Experiment
Hyperparameter

Average
Learning Rate

Schedule
Optimizer

Learning
Rate

E1
Step size decay

×0.1 each 30 epochs
SGD 0.01 99.7

E2
Cosine

Annealing
SGD 0.01 99.8

E3
Step size decay

×0.1 each 30 epochs
Adam 0.001 98.3

perimental setups with varying hyperparameters on CIFAR-
10, and Table 9 presents the average ASR on the four tar-
get models under these configurations. The results indicate
that our method maintains consistent attack performance
across different setups, underscoring the robustness of our
approach to variations in hyperparameter configurations.

6. Conclusion

We have introduced a novel black-box adversarial attack
that leverages training checkpoints of a single surrogate
model to replicate the diversity typically achieved us-
ing multiple surrogate models with diverse architectures.
By employing an accuracy gap-based checkpoint selec-
tion strategy, our method focuses on those checkpoints that
capture task-intrinsic knowledge rather than overfitting to
specific training data or architectural nuances, thereby en-
hancing the transferability of generated adversarial exam-
ples. Extensive experiments on ImageNet and CIFAR-10
demonstrate that our approach consistently outperforms tra-
ditional ensemble attacks, achieving higher attack success
rates across various conditions—including scenarios with
limited surrogate capacity, reduced training data, and dif-
fering surrogate dataset distributions. Overall, our findings
highlight the practical advantages of leveraging a single
model’s training trajectory for generating transferable ad-
versarial examples and deepen our understanding of the in-
trinsic mechanisms underlying adversarial transferability.
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