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Abstract

Instruction tuning enhances large vision-language models
(LVLMs) but increases their vulnerability to backdoor attacks
due to their open design. Unlike prior studies in static set-
tings, this paper explores backdoor attacks in LVLM instruc-
tion tuning across mismatched training and testing domains.
We introduce a new evaluation dimension, backdoor domain
generalization, to assess attack robustness under visual and
text domain shifts. Our findings reveal two insights: (1)
backdoor generalizability improves when distinctive trigger
patterns are independent of specific data domains or model
architectures, and (2) the competitive interaction between
trigger patterns and clean semantic regions, where guiding
the model to predict triggers enhances attack generalizability.
Based on these insights, we propose a multimodal attribu-
tion backdoor attack (MABA) that injects domain-agnostic
triggers into critical areas using attributional interpretation.
Experiments with OpenFlamingo, Blip-2, and Otter show
that MABA significantly boosts the attack success rate of
generalization by 36.4% over the unimodal attack, achieving
a 97% success rate at a 0.2% poisoning rate. This study
reveals limitations in current evaluations and highlights how
enhanced backdoor generalizability poses a security threat
to LVLMs, even without test data access. Our codes are
available online'.

1. Introduction

Multimodal instruction tuning [27] enhances Large Visual
Language Models (LVLMs), enabling them to process mul-
timodal data and respond more effectively to user intent.
However, this open fine-tuning process, accepting input from
various sources, introduces security risks [15, 23]. Attackers
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Figure 1. Illustration of backdoor attack during LVLM instruction-
tuning. Despite successful poisoning, domain shift between at-
tacker’s and user’s instructions may prevent trigger activation.

could inject malicious data into a self-constructed instruction
set, compromising the model’s output [49].

Traditional backdoor attack research [13] typically as-
sumes that training and testing data follow similar distribu-
tions. However, this assumption breaks down in the context
of models with strong cross-domain processing capabili-
ties [7], such as LVLMs. Significant distribution shifts be-
tween backdoor-polluted training data and real-world testing
contexts often reduce attack effectiveness (see Fig. 1).

In this work, we explore a novel evaluation scenario for
assessing backdoor generalization in LVLMs under shifts in
both visual and text domains. We manipulate visual domains
and control textual information density within a multimodal
instruction set using the stable diffusion model [37] and
a large language model [41], allowing for quantitative ad-
justments across multimodal data domains. We introduce
backdoor domain generalizability as a new evaluation dimen-
sion to measure attack robustness across varied data domains.
An attack with strong backdoor domain generalization can



trigger specific behaviors even under cross-domain shifts.
Based on the constructed instruction dataset with domain
shift, we evaluate the effectiveness of ten classical back-
door attacks in the image captioning task [17], revealing
substantial limitations in the generalizability of most ex-
isting methods, particularly image-based backdoors, under
dynamic conditions. Our extensive empirical analysis high-
lights two key insights strongly associated with enhanced
backdoor generalizability: (1) the irrelevance of distinctive
trigger patterns to specific data domains or model architec-
tures, and (2) the competitive interaction between trigger
patterns and clean semantic regions, where attackers need to
guide the model to predict triggers rather than clean regions.
Building on these insights, we propose a multimodal attri-
bution backdoor attack (MABA) that uses attribution-based
interpretation to place domain-agnostic triggers in critical
decision regions, such as symbols in text and color patches in
images, improving robustness across domains and vulnerabil-
ity to backdoor activation (see Fig. 2 (c)). Our experiments
on OpenFlamingo [2], BLIP-2 [19], and Otter [16] show
that MABA substantially improves ASR-G under various
domain shifts. For example, boosting BadNets’ average
ASR-G from 0.318 to 0.682 (+36.4%). MABA also achieves
over 97% ASR at a 0.2% poisoning rate, highlighting the
vulnerability of LVLMs even in low-resource attack settings.
Our contributions are:
¢ For the first time, we introduce a novel backdoor evalua-
tion scenario by empirically assessing the threats posed by
mainstream backdoor attacks during the instruction tuning
phase of LVLMs under data distribution shifts.
Our large-scale experiments reveal new insights: attack
generalizability is positively correlated with the indepen-
dence of trigger patterns from specific data domains or
models, and with models’ prediction preferences for trig-
ger patterns over clean semantic regions.
Based on these insights, we propose multimodal attribution
backdoor attacks to improve the attack generalizability,
which shows strong attacking performance on the cross-
domain scenario (+ 36.4% ASR-G) and achieves an ASR
over 97% at the poisoning rate 0.2%.

2. Related Works

Multimodal instruction tuning. Multimodal instruction
tuning [50] enhances LVLMs by using diverse data types
(e.g., text, images) to align model outputs with user instruc-
tions. Current methods [29] include expert systems [48]
and modular training [27, 51], focusing on parameter tun-
ing [14]. Expert systems use LLM-driven agents (e.g., Chat-
GPT [46]) to process multimodal inputs, integrating with
vision experts without parameter adjustment, such as Hug-
ginggpt [38], Visual ChatGPT [45], and MM-REACT [48].
Modular training [18, 27, 51] offers a resource-efficient alter-
native, optimizing instruction alignment for visual language
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models. Examples include MultiModal-GPT [12] and Ot-
ter [16], which refine multimodal data quality and modules,
enhancing models like Openflamingo [2] and BLIP-2 [18].

Backdoor attacks on LVLMs. Backdoor attacks [21, 24]
manipulate LVLMs by embedding trigger patterns in training
data. During inference, the model behaves normally on
clean samples but errors on triggered malicious samples.
Attacks are categorized by stages. In the pre-training phase,
primary targets include the CLIP model [36], with notable
attacks like Carlini and Terzis [3] and BadCLIP [24], which
resists detection [25]. In the fine-tuning phase, methods like
those proposed by Shu et al. [39] and Liang et al. [22] show
how instruction hints can manipulate outputs. Others like
Showcast [47] and Ni et al. [32] reveal risks in narrative
and autopilot contexts, with techniques like ImgTrojan [40]
demonstrating model jailbreaking. Lu et al. [28] propose
AnyDoor as a test-time backdoor attacks against LVLMs.

Comparison with existing attacks. @ Motivation: Be-
cause of the lower cost and manipulability of instruction
datasets, as well as the growing adoption of instruction tun-
ing for aligning with user intent. Thus, we concentrate on
instruction tuning attacks rather than pre-training models.
0 Difference: Prior work primarily introduces technical
innovations in static settings, ignoring real-world dynamics.
Conversely, we examine backdoor behavior under changing
test conditions to identify practical deployment risks. &
Influence: Beyond identifying the concrete security risks in
LVLMs, our study uncovers critical insights into factors that
enhance backdoor generalization across domains. Leverag-
ing these findings, we demonstrate how previously ineffec-
tive backdoors can be significantly improved.

3. Cross-Domain Backdoor Evaluation Pipeline

Fig. 2 displays our evaluation framework and key concepts.
Our novel scenario for assessing backdoor generalization
in LVLMs under visual and text domain shifts uses stable
diffusion and language models to create multimodal data
variations. This framework tests ten classical backdoor at-
tack methods in various domains.

3.1. Victim Model and Attack Setup

Victim model. Suppose an attacker has a pre-trained LVLM
fo and an instruction tuning dataset for a specific task D¥ =
{(qi, xi, y;) },, where q; and x; are the input instruction
and image, respectively, and y; is the desired target output
text. Instruction tuning can optionally update cross-modality
fusion layers’s parameters 6; C 6 to improve the model’s
responses to specific instructions.

Adversarial goal. The attacker conducts a stealthy back-
door attack by constructing a dataset D¥ = D¢ U DP with
clean instructions D¢ = {(q;, z;,y;)}"; and a few poi-
soned instructions D? = {(§;, £;,y")}’~,. Fine-tuning the
LVLM’s cross-modality fusion layers with these instructions
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Figure 2. Overview of our backdoor domain generalization framework. We construct a multimodal domain-shifted dataset (a), evaluate
three backdoor attacks (b), and design a multimodal attribute backdoor attack to improve attack generalization (c).

implants a backdoor response y”. The objective function is:

[A S L(folgi i), yi)

(qi,xi,y:)€D®

SE VY

(4;,&;,y?)€DP

0*

= argmin
0

()
E(fﬂ(qja:%j)vyp) )

where L is the loss function measuring alignment between
model outputs and target text, and )\ balances the contribu-
tions of clean and poisoned instructions.

Attacker’s capabilities and domain generalizability.
To define the concept of backdoor domain generalizabil-
ity, we consider two key domains: the source domain (Dk),
which represents the instruction set crafted by the attacker
for training, and the target domain (D?), which represents the
user’s test instruction set. Backdoor domain generalizabil-
ity refers to an attack’s effectiveness across these divergent
domains, where DF and D! have significant distributional
differences, noted as D(D*) # D(D?). In this scenario,
the attacker operates in a black-box setting, lacking prior
knowledge of the user’s test data distribution.

Attack Methods. Although existing backdoor triggers
are typically categorized into image and text domains (cor-
responding to input image x; and text q;, respectively), we
employ a unified backdoor trigger generation function to
represent three types of backdoor methods, as follows:

©® (1 — mask) + 7 ©@ mask, if s =1,
9(z;;6%), if s =11,

z; +argmin, gs f(2;,7;0°),

T(zj; 0% s)=

Here, z; is a generic input (either image x; or text q;),

if s =1II.
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and s indicates the trigger generation scenario. Additional
notation includes mask for masking, 7 for the specific trig-
ger, g(-;0%) as a transformation function, and f(-) as the
generating function.

Case I: Static Backdoor Attacks use fixed trigger pat-
terns (e.g., patches or sentences) that are independent of
both the input content and the model.

Case II: Content-Aware Backdoor Attacks embed trig-
gers (via g(z;;0%)) by altering image or text features
based on specific input properties (e.g., image frequency).
Case III: Model-Adaptive Backdoor Attacks dynami-
cally generate trigger patterns optimized for one model,
using f(7; 0) to adjust triggers based on the model’s pa-
rameters, minimizing accuracy with respect to the target
answer y? while remaining undetectable.

3.2. Scenario-Driven Data Preparation

We construct cross-domain datasets to evaluate backdoor
generalizability in scenarios where attackers lack access to
the original training distribution. Specifically, we assume
that attackers rely on a self-constructed instruction dataset
DF, which differs from the target test set Dt.

To address these challenges, we employ a stable diffusion
model [37] (for image-to-image transformations in the visual
domain) and multiple language models, including GPT-3.5
Turbo [33], Qwen [8], and LLaMA [41], to introduce con-
trolled variations in both visual and textual components. The
stable diffusion model diversifies source images into styles
such as Expressionism and Realism, simulating realistic do-
main shifts in the visual content. For the textual domain,
these language models summarize or expand questions and



Origin Question:
What scene is depicted in this picture?

Origin Question: Origin Expressionism
What scene is depicted in this picture? | | Image: Image:

Summary Question:
Describe the picture.

Expansion Question:

Can you describe the scene depicted
in this image, including key elements
and the overall atmosphere?

Origin Realism
Image: Image:

Origin Answer:
The figure depicts a joyful scene of
farmers harvesting apples.

Origin Answer:
The picture depicts a joyful scene of
farmers harvesting apples.

Expansion Answer:

The picture depicts a joyful scene of
farmers harvesting apples, cheerfully
working together in a lush orchard.

Summary Answer:
Farmers joyfully harvest apples.

Original Summary Question Expansion Question

Expressionism Image

Realism Image Summary Answer Expansion Answer

KS Statistic:
0.597

10%Ks Statistie:
0.392

KS Statistic:
0.384

KS Statistic:

KS Statistic: KS Statistic:
0.137 0.276

0.604

Figure 3. Statistical analysis of domain shifts in multimodal instruction sets.

answers, adjusting information density while preserving orig-
inal meanings. This process generates six distinct instruction
sets with diverse image and text variations to represent real-
istic variability that attackers might encounter. Fig. 3 shows
six examples of domain shifts. More details are provided in
Supplementary Materials.

Statistical analysis. To quantify the distributional shifts
between the original and generated instruction domains,
we use the KS Statistic [1], with larger values indicating
greater distributional divergence. Using the open-source
CLIP model [36], we first compute cosine similarities be-
tween images and their corresponding text descriptions, cre-
ating a similarity distribution for each instruction set. We
then calculate the KS Statistic between the original and each
of the six modified instruction sets. As shown in Fig. 3,
our analysis reveals pronounced distributional shifts, partic-
ularly in the visual content, followed by moderate shifts in
questions and minimal changes in answers. These findings
demonstrate that our constructed instruction sets introduce
realistic cross-domain variations, posing a challenge to the
generalizability of conventional backdoor attacks.

3.3. Generalizability Metrics and Evaluation

Evaluation Metrics. As a central contribution, we introduce
an attack-normalized generalization metric (ASR-G) to mea-
sure the domain generalizability of backdoor attacks under
distribution shifts. The ASR-G is defined as:

ASRpx — ASRpe

ASR-G = min |1
e X(ASRpr, ASR o)

,11€10,1], 2)

where ASRpr and ASRp+ represent the attack success rates
on the attacker’s and user’s datasets, respectively. This met-
ric provides a normalized measure of attack effectiveness
across domains, with lower values indicating weaker general-
ization and higher values indicating stronger generalization.

For accuracy, we use CIDEr [42] to assess text similarity
to ground-truth annotations, where higher CIDEr scores indi-
cate better alignment with clean performance. Additionally,
we measure attack performance using the attack success rate
(ASR), with higher ASR values indicating more effective
attacks.

Evaluation Protocol. @ Dataset. We use a fine-
tuned subset of instructions from Image Caption [43] in
the MIMIC-IT dataset [16] to minimize task-specific effects.
The COCO [26] and Flickr30K [34] datasets serve as test
sets to evaluate generalization. @ Models. We evaluate
OpenFlamingo as the primary victim LVLM. ® Backdoor
Attacks. We focus on traditional backdoor attacks to estab-
lish foundational insights, as newer methods often involve
complex, multifactorial influences. For Case I (Static Back-
door Attacks), we use BadNets [13], Blended [6], TextBad-
Nets [9], and AddSent [10]. For Case II (Content-Aware
Backdoor Attacks), we include LowFrequency [49], WaNet
[30], and StyleBkd [35]. For Case III (Model-Adaptive
Backdoor Attacks), we apply InputAware [31], GCG [52],
and DualKey [44]. Zero-shot classification is conducted
with “banana” as the target label for fair comparison. Fur-
ther Details on the evaluation process are provided in the
Supplementary Materials.

4. Empirical Analysis with Domain Shift

In this section, we focus on evaluating the generalizability of
the backdoor across changes in the original, question, image,
and answer domains. Through the analysis of empirical
studies, we find two key insights that help improve the cross-
domain generalization of backdoors.

4.1. Backdoor Performance in the Original Domain

This subsection evaluates the attack performance of tradi-
tional backdoor attacks in an original domain, focusing on
their effectiveness when applied directly to LVLMs and serv-
ing as a reference for comparisons with shifted-domain sce-
narios. We measure the attack success rate (ASRp+) under
consistent distributional conditions, using LADD as the train-
ing dataset and COCO as the primary test dataset, both of
which share a close distribution. Additionally, we test on
Flickr30K to introduce slight variation in the testing dataset.

Visual backdoor attack analysis. Fig. 4a shows the vari-
ous backdoor attacks on the input image, with the poisoning
rate on the horizontal axis and the attack types differenti-
ated by color. The dashed line indicates the CIDEr score
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Figure 4. Attack performance comparison across poisoning rates

on different datasets.

in the clean sample, and the solid line indicates the attack
success rate (ASR). We find the following: @ All image
backdoor attacks maintain a high ASR (more than 76.10%)
at a poisoning rate of 10%, which proves the scalability
of LVLM. @ Since WaNet and InputAware attacks depend
on parameter tuning (e.g., training parameters), they have
lower poisoning rates in LVLM. ® Instruction fine-tuning
improves the clean sample CIDEr score in COCO from 74%
to 87%, indicating enhanced model instruction adherence,
while also exacerbating the risk of instruction set usage. @
Despite the differences in the test data domains, the attack
ASRs are consistently high (e.g., 97.62% for COCO and
99.50% for Flickr30K’s Blended ASR), which suggests that
traditional backdoor attacks remain effective under moderate
test domain shifts.

Textual backdoor attack analysis. Fig. 4b shows re-
sults for text backdoor attacks at various poisoning rates.
For a fair comparison, AddSent, TextBadNets* and GCG*
use 12 characters, while regular TextBadNets and GCG use
6, and StyleBkd uses an average of 6.7 characters as trig-
gers. We observe that: @ At high poisoning rates, most
attacks succeed; however, StyleBkd underperforms with an
average modification of 6.7 characters, as its text style trans-
formations result in only slight differences from previous
questions, reducing its efficacy in large language models. @
Longer trigger patterns improve attack success; for exam-
ple, at a 0.5% poisoning rate, TextBadNets’ ASR increases
from 4.78% with 6 characters to 54.38% with 12 charac-
ters. Character-level triggers outperform sentence-level ones,
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with AddSent reaching a 51.28% ASR at a 0.5% poison-
ing rate using 12 characters, while TextBadNets achieves
54.38% under the same conditions. @ Trigger attacks with
special characters are effective. For example, GCG achieves
an ASR of over 99% with a poisoning rate of 0.5% using
only 6 characters. This may be because special symbols are
very rare in the training data, which makes the triggers more
prominent and easier to activate.

Conclusion. Traditional backdoor attacks can success-
fully poison LVLMs during instruction fine-tuning, though
with varying effectiveness. Minor shifts in the testing do-
main do not significantly impact the attacks’ effectiveness.

4.2. Generalization under Question Domain Shift

To assess the impact of question domain shifts on text attack
generalization, attackers used the Expansion Questio Shift
and Summary Question Shift instruction sets as training
sets, implanting text triggers at a 5% poisoning rate. Fig. 5
shows ASR-G values of six text-based backdoor methods
under question domain shift on the COCO dataset, where
a value closer to 1 indicates better attack generalization.
Our observations are as follows: @ StyleBkd shows signif-
icant sensitivity to question domain changes. The reason
is that its dependency on text domain reconstruction can
affect its generalization; @ Attack methods utilizing special
characters, like GCG and GCG*, demonstrate better gener-
alization across text domain shifts. Because these characters
are less common in training data, maintaining high ASR
across different domains. Additional results are available in
the Supplementary Materials.

4.3. Generalization under Image Domain Shift

To evaluate the impact of image domain variations on at-
tack generalizability, we use a 5% poisoning rate to balance
attack performance and stealth. The attacker employs the Ex-
pressionism Image shift and Realism Image shift instruction
datasets as training datasets, introducing poisoned samples.

Attack generalizability when changing the image do-
main. Tab. 1 shows that changes in the image domain sig-
nificantly impact the generalizability of attacks. We find
the following: @ Generalization declines for most attacks;
while clean samples (e.g., CIDEr scores) perform worse than
the original instruction set, there is a notable drop in ASR
across almost all attacks, indicating that image domain shifts

StyleBkd-{
AddSent+
GCG*
GCGH
TextBadNets*4| " Summary Question Shift
TextBadNets Expansion Question Shift
04150 0.155 04135 LE)O

ASR-G
Figure 5. Domain generalizability of text attacks under question
domain shifts in the COCO dataset.



Table 1. Attack performance and generalization with image domain shift.

Expressionism Image Shift

Realism Image Shift

Method CoCo Flickr30K Mean CoCo Flickr30K Mean
ASR-G ASR-G
ACC(%) ASR(%) ASR-G ACC(%) ASR(%) ASR-G ACC(%) ASR(%) ASR-G ACC(%) ASR(%) ASR-G
BadNets 82.98 7.68 0.08 40.52 12.60 0.13 0.11 8291 14.32 0.14 37.94 22.50 0.22 0.18
Blended 83.29 99.20 0.99 40.60 98.70 0.99 0.99 83.57 98.42 0.99 39.77 96.90 0.97 0.98
LowFrequency 8291 51.48 0.73 41.15 59.20 0.73 0.73 82.90 1.00 0.01 38.41 0.10 0.00 0.01
WaNet 83.70 0.84 0.01 40.58 0.20 0.00 0.01 82.38 0.86 0.01 39.31 0.50 0.01 0.01
InputAware 83.48 32.70 0.61 39.68 7.90 0.16 0.39 81.77 7.50 0.14 38.52 8.90 0.18 0.16
DualKey 82.62 97.36 1.00 37.94 96.90 1.00 1.00 84.01 39.94 0.52 41.69 48.60 0.56 0.54
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Figure 6. Attack performance in combined image domains.

adversely affect attack effectiveness more than clean sample
performance. ® The impact varies by image domain; the
Realism instruction set substantially reduces attack gener-
alizability more than the Expressionism set, with the Low
Frequency attack yielding a Mean ASR-G of 0.01 for Re-
alism versus 0.73 for Expressionism. This is attributed to
the greater distributional mismatch of Realism compared
to Expressionism. ® The content-aware backdoor attack
method (Case II) shows the most significant drop on the
Realistic set. For example, the mean ASR-G is as low as
0.01 for WaNet and LowFrequency. This highlights that the
Case II generalization loss is most severely affected when
the training data undergoes significant domain shift.

Exceptional cases. As shown in Tab. 1, some attack
methods demonstrate atypical generalization performance
under specific conditions, as follows: @ As a model-adaptive
attack (Case III), DualKey uses victim gradients to generate
semantically aligned triggers. Though effective under Ex-
pressionism (mean ASR-G is 1), its performance drops under
Realism (mean ASR-G is 0.54), revealing its vulnerability
to image-domain shifts despite model-specific optimization.
The potential reason is that Realism’s greater visual diver-
gence from the original training domain makes it harder
for optimized triggers to generalize. ® The Blended attack
shows the strongest generalization ability, with the average
ASR-G remaining stable at about 0.99 under different train-
ing image domains. This shows that the Blended attack can
maintain consistent effects in multiple visual styles, which
inspires us: Case I attack method, which does not rely on the
model and the image, may be an effective strategy to achieve
cross-domain generality.

Figure 7. Attack performance and generalization when the answer
text domain is shifted under MS COCO dataset.

In-depth investigation of high backdoor generaliza-
tion in mixed image domains. The Blended method ex-
hibits robust attack generalization across domains, while
the BadNets significantly underperforms with mean ASR-G
values of 0.11 and 0.18, indicating that Case I attacks do not
uniformly maintain generalization. To investigate this, we
simulate image domain fusion by mixing 20%, 60%, 80%,
90%, 98% and 100% of a self-constructed instruction tuning
set with the original set (referring to the unmodified LADD
dataset used in baseline tuning). Fig. 6 displays the attack
results in the COCO dataset at various mixing ratios, leading
to the following conclusions: @ BadNets maintains a high
attack success rate with mixing ratios up to 90%, suggesting
its low generalization on self-constructed sets isn’t due to
trigger pattern flaws. Its performance is even comparable to
the Blended attack under these conditions, outperforming
Case I and Case III attacks. ® BadNets performs worse with
a 90% mixing ratio on the realism instruction set than with a
98% ratio on the expressionism set, due to a greater distribu-
tional mismatch in the realism set. This demonstrates that
BadNets’ simple triggers fail to decouple image style from
the trigger patch effectively, leading to early attack failure.
Details of BadNets’ CAM under cross-domain conditions
are visualized in the Supplementary Materials, revealing that
while the trigger attracts attention, the model focuses more
on other contexts, leading to attack failure.

Conclusion: Across subsetction 4.2 and subsection 4.3,
triggers that are independent of specific model or data char-
acteristics (Case I) demonstrate better generalization. Ad-
ditionally, the success of GCG and the failure of BadNets
suggest that distinctive and conspicuous trigger patterns tend
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to exhibit higher generalizability.

Insight 1: Triggers that do not rely on model-
specific gradients or distribution-dependent features
and possess distinctive patterns show superior
generalizability across domains.

4.4. Generalization under Answer Domain Shift

To evaluate the impact of answer domain changes on attack
generalizability, we use summary and expansion answer
datasets as tuning sets to assess ten backdoor attack methods
at 5% poisoning rate.

Attack generalizability when changing the answer do-
main. ASR and ASR origin represent attack outcomes in
the shifted and original answer domains, respectively. Re-
sults from Fig. 7 show that shifts in the answer domain
positively impact the generalizability of all attacks. We find
that: @ ASRs generally increase after training with shifted
answer domains, suggesting that these shifts do not signif-
icantly harm attack generalizability. ® Some attacks (In-
putAware and DualKey) show considerable generalizability,
while StyleBkd proves ineffective. Shifts in the question and
image domains negatively impact generalizability to varying
degrees. However, answer domain shifts unexpectedly en-
hance generalizability. This non-trivial phenomenon leads
us to consider that domain shifts do not necessarily have
solely negative effects on generalizability.

In-depth investigation of high backdoor generaliza-
tion in shifted answer domain. We investigate extreme
performances under Summary and Expansion answers in
the previous paragraph: InputAware notably improves attack
generalization with Summary Instructions, while StyleBkd
shows ineffective generalization; DualKey and WaNet show
varied improvements under Expansion instructions. To better
understand these results, we calculate the change in image-
text relevance scores, defined as the difference between the
CLIP-based similarity scores of clean and poisoned text-
image pairs. Fig. 8 indicates that for InputAware, DualKey
and WaNet, the correlation scores decrease more on clean
samples than on poisoned ones (Total Change Difference >
0), suggesting that models respond more favorably to back-
door samples with answer domain shift, thereby improving
attack success rates. In contrast, StyleBkd shows a total
change difference < 0, indicating an increase in the predic-
tion of clean samples but a decrease under poisoned ones,
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thus causing attack failure.

Conclusion: Trigger-preferred relevance in backdoor at-
tacks indicates the poisoned model’s prediction preference
for triggers over clean regions. The Blended attack reinforces
this preference by suppressing prediction with clean image
regions, enabling the model to consistently respond to global
triggers across domains and thus enhancing generalizability.

Insight 2: Enhanced generalizability in backdoor
attacks can arise from a competition between clean
and poisoned regions during the model’s decision
process. When the model reduces its reliance on
clean features, the influence of the trigger becomes
more dominant, leading to more consistent attack
success across domains.

5. Enhancing Attacks from Prior Insights

We design a multimodal attribute backdoor attack (MABA)
to enhance the generalizability of previously ineffective at-
tacks.

Trigger patterns. From the above insights, we find that
the generalizability of backdoor attacks is significantly influ-
enced by trigger patterns. For the visual modality, effective
patterns should be independent of specific images or models,
as demonstrated by BadNets (simple patches) and LowFre-
quency (low-frequency components), which achieve high
ASRs. Inspired by LVLMs’ shape bias [11], we design a
simple yellow oval trigger 7, ensuring distinctiveness and
easy detection across domains. For textual instructions, spe-
cial symbols ([, ], *, {, }, <, >) are effective due to their
rarity in training data, making them highly generalizable.

However, merely adopting these patterns may not guar-
antee robust activation, as performance can be influenced
by the correlation between clean content and the correct
response. Thus, trigger placement becomes critical.

Trigger location. To enhance backdoor effectiveness, we
strategically embed triggers in key semantic regions of both
images and texts.

For textual instructions, we insert triggers near critical
words identified by a language model L:

>

i€Keylndices(L,q)

Gg=q+ Insert(c, %), 3)



Table 2. Attack results between our method and traditional back-
door attacks.

ASR-G
Method Type Realism Expressionism
Mean
OpenFla Otter Blip-2 OpenFla Otter Blip-2

Blended  Unimodal 099 099 098 0.98 099 0.98 0.986
BadNets Unimodal 0.13 0.15 0.94 0.18 0.19 0.01 0.318
MABA 0.81 0.82 0.21 0.77 0.80 0.26 0.682

DualKey Multimodal 1.00 1.00  0.09 054 056 0.04 0.638
MABA* 1.00 1.00 0.17 1.00 1.00  0.15 0.834

where KeyIndices(L, q) returns the positions of semantically
important words in the input question g, as determined by
the language model L. The Insert(c,¢) function inserts a
trigger c before the i-th token.

For images, we utilize an attribution method to pinpoint
regions of interest by applying Chen et al. [5], first seg-
menting the image « into parts R = {rq,...,7,} and then
selecting optimal regions R* that maximize the submodular
function F:

max
R*CR,|R*|<k

F (R*,Concat(Q,Y)), O]
where ) and Y represent the question and the answer in
the instruction pair. We compute clean masks (m°) and
poisoned masks (mP) by using the correct and poisoned
answers Y, aiming to focus on the most influential regions
for decision-making:

o o
me =3 "r,m’ =3 r,

i=1 i=1
k= argmkin {AF(k) = ONAF(k+1) <AF(k)}.

The final mask m used for poisoning aims to cover clean
regions while avoiding poisoned areas:

m =m° — (m°NmP). %)
Trigger integration involves blending 7 with « using a mask
m and blend parameter o

z=x-(m==0)+(1-a) -z (m>0)+a-7-(m >0).

a = 0.5 is set for balanced visibility. Examples and further
details are provided in Supplementary Material.

Attack generalizability evaluation. In Tab. 2, we evalu-
ate the cross-model and cross-style performance of MABA
and MABA* on OpenFlamingo, Otter, and Blip-2 under
two visual domain shifts (realism and Expressionism). The
attack poisoning rate is 5%. MABA improves the ASR-G
of BadNets by 36.4% (0.318 to 0.682) via variable, more
concealable trigger patterns. MABA* extends DualKey with
multimodal triggers, raising ASR-G by 19.6% (0.638 to
0.834). Although Blended achieves the highest mean ASR-
G (0.986), its global fixed trigger limits stealth. In addition,
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Blip-2 shows lower ASR-G performance, indicating its in-
creased robustness compared to OpenFlamingo and Otter.
This may be because Blip-2 allows fewer parameters to be
modified than the other two models.
Towards more realistic at- 100 4
tack scenarios. To simu-
late more practical and real-
istic fine-tuning datasets, we
compile a multimodal in-
struction set consisting of
350,000 examples sourced
from M3IT [20], CC3M [4],
and custom datasets with care-
fully designed offsets in both
the image and text domains.
These datasets mimic real-world scenarios where LVLMs
are fine-tuned with vast and noisy data. We evaluate our
proposed attacks against three established backdoor methods
in COCO dataset under varying poisoning rates of 0.2%,
0.5%, and 1%. As shown in Fig. 9, our methods and the
compared methods effectively poison LVLMs even under
extremely low poisoning rates. All evaluated attacks achieve
up to 97% ASR at a poisoning rate of just 0.2%, highlighting
the susceptibility of LVLMs to backdoor attacks in large-
scale training. Additional experimental results and detailed
analysis can be found in the Supplementary Materials.

—8— Blended

—— BadNets
MABA

—&— LowFrequency
MABA*

072 0.5 ITO
Poison Rate (%)
Figure 9. Attack results at
low poisoning rates.

6. Conclusion and Limitations

Conclusion. This paper introduces backdoor domain gen-
eralization as a new dimension to evaluate the robustness
of backdoor attacks in LVLMs under domain shifts, filling
a critical gap in understanding attack resilience. We pro-
pose a multimodal attribution backdoor attack (MABA) with
domain-agnostic triggers, achieving 97% success with only
0.2% poisoning. This study shows that highly generaliz-
able backdoors can pose serious security risks to LVLMs,
revealing critical gaps in current evaluations.

Limitations. Our study does not delve into the varying
impacts of backdoor generalizability across different LVL.M
architectures, nor does it address potential defense mecha-
nisms in depth, which remain open for further exploration.
Additional discussions and details can be found in the Sup-
plementary Materials.
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