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Abstract

Diffusion models have achieved remarkable success in
novel view synthesis, but their reliance on large, diverse,
and often untraceable Web datasets has raised pressing
concerns about image copyright protection. Current meth-
ods fall short in reliably identifying unauthorized image
use, as they struggle to generalize across varied generation
tasks and fail when the training dataset includes images
from multiple sources with few identifiable (watermarked
or poisoned) samples. In this paper, we present novel ev-
idence that diffusion-generated images faithfully preserve
the statistical properties of their training data, particularly
reflected in their spectral features. Leveraging this insight,
we introduce CoprGuard, a robust frequency domain water-
marking framework to safeguard against unauthorized im-
age usage in diffusion model training and fine-tuning. Co-
prGuard demonstrates remarkable effectiveness against a
wide range of models, from naive diffusion models to so-
phisticated text-to-image models, and is robust even when
watermarked images comprise a mere 1% of the training
dataset. This robust and versatile approach empowers con-
tent owners to protect their intellectual property in the era
of Al-driven image generation.

1. Introduction

Over the past decade, we have witnessed the success of vi-
sual generative models in various fields [3, 9, 30, 37, 41,
49], especially diffusion models [6, 34, 36] standing out as a
prominent catalyst for stimulating creative expression. Ac-
cess to high-quality training data, whether open-source or
commercial, is essential to the success of diffusion models.
However, this has raised a new concern over unauthorized
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Figure 1. Our work reveals a key property of diffusion models:
generated images tend to retain the statistical properties of their
training data—a finding that inspired our image copyright protec-
tion approach for diffusion models. This figure highlights the close
similarity in Discrete Fourier Transform (DFT) spectra between
original training images (top row) and diffusion-generated images
(second row) across three diffusion models: DDPM [18], DDIM
[42], and Classifier-Free Guidance [17]. The color scale is set to
[107%, 10™1], and the bottom row illustrates the spectral residuals
and the cosine similarities (COS) [10].

image use in model training and fine-tuning [8]. For exam-
ple, a group of British artists have jointly filed a class-action
lawsuit against Midjourney and other artificial intelligence
companies [43]. Such incidents are increasingly common
and pose serious threats to both society and security. The
ability to prevent image infringement during model training
and fine-tuning is therefore critical in mitigating these risks.

Initial research has concentrated on adversarial defense
methods [27, 39, 45], which proactively disrupt diffusion
models by adding adversarial perturbations to protect im-
ages before publication, distorting the generated outputs.
While effective, these methods have key limitations: a) they
lack model-agnostic flexibility, as they require tailored op-
timization objectives for specific models, which limits their
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use in black-box settings where model details are unknown,
and b) adversarial perturbations are irreversible, making
it impossible for authorized users to access the processed
images as intended. Recent methods that use backdoors
[47] and watermarks [28, 51] offer versatility across various
diffusion tasks by embedding authentication marks for in-
fringement detection. However, they struggle to effectively
support both unconditional and text-to-image models and
often fail to detect infringement models when watermarked
images make up a small portion of the training dataset.

To tackle these challenges, we propose a new approach
to image copyright protection against diffusion models,
guided by two key criteria: a) it must prevent unautho-
rized usage without compromising image quality or hinder-
ing model training and fine-tuning, and b) it should remain
effective even if only a small fraction of the training data
is unauthorized, given the mixed-source nature of diffusion
model data. To achieve this, we conduct an empirical analy-
sis of diffusion models, discovering that they retain spectral
properties of their training data. This means that images
generated by these models share similar frequency distribu-
tions with the original training set (see Fig. 1). Building
on these insights, we introduce CoprGuard, a robust wa-
termarking framework that embeds watermark images into
the discrete wavelet transform (DWT) domain [4] of clean
images using HiNet [22]. Additionally, we propose a water-
mark enhancement module within HiNet to counteract the
tendency of autoencoders, such as AutoencoderKL [11] in
Stable Diffusion [34], to erase embedded watermarks.

To evaluate the effectiveness of CoprGuard on diffusion
models (e.g., DDIM [42], Classifier-Free Guidance [17]
and Stable Diffusion [34]) and popular model training or
fine-tuning methods (e.g., standard training and Low-Rank
Adaptation (LoRA) [20]), we conduct extensive experi-
ments on three widely used datasets: FFHQ [24], ImageNet
[12], and Pokemon [25]. Our method can achieve 100% ac-
curacy for the infringement model detection when the pro-
portion of watermarked images in training dataset exceeds
5%. CoprGuard demonstrates remarkable robustness, re-
liably detecting watermarked images even when they con-
stitute as little as 1% of the training data. Notably, it is
independent of models used in the training or fine-tuning
process, and has a negligible impact on the quality of train-
ing and generated images. For DDIM (trained on FFHQ)
and Stable Diffusion (finetuned on Pokemon), the FID score
[16] only increases by about 4 and 13 as the proportion of
watermarked images in the training dataset increases from 0
to 100%. The key contributions of this work are as follows:

* To our knowledge, we are the first to uncover a fundamen-
tal property of diffusion models: generated images distri-
bution inherits statistical characteristics, such as spectral
features, from their training data. This discovery opens up
new avenues for research and applications, including wa-

termarking techniques, model analysis, and understand-
ing the underlying mechanisms of diffusion models.

* We propose a watermarking framework, CoprGuard, for
image copyright protection against diffusion models. It is
able to detect unauthorized image usage during the train-
ing or fine-tuning for both naive and text-to-image dif-
fusion models. A key innovation of CoprGuard is its
reliance on general spectral features, making it model-
agnostic. This allows it to function effectively in black-
box settings, where the model details are unknown. Ad-
ditionally, CoprGuard is highly robust, reliably extract-
ing watermarks even when watermarked images comprise
just 1% of the training dataset. This combination of flexi-
bility and reliability represents a significant advancement
in image copyright protection against diffusion models.

2. Related Work

Diffusion models have transformed visual generation by
training on vast datasets containing billions of images, but
this scale has raised notable concerns about image copyright
protection. In this section, we provide a brief overview of
two main types of copyright protection methods: active pro-
tection using adversarial technology and passive detection.

2.1. Adversarial Image Copyright Protection

Some works [27, 38, 39, 45] interfere with the learning
process of unauthorized generative models by proactively
adding adversarial perturbations to protected images before
they are published online. Shan et al. [39] proposed the first
adversarial method, GLAZE, to prevent unauthorized image
usage by text-to-image models. It applies "style cloaks"
(style perturbations) to artworks, misleading Stable Diffu-
sion to unsuccessfully mimic a specific artist. Liang et al.
[27] designed a novel method, AdvDM, which exploits ad-
versarial samples via a Monte-Carlo estimation, preventing
painting imitation by diffusion models. After that, Anti-
DreamBooth [45] was proposed, which adds barely per-
ceptible perturbations to images and prevents unauthorized
image usage for personalized image synthesis by Dream-
Booth. Salman et al. [38] obtained images that are im-
mune to diffusion-based image editing disrupting the learn-
ing process of target diffusion models and forcing them
to produce unnatural images. Shan et al. [40] proposed
Nightshade, a prompt-specific poisoning attack, which sup-
presses Stable Diffusion’s latest model (SDXL) from gener-
ating images with certain subjects or styles with fewer poi-
soned training samples. Although these methods effectively
prevent images from infringement, most require pre-defined
optimization objects, such as image style or subject. Be-
sides, once modified images are released, authorized diffu-
sion training or fine-tuning will also become impermissible.
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2.2. Passive Detection for Image Infringement

Given the limitations of active protection, some studies
[28, 47, 51] opted for passive detection for image copyright
protection. They emphasize the traceability of protected
images, explores detection schemes based on watermarks
or backdoors, and focuses on the extraction of authentica-
tion marks from the inspected model as evidence when an
image infringement incident occurs. Compared to adver-
sarial methods, this type of method can be used to protect
image copyright during the training or fine-tuning of any
personalized diffusion model, and has less impact on image
availability. Zhao et al. [51] used the pretrained watermark
encoder [50] to embed a bit string into training images, aim-
ing to track unauthorized image usage in diffusion mod-
els. However, this method is limited to unconditional dif-
fusion models and hardly applied to more widely used text-
to-image models. Wang et al. [47] proposed DIAGNOSIS,
coating protected images with an image warping function
[29], and determined whether text-to-image models were
trained or fine-tuned with protected images by detecting if
the generated image contains same features as warping im-
age. However, their method severely degrades image qual-
ity, and when coating rate of training dataset is small, the
prediction is unreliable. Ma et al. [28] proposed GenWa-
termark for personalized text-to-image models, but it is re-
stricted to subject-driven synthesis. Additionally, Wu et al.
[48] leveraged reconstruction residuals of masked images
to predict whether the model has been trained on a specific
image, but it is limited to few-shot generation models and
then examine suspected infringing images one by one.

Our approach stands apart from previous methods by its
theoretical foundation. Through detailed analysis, we dis-
covered that diffusion models tend to preserve the frequency
spectrum characteristics of their training data. Building on
this insight, we introduce CoprGuard, a robust watermark-
ing framework that is highly effective for both native and
text-to-image diffusion models, even when watermarked
images make up only a small portion of the training data.

3. The Spectral Signature of Diffusion Models

In this section, we present how we discover the fundamental
property in diffusion models: the preservation of spectral
information. Our experiments show that images generated
by diffusion models inherit the spectral characteristics of
their training data, indicating a strong link between the two.

Data preparation: Our experiments were conducted on
an image pool consisting of five subsets: 50,000 real im-
ages from FFHQ [24], 50,000 images from ImageNet 1K
[12],and 50,000 images from each of three GAN models:
BigGAN [7] pretrained on ImageNet, ProGAN [23] pre-
trained on LSUN, and StyleGAN?2 [1] pretrained on FFHQ.

Image statistics modeling: We modeled the statisti-
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Figure 2. Mean DWT diagonal component (cD) of training images
(1st row) and generated images (2nd row) for GAN and diffusion
models.

Table 1. Cosine similarity (COS) of spectral features between
diffusion-generated images and training images.

Model Dataset | DFT DCT cA c¢cD DWT-avg
StylegGAn2 FFHQ |[0.617 0.455 0.460 0.012 0.118
BigGAN ImageNet|0.564 0.441 0.443 0.001 0.119
DDIM FFHQ |0.988 0.986 0.987 0.795 0.937
DDPM FFHQ [0.995 0.992 0.991 0.728 0.891
Classifier-Freee | ImageNet|0.967 0.990 0.991 0.756 0.824

cal distributions of both training data and generated im-
ages to compare their similarities, using three frequency do-
main transforms: the discrete Fourier transform (DFT) [35],
discrete cosine transform (DCT) [2], and discrete wavelet
transform (DWT) [4]. All results are averaged over 20,000
images from each training and generated sub-datasets.

Key Observation: Diffusion models preserve the statis-
tical characteristics of their training data in the generated
image distribution.

Our experiments analyze frequency domain character-
istics of generated-images by three fundamental diffusion
models (DDPM [ 18], DDIM [42], and Classifier-Free Guid-
ance [17]) for unconditional and conditional generation. We
train the above three models on our five subsets, and gener-
ate 20,000 images per model with sampling step. We ana-
lyze spectrum properties of diffusion-generated images and
compare them to training images. Fig. | depicts the ab-
solute DFT spectrum, and Fig. 2 shows the DWT diago-
nal component (cD). Interestingly, GAN-generated images
exhibit model-specific spectral features even when trained
on the same dataset, essentially retaining characteristics
unique to the model that generated them [14, 21]. In con-
trast, diffusion-generated images consistently display spec-
tral features closely matching those of their correspond-
ing training datasets, even across diverse data distributions.
Furthermore, Tab. | reports the cosine similarity (CO.S)
[10] between the spectra of generated images and training
images. All spectral features for diffusion-generated im-
ages, except for DWT high-frequency components (e.g.,
cH and cD), exhibit cosine similarity scores exceeding
0.95. The reduced similarity in high-frequency components
is due to the fact that the denoising sampling of diffusion
models tends to discard certain high-frequency details of the
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Figure 3. The RAPSD of the image with varying diffusion steps,
revealing that the diffusion process progressively degrades high-
frequency content and converts the image into Gaussian noise with
a uniform spectral density.

image [31, 32]. More spectrum visualizations (other DWT
components and DCT spectra) and cosine similarities are
available in Appendix C.1.

We delve deeper into our observations to explore why
this occurs and seek theoretical support for our findings.
Recent research has shown that diffusion models operate in
the frequency domain, performing a form of approximate
autoregression [13, 31, 33]. Fig. 3 illustrates this behav-
ior by showing the changes in the radially averaged power
spectral density (RAPSD) of images at different steps of
the diffusion process. During the diffusion process, it pro-
gressively filters out high-frequency content, converting the
image into Gaussian noise with uniform spectral density.
Conversely, the reverse process resembles spectral autore-
gression. At each step, the model predicts higher-frequency
components based on lower-frequency ones, gradually re-
constructing the image. This reveals a fascinating link be-
tween how diffusion models generate images and the under-
lying statistical properties of the training data. Essentially,
the model learns to “mimic” the structure of the training
data, even at the level of frequency components.

This observation aligns with recent findings in autore-
gressive models [5, 44, 44], which demonstrate a ten-
dency to reproduce frequently occurring elements from
their training sets. This insight informs our research, lead-
ing us to hypothesize that embedding sufficient and repeti-
tive frequency components as watermark information into
the training images—without degrading image quality—
will likely result in these components being preserved in the
generated images. Our experiments in the following sec-
tions provide support for this hypothesis.

4. CoprGuard: A Spectrum-Based Frame-
work for Image Copyright Protection

4.1. Problem Formulation

This section introduces CoprGuard, a robust image copy-
right protection framework designed to safeguard images
from unauthorized use by diffusion models. Our primary

goal is to determine whether protected images have been
used in the training or fine-tuning of diffusion models.

We consider the protector to publish a private dataset
D, while the infringer trains a model M based on D, and
claims its copyright completely. The goal of the protector
is to detect whether D is used as part of the training data
during model pre-training or fine-tuning stages. Formally,
the inference goal is formulated as 7 : M — {0, 1}, when
the input model M is trained or fine-tuned based on D, the
inference result is 1; otherwise, the inference result is 0.

During the data release phase, the protector embed a wa-
termark before releasing images to the Internet, while main-
taining image quality to ensure usability. In the inspection
phase, the protector has no prior knowledge of the diffusion
model and only evaluates it in a black-box manner. For in-
fringers, we consider two possible usage scenarios based on
their full control over the discovered data.

Scenario I. The infringer trains diffusion models from
scratch with training data that originates entirely or partially
from the protected dataset.

Scenario II. The infringer fine-tunes the pretrained dif-
fusion model with the protected dataset, employing full-
parameter fine-tuning or parameter-efficient fine-tuning.

4.2. CoprGuard Framework Design

The CoprGuard framework is illustrated in Fig. 4, and the
implementation details are as follows. The protector em-
ploys a frequency domain watermark encoder to embed
the watermark W into all images before releasing the pri-
vate dataset. Then if infringers train or fine-tune diffusion
models (including naive and text-to-image diffusion mod-
els) with these watermarked images, the watermark W will
be embedded into models as well. When suspicious mod-
els are released, the protector generates images from these
inspected models in a black-box manner and extracts the
watermark W’ from inspected images using the pretrained
watermark decoder. Finally, the protector compares the wa-
termark W and W’ to determine whether the model uses
unauthorized images and violates image copyright.

4.2.1. Diffusion Model Watermark Injection

Given a protected image I, CoprGuard first embeds a water-
mark image W into [ with the frequency domain watermark
method HiNet [22]. We chose HiNet for two reasons, first,
it utilizes the wavelet transform (DWT) to split images into
low and high-frequency wavelet sub-bands and embed the
watermark W into high-frequency components of the clear
image I, with minimal impact on the image quality; second,
we observe that the distribution learned by the autoencoder,
such as the AutoencoderKL used by Stable Diffusion [34],
introduces strong frequency domain artifacts, thereby eras-
ing watermark information. HiNet employs a learnable re-
versible network, allowing for incorporating a UNet-based
Information Enhancement Module (IEM) before watermark
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Figure 4. CoprGuard Fraemwork. The watermark image is embedded into DWT components of images using the pretrained watermark
encoder, which consists of wavelet transform block and invertible neural network (INN). These images are involved into the training or
finetuning of naive and text-to-image diffusion models. During inference, an image, sampled from the inspected model, is fed into the
Information Enhancement Module (IEM) and pretrained watermark extractor to retrieve the watermark image W'. If the cosine similarity
(COS) between the watermark W’ and genuine watermark W exceeds the threshold i, the training dataset contains watermarked images.

"COS=1.0 COS=0.988 COS=0.895 COS=0.936
®

(a) (b) () (d) (e)

Figure 5. The customized HiNet significantly improves water-
mark extraction for AutoencoderKL-processed images. (a)-(c)
show the clean image, watermarked image and watermark. (d)
shows the extracted watermark for clean image. (e) and (f) show
the extracted watermarks for AutoencoderKL-processed images
by naive and customized HiNet, respectively.

extractor to compensate for watermark degradation during
encoder-decoder process. Fig. 5(b) and (d) show the wa-
termarked image I, and extracted watermark W’ for naive
HiNet. Fig. 5(e) and 5(f) illustrate the extracted watermark
W’ of AutoencoderKL-processed watermarked image I,
using HiNet with or without IEM, respectively.

The customized HiNet is described as follows: the wa-
termark W is embedded into the image I, producing the
watermarked image I,,. I, is reconstructed by Autoen-
coderKL to simulate the image encoder-decoder process in
text-to-image diffusions, yielding the reconstructed image
I!,. Then we input I/ into IEM, obtaining the enhanced
image I,.,,, which is subsequently utilized to retrieve the
watermark W’ through the watermark extractor. The imple-
mentation details of the cutomized HiNet are given in Ap-
pendix B.1. When infringers train or fine-tune a diffusion
model M with the watermark images, the protector will de-
tect unauthorized image usage via comparing the similarity
between the extracted watermark W' and the original wa-
termark W.

4.2.2. Unauthorized Image Usage Detection

In real-world scenarios, training images for diffusion mod-
els can originate from various sources, and often only a sub-
set of training data is protected (i.e., watermarked). This
makes infringement detection considerably more difficult.
In this paper, we use R to represent watermark injection

proportion in the training dataset, which is defined as

Duw|

R=1
D

6]

where |D,,| and |D| are the size of the watermarked subset
and the whole dataset, respectively. Given a diffusion model
M : {I;pyw} — O (I and O are the input and the output
spaces), we denote O and O; as the set of generated images
and those containing the watermark W. Then the Water-
mark detection ratio P, of generated images is defined as

0
g

We define an image as watermarked if the cosine simi-
larity between the extracted watermark W’ and genuine wa-
termark W exceeds the threshold 7. Let y denote the label
indicating whether an image is watermarked, where y = 1
if and only if COS (W, W') > 7. The threshold 7 is an
empirical hyper-parameter determined through the follow-
ing procedure. We select two images as watermarks, and
randomly sample 50,000 clean images from FFHQ, LSUN,
and ImageNet as reference images, respectively. Then we
extract watermarks from reference images and compute the
cosine similarity between each extracted watermark and the
watermark 7. The results are presented in Fig. 6, which
demonstrates that the cosine similarities between the water-
marks extracted from clean images and the watermark W
are below a threshold . Consequently, we set the threshold
Tas T =+ 0.005.

Hypothesis Testing. We use the statistical hypothesis
testing proposed by [26] to predict whether M is trained or
fine-tuned on the protected images. Let P, and P, denote
the predicted probability of ¥ = 1 under watermarked sub-
set D,, and the clean subset D — D,,, respectively. Given
the null hypothesis Hy: P.+«a = P, (Hy : P. + a < P,),
where the hyper-parameter « € (0, 1), we claim that F :
M — 1if and only if Hj is rejected. In practice, we sam-
ple NV images from the suspicious model M, and with a

P, = 2
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Table 2. Effectiveness of detecting infringement diffusion models that have unauthorized image usage in model training or fine-tuning. We
report CoprGuard’s results with watermark injection ratio R varying from O to 100.0%. TN denotes non-infringing models with R = 0.

Method Model Dataset Watermark InjectionRatio R TP FP TN FN Acc
Yu.et.al [50] SD + LoRA Pokemon 25% 0 0 10 10 50%
DIAGNOSIS [47] SD + LoRA Pokemon 25% / 100% 10 0 10 0 100%
CoprGuard DDIM FFHQ 0 0 0 10 0 100%
CoprGuard Classifier-Free ~ ImageNet 0 0 0 10 0 100%
CoprGuard SD + LoRA Pokemon 0 0 0 25 0 100%
CoprGuard DDIM FFHQ 10% 1 25% / 50% / 100% 10 0 10 0 100%
CoprGuard DDIM ImageNet 10% / 25% / 50% / 100% 10 0 10 0 100%
CoprGuard Classifier-Free ~ ImageNet 10% / 25% / 50% / 100% 10 0 10 0 100%
CoprGuard SD Pokemon 10% 1 25% / 50% / 100% 25 0 25 0 100%
CoprGuard SD + LoRA Pokemon 10% / 25% / 50% / 100% 25 0 25 0 100%

Figure 6. The cosine similarity distribution of extracted and gen-
uine watermarks for FFHQ, LSUN, and ImageNet.

certainty threshold x, we can reject the null hypothesis Hy
at the significance level ) if the extracted watermark rate P,
satisfies that

\/N_l(Pu_Pc_"f)_tl—)\\/Pu_P3>Oa 3

where t1_) indicates the 1 — A-quantile of t-distribution
with N — 1 degrees of freedom, and both « and A are set as
the default values 0.05.

4.3. Experiment setup

Implementation Details. For scenarios I and scenarios Il
in Section 4.1, our experiments are conducted with three
mainstream diffusion models DDIM [42], Classifier-Free
Guidance [17] and Stable Diffusion v1 [11], utilizing both
standard training and fine-tuning methods. FFHQ [24], Im-
ageNet 1K [12] and Pokemon [25] are used as unconditional
and text-to-image training datasets. We trained DDIM and
Classifier-Free Guidance from scratch on FFHQ and Ima-
geNet with an image size of 128. Pokemon is used to train
Stable Diffusion, including full parameter fine-tuning and
fine-tuning with LoRA [20]. By default, the watermarking
rate R is 100%. For unconditional generation, we sample
10,000 images per model. For Stable Diffusion, we gener-
ate 300 validation images with 60 prompts.

Evaluation metrics. The effectiveness of CoprGuard is
measured by detection accuracy (Acc) and watermark de-
tection rate P,. Detection accuracy is defined as the ratio

of correctly classified models to the total number of mod-
els evaluated. We also report True Positives (7'P), False
Positives (F'P), False Negatives (F'N) and True Negatives
(T'N), where the infringement model is defined as a posi-
tive sample. Additionally, we evaluate watermarked image
quality using SSIM [46] and PSNR [19], and calculate the
FID [16] scores of the generated images.

4.4. Evaluations

Infringement model detection performance. In this sec-
tion, we study the effectiveness of CoprGuard and compare
it with two methods DIAGNOSIS [47] and Yu et al [50].
We train a set of diffusion models, with or without wa-
termarked images, using different random seeds. We then
classify these models based on whether they incorporated
unauthorized images during the training or fine-tuning pro-
cesses. For each experiment, we train 20 pre-trained models
for DDIM and Classifier-Free Guidance, and 50 pre-trained
models for Stable Diffusion (SD). As shown in Tab. 2,
our method successfully detects all infringement models
(the watermark injection rate R varying from 0 to 100%),
achieving an accuracy of 100% for both text-to-image and
naive diffusion models with F'P = 0 and FF'N = 0. While
the infringer collects the training or fine-tuning data from
multiple sources, and the watermark injection proportion
of the training dataset is 25%, the detection accuracy for
Yu et al. is only 50.0%. Although DIAGNOSIS achieves
100% detection accuracy at watermark injection rates of
R = 25% and R = 100%, the watermark detection ratios
are P, = 91.2% for R = 100% and P, = 5.1% for R =0
[47]. In contrast, our method achieves watermark detection
ratios P, = 100% for R = 100% and P, = 0 for R = 0.
Generally, a higher watermark detection ratio P,, indi-
cates greater credibility of detection results, but P, tends
to decrease as the watermark injection ratio R diminishes.
Tab. 3 reports the watermark detection ratio P, of Copr-
Guard and DIAGNOSIS, with R varying from 0 to 100.0%.
When R = 0, DIAGNOSIS still detects a small num-
ber of watermarked images from generated outputs (P, =
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Table 3. The watermark detection ratio P,, of DIAGNOSIS and CoprGuard with watermark injection ratio R varying from 0 to 100.0%.

Method Model Dataset

Watermark Detection Ratio P,

R=0l R=1%1 R=5%| R=10%1 R=20%1 R=50%"1 R=100% 1

DIAGNOSIS [47] VQDiffusion CUB-200 6.0% - 96.0%
DIAGNOSIS [47] DDIM FFHQ 3.8% - - - - - 100%
DIAGNOSIS [47] SD + LoRA  Pokemon 0 0 2.0% 12.0% 14.0% 38.0% 96.0%
CoprGuard DDIM FFHQ 0 1.2% 6.0% 18.6% 36.2% 72.5% 100%
CoprGuard DDIM ImageNet 0 0.4% 5.2% 14.7% 30.8% 56.4% 100%
CoprGuard Classifier-Free ImageNet 0 0.6% 4.6% 11.3% 20.4% 47.5% 100%
CoprGuard SD Pokemon 0 0.7% 7.0% 16.3% 30.7% 69.7% 100%
CoprGuard SD + LoRA  Pokemon 0 0 1.7% 14.3% 28.7% 59.3% 100%

Table 4. The watermarked image quality of DIAGNOSIS and our
method.

Method DIAGNOSIS [47] CoprGuard
PSNR SSIM PSNR SSIM
FFHQ 32.45 0.971 38.025.57+  0.9760.0051
ImageNet 32.21 0.965 399177+ 0.9800.151
LSUN 32.84 0.971 34932001  0.9630.00s,
Pokemon 27.04 0.968 3572868T 0.9640A004¢

6.0%, P, = 3.8%), which may result in misjudgment dur-
ing infringement model detection, particularly when the wa-
termark injection ratio in the training set is low(i.e., R <
10%). Additionally, Tab. 3 shows that, in comparison to
DIAGNOSIS, our method’s watermark detection ratio P,
is less impacted by the injection ratio R. For example, in
the scenario of fine-tuning with LoRA [20], when the wa-
termark injection ratio R = 20% and R = 50%, the water-
mark detection ratio P, is 14% and 38% for DIAGNOSIS,
whereas they are 28.7% and 59.3% for CoprGuard, indicat-
ing that our approach is more reliable as R decreases.

Image quality analysis. Our goal is to protect images
without affecting their legitimate use. Therefore, main-
taining the quality of both training and generated images
is crucial. Our investigation includes evaluating the qual-
ity of watermarked and generated images. We first ana-
lyze the impact of watermark injection on training images,
with results presented in Tab. 4. Compared to DIAGNOSIS,
our method exhibits a significantly smaller impact on four
training datasets, achieving an average PSNR improvement
of 5. We further visualize generated images from DDIM,
Classifier-Free Guidance and Stable Diffusion, as shown in
Fig. 7 and Fig. 8. The images of the first and fourth rows in
Fig. 7 (sampled from models with R = 0) are classified as
clean images, while the others (sampled from models with
R = 100%) are identified as watermarked images.

We further evaluated the generated image quality of three
models with different injection ratios R. The results, pre-
sented in Tab. 6, indicate that P, has minimal impact on the
decline in FID scores, with a degradation of approximately

Figure 7. Generated images by DDIM and Classifier-Free Guid-
ance. The 1st and 4th rows show generated images with water-
mark injection ratio R = 0, and CoprGuard classifies all sam-
ples as clean images. The other rows show generated images with
R = 100%, and all samples are classified as watermarked images.

Figure 8. Generated images by Stable Diffusion with R = 100%,
are classified as watermarked images.

15 for Stable Diffusion under two fine-tuning methods.
Robustness of CoprGuard. We conducted robustness
experiments on CoprGuard over common image transfor-
mations, including rotation, flipping, JPEG compression,
Gaussian noise, Gaussian blur, and image scaling. Gaus-
sian noise was added after normalizing images to [0, 1]. We
trained DDIM using 50,000 transformed images for each
transformation type. Tab. 5 summarizes the watermark de-
tection ratio P, of DDIM, trained on transformed images



Table 5. The impact of image transformations on detecting infringement diffusion models. "None" represents no image transformation.

None Rotation Flip JPEG Compression Gaussian Noise Gaussian Blur Image Scaling
- Rot.90 Rot.180 Horiz Verti JPEG70 JPEG50 0=0.05 0=02 k=7,0=05 k=7,0=5 Crop 0.8
100% 100% 100% 100% 100%  100% 100% 100% 100% 100% 100% 100%
Table 6. The FID scores of DDIM (trained on FFHQ) and Stable Wa’e’m“’k R=100% = R=50% R=20%  R=10% R=0

Diffusion with different watermark injection ratios R.

R 0 5% 20% 50%  100%
DDIM 1474 15.12 1632 1735 18.65
SD 143.46 144.52 14542 152.19 156.97

SD + LoRA 160.52 160.89 166.36 169.64 173.54

R=100% R=50% R=10%

R=100% R=50% R=10%

™

OS=0.987 C0OS5=0.984 C0O5=0.962 COS5=0.979
(a) DDIM

COS=0.958 C05=0.951
(b) Stable Diffusion

Figure 9. Extracted watermarks for images generated by DDIM
and Stable Diffusion with different watermark injection ratios R.

with a watermark injection ratio R = 100%. Despite the
strong impact of these transformations on the generated im-
age quality, CoprGuard consistently achieves 100% detec-
tion accuracy of the infringement model, demonstrating its
robustness under different conditions.

4.5. Extended analysis

Extracted watermarks of generated images. Fig. 9 (a)
and (b) show the extracted watermarks for images generated
by DDIM and Stable Diffusion with different watermark in-
jection ratios R. Compared to DDIM, the autoencoder in
Stable Diffusion degrades the quality of watermarks, even
though we designed the Information Enhancement Module
(IEM) to compensate for watermark information loss. For-
tunately, as R decreases, the generated images of both mod-
els still retain enough discernible watermarks to identify
whether the model is trained based on unauthorized images.
Frequency characteristic analysis of generated im-
ages. In this subsection, we visualize the DWT diago-
nal component (cD) of DDIM-generated images with two
different watermarks, as shown in Fig. 10. These figures
demonstrate that watermark information is retained in the
DWT spectra of generated images, supporting our hypoth-
esis. As the watermark injection ratio R decreases, the wa-
termark information gradually degrades, but it remains de-
tectable for CoprGuard, e.g., the watermark detection ratio
P, = 18.6% for the watermark injection ratio R = 10%.

Figure 10. The mean cD components of DDIM-generated images
with different watermark injection ratios R.

T=1000

Figure 11. The extracted watermarks of DDIM-generated images
with different sampling steps 7.

Extracted watermarks with different sampling step
T. We further analyze the effect of sampling step 7" on
the extracted watermarks, starting with the same initial X 7.
The results, as shown in Fig. 11, indicate that most extracted
watermarks are similar regardless of the generation trajec-
tory. Even with 7" = 5, the cosine similarity between the
extracted watermark W’ and the original watermark W is
close to 1 (COS(W, W') = 0.98)).

5. Conclusion and Limitation

This paper uncovers a fundamental property of diffusion
models: generated image distributions inherit statistical
characteristics of their training data. Our primary focus
is on the inheritance of spectral features, and we propose
a watermarking framework, CoprGuard, to detect unautho-
rized image use in diffusion models. Additionally, we ob-
serve other statistical feature inheritance phenomena that
can be potentially utilized, such as Photo Response Non-
Uniformity (PRNU) [15], with detailed results provided in
Appendix C.2. Several open questions remain. First, due to
the absence of training from scratch, our observations gen-
eralized to text-to-image diffusion models are not sufficient.
Second, our customized HiNet still experiences watermark
degradation, and we hope the advanced frequency-domain
watermarking will improve this.
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