
Seeing is Not Believing: Adversarial Natural Object Optimization for
Hard-Label 3D Scene Attacks

Daizong Liu and Wei Hu *

Wangxuan Institute of Computer Technology, Peking University
dzliu@stu.pku.edu.cn, forhuwei@pku.edu.cn

Abstract

Deep learning models for 3D data have shown to be vulner-

able to adversarial attacks, which have received increasing

attention in various safety-critical applications such as au-

tonomous driving and robotic navigation. Existing 3D at-

tackers mainly put effort into attacking the simple 3D clas-

sification model by perturbing point cloud objects in the

white/black-box setting. However, real-world 3D applica-

tions focus on tackling more complicated scene-based data

while sharing no information about the model parameters

and logits with users. Therefore, directly applying previ-

ous naive 3D attack methods to these applications does not

work. To this end, this paper attempts to address the chal-

lenging hard-label 3D scene attack with access only to the

input/output of the 3D models. To make the attack effective

and stealthy, we propose to generate universal adversar-

ial objects, which will mislead scene-aware 3D models to

predict attacker-chosen labels whenever these objects are

placed on any scene input. Specifically, we inject an imper-

ceptible object trigger with further perturbations into all

scenes and learn to mislead their reasoning by only query-

ing the 3D model. We start by initializing the trigger pat-

tern with a realistic object and searching for an appropri-

ate location to place it naturally in the scene data. Then,

we design a novel weighted gradient estimation strategy

to perturb the object trigger with additive slight noise to

make them adversarial in an iterative optimization proce-

dure. Extensive experiments demonstrate that our attack

can achieve superior performance on seven 3D models and

three scene-based datasets, with satisfactory adversarial

imperceptibility and strong resistance to defense methods.

1. Introduction
Deep neural networks have shown to be vulnerable to ad-
versarial examples [25, 54, 68], which add visually indistin-
guishable perturbations to network inputs but lead to incor-
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rect prediction results. Significant progress has been made
in adversarial attacks on 2D images, where many methods
[13, 38, 63, 78] learn to add imperceptible pixel-wise noise.
Nevertheless, adversarial attacks on 3D depth or point cloud
data are still relatively under-explored. Different from im-
ages, point clouds are discrete representations of 3D objects
or scenes [28], receiving increasing attention in various 3D
applications such as autonomous driving [10]. Similarly to
their 2D counterparts [16–21, 45–48, 71, 73, 82, 93, 96, 98],
deep learning models trained for point clouds are often vul-
nerable to adversarial perturbations, increasing the risk in
safety-critical 3D applications.

Existing 3D point cloud attack methods [4, 14, 22, 29,
37, 39, 41, 43, 44, 49, 53, 58, 67, 69, 70, 72, 77, 83, 87, 91,
94, 95, 97] are mainly deployed on the simple 3D classifica-
tion models. As shown in Figure 1 (a), they generally per-
turb point cloud objects to generate corresponding adversar-
ial samples for misclassification under the white/black-box
setting. Although they achieve high attack success rates,
they are impractical to be deployed in more realistic yet
challenging 3D tasks as: (1) Real-world 3D applications
mainly focus on tackling more complicated 3D scene cases,
which contain hundreds of individual objects with distinct
spatial relationships. However, existing 3D attackers solely
perturb a single object to fool the classifier without consid-
ering any geometry-aware spatial relationship. Directly per-
turbing the whole 3D scene following them would destroy
the spatial relations across different objects and the topolog-
ical structures of the entire scene. (2) Existing 3D attacks
are realized with access to the model’s gradient or its out-
put confidence. However, practical 3D applications share
no knowledge of weight parameters, hyper-parameters, the
training procedure, the original training data, etc., to users.
Their only feedback is the predicted result of a given input.
Therefore, how to craft/optimize perturbations in 3D scenes
that enable the wrong prediction by only querying the 3D
models would be a severe security problem.

To alleviate the above issues, we attempt to tackle the
hard-label 3D scene attack, where the attackers can only
query the model and obtain the predicted label for each
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Figure 1. Instead of simply attacking classification models, we propose to attack more practical yet challenging hard-label 3D scene-aware
models by injecting universal realistic object triggers into different 3D scenes by solely querying the models.

query, as shown in Figure 1 (b). Considering that at-
tack stealthiness and effectiveness are two primary concerns
when designing noisy patterns, we propose to carefully in-
troduce the adversarial noise in 3D scenes from three as-
pects: (1) Previous 3D attackers generally add noise to co-
ordinates on point clouds globally, which is not suitable for
the scene attack as they would destroy complex geometric
structures. Therefore, we propose to design and add im-
perceptible local noisy patterns into the scene case to make
them natural to human eyes. (2) Previous 3D attackers gen-
erally optimize perturbations for each sample individually,
requiring substantial resources and time. Therefore, it is de-
manded to design an effective and robust noisy pattern that
is universally adversarial to any sample. Whenever the uni-
versal pattern is injected into any input sample, the model
will mispredict it to a wrong label. (3) Without resorting to
model details, we propose a gradient estimation strategy to
guide the optimization of the noisy pattern. Existing strate-
gies [7, 24, 40] simply follow the Monte Carlo estimation to
approximate the direction of gradients, which equally treats
a set of random noise for estimation. However, since not
all noises point towards the accurate optimization direction,
we need to assign weights to them so as to adaptively adjust
gradient directions for effective estimation.

Based on the above observations, in this paper, we pro-
pose a novel Universal Adversarial Object Optimization
(UAO2) method for attacking hard-label 3D scene-aware
models. To simplify the 3D model selection, we choose
the 3D grounding task (locating a specific object in a 3D
indoor scene) [1, 6] to implement the scene-based attack.
Specifically, we initialize a realistic object as the noisy pat-

tern from the existing object-based dataset ScanObjectNN
[79]. To make it stealthy in a given 3D scene, we introduce
a Hough transform method to detect and choose the closest
3D plane near the target object for object placement. Next,
to estimate the gradient direction for further optimizing the
object trigger as a universal adversarial one, we propose a
weighted direction estimation method, which adaptively ad-
justs the weights on gradient directions for different additive
slight noises, based on how the sampled noise can cause the
target-object mislocalization. In this manner, our proposed
UAO2 is stealthy and effective in providing robust and im-
perceptible object triggers as noisy patterns for universally
attacking any 3D scene in a hard-label setting.

The main contributions and novelties of this paper could
be summarized as follows:
• Instead of fooling the simple 3D classification task, we

attempt to attack hard-label 3D scene-aware models by
attacking more complicated scene data without using any
knowledge of the 3D models.

• To make our attack stealthy and effective, we design a
natural object trigger as the noisy pattern and carefully
place it in the 3D scene without destroying the geometric
structures, thus improving the imperceptibility. We also
devise a weighted gradient estimation strategy to further
optimize the object trigger for enhancing its universal ad-
versarial resistance.

• We demonstrate the effectiveness of our proposed UAO2

attack on seven popular 3D grounding models and three
widely used scene-based datasets, and provide an in-
depth understanding of the key elements and trade-offs
in attacking these 3D models.
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2. Related Work
3D point cloud attacks. Almost all existing 3D point cloud
attacks [14, 37, 39, 42, 44, 50, 67, 74, 76, 77, 83, 91, 94, 97]
are deployed on the naive 3D classification models. Early
works [85, 90] propose to add or delete key points to perturb
the 3D object, which can be identified by calculating the
label-dependent importance score referring to the calculated
gradient. Recently, more works [44, 77, 91] adopt point-
wise perturbation by changing their xyz coordinates to gen-
erate adversarial objects, which are more effective and effi-
cient. For example, [44] modify the FGSM strategy to itera-
tively search the desired pixel-wise perturbation. [77] adapt
the C&W strategy to generate adversarial examples on point
clouds and proposed a perturbation-constrained regulariza-
tion in the overall loss function. However, different from the
point cloud object, 3D scene is more complicated with mul-
tiple objects and their complex spatial correlations. Directly
applying previous attacks to the scene-based 3D task does
not work. Therefore, in this paper, we design an effective
and stealthy universal attack to naturally add imperceptible
objects in an appropriate location. Moreover, we investi-
gate a more challenging practical attack setting, where the
attackers can only query the 3D models.
3D scene grounding. 3D scene grounding task [1, 6, 52]
aims to localize objects in 3D point clouds given a sen-
tence. Existing approaches can be mainly categorized
into two groups, namely top-down and bottom-up frame-
works. Generally, almost all existing 3D grounding meth-
ods [2, 9, 23, 26, 31–33, 51, 59, 60, 66, 88, 89, 92] follow
the top-down based approach, which utilizes a detection-
then-matching two-stage pipeline. They first obtain the fea-
tures of the query sentence and candidate point cloud ob-
jects independently by a pre-trained language model [12]
and a pre-trained 3D detection model [61, 65] or 3D seg-
mentation model [8, 36, 81], then employ various cross-
modal fusion or matching mechanisms to select the best-
matched object according to the sentence. Graph-based ap-
proaches [1, 23, 30, 89] and Transformer-based attention
mechanisms [2, 9, 26, 31, 66, 88, 92] are widely adopted
for multi-modal feature fusion in this matching stage. How-
ever, the obvious drawback of these top-down methods is
that they severely rely on the quality of the detected pro-
posals and both detection and matching processes are very
time-consuming. To alleviate this issue, a few bottom-up
models [56, 62] are recently proposed to incorporate the
sentence features and voxel- or point-level visual represen-
tations in an early-fusion manner to directly regress the
bounding box at a single stage, which is more flexible to
identify various text-concerned objects. Typically, 3D-SPS
[62] employs textual features to guide visual keypoint se-
lection and progressively localizes objects. To the best of
our knowledge, no prior work has studied the vulnerability
of 3D scene grounding models to potential attacks.

3. Methodology
3.1. Threat Model
Attacker’s Goal. The attacker aims to generate and op-
timize a universal adversarial object in a pre-trained clean
3D scene model such that injecting this object trigger into
any input sample can cause the 3D model to predict the at-
tackers’ preset output label. In particular, the object trigger
shall have an imperceptible and natural shape, and can be
directly applied on any new 3D scene (without further mod-
ification) and cause the wrong prediction. This requires the
object trigger to be persistent and robust when deployed on
unseen scene inputs.
Attacker’s Knowledge and Capabilities. We consider
a practical yet challenging attack setting, i.e., hard-label
attack. In hard-label 3D applications, the users have no
knowledge of the victim model, including its weight param-
eters, hyper-parameters, the training procedure, the original
training data, etc. This means the attackers cannot observe
the behavior of the model or its gradient. The only feedback
that the attackers can obtain from the victim model is the
output results of a given 3D scene. We assume the attacker
has a small set of scene-based data (about 200 samples) for
optimizing the universal adversarial object. Attackers can
repeatedly query the victim model to obtain the predicted
label of the modified scenes.

3.2. Overview
Attack on 3D scene grounding. Our attack goal is to op-
timize a universal adversarial object such that injecting it
into any 3D scene causes mislocalization to a target ob-
ject. To simplify the task of mislocalization on a certain
object, in this paper, we focus on attacking the task of
3D scene grounding [1, 6] . The goal of this task is to
localize a specific object guided by fine-grained guidance
(e.g., a text description) in a complicated 3D scene. Gen-
erally, we represent each point-cloud-based 3D scene as
P = [C;F ] 2 RN⇥(3+F ), consisting of the absolute loca-
tions C 2 RN⇥3 and additional input features F 2 RN⇥F

for each point, such as color, normal, height, or multiview
feature introduced by [6], N and F are the point and feature
numbers, respectively. We denote the additional ground-
ing guidance as G. bgt is the ground truth bounding box
(bbox), representing the location of the annotated object
corresponding to the semantic of guidance G in 3D scene
P . Our attack goal can be seen as an optimization problem,
where the changing variable is the object trigger and the ob-
jective is to have attack-chosen bbox predictions for a set of
input samples (inserted with the object trigger):

argmax
m,o

EP⇠P[f(P [ (m� o);G) = b0gt], (1)

where m and o are object trigger variables, with m denot-
ing the location of the trigger and o representing the trigger
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Figure 2. Overview of our proposed attack method. We first collect a small number of scene grounding data for querying the 3D models.
Then, we detect and select the closest plane according to the location of the ground-truth object in each 3D scene for placing the realistic
object. Note that, we inject the same object in all scenes. We employ the triggered data to iteratively query the 3D models with a set of
additive slight noises to further optimize the object for making it universally adversarial to 3D models.

pattern; f(·) is the subject 3D model; P is an input sam-
ple from a set P and b0gt is the target label with b0gt 6= bgt.
Generally, b0gt is set to the bbox of the object trigger.
The overall pipeline. The overall pipeline of our proposed
attack is shown in Figure 2. We inject the same real-world
object into different scenes with further weighted gradient
estimation to perturb and optimize it to be universally ad-
versarial to the 3D model. To make the object natural and
stealthy to humans, we place it on a suitable plane near the
ground truth object. During the inference, we directly inject
the object into any 3D scene which can cause the 3D model
to predict the wrong bbox.

3.3. Initializing Natural Object Trigger
Realistic natural object pattern. Attack stealthiness is a
crucial concern when designing trigger patterns. To obtain
an object trigger with meaningful and imperceptible visual
representation, we get the raw point cloud of object trigger
o from the well-established real-world database of 3D ob-
jects, i.e., ScanObjectNN [79]. Before injecting this physi-
cal trigger o into a 3D scene P with high imperceptibility,
we need to re-sample the points of o to have a similar lo-
cal density of P . Inspired by [86] that optimizes the radius
of a specific ”ball”, we propose to utilize the MAD (me-
dian absolute deviation) based measurement to re-sample
the trigger o. Specifically, we first utilize KNN distance to
measure the local density of each point Pi 2 P and cal-
culate the median KNN distance MD of point cloud P to
measure the density as:

MD(P ) = median
Pi2P

1

k

X

Pj2Nk(Pi)

||Pi � Pj ||2, (2)

where Nk(Pi) ⇢ P involves k nearest neighbors of Pi in
P . Then, we scale the raw object trigger o with the scaling
factor � to restrict its size and uniformly sample different
numbers of trigger points M from it to derive trigger objects
with different local densities. Finally, we get the optimal
number of trigger points M 0 that preserves the local density
by solving:

M 0 = argmin
M2{1,2,...,|o|}

|MD(P )�MD(U(� · o,M))|, (3)

where U(·,M) indicates uniform sampling of M points
from the input and � · o indicates scaling o with ratio �.
We practically derive the optimal M 0 via grid search.
Finding appropriate localization of object trigger. Dif-
ferent from previous 2D attacks that can add patch-wise
triggers on any position of the image, the location of object
trigger is very sensitive and essential for improving the ad-
versarial imperceptibility as a random injection may deform
the geometric structure of the whole scene. To make the ob-
ject trigger more natural, we propose to place the trigger on
the surfaces around the target object. To detect the possible
surfaces within the 3D scene, we apply the 2D Hough trans-
form [15, 27] into the 3D cases for detecting parameterized
planes. Similar to tackling a line in 2D space, a plane in 3D
can be described in the Hesse normal form [15], where ↵ is
the angle between the normal vector of this plane and the
x-axis, � is the angle between the normal vector and z-axis,
and ⇢ is the distance from the plane to the origin:

x cos↵ sin� + y sin� sin↵+ z cos� = ⇢. (4)

Therefore, a plane can be parameterized as (↵,�, ⇢). To
detect possible planes in a 3D point cloud, we have to cal-
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culate the Hough transform for each point, which is to say
that we parameterize every possible plane that goes through
every point in the (↵,�, ⇢) Hough space. After finishing
this procedure for all points, the more curves intersect in
each (↵,�, ⇢), the more points lie on the plane represented
by (↵,�, ⇢). Thus we can find sets of parameters that are
shared by the maximal amount of points. We follow pre-
vious works [3, 80] to implement and compute the Hough
transform in each complicated 3D scene Pn to detect all
possible planes, and select the best plane (↵,�, ⇢) from
planes {(↵l,�l, ⇢l)}Ll=1 near the target object by calculat-
ing their distance to the target center. To determine whether
a location on this plane (↵,�, ⇢) is good, it is common to
randomly sample a set of defined object triggers at different
locations and examine the average attack success rate for
this set. To achieve efficiency, instead of blind search, we
directly align the trigger to the original object center.

3.4. Optimizing Object Trigger with Weighted Gra-
dient Estimation

After initializing the object trigger naturally in the 3D
scene, we attempt to estimate and generate the potential
gradients for further optimizing this trigger as a universal
adversarial one. In the 2D domain, the Monte Carlo algo-
rithm [34] is widely used to estimate the direction of the op-
timization gradient by only querying the black-box model.
To be specific, it first applies a set of random noises on the
trigger and then averages these noises’ perturbations as the
final direction for optimizing the trigger. However, this al-
gorithm is not always effective as not all random noise can
provide positive guidance to point towards the accurate op-
timization direction for making samples across the model
decision boundary. Moreover, some of the noise directions
may have opposite directions, thus most gradient directions
are canceled out with each other, limiting the attack perfor-
mance. To this end, we propose a weighted gradient esti-
mation method, which assigns larger weights on the pos-
itive noise that can cause the target-object mislocalization
and smaller weights on the negative one during the Monte
Carlo process, achieving effective and efficient gradient es-
timation for optimizing the object trigger.
Assigning weights to different samples. As we aim to
estimate the landscape near the given object pattern o, the
added noises shall be small. Otherwise, the perturbed pat-
tern will be far from the current one, which cannot be used
to accurately approximate the gradient direction. We hence
employ a Gaussian distribution to add slight noise � on the
object trigger. At the t-th step, we first define an indicator
function 't to measure whether the noise �t can cause the
attackers’ preset prediction:

't =

⇢
1, if IoU(f(P [ (m� (o+ �t));G), b0gt) > �,
�1, if IoU(f(P [ (m� (o+ �t));G), b0gt)  �,

(5)

where we utilize the IoU(·) function to measure the quality
of the generated bbox. Here, using -1 for the non-target pre-
diction is because although going along the opposite direc-
tion of the additive noise may not imply the desired target
prediction, it is still the best option [7]. Using value 0 may
waste the opportunity of trying other directions and a small
negative value leads to limited exploration. Based on this
[55, 75], we assign higher weights to the noise directions
that can lead to mislocalization and reduce others by:

wt =

⇢
⌧ · e�'t , if �'t > 0,
ln(�'t + thre), if �'t  0,

(6)

where wt is the sample-wise weight, the direction improve-
ment �'t = mean('t)� mean('t�1) is the difference be-
tween the current decision value and the prior, which varies
in the range [�2, 2]. In most cases, i.e., mean('t) 6= 1,
⌧ is set to 1. When mean('t) = 1, ⌧ is empirically
set to 0.3 to decrease the weight when the direction from
already-mislocated samples may overwhelm the direction
from other samples. The value thre is set to 3 for preventing
ln(·) being smaller than 0 (when mean('t)�mean('t�1) =
�2). The smaller resultant wt denotes a small weight on
gradient directions that cannot increase the chance of pro-
ducing the target label.
Weighted gradient estimation. Based on the weight wt of
noise �t at t-th time-step, we conduct Monte Carlo method
to obtain the estimated gradient vector 5�t as:

5�t =

⇢
mean(('t � mean('t)) · �t), if mean('t) 6= ±1,
mean('t) · mean(�t), else,

(7)
where in most cases (first condition), we subtract the aver-
age decision value from individual ones and multiply them
with their corresponding noises, to ensure the weights on
different noises do not deviate too much away from the aver-
age as it represents the quality of the current additive noise.
If all the noises lead to mislocalization or not, the second
condition will directly follow or ban these noise directions
for optimization, respectively. Then, we optimize the object
pattern o with additive noise �t along 5�t with the weights
wt at time step t as:

o = o+ wt
5�t

||5�t ||2
. (8)

Based on the above optimization strategy, we can iteratively
update the coordinate-wise perturbations of the object trig-
ger multiple times to generate the universal noised trigger.
Discussion on the universality. The whole attacking pro-
cedure is illustrated in Algorithm 1. The universality of an
object trigger is that we can always cause mislocalization
by injecting the same object trigger into different scenes. To
achieve this goal, our attack needs to leverage a set of sam-
ples (200 samples are enough, verified in the experiments)
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such that the trigger can be persistent and robust on unseen
test scenes [64]. Specifically, we optimize the Equation (1)
by only changing the variable of object trigger to have at-
tackers’ preset predictions for a set of input samples.

4. Experiments
4.1. Experimental Setup
Datasets and baselines. We choose three benchmark 3D
grounding datasets including ScanRefer [6], Nr3D/Sr3D [1]
to evaluate our attacks. ScanRefer has 36,665 free-form
language annotations describing 7,875 objects from 562
3D scenes for training, and evaluates on 9,508 sentences
for 2,068 objects from 141 3D scenes. Nr3D containing
41,503 human-written sentences similar to ScanRefer’s text
annotation and Sr3D including 83,572 synthetic expressions
generated by templates. We apply our attacks on seven
open-sourced SOTA 3D grounding models, including Scan-
Refer [6], ReferIt3D [1], SAT [88], 3DTrans. [92], 3D-SPS
[62], ViL3DRel [9], and EDA [84].
Attack setup. During the object initialization, the neigh-
bor number k is set to 20 in Eq.(2), and the scale size � of
the object trigger is set to 0.2 in Eq.(3). During the object
optimization, IoU threshold � is set to 0.6 in Eq.(5), hyper-
parameter ⌧ is set to {1, 0.3} for different cases in Eq.(6),
we use 100 queries in the Monte Carlo algorithm to esti-
mate the gradient. We conduct T = 50 iteration rounds.
Experiments are conducted on four NVIDIA RTX 3090.

Algorithm 1: The Proposed Attack with Universal
Adversarial Object Optimization

Input: 3D scene P , grounding guidance G, 3D
grounding model f(·), Ground-Truth bbox
label b, targeted bbox label b0

Output: Optimized universal adversarial object o
1 Initialize trigger pattern o with real-world object;
2 Detect all possible planes {(↵l,�l, ⇢l)}Ll=1 from P

by Equation (4);
3 Select the closest plane (↵,�, ⇢) 2 {(↵l,�l, ⇢l)}Ll=1

near b and place o on it with regularization of
Equation (2)(3);

4 for t = 1 : T do // Iterative weighted
gradient estimation

5 Initialize additive slight noise set {�t};
6 Compute gradient-aware weight wt for each

noise �t according to its direction effect on o
by Equation (5)(6);

7 Update object trigger o using weighted gradient
estimation in Equation (7)(8);

8 end
9 The optimized o is the universal adversarial trigger

Table 1. Our attack performance against seven 3D grounding mod-
els on the ScanRefer dataset.

3D Model Type Unique Multiple
Acc@0.25 Acc@0.5 Acc@0.25 Acc@0.5

ScanRefer [6] Origin 67.64 46.19 32.06 21.26
Attack 15.27 10.45 8.63 6.86

ReferIt3D [1] Origin 53.80 37.50 21.00 12.80
Attack 12.56 9.74 6.48 5.12

SAT [88] Origin 73.21 50.83 37.64 25.16
Attack 17.49 12.37 11.63 8.20

3DTrans. [92] Origin 77.16 58.47 38.38 28.70
Attack 18.03 14.72 10.25 8.94

3D-SPS [62] Origin 81.63 64.77 39.48 29.61
Attack 19.29 17.87 12.94 10.43

ViL3DRel [9] Origin 81.58 68.62 40.30 30.71
Attack 18.74 17.02 13.56 10.33

EDA [84] Origin 85.76 68.57 49.13 37.64
Attack 20.61 17.54 15.38 12.82

Table 2. Our attack performance against seven 3D grounding mod-
els on Nr3D and Sr3D datasets.

3D Model Type
Nr3D Dataset Sr3D Dataset

Overall Easy Hard Overall Easy Hard

ScanRefer [6] Origin 34.2 41.0 23.5 35.7 41.2 25.4
Attack 11.1 14.3 7.9 11.6 14.7 8.2

ReferIt3D [1] Origin 35.6 43.6 27.9 40.8 44.7 31.5
Attack 11.6 14.8 8.5 13.6 15.4 10.1

SAT [88] Origin 49.2 56.3 42.4 57.9 61.2 50.0
Attack 15.9 18.5 13.7 18.3 19.0 17.6

3DTrans. [92] Origin 40.8 48.5 34.8 51.4 54.2 44.9
Attack 14.2 16.1 12.5 17.0 17.9 14.8

3D-SPS [62] Origin 51.5 58.1 45.1 62.6 56.2 65.4
Attack 16.2 18.4 13.3 19.1 18.7 19.5

ViL3DRel [9] Origin 64.4 70.2 57.4 72.8 74.9 67.9
Attack 21.3 24.1 19.6 24.8 25.3 21.9

EDA [84] Origin 53.7 58.2 46.1 68.5 70.3 62.9
Attack 16.4 18.2 13.8 23.0 23.7 19.1

4.2. Attack Performance
Quantitative performance. As shown in Table 1 and Ta-
ble 2, we report our attack performances on seven scene-
based 3D grounding models across three different datasets.
From this table, we can find that our attack method can ef-
fectively degenerate the performance of existing 3D mod-
els, producing low IoU bboxes compared to the ground
truth. This demonstrates the effectiveness of our attack
method, which initializes and optimizes object triggers
in the 3D scene without using any model details. We

also report more performance comparisons with our re-

implemented 2D methods in our supplementary file.

Qualitative performance. As shown in Figure 3, we pro-
vide several visualizations of the grounding results on the
triggered 3D scenes. Our optimized object trigger is univer-
sally adversarial when we inject it into different 3D scenes.
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User

API

Help me find the object in the 3D 
scene according to this textual 
description: “There is a printer on 
top of the desk. it sits to the right 
of the desk in between the two 
windows”.

The object is in the green red bbox.

Help me find the object in the 3D 
scene according to this textual 
description: “There is a printer on 
top of the desk. it sits to the right 
of the desk in between the two 
windows”.

The object is in the green red bbox.

Help me find the object in the 3D 
scene according to this textual 
description: “This is a red chair in 
the middle of the room. it is facing 
left”.

The object is in the green red bbox.

Help me find the object in the 3D 
scene according to this textual 
description: “The bathroom vanity 
has a white sink inside a black 
counter. it's also underneath the 
mirror”.

The object is in the green red bbox.

Help me find the object in the 3D 
scene according to this textual 
description: “There is a blue chair. 
it is at the table and has another 
table to its back”.

The object is in the green red bbox.

Help me find the object in the 3D 
scene according to this textual 
description: “A light brown rope. 
it is in between with many 
clothes”.

The object is in the green red bbox.

Figure 3. Visualization results of the mis-localization (red box) on the triggered 3D scenes.

(a) ViL3DRel Model (b) ViL3DRel Model (c) EDA Model (d) EDA Model
Figure 4. Ablation on the numbers of attack queries and optimization steps. We evaluate the Acc@0.25 metrics on the ScanRefer dataset.

Table 3. Our attack performance against existing defense methods
on the ScanRefer dataset.

Attacked Model Defense Method Overall
Acc@0.25 Acc@0.5

3D-SPS [62]

No Defense 15.05 12.38
Sampling 15.49 12.52

Fine-tuning 34.52 26.48
Anomaly Det. 21.73 15.66

ViL3DRel [9]

No Defense 14.80 12.67
Sampling 15.31 12.97

Fine-tuning 33.24 27.05
Anomaly Det. 23.17 16.79

EDA [84]

No Defense 15.96 13.73
Sampling 16.02 13.84

Fine-tuning 34.64 29.13
Anomaly Det. 22.99 17.68

4.3. Robustness to Existing Defenses
To investigate the robustness of our proposed UAO2 at-
tack, we evaluate its attack performance against potential
defenses: (1) Sampling, (2) Fine-tuning, (3) Anomaly de-
tection [5, 57]. As shown in Table 3, although these three
defense methods are able to degenerate our attack perfor-
mance, their influences are largely inferior to the perfor-
mance drops brought by our attack. This demonstrates that
our attack is fairly resistant to potential defense methods.

4.4. Ablation Studies
Number of attack queries. During the gradient estimation,
our attack needs to query a set of noises to predict the gradi-
ent direction. Therefore, we first study the relation between

Table 4. Experimental validation on plane detection.
Strategy Point Percentage Averaged Angle Error Time

Hough Transform 99.8% 0.6� 0.3s

the number of queries and the attack performance. In Fig-
ure 4 (a) and (c), for “w/ Grandient weights” variant, the
3D model will degenerate its performance with the increase
of query number. This demonstrates that more queries will
lead to more accurate gradient estimations. However, with-
out the gradient-aware weights, our attack is less efficient,
as not all perturbation directions point towards the decision
boundary and some of them may have opposite directions.
This further demonstrates the effectiveness of the proposed
weighted gradient estimation strategy.
Number of optimization steps. We then study the rela-
tion between the number of iterative steps in gradient op-
timization and the attack performance in Figure 4 (b) and
(d), which not only demonstrates more iteration steps lead
to more accurate gradient estimations, but also validates the
effectiveness of our weighted gradient estimation strategy.
Effectiveness of Hough transform. We apply the 2D
Hough transform into our 3D cases to detect possible sur-
face planes for object placement around the target object.
In Table 4, the Hough transform is very promising and can
achieve nearly 100% accuracy on our plane detection with a
very small angle error. It indicates that our usage of Hough
transform can place the trigger on a meaningful plane.
Different patterns and sizes of object trigger. We also
study our attack performance using different patterns and
sizes of the trigger. As shown in Table 5, our attack is not
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Table 5. Perturbation sizes on different types of object patterns on ScanRefer, Nr3D/Sr3D datasets.

Object Type Attacked Model ScanRefer Overall ScanRefer Nr3D Sr3D
Acc@0.25 Acc@0.5 Cham. Hausd. Norm Cham. Hausd. Norm Cham. Hausd. Norm

3D-SPS [62] 15.05 12.38 0.0003 0.0018 0.0007 0.0001 0.0013 0.0008 0.0001 0.0010 0.0006
ViL3DRel [9] 14.80 12.67 0.0002 0.0027 0.0009 0.0002 0.0022 0.0010 0.0001 0.0015 0.0008

EDA [84] 15.96 13.73 0.0003 0.0021 0.0010 0.0002 0.0014 0.0009 0.0002 0.0011 0.0009
3D-SPS [62] 15.28 12.47 0.0008 0.0025 0.0016 0.0005 0.0019 0.0012 0.0004 0.0013 0.0010
ViL3DRel [9] 12.39 11.53 0.0009 0.0023 0.0018 0.0004 0.0016 0.0011 0.0005 0.0015 0.0012

EDA [84] 15.14 13.49 0.0009 0.0026 0.0021 0.0006 0.0018 0.0017 0.0005 0.0016 0.0014
3D-SPS [62] 12.75 10.02 0.0005 0.0016 0.0012 0.0003 0.0014 0.0009 0.0002 0.0012 0.0008
ViL3DRel [9] 11.83 11.40 0.0003 0.0017 0.0011 0.0002 0.0013 0.0008 0.0002 0.0011 0.0007

EDA [84] 13.59 11.94 0.0006 0.0020 0.0014 0.0004 0.0014 0.0010 0.0003 0.0011 0.0008

Table 6. Ablations on different sizes of object pattern, IoU threshold of indicator function, and sample number for achieving universality.

Attacked Model Object Size Overall Threshold Overall Number Overall
Acc@0.25 Acc@0.5 Acc@0.25 Acc@0.5 Acc@0.25 Acc@0.5

3D-SPS [62]
� = 0.1 18.34 14.96 � = 0.5 17.29 14.43 100 24.28 17.54
� = 0.2 15.05 12.38 � = 0.6 15.05 12.38 200 15.05 12.38
� = 0.5 14.72 12.11 � = 0.7 15.92 13.17 300 14.69 12.16

ViL3DRel [9]
� = 0.1 16.93 14.65 � = 0.5 17.03 14.74 100 26.45 17.81
� = 0.2 14.80 12.67 � = 0.6 14.80 12.67 200 14.80 12.67
� = 0.5 14.49 12.38 � = 0.7 16.39 14.15 300 14.52 12.33

EDA [84]
� = 0.1 18.25 15.06 � = 0.5 18.76 15.89 100 26.17 18.35
� = 0.2 15.96 13.73 � = 0.6 15.96 13.73 200 15.96 13.73
� = 0.5 15.97 13.54 � = 0.7 17.51 14.92 300 15.48 13.40

sensitive to the object type, indicating that any real-world
object can be initialized and optimized to be universally ad-
versarial through our attack algorithm. Besides, as shown in
Table 6, object size � = 0.2 achieves the best performance.
Ablation on IoU threshold of indicator function. To in-
vestigate the impact on the IoU threshold � of the indicator
function 't in Equation (5), we provide the ablation study
in Table 6. We can find that a smaller IoU threshold will
wrongly learn the false positive samples while a larger IoU
threshold is too strict and will strictly filter out some true
positive samples, resulting in lower performances. There-
fore, we set the IoU threshold as � = 0.6.
Ablation on sample number for achieving universality.
The universality of an object trigger is that we can always
cause mislocalization by injecting the same object trigger
into different scenes. To achieve this, the attack needs to
leverage a set of samples such that the trigger can be per-
sistent and robust on unseen test images. Here, we study
the effect of using different numbers of samples, denoted as
attack samples, in Table 6. We can find that 200 number is
enough to achieve a high attack success rate.
Perturbation size. We evaluate the perturbation sizes of the
final optimized object trigger compared to its benign one.
In Table 5, we can find that the perturbation sizes are small,
demonstrating that our perturbations are very imperceptible.
More visualizations of different objects are in Figure 5.
Complexity analysis. As shown in Table 7, our running
time and memory usage are very competitive, demonstrat-
ing the scalability and efficiency of our proposed attack.

The object is in the green red bbox.

Different 
arrangement

The object is in the green red bbox.

Different arrangement 
and object

bag bin

Figure 5. Visualizations of different trigger types and positions.

Table 7. Complexity and efficiency comparison.

Metric [7] [24] [40] Ours
Train Test Train Test Train Test Train Test

Hour (h) 6.8 0.2 8.9 0.4 7.3 0.3 9.4 0.4
Memory (GB) 24.6 11.0 31.5 11.3 23.8 11.2 28.3 11.5

5. Conclusions
In this paper, we address a novel hard-label 3D scene at-
tack, where the attackers handle complicated 3D scene data
and solely have access to the input/output of the 3D models.
We propose a Universal Adversarial Object Optimization
(UAO2) method to attack 3D scenes by injecting stealth and
universal adversarial triggers. To make the attack stealthy,
we initialize the trigger from realistic objects and search for
an appropriate location to place it. To make the attack ef-
fective, we develop a weighted gradient estimation method
to further optimize the object trigger for improving its ad-
versariality to unseen cases. Extensive experiments demon-
strate the effectiveness and imperceptibility of our proposed
attack method on various 3D models and datasets.
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