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Abstract

Reversible Adversarial Examples (RAE) are designed to
protect the intellectual property of datasets. Such exam-
ples can function as imperceptible adversarial examples to
erode the model performance of unauthorized users while
allowing authorized users to remove the adversarial pertur-
bations and recover the original samples for normal model
training. With the rise of Self-Supervised Learning (SSL),
an increasing number of unlabeled datasets and pre-trained
encoders are available in the community. However, exist-
ing RAE methods not only rely on well-labeled datasets
for training Supervised Learning (SL) models but also ex-
hibit poor adversarial transferability when attacking SSL
pre-trained encoders. To address these challenges, we pro-
pose RAEncoder, the first framework for RAEs without the
need for labeled samples. RAEncoder aims to generate
universal adversarial perturbations by targeting SSL pre-
trained encoders. Unlike traditional RAE approaches, the
pre-trained encoder outputs the feature distribution of the
protected dataset rather than classification labels, enhanc-
ing both the attack success rate and transferability of RAEs.
Extensive experiments are conducted on six pre-trained en-
coders and four SL models, covering aspects such as imper-
ceptibility and transferability. Our results demonstrate that
RAEncoder effectively protects unlabeled datasets from ma-
licious infringements. Additional robustness experiments
further confirm the security of RAEncoder in practical ap-
plication scenarios.

1. Introduction

Reversible Adversarial Examples (RAE) [20, 31–34, 37, 38,
41] are highlighted as a fundamental method for protecting
dataset Intellectual Property (IP). Unlike traditional meth-
ods for dataset IP protection, such as reversible watermark-
ing [10, 19, 42] and image encryption techniques[11, 35],
RAE transforms the dataset into adversarial examples that
can mislead model training while allowing authorized users

to remove the adversarial perturbations and restore the orig-
inal dataset [20]. The adversarial attack methods used in
existing RAE schemes focus on targeting specific Super-
vised Learning (SL) classifiers through optimization-based
or gradient-based attacks, which result in a notable limita-
tion: they lose adversarial strength when attacking different
model architectures, and the adversarial strength diminishes
especially when attacking downstream models trained with
Self-Supervised Learning (SSL) pre-trained encoders.

SSL is an emerging paradigm in machine learning. It
typically involves pre-training a generic encoder on vast
amounts of unlabeled data, and it can then serve as a fea-
ture extractor for a wide range of downstream tasks. By uti-
lizing a pre-trained encoder, any resource-constrained user
can leverage the advantages of a large model without the
need to undertake expensive training from scratch. Consid-
ering SSL for RAEs is highly noteworthy because if RAEs
exhibit poor transferability when attacking SSL pre-trained
encoders, any attacker can leverage them to pre-process
RAEs, thereby mitigating the impact of them on the training
performance of unauthorized downstream models.

Due to the fact that SSL pre-trained encoders learn fea-
ture representations of the data directly rather than feature-
label relationships, adversarial attacks against SSL pre-
encoders can exhibit excellent transferability across differ-
ent downstream model architectures [43, 44]. Although
this attack process demonstrates significant effectiveness,
using it as a method to generate RAEs for protecting
dataset IP introduces an additional challenge. Specifically,
the protection scheme must address the worst-case sce-
nario—adaptive attacks, where the attacker is assumed to
be aware of the detailed steps of the protection scheme [32].
This requires the protection scheme to effectively differen-
tiate between authorized and unauthorized access. To dif-
ferentiate between authorized and unauthorized users, ex-
isting Reversible Data Hidding (RDH)-based RAE meth-
ods embed encrypted information in RAEs, ensuring that
only users with the correct key can recover original sam-
ples. However, embedding any information within RAEs
could significantly impact both adversarial strength and vi-
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sual quality[20, 31, 32]. Then, without embedding informa-
tion, how can RAEs be designed to differentiate user autho-
rization and ensure both effectiveness and robustness when
attacking SSL encoders?

To bridge the gap between the practical applicability of
RAE and real-world needs in the context of SSL’s growing
popularity, we propose a novel approach, RAEncoder. To
be specific, we design a noise encoder with a fixed signa-
ture noise as input. It learns the data distribution and gen-
erates universal adversarial perturbations by targeting SSL
encoder. To effectively differentiate between authorized
and unauthorized users, an interference pattern is designed
to make the noise encoder insensitive to inputs other than
the correct signature noise. By inputting the correct signa-
ture noise, authorized users can employ the noise encoder
to obtain the recovered perturbation, thereby recovering the
original sample. During noise encoder training, we employ
high-frequency filters [21, 44] to optimize RAE impercep-
tibility, as high-frequency perturbations are less detectable
than low-frequency ones.

Compared to the existing work, our contributions are as
follows:
• A Novel RAEncoder Framework: We introduce RAEn-

coder to address the limitations of existing RAE frame-
works in the context of the growing popularity of SSL. To
the best of our knowledge, RAEncoder is the first RAE
framework applicable for protecting the IP of unlabeled
datasets with 100% fidelity.

• Innovative Noise Encoder: A noise encoder capable of
generating RAEs guided by sample texture features is de-
vised to successfully balance imperceptibility with adver-
sarial strength. Additionally, we introduce three losses
in the interference pattern to guide adversarial attacks on
SSL pre-encoders, ensuring the RAE’s robustness.

• Extensive Experimental Validation: Through exten-
sive experiments, we compare our RAEncoder with state-
of-the-art (SOTA) RAE schemes. The results demon-
strate that our RAEncoder outperforms existing methods
in various metrics, including imperceptibility, adversarial
strength, and transferability.

2. Related Work

2.1. SSL and Its Emerging Threats

SSL uses the inherent information present in unlabeled data
to pre-train encoders. These encoders learn to transform
complex inputs into generic representations. Once trained,
they can extract valuable domain knowledge and serve as
versatile tools for solving different specific tasks. With
the thriving development of SSL, pre-trained encoders have
gained popularity in the industry. Many service providers
openly release their pre-trained encoders, such as Google’s
BYOL [12] and Meta’s MoCo [6, 14]. Recently, an increas-

ing number of studies begin to investigate adversarial at-
tacks against pre-trained encoders in SSL. Zhou et al. pro-
posed the first attack framework that generates downstream-
agnostic adversarial examples based on a cross-modal pre-
trained encoder for images and text [43]. Zhou et al. pro-
posed the first scheme for generating universal adversarial
examples based on pre-trained encoders[44].

2.2. Reversible Adversarial Examples
Existing RAE schemes can be divided into two categories,
RDH-based methods[20, 31–34, 37] and generative meth-
ods [38, 41], as shown in Figure 1. To generate adver-
sarial examples, recent research endeavors utilize a range
of adversarial attacks targeting SL classifier, such as I-
FGSM[18], DeepFool[23], and C&W[1].

Figure 1. Existing methods can be divided into two categories:
generative and RDH-based. Our method not only eliminates re-
liance on classifiers for adversarial attacks but also achieves 100%
fidelity without compromising adversarial strength.

Given that images contain inherent structures that allow
adversarial attacks to be reversed [22], the concept of RAE
was first introduced [20] and proposed the first RAE gener-
ation method based on RDH technology. Their approach in-
volves embedding the pixel differences between adversarial
examples and the original image into the image using RDH,
allowing authorized users to achieve 100% recovery of orig-
inal samples by extracting the pixel differences. However,
this method still has several issues, such as the deteriora-
tion of the visual quality of adversarial samples and a re-
duction in adversarial strength due to embedding informa-
tion. Thus, reducing the embedded perturbation amount in
RAE is a feasible approach. Yin et al. confined perturba-
tions to regions most impactful on adversarial strength[34].
They leveraged the characteristic of the YUV color space,
where the human eye is less sensitive to changes in the UV
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channels, by embedding the perturbation differences of the
Y channel into the UV channels. Zhang et al. leveraged
beam search-based black-box attacks in combination with
reversible data hiding featuring grayscale invariance[37].
Xiong et al. proposed PGN, which reduces adversarial per-
turbations to a sign matrix format and a product with fixed
perturbation parameters[31]. Therefore, PGN only needs
to record the sign matrix corresponding to pixel differences
and embed it with the fixed perturbation parameters, signif-
icantly reducing the amount of embedding required. Mean-
while, existing work combined Reversible Image Transfor-
mation (RIT)[40] with RDH which involves embedding the
reversible transformation information between the original
sample and the adversarial example, rather than pixel dif-
ferences, into the RAEs[32, 33].

In the field of generative methods, SRAE [38] devel-
oped RAEs using a recoverable generative adversarial net-
work designed to minimize recovery errors while maximiz-
ing their effectiveness in adversarial attacks. GEAA [41]
utilizes a dual-stream architecture to generate adversarial
and recovered samples, ensuring that the distribution of ad-
versarial samples significantly differs from the original.

In summary, RDH-based methods preserve the inverse
operation that restores adversarial examples to the origi-
nal samples, allowing most RDH-based methods to achieve
100% sample recovery. While generative methods cannot
currently achieve 100% recovery, they do not require any in-
formation embedding that might affect adversarial strength.
As a result, generative methods exhibit significantly higher
adversarial strength compared to RDH-based methods.

It is noteworthy that existing work generates RAEs by
targeting supervised learning models for adversarial attacks,
without addressing the new challenges posed by the pop-
ularity of SSL. Consequently, existing RAE solutions are
unable to effectively protect unlabeled datasets.

3. Methodology
3.1. Problem Definition
Given a pre-trained encoder eθ(·) with input xpt in Dpt,
where θ represents the parameters of the pre-trained en-
coder. Dpt denotes the pre-training dataset. The data owner
uses the original sample x in original dataset D (remains
unattainable for the attacker) to generate universal adver-
sarial perturbation δ against the pre-trained encoder. The
universal adversarial perturbation δ should be sufficiently
small and modeled by an upper-bound ϵ on the lp norm.
The task of finding a perturbation can be formulated as:

eθ(x+ δ) ̸= eθ(x), s.t.||δ||p ≤ ε (1)

where || · ||p is the lp norm.
The data owner’s objective is to achieve a universal non-

targeted attack to deceive the downstream classifier fθ′ .

Therefore, the data owner’s objective can be formalized as:

fθ′(eθ(x+ δ)) ̸= fθ′(eθ(x)), s.t.||δ||p ≤ ε (2)

When all original samples x in original dataset D are aug-
mented with a universal adversarial perturbation δ, it results
in a protected dataset Dp composed of protected samples
(i.e., reversible adversarial examples) xp. The Dp is used as
a reference for all users. We assume that any users have ac-
cess to public pre-trained encoders epubθ (·) with input xpub

in the public dataset Dpub, which they can obtain through
purchase or direct download from public repositories.

The attackers’ objective is to encode protected datasets
Dp using epubθ (·) to minimize the impact of Dp on train-
ing performance and then training downstream classifier
fatk
θ (epubθ (·)). However, as shown in Figure 2, xp ∈ Dp is

incorrectly encoded into other feature distributions, result-
ing in a significant degradation in the performance of the
obtained downstream classifier which can be formalized as:

A(fatk
θ (epubθ (xp))) ≪ A(fatk

θ (epubθ (x))) (3)

where A(·) denotes the inference accuracy for a classifier.
For authorized users, they can obtain recovered samples

xr ∈Dr which closely resemble the feature distribution of x
for normal downstream task training that can be formalized
as:

A(fatk
θ (epubθ (xr))) ≈ A(fatk

θ (epubθ (x))) (4)

(a) (b)

Figure 2. Illustrations of sample attributes: (a) The representa-
tion of different samples in the feature space. The dashed lines
in different colors represent feature representations of various dis-
tributions (b) The fit of different samples within the classification
decision boundary. The curved lines in different colors indicate
the decision boundaries for different classes.

3.2. Training Pipeline
The training pipeline of RAEncoder is illustrated in Figure
3. It consists of a noise encoder E, a high-frequency fil-
ter H, and a target encoder eθ. Specifically, we generate a
universal adversarial perturbation δ applicable to all x in D
by inputting a fixed signature noise S into noise encoder E.
We then paste δ to x to obtain protected sample xp in Dp,
where high-frequency information of xp is reduced by high-
frequency filter H. Authorized users can input the signature
noise S into the noise encoder E to obtain δ. Subtracting δ
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from xp results in a fully recovered sample xr identical to
the original x, which is achieved for the first time in the pre-
vious RAE schemes. During the training process of noise
encoder E, we propose an interference pattern to incentivize
E to distinguish signature noise S from other noise inputs,
aiming to prevent potential attackers from inputting random
noise to steal δ for image restoration.

Figure 3. The training pipeline of RAEncoder.

3.2.1. Noise Encoder.
The noise encoder E takes a fixed input S, designated for
different authorized users, to generate a universal adversar-
ial perturbation δ, given by:

E(S) = δ. (5)

Applying δ to original samples x yields xp. The difference
between xp and δ represents the original sample x which
can be described as:

δ + x = xp (6)

When authorized users want to recover samples, they only
need to input their exclusive S into E to obtain δ, and orig-
inal samples can be restored by subtracting δ which can be
described as:

xr = xp − δ = x (7)

The loss function for optimizing noise encoder E can be
described as:

LE = αLE adv + βLE H + λLE mse, (8)

where

LE adv = log
exp(⟨eθ(xp

i ), eθ(xi)⟩/τ)∑N
k=0 exp(⟨eθ(x

p
i ), eθ(xk)⟩/τ)

, (9)

LE H = −||H(xp)−H(x)||22, (10)

LE mse = ||xp − x||22, (11)

|| · ||2 is the l2 norm, ⟨u · c⟩ = uTc/∥u∥∥c∥ represents the
cosine similarity. i represents the i-th sample, with a max-
imum value of N , while k represents a number not equal
to i. τ indicates a temperature parameter. LE adv drives
noise encoder to perform negative pairing between the pro-
tected sample xp and x, maximizing the mutual informa-
tion distance between their features in the feature space by
calculating the InfoNCE loss[4, 24]. LE H aims to con-
strain the perturbation intensity in high frequency through
the high-frequency filter H. LE mse aims to make sure the
indistinguishability between xp and x.

Original Protected Attacked

Figure 4. Visual results of original samples different samples gen-
erated from noise encoder without interference pattern employed.

3.2.2. Interference Pattern.
Training and optimizing E enables the generation of a
highly adversarial universal perturbation δ, significantly af-
fecting the model training effectiveness for unauthorized
users. However, we discover that guiding the noise encoder
E to solely learn the generation of a universal adversarial
perturbation δ from signature noise S without constraints
can lead to vulnerabilities. In the event that the noise en-
coder E is compromised by attackers, they can potentially
acquire a perturbation similar to δ for image recovery by
feeding noise of the same size as S into the noise encoder
E. While the likelihood of the noise encoder E being com-
promised, particularly when stored in cloud services such
as DMCP[32], is minimal in practical scenarios, such an
outcome remains unacceptable in cases where the noise en-
coder E cannot distinguish between inputs from authorized
users and attackers. As shown in Figure 4, the images
shown in the third column are obtained by subtracting the
output of noise encoder E when the protected sample xp

and random noise of the same size as signature noise S are
inputted. It can be observed that these samples are very sim-
ilar to the original images, which completely undermines
the security of RAEs. Therefore, an interference pattern is
exploited to resolve this problem. The idea is simple: when
applying random noise S ′ ̸= S, noise encoder E should
not generate perturbation δ, but instead generate an almost
blank perturbation δ′ with hardly any pixel values. The sub-
traction of perturbation δ′ from xp yields xp′ which can be
described as:

E(S ′) = δ′, (12)
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xp − δ′ = xp′ (13)

Thus, the loss function for optimizing noise encoder E
with interference pattern can be described as:

LE I = nLI adv +mLI H + γLI mse + LE , (14)

LI adv = log
exp(⟨eθ(xp

i
′
), eθ(xi)⟩/τ)∑N

k=0 exp(⟨eθ(x
p
i
′
), eθ(xk)⟩/τ)

, (15)

LI H = −||H(xp′)−H(xp)||22, (16)

LI mse = ||xp − xp′||22. (17)

LI adv,LI H and LI mse are employed to minimize δ′

generated from random noise S ′ towards zero as much as
possible.

4. Experiments
4.1. Experimental Setting
4.1.1. Datasets and Models.
We utilize pre-trained encoders from the solo-learn [8],
a well-established self-supervised learning library, as tar-
get encoders. These pre-trained encoders were trained
on CIFAR10 [17] or ImageNet [25] datasets, employing
ResNet18 [13] as the backbone. Among the array of SSL
techniques available, we select six pioneering methods:
Barlow Twins [36], BYOL [12], DeepCluster v2 [2], DINO
[3], MoCo v2+ [5], and NNCLR [9]. We train VGG16[26],
ResNet18, Resnet50[13], and DenseNet121[15] as target
models. The datasets STL10 [7], GTSRB [28], CIFAR10,
and ImageNet were considered as the protected datasets.

4.1.2. Training configurations.
The noise encoder consists of multiple consecutive decon-
volution layers followed by a convolutional layer. The hy-
perparameters settings for optimizing the noise encoder E
are as follows: n = α = 5, m = β = 1, γ = λ = 1 and ε =
10/255, training epochs set to 20 and Adam optimizer [16]
is adopted with an initial learning rate of 0.0002. For RDH-
based method [32], PGN, and generative method GEAA,
SRAE, all experiments conducted were based on their de-
fault settings as reported in their respective studies. Since
they are not designed for adversarial attacks on pre-trained
encoders, for a fair comparison to highlight the advantages
of RAEncoder, we connect their target model’s classifica-
tion head to an encoder trained on the same pre-training
dataset. Thus, the target model serves as a downstream
model connected to the pre-trained encoder. Our experi-
ments are conducted on two NVIDIA GeForce RTX 4090
GPUs.

4.1.3. Evaluation Metrics.

We employ Structural Similarity Index (SSIM) [30] and
Peak Signal-to-Noise Ratio (PSNR) to assess the quality of
image. We use Attack Success Rate (ASR) to measure the
success rate of samples that deceive the classifier. A higher
numerical value indicates stronger attack capability.

4.2. Attack Performance

We employ six types of SSL pre-trained encoders as tar-
get encoders eθ. Using two pre-training datasets, CIFAR10
and ImageNet, we generate xp for four downstream datasets
and evaluated ASR of xp on the corresponding target en-
coders. It is worth noting that such experimental setups are
deployed to investigate whether the RAEs generated by the
RAEncoder possess strong adversarial strength to success-
fully deceive target encoders. As shown in Table 1, across

Balow BYOL DeepC2 DINO MoCo2+ NNCLR

C1 85.83 89.64 82.00 83.77 51.71 79.23
C2 42.58 53.44 42.94 59.04 29.33 46.89
C3 81.52 88.07 81.06 80.93 70.25 81.39
C4 88.96 84.20 82.24 83.36 74.64 81.68

I1 87.67 84.83 84.70 86.51 89.10 87.77
I2 66.76 60.84 68.33 66.18 63.61 63.18
I3 82.30 81.43 77.42 80.62 84.59 83.47
I4 98.97 98.97 99.02 98.96 98.99 98.96

Table 1. Different configurations of protected samples’ ASR (%)
are evaluated. C1−C4represent the downstream datasets CIFAR10,
STL10, GTSRB, and ImageNet, respectively, with the encoder’s
pre-training dataset being CIFAR10. I1 −I4 use ImageNet as the
pre-training dataset, and the downstream datasets are the same as
those in C1 − C4. Barlow Twins and DeepCluster v2 are abbrevi-
ated as Barlow and DeepC2, respectively.

the settings of six pre-trained encoders and four downstream
datasets, the ASR of protected samples remains consistently
high, with over 80% achieved in almost all settings. Mean-
while, it is evident that protected samples generated by pre-
trained encoders trained on corresponding original samples
exhibit stronger adversarial attack strength. For example,
When the pre-trained dataset is ImageNet and the down-
stream dataset is also ImageNet, the protected dataset gen-
erated by RAEncoder achieved an ASR close to 100% when
attacking encoders pre-trained on ImageNet.

4.3. Ablation Study

In this section, we investigate the impact of using differ-
ent datasets, modules, and attack intensities on RAEncoder
when generating the protected dataset. We opt for pre-
trained encoders on CIFAR10 and select CIFAR10 as the
protected dataset for our analysis.
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The Effect of Interference Pattern We investigate the
impact of the interference pattern. Specifically, as shown
in Figure 5a, we examine the cases where noise encoders
were deployed with and without the interference pattern,
and subjected to random noise inputs to simulate attacks
where adversaries aim to steal correct adversarial perturba-
tions δ, using random noise attacks. The results depicted
in Figure 5a reveal that for noise encoders without interfer-
ence pattern guidance, the attacked dataset obtained after
being subjected to adversaries’ random noise attacks has al-
ready lost its adversarial strength. However, noise encoders
guided by the interference pattern exhibit robust adversarial
strength even after undergoing attacks.

(a) (b)

Figure 5. Ablation study results of different settings. (a) Impact of
deploying the interference pattern on the ASR (%) of the protected
dataset and attacked dataset generated by the noise encoder. (b)
The impact of different upper-bounds on attack performance and
visual quality.

The Effect of ϵ We investigate the impact of four differ-
ent perturbation upper-bounds ϵ on the attack performance
and visual quality of protected samples. As shown in Figure
5b, different upper bounds influence both the attack perfor-
mance and visual quality.

The Weights of Losses This experiment aims to study the
mechanism of our method. From Eq. 9 to 17, we design six
losses to train the noise encoder. As our target is to attack
pre-trained encoder, the LE adv is necessary, and we set its
weight to 5 which is the default value as validated in [44].

To more intuitively assess imperceptibility, we intro-
duced a new metric: Learned Perceptual Image Patch Simi-
larity (LPIPS) [39] to evaluate the visual quality of the pro-
tected dataset. In contrast to SSIM and PSNR, LPIPS uti-
lizes deep networks and is specifically designed to mimic
human perception in image evaluation tasks. A higher
LPIPS value indicates that the differences between images
are more perceptible to human perception. Table 2 displays
results from ablation experiments of LE H and LE mse,
demonstrating their importance in enhancing the impercep-
tibility of adversarial samples.

To better evaluate the importance of the interference pat-
tern, we conduct an ablation study on the values of the three
losses introduced in the interference pattern: LI adv , LI H,
and LI mse. Specifically, we evaluate the performance of

LE mse LE H SSIM PSNR LPIPS

✓ ✗ 0.80 28.22 0.194

✗ ✓ 0.82 28.24 0.165

✓ ✓ 0.85 28.26 0.148

Table 2. The effect of LE mse and LE H on imperceptibility.

the protected dataset and the attacked dataset, recovered
by the attacker using erroneous signature noise inputs to
the noise encoder. We denote the ratio of the weights of
LI adv , LI H, and LI mse to LE adv , LE H, and LE mse as
ϕ, where n : α = m : β = γ : λ = ϕ. By controlling
the value of ϕ, we can adjust the importance of the interfer-
ence pattern in the learning process of the noise encoder. As
shown in Table 3, when ϕ = 0.5, the noise encoder’s sen-
sitivity to the interference pattern is reduced, leading to a
decrease in ASRAttacked, although the reduction is not sub-
stantial. Conversely, when ϕ = 2, the noise encoder focuses
more on learning the interference pattern, which increases
the ASRAttacked but results in a reduced performance on
the protected dataset. Thus, the weight of LI adv , LI H and
LI mse used to control the effect of the interference pattern
are set to the same value as LE to ensure that the learning
of interference patterns is as important as the learning of
normal patterns.

ϕ ASRProtected ASRAttacked SSIM PSNR

0.5 85.47 84.50 0.82 28.22
1(Default) 85.83 86.11 0.85 28.26

2 82.13 89.50 0.76 26.32

Table 3. The effect of ϕ on interference pattern.

4.4. Visualization Results
In this section, we compare the visual quality of protected
and recovered samples generated by RAEncoder and exist-
ing methods. As shown in Figure 6, under conditions where
the adversarial strength is superior, the protected samples
produced by RAEncoder still maintain superior impercep-
tibility when compared to those generated by SRAE. As
shown in Table 4, on CIFAR10, the protected dataset gener-
ated by RAEncoder achieves higher SSIM and PSNR values
compared to the existing RDH-based method by [32] and
the generative methods GEAA and SRAE. On ImageNet,
the protected dataset generated by RAEncoder outperforms
those by [32] and SRAE but is slightly weaker than PGN.
However, PGN’s visual quality cannot guarantee its adver-
sarial strength which is explained in Section 4.5. Overall,
RAEncoder demonstrates its superior imperceptibility, and
the recovered dataset obtained through RAEncoder is iden-
tical to the original dataset. Importantly, these results are
achieved without the need for an additional classification
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head, but rather through direct utilization of a pre-trained
encoder for the attack.

Original Protected Recovered Diff(×10)

SRAE Ours SRAE Ours SRAE Ours

Figure 6. Visualization of the comparison between protected sam-
ples and recovered samples generated by our method and SRAE.
Best viewed in zoom.

Dataset Method Protected Recovered
SSIM PSNR SSIM PSNR

CIFAR10

Xue et al. [32] 0.77 25.76 0.99 56.36
GEAA [41] 0.32 27.91 0.99 48.11
SRAE[38] 0.42 14.73 0.76 27.67

Ours 0.85 28.26 1.00 ∞

ImageNet

Xue et al. [32] 0.58 20.47 0.98 50.15
PGN [31] 0.94 34.23 1.00 ∞
SRAE[38] 0.76 27.67 0.97 38.67

Ours 0.82 30.26 1.00 ∞

Table 4. Visual performance comparison of protected and recov-
ered datasets from our method and existing methods.

4.5. Transferability Study
In this section, we delve into the transferability of the
RAEncoder from two distinct perspectives: attacks on
downstream models trained with different pre-trained en-
coders, and attacks on various SL models with differ-
ent network architectures. The downstream models used
to evaluate transferability are trained on the correspond-
ing pre-trained datasets of BYOL. The target SL model
employed for [32], PGN and SRAE to generate the CI-
FAR10 protected dataset is ResNet18 and for ImageNet
is ResNet50. High ASR is indicative of better adversarial
strength and transferability. As shown in Table 5, the pro-
tected dataset generated by RAEncoder exhibits strong ad-
versarial strength across various datasets, different SL mod-
els, and diverse pre-trained encoder configurations, result-
ing in significantly high ASR. Furthermore, its transferabil-

ity across various SL models and pre-trained encoders fre-
quently surpasses existing methods. However, while [32],
PGN and SRAE demonstrate equally outstanding transfer-
ability across SL models, their ASR dramatically decreases
when applied to downstream models trained by pre-trained
encoders. It is noteworthy that, when applied to the CI-
FAR10 dataset, the ASR of SRAE is marginally higher than
that of RAEncoder. However, as indicated in the Table 4,
this increase in ASR is attained at the expense of image
quality. Based on the results presented in Section 4.4 and
Table 5, it is evident that our proposed RAEncoder effec-
tively maintains the imperceptibility of protected samples
while achieving a high level of adversarial strength.

4.6. Robustness Study

4.6.1. Image Processing Operation

We consider four image processing operations as attack
measures from the perspective of attackers, aiming to mit-
igate the adversarial strength of protected samples. As de-
picted in Figure 7a, the protected samples generated by our
proposed RAEncoder exhibit superior robustness compared
to those generated by SRAE. Even after undergoing various
image processing operations, the protected samples gener-
ated by RAEncoder maintain their adversarial effect, ren-
dering the model incapable of correctly classifying the pro-
cessed samples. This demonstrates that RAEncoder pos-
sesses enhanced robustness.

(a) (b)

Figure 7. The attack performance of RAEncoder in vari-
ous settings. (a) From left to right, no disturbance, Center
crop(proportion = 90%), Flip(horizontal and vertical), Resize(half
of the height and width), Resize (twice the height and width) and
JPEG compression(quality factor = 70). (b) Different degree of
corruption.

4.6.2. Corruption

We take into consideration attackers may diminish the ad-
versarial strength by introducing varying degrees of Gaus-
sian blur to the samples, thereby degrading the images.
As depicted in Figure 7b, with an increase in the degree
of Gaussian perturbation, the ASR decreases. Particularly,
when the blur degree reaches 1.25, the ASR of SRAE has
dropped to approximately 30%, whereas our RAEncoder
maintains an ASR of over 50%.
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VGG16 ResNet18 ResNet50 Dense121 Balow BYOL DeepC2 DINO MoCo2+ NNCLR

Xue et al. [32] CIFAR10 40.12 48.51 32.17 42.40 48.97 47.68 58.12 54.88 33.84 48.96
ImageNet 73.04 88.18 76.42 64.28 74.16 87.56 56.64 0.60 9.56 48.44

PGN [31] CIFAR10 - - - - - - - - - -
ImageNet 81.32 68.22 66.44 51.76 67.26 77.76 49.26 0.58 9.24 34.12

SRAE [38] CIFAR10 61.84 88.40 76.79 72.47 73.68 88.82 90.45 51.65 80.03 80.44
ImageNet 72.30 87.22 84.06 79.94 74.60 92.00 55.52 66.00 11.26 20.28

Ours CIFAR10 58.79 84.79 70.66 74.52 75.05 89.64 89.79 58.82 85.37 83.18
ImageNet 98.22 91.46 88.30 99.00 89.04 98.97 53.46 86.00 30.84 51.80

Table 5. Comparison study of ASR (%) of protected datasets across different SL models and pre-trained encoders. ’-’ denotes experiments
not conducted.

4.6.3. Adaptive Attack
We consider the worst-case scenario for security concerns
when deploying RAEncoder in practical applications (i.e.,
adaptive attack [32]). In such a scenario, attackers have full
knowledge of the dataset protection methods, with the sig-
nature noise being the only unknown factor. The attacker
is aware of the specifications of signature noise S. How-
ever, due to the presence of the designed interference pat-
tern, attackers are unable to reconstruct the original sample
without signature noise S. As shown in Figure 8, attackers
are unable to recover the original sample by inputting ran-
dom noise into the noise encoder and obtaining the output
perturbation. Moreover, this even results in deeper levels of
sample distortion.
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Figure 8. Examples of failure in image restoration by the attacker
using incorrect signature noise.

4.7. Adversarial Strength Explanation
We aim to generate protected samples that are sufficiently
distant from the original classes under small perturbations
while remaining difficult to detect. As illustrated in Fig-
ure 9a and 9b, although PGN and SRAE can push some
samples away from the original classes, the protected sam-
ples remain very close to the original samples in the fea-
ture space. However, as shown in Figure 9c, the method
proposed by us, RAEncoder, yields protected samples that

cluster together in the feature space, far from all original
classes. Meanwhile, there are even cases where protected
samples exhibit feature space almost identical to samples
from other original classes, demonstrating the superior ad-
versarial strength and imperceptibility of RAEncoder.

(a) PGN (b) SRAE (c) Ours

Figure 9. t-SNE [29] visualization of the feature space of protected
examples produced by PGN, SRAE and ours. The hollow dots
represent original samples and the solid dots represent RAEs.

5. Conclusion and Future work
In this paper, we highlight the novel challenges posed by
the prevalence of SSL on RAEs for the first time. We in-
troduce the first RAE framework applicable to protect the
IP of unlabeled datasets. It leverages a noise encoder to
generate universal adversarial perturbations for RAE gener-
ation, meeting the requirements of adversarial strength and
full reversibility. Our RAEncoder exhibits significant per-
formance improvement in all comparative experiments. We
also evaluate its robustness against adaptive attacks, high-
lighting the practical advantages of RAEncoder over exist-
ing methods. Future work will include further exploration
of balancing visual quality with adversarial strength. We
also see new research opportunities in extending the attack
approach against variational auto-encoders.
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