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Abstract

Adversarial robustness remains a significant chal-
lenge in deploying deep neural networks for real-world
applications. While adversarial training is widely ac-
knowledged as a promising defense strategy, most existing
studies primarily focus on balanced datasets, neglecting
the fact that real-world data often exhibit a long-tailed
distribution, which introduces substantial challenges to
robustness. In this paper, we provide an in-depth anal-
ysis of adversarial training in the context of long-tailed
distributions and identify the limitations of the current
state-of-the-art method, AT-BSL, in achieving robust
performance under such conditions. To address these
challenges, we propose a novel training framework, TAET,
which incorporates an initial stabilization phase followed
by a stratified, equalization adversarial training phase.
Furthermore, prior work on long-tailed robustness has
largely overlooked a crucial evaluation metric—Balanced
Accuracy. To fill this gap, we introduce the concept
of Balanced Robustness, a comprehensive metric that
measures robustness specifically under long-tailed dis-
tributions. Extensive experiments demonstrate that our
method outperforms existing advanced defenses, yielding
significant improvements in both memory and compu-
tational efficiency. We believe this work represents a
substantial step forward in tackling robustness challenges
in real-world applications. Our paper code can be found at
https://github.com/BuhuiOK/TAET-Two-Stage-Adversarial-
Equalization-Training-on-Long-Tailed-Distributions

1. Introduction
In recent years, deep learning has achieved groundbreak-
ing advancements in computer vision [16]. However, deep
neural networks remain highly susceptible to adversarial
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Figure 1. Top: The distribution of accuracy and adversarial ro-
bustness across different classes in a long-tail distributions, with
gray bars representing the sample counts of each class. AT-BSL
(left) exhibits poorer performance on the tail classes (7, 8, 9)
and Class 3. Bottom: The evaluation includes both balanced ac-
curacy and robustness, comparing long-tail recognition methods,
adversarial training, state-of-the-art defenses, and our proposed
approach. The results demonstrate that our method outperforms
the others in both balanced accuracy and performance on weak
classes.

attacks [13, 35], a challenge that continues to raise con-
cerns in both academia and industry. These attacks in-
troduce subtle perturbations to input data, leading to erro-
neous predictions and revealing the vulnerabilities of neu-
ral networks to malicious disturbances, which pose sig-
nificant security risks to the deployment of modern com-
puter vision models in real-world applications [24]. To ad-
dress this issue, researchers have developed a variety of
techniques[30, 38, 46, 47] aimed at enhancing adversarial
robustness. Among these, Adversarial Training (AT) [26]
is widely regarded as one of the most effective strategies
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for improving model resilience. The central concept of AT
involves integrating adversarial examples into the training
process, thereby fortifying the model’s ability to recognize
and counteract malicious perturbations and enhancing its
generalization capability in practical scenarios, ultimately
improving both reliability and security.

Adversarial training has shown strong performance on
balanced datasets (e.g., MNIST, CIFAR-10 [20], ImageNet
[11]). However, real-world data often follow long-tailed
distributions [18, 40, 48], where certain classes are over-
represented while others are underrepresented. This im-
balance complicates tasks and undermines model robust-
ness, necessitating adversarial training strategies tailored
for such distributions. Long-tail learning addresses im-
balanced datasets where a few head classes dominate, and
many tail classes are underrepresented, creating a skewed
frequency distribution [1, 23, 36]. The Imbalance Ratio
(IR) [28] quantifies this imbalance, with higher values in-
dicating greater scarcity of tail class samples, exacerbating
learning challenges. While long-tail learning aims to ad-
dress these issues, problems like model bias toward head
classes and insufficient tail class data persist [48]. Existing
robustness methods struggle with suboptimal performance
on tail classes [21, 40, 45], as shown in Fig. 1. In ad-
versarial training for long-tailed distributions, accuracy im-
proves but adversarial robustness does not scale proportion-
ally, leading to robustness overfitting. This phenomenon
results in models becoming more vulnerable to adversar-
ial attacks despite higher accuracy. To tackle this, we pro-
pose Hierarchical Adversarial Robust Learning (HARL), a
framework designed to optimize performance on underrep-
resented classes and improve adversarial robustness in long-
tailed distributions.

Our evaluation of robustness in long-tailed distributions
reveals significant limitations in current assessment metrics
[21, 40, 45]. Although balanced accuracy [18, 32, 43, 48]
is commonly used for long-tail recognition, traditional ac-
curacy remains the dominant metric for evaluating long-tail
robustness. To address this gap, we introduce a novel met-
ric—Balanced Robustness—which, alongside balanced
accuracy, provides a more comprehensive framework for
evaluating robustness in long-tailed distributions. To mit-
igate robustness overfitting [34] while optimizing training
efficiency, we explore the potential of using cross-entropy
loss during the early stages of adversarial training. We hy-
pothesize that early-stage cross-entropy loss can improve
both natural accuracy and adversarial robustness. Based on
this insight, we propose a two-stage adversarial balanced
training approach that optimizes both balanced robustness
and accuracy, while minimizing memory usage and compu-
tational overhead, thereby improving practical applicability.

Our contributions are summarized as follows:
• We analyze adversarial training under long-tailed distri-

butions and identify a key limitation: while training ac-
curacy improves, adversarial robustness lags behind. Our
root-cause analysis informs targeted enhancements to ad-
dress this gap in real-world robustness.

• We introduce Hierarchical Adversarial Robust Learn-
ing (HARL), a method designed to enhance robustness
for underrepresented classes in long-tail distributions,
achieving competitive natural accuracy and outperform-
ing mainstream methods across multiple datasets.

• We propose a new evaluation metric, Balanced Robust-
ness, which, alongside balanced accuracy, offers a more
effective measure of robustness in long-tail scenarios.

• We present a two-stage adversarial training framework
that incorporates cross-entropy loss during the early
stages to improve both natural accuracy and adversarial
robustness. Comparative results demonstrate that our ap-
proach optimizes memory efficiency and computational
time, surpassing alternative methods.

2. Related work

2.1. Long-Tailed Recognition
Long-tail distribution is a prevalent form of data imbal-
ance in training datasets, characterized by a small number
of ”head” classes with abundant samples, contrasted with
a majority of ”tail” classes that have relatively few sam-
ples [48]. Models trained on such imbalanced distributions
typically show high confidence in predicting head classes,
leading to ”overconfidence” that severely hampers gener-
alization to tail classes. This issue becomes particularly
pronounced when evaluating rare categories in real-world
applications, as illustrated in Fig. 5. Effectively addressing
this challenge remains a significant research hurdle [8].

To tackle the difficulties of long-tail recognition, var-
ious strategies have been proposed, including resampling
[6], cost-sensitive learning [2], decoupled training [9], and
classifier design [39]. These methods aim to mitigate
data imbalance by altering data distributions, adjusting loss
weights, and enhancing feature learning. Recent innova-
tions, such as Class-Conditional Sharpness-Aware Mini-
mization (CC-SAM) [50] and Feature Cluster Compression
(FCC) [22], offer novel solutions to improve model gener-
alization and recognition accuracy by refining feature learn-
ing and classification processes. However, despite advance-
ments in these areas, few studies have specifically addressed
improving adversarial robustness in long-tail distributions
[21, 40, 45], highlighting a crucial gap that warrants further
investigation.

2.2. Adversarial Robustness
To mitigate adversarial vulnerability in deep learning mod-
els, a variety of defense strategies have been proposed, in-
cluding adversarial training [26], defensive distillation [31],
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ensemble methods [29], and data augmentation [33], with
adversarial training being one of the most robust and widely
adopted approaches. Techniques such as supervised learn-
ing [15], feature denoising [41], and statistical filtering [3]
further enhance model robustness by improving generaliza-
tion and reducing the impact of adversarial perturbations.
Due to the high computational cost associated with adver-
sarial training, recent advancements have focused on im-
proving its efficiency [7], making it more viable for deploy-
ment in real-world applications. The core principle of ad-
versarial training involves generating the most challenging
adversarial samples internally and optimizing the model’s
parameters based on these samples, which inherently en-
hances its robustness [26]. The objective of adversarial
training can be formalized as follows:

min
θ

bRx′ =
1

|S|
X

(x,y)∈S

�
max

δ∈B(x)
L(fθ(x + δ), y)

�
. (1)

bRx′ represents the adversarial risk for model fθ on
dataset S. Here, |S| denotes the number of samples in S,
with each sample consisting of an input-output pair (x, y),
where x is the unperturbed input and y is the ground truth
label. The perturbation δ is optimized within the constraint
set B(x), defining permissible modifications to x. The for-
mula computes the loss L(fθ(x + δ), y) for each perturbed
sample, seeking the perturbation δ that maximizes this loss.

Building upon the foundation of AT, subsequent
works developed advanced adversarial training techniques
such as TRADES[46], ADT[12], MART[38], HE[30],
GAIRAT[47], and LAS-AT[17].

2.3. Robustness under Long-Tailed Distribution
Although long-tail recognition and adversarial robustness
have garnered significant research interest, the challenge of
adversarial robustness under long-tail distributions remains
relatively underexplored. While real-world datasets often
exhibit long-tail characteristics, only a limited number of
studies have systematically addressed this issue [21, 40, 45].
Wu et al. [40] were among the first to investigate the impact
of data imbalance on adversarial robustness, introducing the
RoBal framework, which integrates a cosine classifier with
a two-stage rebalancing strategy to enhance both natural and
robust accuracy.

Building upon the RoBal framework, Yue et al. [45]
proposed Adversarial Training with Balanced Softmax Loss
(AT-BSL), a streamlined method that achieves performance
comparable to RoBal while significantly reducing both
training time and memory consumption. This study pro-
vides an in-depth analysis of AT-BSL, particularly focusing
on the design of the Balanced Softmax Loss (BSL) in Sec. 3,
offering novel insights and strategies to improve adversarial
robustness under long-tail distributions.

3. Analysis of AT-BSL
In this section, we present Adversarial Training with Bal-
anced Softmax Loss (AT-BSL)[45] and clarify its princi-
ples, along with defining the notation used.

3.1. Preliminaries
Balanced Softmax Loss adjusts class logits to enhance per-
formance on long-tail datasets. It modifies the logit zi for
each class, adding a term by = τb log ny for the target class
y to control class influence[40]. The formula is as follows:

L0(g(f(x)), y) = − log

�
ezy+byP

i ezi+bi

�
= − log

�
nτb

y · ezyP
i nτb

i · ezi

�
.

(2)

Here, g(·) denotes the linear classifier, f(x) is the fea-
ture representation of input x, y is the true class label, zy

the logit for class y, by the bias for class y, and τb a hyper-
parameter adjusting the logit range to control the softmax
output distribution.
Adversarial Training. We previously outlined the objec-
tive of adversarial training[26]. Here, we detail the steps to
generate adversarial samples in the AT-BSL[45] framework,
as shown in the following formula:

x′(t+1) = ProjB∞

�
x′(t) + α · sign

�
∇x′(t)LCE(f(x′(t)), y)

��
(3)

Here, x′(t) represents the adversarial sample at step t, gen-
erated to mislead the model. x is the natural sample, and
B∞(x, ϵ) defines the ℓ∞ norm ball around x with radius
ϵ, limiting adversarial perturbations. Proj is the projection,
LCE the cross-entropy loss, and α the step size, controlling
each perturbation’s magnitude. ∇ is the loss gradient with
respect to the current adversarial sample at step t, and sign
applies the gradient’s sign to ensure updates align with gra-
dient ascent.

3.2. Limitations of AT-BSL
We conducted a thorough evaluation of AT-BSL[45], with
a particular focus on the variations in both accuracy and
adversarial robustness across different classes throughout
training. The key findings are as follows:
The BSL method has substantial limitations in improv-
ing performance for underrepresented classes. This
method aims to enhance the performance of underrepre-
sented classes by adjusting the output logits according to
the class distribution, specifically by suppressing the log-
its of dominant classes in order to elevate those of minority
classes. However, this straightforward approach fails to ad-
equately improve the robustness of the weaker classes(as
shown in Fig. 2). In contrast, our TAET method intro-
duces a hierarchical equalization module that dynamically
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Figure 2. Top: Accuracy progression during training with AT-
BSL (left) and under PGD-20 attack (right). Bottom:Accuracy
progression during training with our method (left) and under PGD-
20 attack (right).

identifies underrepresented classes and facilitates targeted
performance improvement. The experimental results indi-
cate that our method significantly outperforms existing ap-
proaches in terms of adversarial robustness for underrepre-
sented classes, as evidenced in Tab. 2.

BSL is prone to robust overfitting. Due to its fixed loss
function, the model converges rapidly during training, as
demonstrated in Figs. 2 and 3. The robustness of BSL peaks
around the 25th epoch, after which it gradually declines,
particularly as the natural accuracy increases. This decline
becomes more pronounced during the later training epochs
(75-100), potentially causing instability when adjusting the
learning rate. Although BSL improves accuracy, its adver-
sarial robustness does not increase accordingly, and in some
cases, it even decreases. As a result, it fails to achieve
an optimal balance between accuracy and robustness. In
contrast, our proposed method significantly improves both
model robustness and accuracy, effectively reducing perfor-
mance discrepancies across different classes. To address
robust overfitting, we introduced a hybrid training strategy,
which not only enhances model accuracy and robustness but
also ensures stability when handling diverse inputs.

4. Methodoloy

In Sec. 3, we conduct a thorough analysis of existing long-
tail robustness solutions and identify two major limitations.
First, current methods lack an effective mechanism for ac-
curately identifying and compensating for the tail classes.
To address this, we propose a novel adversarial equalization
module, termed the Hierarchical Adversarial Robust Learn-
ing (HARL) framework, which consists of three key com-
ponents, as detailed in Sec.4.1. Second, existing methods
are prone to overfitting during training. To mitigate this is-
sue, we introduce a two-stage adversarial equalization train-
ing approach, the steps of which are elaborated in Sec. 4.2.

(a) AT (b) TRADES

(c) AT-BSL (d) TAET

Figure 3. t-SNE visualization of latent space logits extracted from
(a) AT, (b) TRADES, (c) AT-BSL, and (d) our proposed TAET
method on tail classes (last five classes)

4.1. Hierarchical Adversarial Robust Learning
Our Hierarchical Adversarial Robust Learning (HARL)
framework includes an adversarial sample generation mod-
ule and a hierarchical equalization component. The hier-
archical equalization loss integrates Balanced Cross-Class
Loss (BCL), Hierarchical Deviation Loss (HDL), and Rare
Class Emphasis Loss (RCEL), working together with the
adversarial sample generation module to balance accuracy
and robustness. This design addresses long-tail dataset chal-
lenges, boosting minority class performance and reducing
overfitting, enhancing robustness in practical applications.
Unlike BSL, which uses sample count for tail class identi-
fication, HARL identifies weak classes based on mean loss
during training, strengthening both tail and weak classes.
Sample-count methods often miss weak classes (e.g., Class
3 in Fig. 1), where large sample counts don’t guarantee good
performance, a limitation our method largely overcomes.

Adversarial Sample Generation: We employ a multi-step
adversarial sample generation process, which begins with
random perturbations and iteratively computes the gradient
of the sample with respect to the loss function. This gradi-
ent guides the direction for generating subsequent adversar-
ial samples. A primary challenge addressed in this study is
the generation of balanced adversarial samples in long-tail
distributions. The transformation of adversarial samples is
facilitated through hierarchical equalization loss. The learn-
ing objective for this module is as follows:

arg min
θ

E(x0,y)∼Dlt
[LHEL (fθ(x′), y)]

s.t. ∥x′ − x0∥∞ ≤ ϵ,
(4)

Here, LHEL represents the Hierarchical Equalization
Loss[25, 49], adjusting model logits for adversarial
samples[26]. Dlt is the long-tail dataset, and ϵ denotes the
allowable perturbation budget. The objective is to keep per-
turbations near the input sample x0 while significantly al-
tering the model F ’s predictions. This aligns with prior
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Figure 4. The TAET framework includes an Initial Stabilization Module (upper left) and the HARL module (right). The Initial Stabilization
Module, based on cross-entropy loss, aims to stabilize accuracy in early training and transfers the trained model to HARL. Our HARL
module consists of three components: BCL, HDL, and RCEL. A multi-step generation process creates perturbations (upper right), which
are processed by normalization components (lower right).

adversarial training methods, but our approach uniquely in-
tegrates long-tail recognition with adversarial training. As
shown in Fig. 4, we first generate adversarial samples, then
apply hierarchical equalization to enhance weak classes.
With a fixed perturbation budget, our goal is to minimize
adversarial loss for long-tail recognition, with the loss de-
fined as:

LHEL = α · LBCL + β · LHDL + γ · LRCEL (5)

Here, α, β, and γ are hyperparameters for loss reweighting,
tuned through validation. Each loss component is detailed
below.
Balanced Cross-Class Loss (BCL) ensures balanced
losses across classes. By reweighting, it prevents excessive
focus on head classes in long-tail datasets, enabling more
equal contribution to total loss. BCL achieves this by aver-
aging class losses, enhancing classifier performance across
all classes under long-tail distribution, as shown below:

LBCL =
1

Sc

CX
c=1

Lc (6)

Here, S is the total number of classes, and Lc represents the
loss for class c. Averaging across all classes helps the model
maintain balanced attention in a long-tail setting, avoiding
bias toward head classes.
Hierarchical Deviation Loss (HDL) adjusts the discrep-
ancies in inter-class loss to mitigate extreme imbalances. It

quantifies the deviation of each class’s loss from the mean
and applies a quadratic penalty to reduce this gap, thereby
improving robustness against imbalanced data distributions.
This hierarchical framework allows the model to better ac-
commodate the complexities inherent in different class dis-
tributions, as illustrated below:

LHDL =
1

Sc

CX
c=1

(Lc − L)2 (7)

Rare Class Emphasis Loss (RCEL) addresses the chal-
lenge of long-tail distributions by focusing on rare classes,
which are typically more difficult to classify. By normaliz-
ing class-wise losses and assigning higher weights to rare
classes, RCEL amplifies their loss contributions. This ap-
proach encourages the model to prioritize learning from
these underrepresented classes, thereby improving overall
classification performance, as demonstrated below:

LRCEL =

CX
c=1

 
LcPC

j=1 Lj

!2

(8)

4.2. Two-Stage Adversarial Equalization Training
In Fig. 4, we present our long-tail robustness framework,
which initially employs a cross-entropy loss function. Our
experiments show that cross-entropy loss[27] facilitates
rapid convergence on unperturbed samples, ensuring early-
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stage accuracy. It provides stable gradient signals, enhanc-
ing robustness against adversarial attacks and mitigating ro-
bust overfitting. For a detailed experimental analysis, please
refer to Sec. 6.

LCE = − 1

N

NX
n=1

X
i

y(n,i) log
�
ŷ(n,i)

�
(9)

n the later stages of training, we incorporate adversarial
training along with the hierarchical equalization component
to improve model performance. To highlight the contribu-
tion of hierarchical equalization within the TAET frame-
work, we conduct an ablation study in Sec. 6.4 ,evaluating
the impact of each component individually. By selectively
removing components, we examine how different configu-
rations affect both accuracy and robustness, thereby identi-
fying the optimal configuration. Fig. 6b illustrates the train-
ing procedure and component interactions.

5. Revisiting Evaluation Metrics for the Long-
Tail Robustness Problem

Balanced Accuracy: In long-tail robustness research, com-
mon evaluation metrics include clean accuracy and post-
attack robustness. However, Balanced Accuracy (BA), an
important metric for long-tail learning, is often overlooked
[18, 23, 32, 48]. BA balances performance across classes by
considering both true positive and true negative rates, miti-
gating class bias. In imbalanced datasets, traditional accu-
racy metrics may neglect minority classes due to the ma-
jority class’s dominance. In contrast, BA ensures fair eval-
uation by capturing minority class performance, offering a
comprehensive assessment of overall model performance.
The mathematical definition of BA [4] is as follows:

Balanced Accuracy =
1

SC

CX
i=1

Ax0
i (10)

Where Ai = T Pi

T Pi+F Ni
, T Pi represents the number of true

positives for class i, and F Ni represents the number of false
negatives for class i. The following confusion matrix pro-
vides additional detail.

Balanced Robustness: Balanced accuracy reflects model
performance across classes[4, 19], mitigating bias from
class imbalance, which is crucial for long-tail recognition.
In long-tail robustness, we aim for consistent model per-
formance across all classes under adversarial attacks. We
extend balanced accuracy to balanced robustness, quantify-
ing the model’s average defense capability against attacks
across classes. Specifically, balanced robustness, under ad-

Table 1. Balanced accuracy and balanced robustness of various
algorithms using ResNet-18 on CIFAR-10-LT with an imbalance
ratio (IR) of 10. The best results are highlighted in bold.

Method Clean FGSM PGD CW AA20 100

AT-BSL[45] 72.74 34.13 26.86 25.62 15.67 25.26
RoBal[40] 73.18 33.14 27.12 26.98 13.44 24.13

TRADES[46] 65.77 25.73 20.23 19.59 27.42 19.63
AT[26] 69.00 32.53 25.69 24.55 15.22 24.28

MART[38] 58.33 33.67 30.10 29.36 48.12 26.04
ADT[12] 68.08 32.70 26.00 25.27 10.05 25.06
REAT[21] 74.56 31.42 24.02 22.52 11.07 22.69

LAS-AT[17] 64.04 33.04 27.80 26.74 36.77 24.71
HE[30] 68.18 32.40 25.66 24.59 12.94 24.32

GAIRAT[47] 61.07 28.90 24.79 23.81 42.62 24.59

TAET (our) 74.67 39.59 35.15 34.29 57.59 30.57

Figure 5. Results after training the VIT-B/16 model on the Der-
maMNIST for 100 epochs. The left side of the figure shows bal-
anced accuracy of different methods in a natural setting, while the
right side presents balanced robustness under a PGD-20 attack.
The background section illustrates data distribution in DermaM-
NIST.

versarial samples, is defined as follows:

Balance Robustness =
1

SC

CX
i=1

Rx′

i

=
1

SC

CX
i=1

TPx′

i

TPx′

i + FNx′

i

(11)

We introduce balanced robustness, a novel metric in the
context of long-tail learning, to the best of our knowledge,
marking its first application in this domain.We believe this
metric can effectively measure the adversarial robustness
of methods under long-tail distributions and will have ex-
tremely important applications in fields such as medicine.
We advocate for the adoption of this metric as a standard-
ized evaluation tool to promote consistency in the research
and practical applications of long-tail robustness and to
drive its further development.
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Table 2. Performance of various methods on the last Tail classes (last five classes) under clean and attacked conditions using ResNet-18 on
CIFAR-10-LT(IR=10). The best results are highlighted in bold, and the second-best results are underlined.

Method Clean Attacked (PGD-20)

Dog Frog Horse Ship Truck Dog Frog Horse Ship Truck

AT-BSL[45] 58.63 73.48 70.48 78.29 66 23.02 26.97 21.7 21.7 19
RoBal[40] 59.13 74.73 68.52 78.96 65 23.74 25.78 20.79 19.5 20

TRADES[46] 53.96 65.11 63.25 47.28 47 11.87 13.2 16.27 3.87 4
AT[26] 51.07 62.32 63.85 64.34 54 14.74 17.67 19.27 17.05 10

ADT[12] 52.15 65.58 65.66 56.59 55 16.18 16.74 18.67 10.07 10
MART[38] 37.76 52.09 58.43 47.25 41 17.62 19.06 25.3 8.52 9
REAT[21] 58.63 73.02 72.89 78.29 69 16.18 13.48 18.67 20.15 17

LAS-AT[17] 50.72 55.34 56.02 48.83 34 19.06 13.02 20.48 12.4 8
HE[30] 57.31 67.9 65.66 51.16 54 14.74 20 18.07 10.85 12

GAIRAT[47] 48.56 58.13 56.62 48.06 43 15.82 17.2 22.28 6.2 11

TAET (our) 56.11 79.06 72.28 80.6 77 23.74 34.83 32.53 36.34 27

(a) (b)

Figure 6. (a) Memory usage and time per epoch for each method;
(b) Robustness and clean accuracy performance based on the ef-
fectiveness of each component in Eq. (5).

6. Experiment

6.1. Settings

Following [40], we evaluated our approach on CIFAR-
10-LT and CIFAR-100-LT, and extended experiments to
the MedMNIST [42] for real-world validation. MedM-
NIST consists of 12 medical image datasets across vari-
ous modalities (e.g., CT, X-ray, ultrasound, OCT), support-
ing tasks such as multi-label and binary classification. We
selected DermaMNIST, a highly imbalanced dataset from
HAM10000 [37] with an imbalance ratio (IR) of 58.66, con-
taining 10,015 images in 7 diagnostic categories.

The primary metrics used were Balanced Accuracy [4]
and Balanced Robustness, with dataset imbalance assessed
by the imbalance ratio (IR). Model robustness was evalu-
ated under l∞ bounded perturbations with a size of 8/255
using FGSM [13] and PGD [26] (20 and 100 steps, step size
1/255), as well as a 100-step CW [5] attack and AutoAttack
(AA) [10], a powerful ensemble method.

6.2. Main Results
The results in Tab. 1 show that on CIFAR-10-LT, our
method achieves the highest balanced accuracy and robust-
ness on ResNet-18, with a 5.31% improvement in robust-
ness against AA [10] attacks compared to the AT-BSL [45]
model. Overall, our method outperforms other methods in
handling long-tail datasets.

Tab. 2 provides a detailed breakdown of clean accuracy
and robustness in the Tail Class, demonstrating that our
method significantly improves tail class performance. This
is critical in real-world scenarios where tail class accuracy
is low, such as in rare disease research. Our method also
improves robustness for challenging classes like Class 3.

To validate our method on real-world long-tail datasets,
Tab. 3 presents results on the DermaMNIST subset of
MedMNIST [42], showing optimal adversarial robustness
and competitive balanced accuracy. Fig. 5 compares
clean accuracy and adversarially perturbed accuracy across
classes. Our method outperforms others on tail classes such
as Class 0, 1, 2, and 4. For extremely rare classes like Class
3 and Class 6, all methods show high variability. While
TAET’s hierarchical equalization improves tail class perfor-
mance, weight adjustments for very rare classes may still
be insufficient. Increasing the hyperparameter γ in Eq. (5)
could enhance these classes, though it might impact overall
performance.
6.3. Initial Training Epochs and Model Robustness
To address robust overfitting[34, 44], we hypothesize that
limited model accuracy may constrain robustness. Thus,
improving accuracy on clean samples could also enhance
robustness. Previous studies used data augmentation with
some success. In our approach, we apply cross-entropy loss
for a set number of epochs in the initial training phase. Ex-
periments show that using cross-entropy loss[27] for 40
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Table 3. Balanced accuracy and balanced robustness under Var-
ious Attack Methods on the MedMNIST , best results are high-
lighted in bold, and the second-best results are underlined.

Method Clean FGSM PGD CW AA20 100

ADT 26.23 20.07 19.04 18.93 23.89 17.81
MART 18.37 17.71 16.59 16.07 17.61 15.09

TRADES 18.89 16.57 12.48 11.35 31.18 10.50
AT-BSL 48.55 38.81 27.85 26.72 43.44 21.04

TAET (our) 48.42 40.12 29.26 28.79 43.11 21.74

Table 4. Balanced robustness results of ResNet-18 on CIFAR-10-
LT (IR=10) under different hyperparameter settings.

α = 0.1 α = 0.1 α = 0.05 α = 0.05
γ = 0.1 γ = 0.05 γ = 0.1 γ = 0.05

β = 0.1 35.15 34.7 33.14 31.24
β = 0.05 34.44 34.97 33.56 35.04

Table 5. Balanced accuracy and balanced robustness using
ResNet-18 on CIFAR-10-LT under different long-tail imbalance
ratios(IRs). Better results are highlighted in bold.

IR Method Clean FGSM PGD-20 CW AA

10 AT-BSL 72.74 34.13 26.86 15.67 25.26
TAET 74.67 39.59 35.15 57.59 30.57

20 AT-BSL 66.4 28.82 22.56 15.43 21.46
TAET 66.93 36.82 33.98 58.41 27.84

50 AT-BSL 58.23 26.37 20.87 16.74 19.79
TAET 59.37 31.69 29.35 50.15 25.3

100 AT-BSL 54.73 22.51 19.17 17.34 18.29
TAET 52.68 28.68 26.53 42.3 22.98

epochs increased clean sample accuracy by 7.19% and bal-
anced robustness under AA attack by 1.04%, compared to
omitting cross-entropy loss. This strategy also reduces com-
putational costs, improving both model performance and
training efficiency, as shown in Figure 7.

6.4. Ablation Study
We analyzed the proposed adversarial training on CIFAR-
10-LT using ResNet-18[14] for more insights:
Contribution of HARL. Fig. 6b shows the impact of each
component. BCL notably improves accuracy, as expected.
HDL and RCEL are designed to boost weak classes and per-
form best in combination.
Hyperparameter Importance Analysis. We examined the
influence of hyperparameters α, β, and γ on performance,
adjusting their ratios to assess stability. Due to squared
terms in the loss, value fluctuations may impact training
stability. Thus, we used a 40-epoch cross-entropy train-

Figure 7. Results of using different epochs of cross-entropy loss
in the early training stages.

ing period for stable observation. Tab. 4 details results
across hyperparameter settings, showing that equal weights
(α = β = γ) yield the best performance. This emphasizes
the importance of balanced hyperparameters in enhancing
robustness and accuracy for long-tail datasets.

6.5. Results Across Long-Tail Imbalance Ratios
To evaluate the effectiveness of our method across differ-
ent Imbalance Ratios (IR), we generated long-tail versions
of CIFAR-10-LT with varying IRs. The results shown in
Tab. 5 demonstrate that our method outperforms previous
state-of-the-art techniques in terms of robustness under a
variety of IR conditions. This enhanced robustness not only
improves class adaptability but also boosts overall accuracy
in imbalanced datasets, underscoring the practical potential
of our approach for real-world applications.

7. Conclusion
In this study, we analyze the limitations of AT-BSL in ad-
dressing long-tail robustness. Through extensive experi-
ments, we show that the HARL strategy improves perfor-
mance on both long-tail and weak classes. We propose bal-
anced robustness as a novel metric to assess long-tail ro-
bustness, extending the concept of balanced accuracy. To
mitigate robust overfitting, we introduce a two-stage ad-
versarial equalization training (TAET) approach, which re-
duces overfitting while improving both adversarial robust-
ness and clean accuracy. This method is computationally
efficient and effective for practical applications. Our analy-
sis confirms the generalizability and superiority of the pro-
posed method. This work significantly advances adversarial
training for real-world scenarios, enhancing adaptability to
long-tail data. Future work will optimizing performance for
long-tail distributions. Additionally, we will conduct exper-
iments on real-world long-tail datasets to refine the model’s
adversarial robustness.
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