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Abstract

The prevalence of Al-generated images has evoked con-
cerns regarding the potential misuse of image generation
technologies. In response, numerous detection methods aim
to identify Al-generated images by analyzing generative ar-
tifacts. Unfortunately, most detectors quickly become ob-
solete with the development of generative models. In this
paper, we first design a low-level feature extractor that
transforms spatial images into feature space, where differ-
ent source images exhibit distinct distributions. The pretext
task for the feature extractor is to distinguish between im-
ages that differ only at the pixel level. This image set com-
prises the original image as well as versions that have been
subjected to varying levels of noise and subsequently de-
noised using a pre-trained diffusion model. We employ the
diffusion model as a denoising tool rather than an image
generation tool. Then, we frame the Al-generated image
detection task as a one-class classification. We estimate the
low-level intrinsic feature distribution of real photographic
images and identify features that deviate from this distribu-
tion as indicators of Al-generated images. We evaluate our
method against over 20 different generative models, includ-
ing those in Genlmage and DRCT-2M datasets. Extensive
experiments demonstrate its effectiveness on Al-generated
images produced not only by diffusion models but also by
GANSs, flow-based models, and their variants.

1. Introduction

Image generation has rapidly evolved over the past
years. Numerous generative models such as autoregres-
sive models [20], variational autoencoders [19], normaliz-
ing flows [18], generative adversarial networks (GANSs) [12,
16], and diffusion models [8, 13, 14] have been proposed.
Especially, diffusion-based models bring image generation
into a new era. Users without expertise can easily ac-
cess high-quality Al-generated images and content editing
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by commercial APIs like Midjourney [1], which utilizes
diffusion-based techniques. Although the advancement of
image generation offers significant benefits for productivity,
its widespread application raises concerns about malicious
usages like misinformation dissemination. Therefore, it is
imperative to develop methods for detecting Al-generated
images to ensure a trustworthy cyberspace environment.

Recently, a flurry of detection methods [2, 27, 28, 51, 52,
56] have developed to identify Al-generated images. Exist-
ing methods frame the Al-generated image detection as a
binary classification. The training set usually consists of
real photographic images and one generative model (e.g.,
ProGAN [16]). Then, they evaluate their performance on
various unseen generative models. Since the types of gen-
erative models and their variants are too vast to be encom-
passed in a finite training set, generalization is the primary
requirement for detectors. Most studies aim to extract a
universal artifact, which is absent from real photographic
images, across different generative models to achieve gen-
eralization. For instance, LGrad [46] employs the gradi-
ent maps of images produced by a pre-trained classifica-
tion model as the universal fingerprint of generative models.
Then, they conduct binary classification for gradient maps
instead of spatial images. However, the generative artifacts
significantly vary with the development of generation mod-
els. In the diffusion era, most detectors [46, 51] fail to iden-
tify those high-quality Al-generated images. As a result,
many studies [2, 28, 52] delve into the inner mechanism of
diffusion models and extract generative artifacts specialized
for diffusion-generated images.

In this paper, we frame the Al-generated image detection
as a one-class classification [3, 4] (also known as anomaly
detection) instead of a binary classification paradigm. Since
generative models will evolve with the development of im-
age generation, it is not suitable to identify Al-generated
images from generative artifacts. Specifically, we focus
on extracting the low-level intrinsic features of real photo-
graphic images through a novel elaborated low-level image
feature extractor. Images whose features deviate from the
distribution of real images can be regarded as Al-generated.



The cornerstone of our approach is a pre-trained low-level
image feature extractor, which transforms spatial images
into a low-dimensional feature space. In this space, images
from different sources, such as various generative mod-
els and real photographic images, exhibit distinct distri-
butions. In the computer vision community, many studies
focus on visual content understanding like the well-known
CLIP [37], which is trained on large-scale image-text pairs.
These feature extractors aim to represent high-level image
features like semantic information. However, high-level im-
age features of Al-generated images are very close to those
of photographic images with the development of generative
models. Low-level features like noise patterns [26], which
are imperceptible to humans, play a crucial role in image
forensics. Zheng et al. [55] and Huh et al. [15] utilize cam-
era metadata (EXIF tags) to supervise the feature extractor
in learning low-level image features. However, most photo-
graphic images lack camera metadata which may be erased
in the post-processing. Instead of EXIF tag supervision, we
design a novel pretext for the low-level image feature ex-
tractor. Given a photographic image, we first add noise with
different intensities and obtain multiple corrupted images.
Then, we adopt a denoising module to restore corrupted im-
ages. In this phase, the pre-trained diffusion model is used
as a denoising tool rather than an image generation tool.
The primary task of the feature extractor is to distinguish
original photographic images and denoised images, which
differ only at the pixel level. The main contributions are as
follows

* We design a novel pretext task and develop a low-level
image feature extractor, which can discern the differences
between various source images.

We frame the Al-generated image detection as a one-class
classification from the perspective of low-level features of
real photographic images.

Extensive experiments demonstrate that our method
works effectively against a wide array of generative mod-
els, including GANSs, diffusion models, flow-based mod-
els, and their variants.

2. Related Works

Generative models. Image generation has witnessed rapid
progress over the past few years. Introduced by Ho et
al. [14], Denoising Diffusion Probabilistic Models have
emerged at the forefront of image generation. Diffu-
sion models [44] employ Stochastic Differential Equation
(SDE) to describe the process of transforming a real photo-
graphic image into a noisy image by gradually adding small
amounts of Gaussian noise in a stepwise manner. During
the generation phase, these models utilize the reverse SDE
to synthesize images from random noise. ADM [8] was
the first to achieve superior synthetic image quality on the
ImageNet [7] dataset compared to GANs, marking a signif-
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icant milestone in the evolution of image generation tech-
niques based on diffusion models. In the follow-up stud-
ies, many studies focus on sampling efficiency [45], net-
work architecture [21], and controllability [54]. Latent dif-
fusion models [40] significantly improve the capacity of
diffusion models to produce high-resolution synthetic im-
ages. They also facilitate the incorporation of text condi-
tioning inputs through a cross-attention mechanism. The
widely used open-source model stable diffusion [40] has
served as a catalyst for the viral spread of Al-generated im-
ages across social media platforms. Users without expertise
can obtain high-quality Al-generated images with arbitrary
prompts through commercial APIs like Midjourney [1].

Al-generated image detection. In the early studies, many
researchers focus on designing hand-crafted features in-
cluding statistical irregularities [35], visual artifacts [50],
and physical and geometric inconsistencies [32] in images.
Subsequently, the focus shifts to end-to-end learning us-
ing convolutional neural networks (CNNs), moving away
from heuristic feature design. Wang et al. [51] employs
some simple data augmentation including JPEG compres-
sion and Gaussian blur to improve the generalization of
the classifier. Frank er al. [11] find that generative mod-
els leave significant abnormality in the frequency domain
and then identify Al-generated images from the frequency
perspective. The majority of existing methods aim to find a
universal generative artifact across various generative mod-
els. For example, LGrad [46] adopts the gradient map of
the image with respect to a pre-trained classification model
as the fingerprint of Al-generated images. LNP [23] ex-
tracts the high-frequency noise as the universal fingerprint.
With the advent of diffusion-based generators, many de-
tectors struggle to identify images generated with high vi-
sual quality. As a result, some detectors specifically de-
signed for diffusion methods have been proposed. They
utilize the inherent characteristics of the diffusion mod-
els. DIRE [52] extracts the reconstruction error of the im-
age over a pre-trained diffusion model as the artifact of
diffusion-based images. Then, they conduct binary clas-
sification for the reconstruction error maps instead of the
original images. DRCT [5] enhances the generalizability
of detectors for diffusion-generated images by focusing on
hard sample classification, treating real photographic im-
ages reconstructed by a pre-trained diffusion model as hard
samples.

Unlike previous methods relying on artifacts from gener-
ative models to identify Al-generated images, we extract in-
trinsic features of real photographic images using our novel
low-level feature extractor. We model the distribution of
photographic image features and frame the detection of Al-
generated images as an anomaly detection task. Images
whose low-level features do not align with the distribution
of photographic image features are flagged as Al-generated.
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Figure 1. The feature distribution visualization through t-SNE [49]. We employ four sources of images including real photographic images,
Midjourney [1], Glide [31], and SDv1.5 [40]. Our low-level feature extractor transforms spatial images into a well-separated space that

reflects their respective sources.

3. Method
3.1. Motivation

Large pre-trained models for image visual understanding,
such as the image encoder of CLIP [37], have become
off-the-shelf tools within the computer vision community.
Many downstream tasks [42] closely related to the seman-
tic information of images significantly benefit from these
pre-trained backbones. Ojha et al. [33] first introduced the
image encoder of CLIP as the backbone of the detector to
identify Al-generated images. However, CLIP primarily fo-
cuses on the high-level features of images like visual con-
tent. As the quality of Al-generated images improves, it
becomes increasingly difficult to distinguish them from real
photographic images based on visual content. Therefore,
we focus on analyzing low-level image features that are of-
ten imperceptible to the human eye. Due to the inherent
characteristics of the upsampling convolution layer, which
can lead to spectral aliasing effects [10], generative mod-
els often struggle to mimic the low-level features of photo-
graphic images.

In this paper, we aim to design a foundational backbone
for understanding low-level image features. The low-level
feature extractor should be capable of distinguishing be-
tween two images that exhibit only pixel-level differences,
which may appear nearly identical to the human eye. To
achieve this goal, we design a novel pretext task which leads
the feature extractor to focus on the pixel-level difference.
Given an original photographic image, we generate multi-
ple corrupted variants by applying noise at varying intensi-
ties. Then, we employ a pre-trained denoising tool to re-
store these corrupted images. Intuitively, the visual content
of denoised images is very similar to that of the original
images, but pixel-level differences may still exist. The pre-
text task of the low-level image feature extractor is to calcu-
late the concrete pixel-level difference and noise intensity.
Fig. 1 shows the feature visualization comparison between
our low-level image feature extractor and well-known CLIP
over common generative models and real photographic im-
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ages. We find that the features derived from the same gen-
erative models are concentrated and distinct from those of
other models and photographic images. This observation
sheds light on that the pre-trained low-level feature extrac-
tor can be used as a backbone to identify Al-generated im-
ages.

3.2. Pretext Task Design

Fig. 2 illustrates the basic concept of our pretext task. The
crux of our approach is to construct a set of images includ-
ing real photographic images and several denoised images.
The denoised images closely resemble their corresponding
real images, differing only at the pixel level. We denote the
real photographic images as x( and noisy image z;. As Fig.
2 shows, we first add varying levels of noise to the xg. The
process of adding noise can be expressed as

X = VayXg + V1 — e, (D

where € ~ N(0,I), and &; controls the noise intensity.
This process is the same as the diffusion models, in which
a; is between 0 and 1. The value of a; is close to O with the
increasing of ¢. We select different ¢ to obtain various noise
images x;. Then, we aim to restore these corrupted images
x; to clean counterpart xy. We utilize a pre-trained diffu-
sion model to denoise the corrupted images. In other words,
we treat the pre-trained diffusion model as a plug-and-play
denoising module to restore noise images x;. Specifically,
we adopt a pre-trained denoising U-Net network eg (x4, t)
to predict the noise € at the time step ¢. The denoising pro-
cedure of diffusion is iterative. The denoised image at the
time step t — 1 can be expressed as

) —+ \/1 — @t7169(mt7 t)
2
This noise reverse process is proposed by DDIM [43]. The
final denoised image can be obtained through iterative noise
estimation and updating. We initially add varying levels of
noise to the original image by controlling a;. A large ¢ in-
dicates a greater initial noise level that corrupts the original

=V 1—areq(x4,t)
t

Ti—1 = /01 ( Jar
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Figure 2. The illustration of our pretext task. We initially introduce noise to corrupt the original image. Subsequently, we denoise these
corrupted images to create a set of images which only differ at the pixel level.

images. We denote the final denoised image as z;°¢. In-
tuitively, the difference between x and x}°“ increases as
the noise intensity rises with large ¢t. The core pretext task
of the low-level feature extractor is to distinguish the dif-
ference between original images and their corresponding
denoised images x;°¢ with different noise intensities. In
practical implementation, the denoising module should be
effective enough to restore a corrupted image as closely as
possible to the original, ensuring minimal pixel-level differ-
ences. We explore many denoising tools in the field of com-
puter vision and find that a pre-trained stable diffusion [40]
is a suitable denoising module. The schedule of &; is also
based on stable diffusion. Since stable diffusion is trained
in the latent space, we conduct Gaussian noise corruption
and diffusion-based restoration in the latent space through a
pre-trained VAE [13]. In the stable diffusion, 1000 levels of
noise intensities are considered, corresponding to ¢ from 1
to 1000. Our method chooses T different noise intensities.
We denote 7 as the subset of our selected .

The training objective for the feature extractor consists
of two components. First, we calculate the distance between
the original images and the various denoised images using
mean absolute error. In addition, we consider the autoen-
coder reconstruction error loss, where the original image is
encoded into a latent feature and then decoded back into
a spatial image without adding noise. VAE reconstruction
leaves artifacts on the final synthetic images resulting in the
pixel-level subtle difference from the original image. We
adopt regression learning for the feature extractor, and the
formulation can be expressed as

gregression = ||g<f<wa 0)7 ¢) - tgmae(m)” 5 (3)

where f(+;0) and g(-; ¢) denote the feature extractor and
regression head (a simple fully-connected layer), respec-
tively. tgmaec(-) represents the mean absolute error value
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of image x compared to its corresponding original image.
Besides regression learning, we also design a classifica-
tion task for the feature extractor. We assign different noise
intensities, associated with varying ¢, as labels for the cor-
responding images. The number of categories is equal to
the length of the subset 7 plus two, which corresponds to
the original image and VAE-reconstructed image. For the
classification task, we adopt the cross-entropy loss with the
softmax activation function. The formulation can be ex-

pressed as
c
ex x;0),p);
fe = =y log ( explo(f(wi6).0)) ) -
j=1 > k=1 &xp(g(f(x:0), ¢)k)
where C' denotes the category number. Here, g(-; ) de-

notes a classification head. The final training objection
function for the feature extractor is formulated as

®)

where we simultaneously consider the regression learning
and classification task. Both regression and classification
heads can be removed in downstream tasks.

l= écle + eregressiony

3.3. Al-generated Image Detection

The pre-trained low-level feature extractor is capable of dis-
cerning the subtle pixel-level difference between two im-
ages, which is crucial to some image forensic-related tasks.
In this subsection, we expand the low-level image feature
extractor to the detection of Al-generated images. As Fig.
| shows, the feature representations of images from dif-
ferent sources including real photographic images and im-
ages generated by different models exhibit a clustering phe-
nomenon. The feature distributions of images generated
by the same model are more concentrated, while the dis-
tributions of images from different generative models are



widely separated. Therefore, we adopt the Gaussian Mix-
ture Model [39] to model the distribution of feature rep-
resentations of real photographic images. Gaussian Mix-
ture Model is a straightforward probabilistic model that is
widely utilized in various fields, including clustering and
density estimation. The formulation of a GMM can be ex-
pressed as follows

K
pgmm(.f | >‘) = ZwkN (.f | Hk‘7zk)a

k=1

(6)

where f denotes the low-level feature representation, wy,
denotes the weight of the k-Gaussian component, the pair
of (ug, X)) denotes the mean and covariance of the k-
Gaussian component, respectively. All learnable parame-
ters including wy, py, and 3y are collectively represen-
tated by A. We adopt the Expectation-Maximization algo-
rithm [30] to optimize the learnable parameters .

In the detection phase, we first extract the low-level
feature f of the suspicious image and calculate its log-
likelihood score l0g(pgmm (f | M)) (referred to as like-
lihood) over the pre-trained Gaussian mixture Model M,
which is trained on feature representations of real photo-
graphic images. If the suspicious image belongs to the real
photographic images, its likelihood value with respect to
M will be high. Conversely, if it is an Al-generated image,
its likelihood value will be significantly low. Therefore, we
can set a suitable threshold to separate real photographic im-
ages and Al-generated images. This threshold is determined
based on the training set of real photographic images. The
threshold requires to be lower than most likelihood scores
of real photographic images to maintain a low false alarm
rate.

4. Experimental Results
4.1. Experimental Setups

Datasets. For training the low-level image feature extractor,
we randomly select 12,000 real photographic images from
the YFCC100M [48] dataset. Regarding Al-generated im-
age detection evaluation, we adopt two common datasets,
namely Genlmage [57] and DRCT-2M [5]. Genlmage con-
tains eight generative models, including some commercial
APIs like Midjourney. The real image component of the
Genlmage is derived from ImageNet [7]. DRCT-2M col-
lects sixteen types of diffusion-based images, which can be
grouped into two categories: ten types of stable diffusion
models and their multiple variants, and the remaining im-
ages generated using diffusion-based image-to-image mod-
els [53]. The real image component of the DRCT-2M is
derived from the MSCOCO dataset [22].

Selection of noise intensity ;. During the training phase
of stable diffusion v1.4 [40], 1000 levels of noise intensi-
ties o, are utilized. In the generation phase, many studies
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use the DDIM scheduler [43] to speed up the sampling pro-
cess to just a few steps. In our approach, we set the number
of sampling steps to 50. For each photographic image, we
add 9 different levels of noise intensities, corresponding to
@1 through ay. For example, in the case of as, the DDIM
scheduler requires 5 steps to restore the image. Besides de-
noised images, we also include images reconstructed by the
VAE module without adding noise as a separate category.
Overall, there are 11 categories for the feature extractor, in-
cluding original photographic images as one category.
Implementation details. The network architecture of our
low-level feature extractor is based on a ViT-like model [9].
Since the primary contribution of our paper lies in the de-
sign of the pretext task, detailed specifications of the net-
work architecture are provided in the supplementary ma-
terials. During the training phase of the feature extractor,
we utilize the Adam optimizer with a fixed learning rate
of 1075, For distribution modeling, we employ the scikit-
learn toolbox to implement a Gaussian Mixture Model. The
number of Gaussian components is set to 6. We use 10,000
real photographic images to estimate the distribution of low-
level features. Subsequently, we sort the likelihood scores
of the images in descending order and establish a threshold
to determine whether a suspicious image belongs to the cat-
egory of photographic images. This threshold is set at the
99.95th percentile of the likelihood scores for the training
samples.

Baselines. We select 12 representative approaches as our
baselines, encompassing a variety of top-tier conferences.
They are, CNNSpot [51], F3Net[36], CLIP/RNS50 [37],
GramNet [24], De-fake [41], Conv-B [25], UnivFD [33],
DIRE [52], LNP [23], LGrad [46], NPR [47], and
DRCT [5]. Among baseline approaches, DIRE and DRCT
require a pre-trained diffusion model for Al-generated im-
age detection. We assume that they can utilize stable diffu-
sion v1.4, which aligns with our approach. We adopt accu-
racy as the metric to evaluate the detection performance.

4.2. Al-generated Image Detection Evaluation

Comparisons on GenImage. We first evaluate our method
and baselines on the Genlmage dataset. All baselines are
trained on the SDv1.4 subset of the Genlmage. Our ap-
proach requires only real photographic images to model the
distribution of their low-level features. In this case, we do
not need to access the Al-generated images of the training
set. As a further step, we use the pre-trained feature extrac-
tor as a parameter initialization strategy, which we subse-
quently fine-tune on the SDv1.4 subset of GenImage. Then,
we model low-level feature distribution based on the joint
of the original pre-trained and fined-tuned feature extractor.
For each feature, we compute the likelihood values from
both models and flag suspicious images as Al-generated
ones if both likelihood values are simultaneously greater



Method Midjourney SDv1.4 SDvl.5 ADM Glide Wukong VQDM BigGAN Avg.
CNNSpot 84.92 99.88 99.76  53.48 53.80 99.68 55.50 49.93 74.62
F3Net 77.85 98.99 99.08  51.20 54.87 97.92 58.99 49.21 73.51
CLIP/RN50 83.30 99.97 99.89 5455 5737 99.52 57.90 50.00 75.31
GramNet 73.68 98.85 98.79  51.52 55.38 95.38 55.15 49.41 72.27
De-fake 79.88 98.65 98.62  71.57 78.05 98.42 78.31 74.37 84.73
Conv-B 83.55 99.99 99.92  51.75 56.27 99.92 58.41 50.00 74.98
UnivFD 91.46 96.41 96.14  58.07 73.40 94.53 67.83 57.72 79.45
DIRE 50.40 99.99 99.92 5232 6723 99.98 50.10 49.99 71.24
LNP 60.30 99.72 99.64  49.86 49.88 99.52 49.85 49.88 69.80
LGrad 84.40 99.21 99.09  59.23 83.86 98.19 57.23 61.63 80.40
NPR 80.94 99.70 99.51 6027 77.00 98.41 54.53 63.03 79.20
DRCT 91.50 95.01 94.41 79.42  89.18 94.67 90.03 81.67 89.49
Ours-basic 95.51 96.06 96.33 9588 96.00 96.36 95.95 95.71 95.97
Ours-ft 95.03 95.32 95.53 9529 95.17 9558 95.10 95.15 95.27
DRCT-m 82.82 92.33 91.87 75.18 87.44 92.23 89.12 87.38 87.67
Ours-m 92.65 92.83 93.16  93.02 93.10 93.55 93.08 93.17 93.07

Table 1. The comparison of detection accuracy between our method and the baselines on the Genlmage. Ours-ft denotes the pre-trained
feature extractor has been fine-tuned on the training set of Genlmage. Ours-basic denotes the pre-trained feature extractor that has not
undergone fine-tuning. Ours-m and DRCT-m denote the cross-database scenario.
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Figure 3. The illustration of likelihood score distribution between Al-generated and photographic images. To enhance visualization,

likelihood scores below -6000 are limited to 2000.

than their thresholds. We name two schemes of our ap-
proach: ours-basic and ours-ft. Table | presents the specific
experimental results. Our methods outperform all baselines
with a clear margin. All methods achieve very high accu-
racy on images generated by models SDv1.4 and SDvl1.5.
The reason is that these images are close to those in the
training set. However, most baselines struggle to identify
images generated by BigGAN. The generative artifacts pro-
duced by BigGAN differ significantly from the images gen-
erated by diffusion models in the training set, leading to a
sharp degradation in performance. In contrast, our method
focuses on the low-level features of real photographic im-
ages. Our detection methodology is based on anomaly de-
tection rather than binary classification. Even though syn-
thetic images are generated by various generative models,
their low-level feature distributions are different from the
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feature distribution of photographic images. This explains
the superior generalization capability of our methods. Fur-
thermore, we observe that fine-tuning the pre-trained fea-
ture extractor does not lead to an improvement. We specu-
late that the detection accuracy saturates on the Genlmage
for our feature extractor. This accounts for the ineffective-
ness of fine-tuning for the final performance.

Besides numerical evaluation, we also visualize the like-
lihood comparison between Al-generated and photographic
images. As Fig. 3 shows, the likelihood scores of Al-
generated images are considerably lower than those of pho-
tographic images. Consequently, we can accurately identify
Al-generated images by a fixed threshold.

Comparisons on DRCT-2M. The training set of the
DRCT-2M is also the SDv1.4 subset. Similar to the eval-
uation on the Genlmage, we evaluate our method in two



Method 5D Yariants SDXL ?gbo Vgrllad)?lf LLCCI\I/\I/[ VdTg; SDC10 mmsnl\)mzvarigg;L SDv1 Dlél\)]arziamSSDXL Avg.
- - - - - V1- VZi- - vV1- VZi- -
LDM  SDvl4  SDvL5  SDv2 SDXL  podner Turbo Turbo  SDvLS SDXL Cul  Cul  Cd DR DR DR

CNNSpot  99.87 9901 9990 9755 6625 8655 8615 7242 9826 6172 9796 8589 8284 6093 5141 5028 8I.I2
F3Net  99.85 9978  99.79 88.66 5585 87.37 6829 63.66 97.39 5498 9798 7239 81.99 6542 5039 5027 77.13
CLIPRN50 99.00 99.99  99.96 9461 6208 9143 8357 6440 9897 5743 9974 80.69 8203 6583 5067 5047 80.05
GramNet  99.40 99.01  98.84 9530 62.63 80.68 71.19 6932 93.05 57.02 89.97 7555 82.68 5123 5001 5008 76.62
Defake 9210 9953  99.51  89.65 64.02 6924 9200 9393  99.13 70.89 5898 6234  66.66 S50.12  50.16 5000 75.52
Conv-B 9997 100.00 9997 9584 6444 8200 80.82 6075 9927 6233 99.80 8340 7328 61.65 5179 5041 79.11
UnivFD 9830 9622 9633 9383 9101 9391 8638 8592 9044 8899 9041 8106 89.06 5196 5103 5046 83.46
DIRE 9819 99.94 9996 68.16 53.84 7193 58.87 5435 9978 5973 99.65 6420 59.13 5199 5004 49.97 71.23
LNP 4950 9945 9945 5126 5637 7124 9932 9944 9896 6530 6607 7102 6981 5071 5065 49.82 7177
LGrad 9679 97.87 97.93 87.80 5452 7707 98.11 9820 97.80 5975 94.58 9293  90.67 49.44 4936  49.44  80.70
NPR 9492 9773 9778 8296 67.52 7972 9581 9585  97.68 8032 9445 9296 9022 4924 4941  49.01  83.63
DRCT 9674 9626 9633 9489 9624 9346 9343 9294 9117 9501 9560 92.68 9195 9410 69.55 5743  90.49
Ours-basic 9737  97.60 9754 97.65 97.64 97.67 97.62 9742  97.61 97.64 5033 50.14 5243 9275 5231 5008 8274
Ours-ft  97.13 9713 9713 97.13 97.13 97.13 9713 97.13  97.13 9713 97.08 9681 9473 9226 5179 4973  90.86

Table 2. The comparison of detection accuracy between our method and the baselines on the DRCT-2M. Ours-ft can identify all diffusion-
generated images in the top ten subsets of DRCT-2M with a 100% recall rate. The real component of DRCT-2M shares the same photo-
graphic images from MSCOCO resulting in the same detection accuracy as 97.13%.
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Figure 4. Comparison of robustness between ours and DRCT. We
adopt the average accuracy of eight generative models in Genlm-
age as the performance metrics.

cases. Table 2 presents the specific experimental results.
The results are consistent with those from the Genlmage.
All baselines achieve high accuracy when the test set closely
aligns with the training SDv1.4. Our methods still achieve
the best results compared to baselines. In this case, fine-
tuning is crucial to the final detection performance. Ours-ft
achieves remarkable performance across various diffusion
models except for SDv2-DR and SDXL-DR. They are chal-
lenging test sets, in which images are reconstructed by dif-
fusion models from real images rather than random noises.
Additional experimental results related to recall and preci-
sion analyses are available in the supplementary materials.

Robustness Evaluation. In the practical application, im-
ages often undergo benign post-processing, such as JPEG
compression, on social media platforms. Therefore, Al-
generated image detection approaches should be resilient
to such benign post-processing. We employ two common
post-processing including JPEG compression and down-
sampling to evaluate the robustness of our method. In our
intuition, such post-processing does not affect the visual
content but may alter the low-level features of images re-
sulting in the degradation of detectors. We select the DRCT,
whose performance is the closest to ours, as a reference.
The quality factor (QF) of JPEG compression varies from
100 to 70. In terms of downsampling, we reduce the reso-

DRCT  Ours 97-P 75-P
DDPM [14] 8343 9997 -12869 -30540
GLOW [18] 100 99.95  -56310 -121336
StarGAN [6] 99.9 99.95 -277178  -385297
StyleGAN2 [17]  83.53  75.52 2187 -4047
GauGAN [34] 72.08 9998 -60665  -128474
DALLE2 [38] 89.53 9990 -17384 -47721

Table 3. The detection performance (recall) of other generative
models. The specific threshold is -621.73. 97-P and 75-top denote
the top 97% and 75% likelihood scores of the test set.

lution of images to r times its original size, where r varies
from 0.9 to 0.5. Fig. 4 shows the experimental results on
the Genlmage dataset. Although our method degrades with
the increase of benign image distortion, it consistently out-
performs DRCT in all cases.

Comparisons on cross-database generalization. To fur-
ther validate the generalization of our method. We conduct
a cross-database evaluation, in which we train detectors on
the training set of DRCT-2M and evaluate the detection per-
formance on Genlmage. We employ real images from the
training set of DRCT-2M (MSCOCO) to model the distribu-
tion of low-level features of photographic images. As afore-
mentioned description, the real image component of DRCT-
2M and Genlmage is derived from MSCOCO and Ima-
geNet, respectively. Table | shows the experimental results.
We find the performance of our method only slightly de-
grades in this case. This experiment shows that our methods
correctly flag images from ImageNet as real images, even
though the real images of the test set (ImageNet) are not
aligned with those of the training set (MSCOCO). Mean-
while, the Al-generated images in the Genlmage set are ac-
curately identified.

Detection on other generative models. Since our low-

level feature extractor is trained using the pre-trained la-
tent diffusion model stable diffusion v1.4, it is crucial to
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Ours w/oReg w/oCls BF-CNN ADM

Midjourney 95.51  94.58 94.34 70.31 65.42
SDvl.4 96.06  95.15 95.99 60.30 89.69
SDvl1.5 96.33  95.11 96.04 60.32 90.03
ADM 9588 9491 95.63 96.35 94.33
Glide 96.00  94.83 95.93 96.90 65.24
Wukong 96.36  95.22 96.14 69.20 92.73
VQDM 95.59  94.80 95.78 87.01 91.82
BigGAN 9571  94.59 95.46 85.92 87.65
Avg. 95.97 9490 95.66 78.36 84.61

Table 4. The ablation studies of the pretext task. The terms “w/o
Reg” and “w/o Cls” indicate the removal of regression learning
and classification learning, respectively.
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700 10 20 30 40 504
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Figure 5. The relationship between the pretext task and Al-

generated image detection.

evaluate its generalization against other generators, such
as non-latent diffusion models, flow-based models, and
GANSs. This experiment demonstrates that our feature ex-
tractor recognizes universal low-level features of images
rather than overfitting to the artifacts of stable diffusion.
Table 3 presents the recall rates for various Al-generated
images. The Gaussian Mixture Model used in our method
is trained on real photographic images from MSCOCO. Im-
ages with likelihood scores below our threshold are flagged
as Al-generated. The threshold is determined by the likeli-
hood score of photographic images in the training set. We
adopt DCRT as a baseline, which also employs a pre-trained
SDv1.4 during the training phase of the detector. Our
method achieves remarkable success in identifying nearly
all Al-generated images. The likelihood scores for these
images are significantly lower than the threshold established
for photographic images.

4.3. Ablation Studies

We first analyze the relationship between the pretext task
and Al-generate image detection accuracy. Fig. 5 illustrates
the loss values for the pretext task and detection accuracy
over the training epochs of the feature extractor. The results
show a strong correlation between the two tasks. As training
epochs progress, the capability of the feature extractor to
discern low-level features improves, leading to an increase
in detection accuracy.
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Then, we focus on the low-level feature extractor con-
struction. In the feature extractor training phase, we utilize
a pre-trained stable diffusion model as an off-the-shelf tool
to create multiple pairs of similar images that differ only at
the pixel level. We employ two alternative denoising tools:
a pre-trained CNN-based denoising network BF-CNN [29]
designed to eliminate common Gaussian noise and an early
diffusion model ADM [8]. We introduce varying intensi-
ties of Gaussian noise to the spatial domain of the original
images and obtain the corresponding denoised versions us-
ing the pre-trained BF-CNN and ADM. The results are pre-
sented in Table 4. While these two denoising tools are less
effective than our approach, they still demonstrate a certain
level of effectiveness. We speculate that the denoising capa-
bilities of BF-CNN and ADM are less effective than those
of stable diffusion. This disparity leads to significant differ-
ences between the original and restored images beyond the
pixel level. Consequently, the feature extractor is unable to
effectively learn the low-level features of the images.

In terms of the objection function of our pretext, we uti-
lize cross-entropy loss and regression loss. Table 4 shows
the ablation studies of these two parts. Our approach,
which relies solely on either regression or noisy classifi-
cation learning, is effective against Al-generated images.
Whether using regression learning or noise classification,
the feature extractor can focus on pixel-level image differ-
ences. However, the combination of regression and classifi-
cation learning slightly outperforms each individually.

Additional ablation studies on the number of photo-
graphic images for feature distribution estimation, the num-
ber of Gaussian components, and threshold settings are pro-
vided in the supplementary materials.

5. Conclusions

In this paper, we propose a novel low-level image fea-
ture extractor designed to capture pixel-level differences be-
tween images. The crux of the feature extractor lies in the
pretext task design. We utilize a pre-trained diffusion model
as a denoising tool to create multiple pairs of original and
denoised images that only differ at the pixel level. The pre-
trained feature extractor transforms spatial images into a
well-separated space, in which different sources including
real photographic and Al-generated images exhibit different
distributions. Drawn inspiration from the feature separabil-
ity, we frame the Al-generated image detection as a one-
classification task. We model the feature distribution of real
photographic images by the Gaussian Mixture Model. Con-
sequently, images whose low-level features deviate from
the estimated distribution are flagged as Al-generated. Ex-
tensive experiments demonstrate that our approach effec-
tively identifies Al-generated images from various genera-
tive models.
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