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Abstract

Federated Learning (FL) is a promising approach for train-
ing machine learning models on decentralized data while
preserving privacy. However, privacy risks, particularly
Membership Inference Attacks (MIAs), which aim to de-
termine whether a specific data point belongs to a target
client’s training set, remain a significant concern. EXxist-
ing methods for implementing MIAs in FL primarily an-
alyze updates from the target client, focusing on metrics
such as loss, gradient norm, and gradient difference. How-
ever, these methods fail to leverage updates from non-target
clients, potentially underutilizing available information. In
this paper, we first formulate a one-tailed likelihood-ratio
hypothesis test based on the likelihood of updates from non-
target clients. Building upon this formulation, we introduce
a three-step Membership Inference Attack (MIA) method,
called FedMIA, which follows the ”all for one”—leveraging
updates from all clients across multiple communication
rounds to enhance MIA effectiveness. Both theoretical anal-
ysis and extensive experimental results demonstrate that
FedMIA outperforms existing MIAs in both classification
and generative tasks. Additionally, it can be integrated
as an extension to existing methods and is robust against
various defense strategies, Non-1ID data, and different fed-
erated structures. QOur code is available in https://
github.com/Liar-Mask/FedMIA.

1. Introduction

Federated learning (FL) [18, 25, 26] has emerged as a
promising approach for training machine learning models
on decentralized data sources while ensuring data privacy.
Despite its advantages, the privacy risks associated with the
information exchanged during FL have attracted significant
research attention. Membership Inference Attacks (MIAs)
in FL aim to determine whether a specific data point was
part of a particular client’s training dataset, typically per-
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Figure 1: The distributions of member and non-member
samples of FedMIA (the second row: FedMIA-I (ours) and
FedMIA-II (ours)) and other MIAs (the first row: Grad-
Cosine [23], Loss-Series [10]) on ResNet-CIFAR100. It
shows the obvious gap between the mean of the member
and non-member (Uyem — non) for the proposed FedMIA
compared to other methods.

formed by adversaries positioned on the server side. In con-
trast to Gradient Inversion Attacks (GIAs) [7, 46], MIAs
[27] do not rely on strong assumptions, such as small batch
sizes or local training epochs, and thus remain significantly
underexplored within the FL context.

Most existing MIAs in FL [23, 27, 28, 36, 41, 44] focus
on inferring membership solely from the updates of the tar-
get clients, utilizing gradient norms, loss values, and gra-
dient differences. However, these methods overlook the
valuable information contained in updates uploaded by non-
target clients. Recent work [10, 13] attempts to enhance
the effectiveness of MIAs by incorporating shadow mod-
els into FL. While these methods make use of additional
information, they require an auxiliary dataset to train the
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shadow model, which may not be feasible in the FL setting,
as the server does not have access to the private data of lo-
cal clients. Furthermore, training a shadow model incurs
additional computational costs for the adversary.

To address the limitations of existing approaches, this
paper proposes an alternative method that leverages updates
from non-target clients, denoted as I,on.ar, instead of rely-
ing on an auxiliary dataset for Membership Inference At-
tacks (MIAs). A key challenge in this approach is that
the server lacks knowledge of which updates correspond to
data trained on the target client’s dataset, making it diffi-
cult to estimate the distribution of updates trained on the
target data, denoted as Qj,. To overcome this challenge, we
demonstrate that it is possible to estimate the distribution of
updates that are not trained on the target data, denoted as
Qout, using updates uploaded by non-target clients o ta-
Since each client’s data is disjoint, at least some of the up-
dates from non-target clients I,onor Will not be trained on
the target data, i.e., Ilyonar ~ Qow- Based on this, we
formulate a one-tailed likelihood-ratio hypothesis test using
the distribution of updates that were not trained on the target
data, Qg to perform the MIA.

Building on this one-tailed likelihood-ratio hypothesis
test, we introduce a three-step Membership Inference At-
tack (MIA) method called FedMIA, which follows the “all
for one”—leveraging updates from all clients across multi-
ple communication rounds. The first step involves comput-
ing a low-dimensional representation to simplify the dis-
tribution of updates. In the second step, we estimate the
distribution of updates not trained on the target data for
each communication round. Finally, we apply the one-tailed
likelihood-ratio test based on the estimated distribution of
updates not trained on the target data. This test is further
extended by incorporating updates from all communication
rounds. The proposed FedMIA has three advantages: 1)
FedMIA achieves superior performance compared to other
MIAs by utilizing the updates information from non-target
clients in Sect. 4; 2) FedMIA can be integrated into exist-
ing methods as an extension in Sect. 4.1; and 3) FedMIA
is robust against six defense methods, two federated struc-
tures, varying degrees of Non-IID data, and different client
counts, communication rounds, and local epochs. Our con-
tributions are summarized as the following:

* We first formulate the non-target updates as a one-tailed
likelihood-ratio hypothesis test to evaluate the perfor-
mance of the updates without being trained on target data.
Theorem | proves the validity of our formulation.

* Building on this hypothesis test, we introduce a three-step
Membership Inference Attack (MIA) method, called Fed-
MIA, which leverages updates from all clients and com-
munication rounds to enhance MIA effectiveness.

» Extensive results show that the proposed FedMIA: 1)

achieves superior performance compared to other MIAs
in both classification and generative tasks (see Fig. 1); 2)
can be integrated into existing methods as a plug-in; and
3) is robust against six defense methods, two federated
structures, varying degrees of Non-IID data, and different
client counts, communication rounds, and local epochs.

2. Related work
2.1. Federated Learning

Federated learning was originally proposed as a collabora-
tive approach for training machine learning models with-
out the need to share private data among multiple parties
[18, 25, 26, 39]. However, more recently, the concept of
“trustworthy federated learning” has been introduced by
[17]. This variant of federated learning places a heightened
emphasis on the preservation of privacy throughout the fed-
erated learning process. This shift in focus reflects the in-
creasing awareness of privacy concerns and the recognition
of the importance of robust security measures in federated
learning systems

2.2. Membership Inference Attack

MIA is a widely studied privacy attack in centralized learn-
ing scenarios. Depending on the information available to
the attacker, MIA can be categorized into black-box at-
tack (where only the output of the model can be obtained)
[4, 16, 31-33, 35, 37, 40] and white-box attack (where the
entire model is available) [28, 29].

In the context of federated learning, Nasr et al. [28] first
analyzed membership inference attacks in federated learn-
ing and proposed both passive and active attacks. In a pas-
sive attack, the attacker solely focuses on obtaining mem-
bership leaks based on accessible information without dis-
rupting or compromising the normal training process. Con-
versely, an active attack involves the ability to modify the
updates of federated learning, thereby increasing the vul-
nerability of the trained models to attacks. Zari et al. [41]
proposed a membership inference attack for federated learn-
ing that utilizes the probabilities of correct labels under lo-
cal models at different epochs for inference. However, this
approach requires member samples for auxiliary attacks. Li
et al. [23] proposed a passive membership inference attack
that does not require training on member samples. They
designed two metric features based on the orthogonality
of gradients to distinguish whether a sample is a member.
Hu et al.[15] designed an inference attack to facilitate an
honest-but-curious server to identify the training record’s
source client, which bases on but extends MIAs to source
inference. Moreover, inspired by work on worst-case pri-
vacy auditing, Aerni et al. [2] introduced an efficient as-
sessment method that accurately reflects the privacy of de-
fenders at their most vulnerable data points.
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3. An Effective MIA in FL

In this section, we first present the setting of federated learn-
ing (FL) in Sect. 3.1. Subsequently, we formulate the Mem-
bership Inference Attacks (MIAs) in FL as a one-tailed like-
lihood ratio test in Sect. 3.2. Building upon this formula-
tion, we introduce an effective MIA in Sect. 3.3.

3.1. Setting

Horizontal Federated Learning. We consider a horizontal
federated learning (HFL) [25, 39] setting consisting of one
server and K clients. We assume K clients have their local
dataset Dy, = {(zk,i,Yk,i)}iry, k = 1--- K, where zy, ; is
the input data, yy, ; is the label, and ny, is the total number
of data points for &y, client. Since we focus on evaluating
membership on each client, we further assume D, are dis-
Jjoint. We consider two commonly-used FL frameworks: 1)
FedAvg [26] that the server aggregates the models uploaded
by all clients; 2) FedEmbedding [24] that the server aggre-
gates the embeddings uploaded by all clients;

Threat Model. We assume the server are semi-honest and
do not collude with each other. The server faithfully exe-
cutes the training protocol but aims to infer the membership
information from the specific local clients.

Specifically, the server implement the attack .4 deter-
mine whether a specific sample (z, y) belongs to the target
client’s dataset D;,, based on a series of updates (models,
gradients or embeddings) among K clients and 7" commu-
nication rounds: Z = {If|t € [T],k € [K]}. However, the
server will not actively manipulate these information from
the local clients and thus without affecting the utilities of
the FL model. The A can be represented as the following:

1, if (z,y) € Diar
0. otherwise

Alz,y,I) = { (1)

3.2. One-tailed Likelihood-Ratio Test in FL

In FL, a membership inference attack is to determine the
sample (x, y) belonging to target dataset Dy, as follows:

Hy : (I,y) ¢ Do, H - (x,y) € Dygr. )

Moreover, for each communication round, the server ob-
serves K updates {I} } . According to the updates of the
target client I}, it is thus natural to see a membership in-
ference attack as performing to guess whether updates I},
is trained on the data (x,y) or not. The Likelihood-ratio
Test [3] can be represented as:

. _ p?ﬂ(I = Itar|x7y)

A(Itam “ y) Pout (I = Itar|x7 y) ’ (3)
where Q;y, (I|z,y) and Quyt(I|x,y) denote the distribution
of updates trained on datasets with and without (z, y), re-
spectively, and p;,, and p,,; represents the probability den-
sity function of Q;,, (I|x,y) and Qo (1|2, y).

However, estimating Q;,(x,y) in federated learning
(FL) presents a challenge, as the attacker (e.g., the server)
lacks knowledge of which updates are trained on (x,y).
Therefore, we build the one-tailed Likelihood-Ratio Test us-
ing distribution Q. (I]x, y) as:

A(Itarax7y) = Z pout(I = I’|x,y), 4)
I'<Iiar

which is the probability of observing a confidence as high as
the target updates under the null-hypothesis that the target
point (z,y) is a non-member.

Remark 1. I7 is noted that, given the data sample (x,vy),
and considering that clients’ training datasets are disjoint,
at least K — 2 updates (except the target updates) are guar-
anteed not to be trained on (x,y). This enables the estima-

tion of Qout(x,y).

Remark 2. Eq. (4) assumes that the member corresponds
to a large value of 1. If the member corresponds to a smaller
value of I, Eq. (4) is the probability of observing a confi-
dence as high as the target updates.

Furthermore, when the server observes the Z = {IL|t €
[T],k € [K]} during T communication rounds, we can ex-
tend Eq. (4) as the following by utilizing the temporal in-
formation:

T
~ 1 N
A{Ia Yz 2,y) = = Y ATy 2.9)

®)

where Q! ,(I]x,y) are the distribution of updates trained
on datasets without (x,y) in the ¢;;, communication round.
We establish the validity of Eq. (5) in Theorem 1, which
demonstrates that for all 7' communication rounds, any
member inferred by A is also inferred at least once by
A*t € [T). Furthermore, the worst-case membership leak-
age occurs when the target sample is inferred as a member
in at least one communication round (see proof in Appendix

Q).

Theorem 1. Given the threshold 6, let V; be the member
sets estimated Dy At and 6 in communication round t. Let
V be the member sets estimated by A and . Then we have

Vc(Viu---uVp). (6)
3.3. The Proposed Method: FedMIA

Based on the one-tailed likelihood-ration test illustrated in
Sect. 3.2, we propose a three-step Membership inference
attacks by leveraging the spatial and temporal information.
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Figure 2: Overview of FedMIA including three steps: 1) Computing the low-dimensional measurement; 2) Estimating the
distribution of updates without being trained on target data; 3) Building the one-tailed LRT test and Inferring the membership.

Step 1: Computing the low-dimensional measure-
ment M (I|(z,y)).

Since the updates are high-dimensional, directly estimat-
ing Qo (I]z,y) is challenging. To address this, we utilize
gradient similarity [23] to map the updates I(x,y) to a low-
dimensional variable M (I|(z,y)), which allows for an es-
timation of the distribution as follows:

M(w,x,
(1, )
- M (w,z, ’
[ 22 |

ow

M(I|(z,y)) ©)
Eq. (7) evaluates the similarity between the uploaded gra-
dient I (VF') and the model gradient on the target data
9Uw.wy) \yith similarity increasing when the target data is
a member. The model w is the global model.

Remark 3. Eq. (7) represents one approach; other mea-
surements, such as loss or gradient norm [10, 27], can also
be used. This suggests that our method can be integrated
with existing methods that employ different measurements.
In Sect. 4, we also consider the model loss {(w,x,y) on
target data [10] as one measurement.

Step 2: Estimating the Q,,:(M (I|z,y)) for each
communication round ¢.

We first leverage the non-target clients’ updates {I}|k €
[K],k # tar} to estimate the distribution of M (I|(x,y)
without trained on (z,y), i.e., Qou(M(I|(z,y))). We
assume Qo (M (I|x,y)) is a Gaussian distribution, i.e.,
Qout(M(I|337 y)) ~ N(ﬂoutv O'gut)'

If (z,y) is trained on I}, then M(I}|z,y) becomes
large. Therefore, if M (Ii|(x,y)) is exceptionally high for
all non-target clients’ measurements, the updates from the
non-target client k are likely trained on (z,y) with high
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probability. Consequently, we remove the extreme large
values of M (If|x,y), where k # tar, to better estimate
Qout (M (I|(z,%))). To filter the updates sets, we apply the
3-0 rule to the updates trained on (z,y). Specifically, we
remove the k-th update if the following condition holds:

M(I}f|z,y) > p' + 30", (8)

~

)

o+

Where H= ﬁ Z];ﬁtarM(I_ﬂx?y)
ot = 7T M (L, y) — pt)?.

After filtering, we obtain the update set U; which ex-
cludes updates trained on the target data («, y) for commu-
nication round ¢ with high probability. Therefore, we esti-
mate the distribution mean and variance of N (u!,,;, vt ;)
as:

:u’f)ut = ﬁZjeL{f M(Ijt‘flf,y)’ and (10)
v(tJut = ‘Z/{ilq Zjez,{t (M(Iﬂl‘, y) - /J'fjut)z'

Step 3: Inferring the membership based on
A({Ifar}?zlu z, y)'

According the pu!,,, and v! , estimated in step 2, we can
calculate the A (I,q,, x,y) of Eq. (4) as:

. _ @nby)?

M(I:ar‘a:vy) 1
A(Ifarﬂ z, y) = / —F/—F¢€ 2out dl’,

—00 V 27’("[)27”
(11)

which is the probability of observing a confidence as low
as the target updates under the null-hypothesis that the tar-
get point (x,y) is a non-member. Specifically, the small
A(Ittw7 x,y) indicates the target data is non-member.



Moreover, we utilNize the updates of all communication
rounds to obtain the A(1y,, z,y) of Eq. (5) as:

T
- 1 o
A({IZar},tT:Dx’ y) = T ZA(Ifaﬂx’y)

T M1 o—pt, )2 (12)
1 / Liarlzsy) 1 _ (**F‘fout)
_ 201
= — ——¢ out
/ t
T t=1Y —© 27Tvout

lfinally, given the threshold J, the member is determined if
A > 6, otherwise is non-member.

Algorithm 1 FedMIA

1: Input: Target data sample (x, y) of client k, communi-
cation rounds 7, set of client models {I}|t € [T],k €
[K]}, a threshold 0.

2: Output: membership prediction (0 or 1)

3: > Computing the low-dimensional measurement
4: Calculate M (I}|z,y) according to Eq. (7) for all
ke [K],teT];

> Estimating the Qout (1|, y)

Choose U; according to Eq. (8);

Hour = Ty jeut MLz, y);

'Ufmt = ﬁ Zjel,{t(M(Iﬂx? y) — /Lgut)2§

: > Inferring the membership

10: Calculate A(Ifar, x,y) according to Eq. (11);

11: Calculate A({I!, T, x,v) according to Eq. (12);
12: if A({It,, 1y, x,y) > J then

13:  return 1

14: else

15:  return 0

16: end if

A

Ne)

4. Experimental Result

This section presents the empirical analysis of the proposed
FedMIA framework in terms of experimental setting, attack
effectiveness, robustness.

4.1. Experimental Setup

Dataset & Models. We employed three image datasets:
CIFAR-100 [19], DermNet [1], and Tiny-ImageNet [21].
Additionally, we implemented three models: ResNet18 [12]
and AlexNet [20] for the classification task, and the Latent
Diffusion Model [30] for the generative task.

Federated Setting. We consider horizontal federated learn-
ing with two typical structures: FedAvg [26], which trans-
fers models or gradients in classification tasks, and FedEm-
bedding [24], which transfers prompts in generative tasks.
We evaluate scenarios with 5-30 clients in FL, up to 300
communication rounds, and the data samples of each client

range from 1,000 to 10,000. Local training involves 1 to
9 epochs, and we explore different Non-IID extents us-
ing the Dirichlet distribution dir(3), with values of 8 =
0.1,1,10, 00 (IID). If there are no additional instructions,
each experiment has 10 clients, 300 synchronous commu-
nication rounds.
MIAs. We conducted a comprehensive comparison of our
methods, FedMIA-I and FedMIA-II, against six baseline
attack methods: Blackbox-Loss [40], Grad-Cosine [23],
Grad-Norm [27], Loss-Series [10], Avg-Cosine [23], and
Grad-Diff [23]. FedMIA-I is utilizes the model loss mea-
surement [40], while FedMIA-II employs the Grad-Cosine
measurement [23], as described in Eq. (7).
Defenses. We evaluate the robustness of FedMIA against
six defense methods, including Gradient Perturbation (Per-
turb) [8, 45], Gradient Sparsification (Sparse) [11], MixUp
[9, 43], Data Augmentation [34], Data Sampling [22], and
a combination of Data Augmentation + Sampling.
Evaluation metricc. = We use the metrics AUC and
TPR@FPR [3] to specifically assess the leakage of the most
vulnerable samples to attacks, where TPR@FPR refers to
the True Positive Rate (TPR) at a specific False Positive
Rate (FPR, a.k.a. Type-I Error Rate) in binary classifica-
tion. Specifically, we pay particular attention to the TPR
when the FPR is very low, such as FPR values of 0.1%.
Moreover, we test the attack effectiveness against different
defense methods. Since the attack effectiveness depends
on the parameters of defenses, e.g., for gradient perturba-
tion, if more noise is added, the attack effectiveness be-
comes weaker, but the model utility is largely influenced.
Therefore, we consider the attack effectiveness under dif-
ferent parameters of each defense method and obtain the
tradeoff between utility loss (the test error rate) and attack
effectiveness (TPR@FPR = 0.1%). Furthermore, the effec-
tiveness of the attack can be measured using hypervolume
(HV) [47], which, in our case, refers to the area between
the Pareto frontiers and the unit box. A larger hypervolume
indicates a better privacy-utility trade-off, representing that
the attack is less effective.

More experimental setup details are left in Appendix A.

4.2. FedMIA vs Others

The comparison results of all attacks are presented in the
Tab. 1. We can draw the following three conclusions:

* FedMIA generally outperforms other MIA meth-
ods across all experiments, as indicated by higher
TPR@FPR=0.1% and AUC metrics. For example,
FedMIA-II achieves a TPR@FPR=0.1% of (66.98 +
1.74)%, which is significantly higher than the next best
method with (54.66 & 1.22)% on AlexNet-CIFAR100.

e Blackbox-Loss [40] and Grad-Cosine [23] show rela-
tively low TPR and AUC values, significantly lagging
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Table 1: Comparison of our attack with various MIAs methods on classification tasks and generative tasks. The larger
TPR(%)@FPR=0.1% and AUC indicates the better attack effectiveness.
MIA Methods Blackbox-Loss Grad-Cosine Grad-Norm Loss-Series Avg-Cosine Grad-Diff | FedMIA-I FedMIA-II
[40] [23] [27] [10] [23] [23] (Ours) (Ours)

AlexNet TPR 0.1840.05 7.264+0.25 0.144+0.03 25.3+0.88 54.66+1.22 20.524+0.45|53.78+1.24 66.98+1.74
CIFAR100 AUC| 0.58+£0.01 0.78+£0.02 0.51£0.01 0.82+0.01 0.85£0.01 0.61£0.02 | 0.90+0.01 0.89+0.02
AlexNet TPR 0.27£0.12 9.53+£0.54 0.13+0.03 22.8+1.13  41+0.48 5.6+0.05 |48.23+0.87 62.274+0.23
DermNet AUC| 0.68£0.01 0.74£0.01 0.50£0.01 0.94+0.01 0.85£0.01 0.89+0.01 | 0.91+0.02 0.87£0.02
ResNet18 TPR | 0.36%0.11 548+0.27 0.264+0.06 16.82+£2.12 44.02+1.58 15.064+1.78 | 57.36£2.12 68.74+1.84
CIFAR100 AUC| 0.67%0.01 0.804+0.02  0.554+0.01 0.73+£0.01 0.85+£0.02 0.65+0.01 | 0.84+£0.01 0.89+0.01
ResNet18 TPR | 0.2740.11 0.73£0.21  0.064£0.01 32.2+0.89 19.93+1.23 17.93+2.12| 35.6+£0.96 31.8+0.88
DermNet AUC| 0.51+0.01 0.59+£0.01 0.484+0.01 0.524+0.01 0.63£0.02 0.66+0.01 | 0.644+0.01 0.62£0.01
Diffusion Model | TPR 1.10£0.50 2.40+0.60 0.25+0.02 1.5£0.20 1.80£0.30 1.20+0.40 | 3.20+0.30 4.50+0.20
Tiny-ImageNet | AUC| 0.51+0.02 0.54+0.01 0.494+0.01 0.544+0.01 0.53£0.01 0.51+£0.01 | 0.584+0.01 0.59+0.01

Diffusion Model | TPR |  0.80+0.10 1.20+£0.20 0.11£0.01 1.30£0.10 1.80£0.10 1.7£0.20 | 2.1£0.20  3.0+0.20
CIFAR100 AUC| 0.4840.01 0.61+0.01 0.4940.01 0.47+0.01 0.59+0.01 0.52+0.01 | 0.59+£0.01 0.62+0.01

behind FedMIA. For example, in the AlexNet DermNet
task, Blackbox-Loss and Grad-Cosine both result in low
TPRs (around 0.27%), while FedMIA achieves a much
higher TPR of (62.27 4+ 0.23)%.

* FedMIA performs well in both classification tasks and
generative task. Specifically, FedMIA also leads, but the
performance gap between FedMIA and other methods
like Blackbox-Loss or Grad-Cosine is more pronounced.
For example, FedMIA achieves a TPR of (3.0 &+ 0.20)%
and an AUC of (0.62 4+ 0.01)%, while Blackbox-Loss
and Grad-Cosine have much lower TPR and AUC values
(around (1.7 £ 0.20)% and (0.52 % 0.01)%, respectively)
in CIFAR100 with diffusion model.

(b) Generated images

Figure 3: Original training images and generated images
based on uploaded embeddings via latent diffusion model.

Furthermore, we present the generated images based
on the embeddings alongside the original images, which
are considered as members by the proposed FedMIA-II, as

shown in Fig. 3. The results indicate that the two types of
images are highly similar, demonstrating that the target data
identified by FedMIA as a member is effectively trained on
the corresponding embedding. This observation highlights
the effectiveness of the FedMIA attack.

4.3. Robustness

This section illustrates the robustness of FedMIA against
six defense methods, varying degrees of Non-IID, different
client counts, communication rounds, and local epochs.
FedMIA against different defense methods. Tab. 2 and
Appendix B presents the hypervolume and privacy-utility
tradeoff against different defense methods. We can obtain:
1)FedMIA-I (ours) consistently performs better than other
MIA methods across all defense strategies for AlexNet: Ex-
ample: For AlexNet-CIFAR100, under Mixup, FedMIA-I
achieves a hypervolume of 0.3609, outperforming methods
like Blackbox-Loss (0.3328) and Loss-Series (0.3554); 2)
Combining data augmentation and data sampling combin-
ing in an appropriate manner may have the best defense ef-
fectiveness (achieves the largest HV volume); 3) Even the
strongest defense with combining data augmentation and
data sampling still exist privacy leakage when preserving
the model performance (see Appendix B).

Non-IID extent. We investigate the impact of non-IID on
MIA attacks. Following [14], the basic assumption of non-
iid simulation in this part is that the labels of each client’s
training data follow the Dirichlet distribution. [ is the core
parameter controlling the distribution difference and the
smaller the (3, the greater the degree of non-iid. We report
the performance of the FedMIA-II attack on the CIFAR-100
dataset in a table. We control the degree of non-IID by ad-
justing the parameter alpha, where a smaller S indicates a
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Table 2: The hypervolume of various attack methods under defense strategies with AlexNet and ResNet on CIFAR100. The
smaller Hypervolume indicates the better attack effectiveness.

Perturb Sparse Mixup Sampling Data Aug  Data Aug
[45] [11] [43] [22] [34] + Sampling

Blackbox-Loss [40]  0.3543 0.3533 0.3328  0.3491 0.3395 0.3422

Loss-Series [10] 0.3252 0.3377 03554  0.3464 0.3375 0.3427

AlexNet Grad-Cosine [23] 0.304  0.3287 0.2845  0.3365 0.3247 0.3379

CIFAR100 Avg-Cosine [23] 0.3421 0.3421 0.3334  0.3407 0.3248 0.3376

FedMIA-I (ours) 0.3611 0.3593 0.3609  0.3373 0.3202 0.3359

FedMIA-II (ours)  0.2702 0.3085 0.2588  0.3325 0.3175 0.3361

Blackbox-Loss [40]  0.4338 0.4307 0.4538  0.4568 0.5833 0.5815

Loss-Series [10] 04126 0.4092 0.458 0.4555 0.5823 0.5821

ResNet Grad-Cosine [23] 0.3261 0.3545 0.3905  0.4407 0.5751 0.5779

CIFAR100 Avg-Cosine [23] 0.4064 0.4059 0.4533  0.4537 0.571 0.5745

FedMIA-I (ours) 0.4438 04392 04736  0.4446 0.5665 0.574

FedMIA-II (ours)  0.2969 0.3004 0.4302  0.4425 0.5693 0.5739
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Figure 4: This set of figures shows the attack effects (TPR@FPR=0.1%) of various attacks (Blackbox-Loss[40], Grad-
Cosine[23], Loss-Series[10], Avg-Cosine[23], FedMIA-I and FedMIA-II) on AlexNet and ResNet18 (the first and second

row respectively) under IID and three Non-IID settings.

more severe Non-IID condition.

Based on Fig.4, we can observe the following: 1) the
proposed method is the strongest attacks with various Non-
IID extent, e.g., the TPR@FPR =0.1% for FedMIA-II
achieves the largest value 67% in AlexNet-CIFAR100. 2)
As non-IID increases, TPR shows a increasing trend. One
reason is when non-IID becomes severe, such as when a
client contains only a few classes, MIA attacks themselves
become easier. An extreme example is when a client con-
tains only one class, in which case we can achieve a strong
baseline by simply judging based on the sample labels.

Communication round. As for the benefits of synchronous
rounds to our scheme, it can be observed in Figure 5(a) and
(e) that the attack effect of our scheme increases rapidly in
most epochs as the synchronous communication progresses.
At epoch=200, the TPR@FPR=0.1% of Ours exceeds 0.4,
which is twice as high as that of the Avg-Cosine attack
and Loss-series attack. After that, the attack effect shows
a slight decrease (about 5% on TPR@FPR=0.1%) and a
similar trend can also be observed in the curve of the Avg-
Cosine attack. This phenomenon may be attributed to the
fact that the information obtained in the later epochs is not
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Figure 5: This set of figures shows the attack effects (TPR @FPR=0.1%) of various attacks (blue line: Loss-series [10], green
line: Avg-Cosine [23] and red line: FedMIA-II) on AlexNet and ResNet18 (the first and second row respectively) under
four settings. The four columns of the graph group show the results of different communication rounds, client numbers, data

volumes and local epochs settings respectively.

as helpful for the membership leakage attack as the infor-
mation acquired in the previous epochs.

Number of Clients. Figure 5(b) and (f) illustrate the effects
of membership inference attacks on AlexNet and ResNet18,
while varying the number of clients from 2 to 20. As de-
picted in the figures, our two attacks outperform the base-
lines in most cases, indicating their significantly higher ef-
fectiveness. Furthermore, the gradually rising red and blue
curves indicates that as the number of clients increases, the
target model becomes more vulnerable to our MIA scheme.

Number of Samples. Figure 5(c) and (g) demonstrate the
impact of varying the number of samples (ranging from
500 to 5000) on the attack effects of MIAs on AlexNet
and ResNet18. Regardless of the increase in the number
of samples, the attack effect of our scheme remains con-
sistently high and even demonstrates notable improvement
on AlexNet. The TPR@FPR=0.1% of ours consistently ex-
ceeds twice that of the baseline in both subfigures. This
indicates that our attack scheme maintains a significant ad-
vantage as the training data increases.

Local Epoch. Figure 5(d) and (h) illustrate the effects of
MIAs on AlexNet and ResNetl18 as the number of local
epochs varies from 1 to 9. As the number of local epochs
increases, the effectiveness of our attack method and the fed
loss attack significantly improve while the enhancement ef-
fect of the Avg-Cosine attack is not evident. This demon-
strates that an increase in the number of local epochs may
render the model more susceptible to MIA.

5. Discussion and Conclusion

While advantages brought by FL can be ascribed to, by and
large, the principle of “one for all and all for one”, this pa-
per shows that information shared by all clients through a
semi-honest server can actually be adversely exploited to
launch very effective membership inference attacks. Specif-
ically, this paper introduce FedMIA, a novel Membership
Inference Attack (MIA) method by leveraging updates from
non-target clients and applies a one-tailed likelihood-ratio
hypothesis test. This enables the inference of target data
membership without requiring access to auxiliary datasets
or making strong assumptions about the training process.
Through extensive experiments, we demonstrated that Fed-
MIA is highly effective across various federated learning
configurations, including both classification and generative
tasks, and remains robust against common defense methods,
Non-IID data, and different client setups.

Conventional FL privacy defenses (perturbation, sparsi-
fication, mixup) prove ineffective against FedMIA due to
attackers’ exploitation of cross-client information patterns
as shown in Sect. 4.3. While secure aggregation via MPC
[S][6]/HE [38][42] blocks FedMIA by encrypting individ-
ual updates, their computational/communication costs hin-
der practical deployment. This exposes an urgent need for
MIA defenses specifically to resist attackers from obtaining
valuable information from non-target updates.
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