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Abstract

Federated learning (FL) enables healthcare institutions to
collaboratively train a global model without sharing patient
data. However, this approach can still introduce bias into
the learning process. In the context of skin lesion classifi-
cation, bias is a significant challenge due to the diversity
in skin tone representation. Models trained on imbalanced
datasets that underrepresent darker skin tones may exhibit
reduced accuracy and reliability for those population. In
this work, we propose Federated Color-Invariant Adversar-
ial Learning (FedCIAL), a novel approach that leverages
known color distribution shifts to generate target samples.
This allows us to train a color-invariant feature extractor
using domain adaptation techniques without requiring any
shared data. Experimental results on the Fitzpatrickl7k
dataset show that FedCIAL outperforms the state-of-the-art
model FeSViBS, achieving an average accuracy of 0.7754,
compared to 0.7666 for the baseline, with a statistically sig-
nificant improvement (p = 0.044). Additionally, FedCIAL
improves model fairness, reducing the standard deviation
across clients to 0.044, compared to 0.053 for the baseline.
These findings demonstrate that FedCIAL enhances perfor-
mance and offers a promising solution for fairer federated
learning models in medical image analysis.

1. Introduction

Federated learning (FL) is a decentralized machine learning
paradigm, where multiple clients (e.g., edge devices, hospi-
tals, mobile phones) collaboratively train a shared model
without centralizing their data [15, 17, 21]. Each client
trains the local model locally on its own data and only the
model updates or gradients are communicated to a central
server that aggregates the local models to form a global
model. This framework not only preserves data privacy, but
also leverages heterogeneous distributed data sources, mak-
ing it particularly useful in scenarios where data collection

is sensitive or restricted by regulatory policies.

FL has emerged as a transformative approach in health-
care, enabling collaborative machine learning across insti-
tutions without sharing sensitive patient data [26, 27, 29].
By decentralizing the training process, FL preserves pri-
vacy while allowing models to learn from diverse datasets,
addressing critical challenges in medical Al development.
This atribute of FL also helps comply with strict regulations
like GDPR and HIPAA [22, 25].

In FL, data on each client is often non-independent
and identically distributed (non-IID). This means that each
client’s data can have different underlying distributions due
to variations in user demographics, sensor characteristics, or
environmental conditions [12, 16, 17]. A significant chal-
lenge arises from a distribution shift, where the statistical
properties of the data vary across clients. For example,
when considering bias variables such as Fitzpatrick skin
type, certain clients might predominantly have data from
specific skin tones, which can lead to models that perform
unevenly across different groups [8]. Addressing such dis-
tribution shifts is critical to ensuring fairness and robust
model performance across all client populations.

An invariant feature extractor is designed to learn repre-
sentations that are robust to variations or biases in the data
[7, 20, 23], which is introduced by non-IID distributions.
The goal is to capture features that are relevant for the main
prediction task while ignoring domain-specific characteris-
tics that could lead to bias. In the context of this work,
the feature extractor is trained to be invariant to differences
in Fitzpatrick skin type. This is achieved by incorporat-
ing a domain branch along with a gradient reversal layer
[6]. The gradient reversal layer enables adversarial training.
While the main network minimizes the loss for the primary
task, the domain branch is simultaneously trained to predict
the skin type. By reversing the gradient during backprop-
agation, the feature extractor is forced to discard skin type
specific features, resulting in representations that are more
domain-invariant and unbiased.

In producing bias-invariant representation, the Domain-



Adversarial Neural Networks (DANN) use gradient reversal
layers to achieve domain invariance [6]. However, DANN
was originally designed for centralized learning, where all
data is available on a single server, and does not inher-
ently account for the decentralized and privacy-preserving
nature of federated learning. CIRCLe [24] leverages color-
invariant representation learning to extract features from
skin lesion images that are robust against color variations,
thus reducing bias from heterogeneous imaging conditions.
However, it assumes centralized access to skin-type labels
across all training data to train the skin color transformer,
which makes it less suitable for federated settings, where
data is decentralized, heterogeneous, and subject to strict
privacy constraints.

In this study, we focus on the task of skin lesion classifi-
cation, as skin cancer is among the most prevalent forms
of cancer and requires precise early detection to signifi-
cantly enhance patient survival rates [1, 3, 9]. We leverage
the known color distribution shifts in Fitzpatrick skin types
to inform the training of a color-invariant representation,
rather than relying on a skin color transformer such as CIR-
CLe. This method directly uses explicit domain knowledge
of color variations to guide a domain-adversarial training
process, ensuring that the learned features remain invariant
to biases introduced by color differences across decentral-
ized data. By integrating this strategy within a federated
learning framework, we address both privacy concerns and
non-IID challenges inherent to decentralized environments.
The contribution lies in mitigating bias in skin lesion clas-
sification by aligning feature representations using known
color distribution shifts, thereby fostering fairer and more
robust models in real-world, heterogeneous settings.

2. Related Work

2.1. Feature Skew in Federated Learning

One significant form of non-IIDness in federated learning is
feature skew, where the distribution of input features varies
between clients. Feature skew is a case of the covariate
shift [18], which occurs when the input feature distribu-
tion changes but the conditional distribution of the output
given the features remains the same [30, 31]. This can lead
to higher generalization error, reducing the performance of
models across different environments [10].

Liu et al. [19] carried out comprehensive experiments
to develop a prostate segmentation model using heteroge-
neous MRI data collected from multiple sites. The vari-
ability in MRI acquisition protocols across these sites re-
sulted in significant inter-site discrepancies. Similarly, Li
et al. [18] trained a classification model on datasets from
four medical institutions participating in ABIDE I, where
functional brain imaging data were obtained using diverse
imaging devices and scanning protocols. Another example

in medical imaging arises in skin lesion classification task.
Xu et al. [28] conducted experiments aimed at classifying
skin lesion images sourced from clients with varying skin
types. This skew can lead to models that perform well on
locally seen data but generalize poorly to unseen global dis-
tributions [8]. This is particularly problematic because the
feature space, such as skin tone, is closely related to the tar-
get output, leading to potential bias and poor transferability
to other skin types. Addressing feature skew is crucial for
equitable and robust learning in FL for healthcare, partic-
ularly in scenarios demanding fairness and generalization
across diverse demographics.

2.2. Bias Mitigation in Machine Learning

Feature skew can lead to bias in the model. The mitigation
of bias in machine learning, particularly color bias, is crit-
ical to ensuring fair and equitable outcomes among diverse
populations. In skin lesion classification, color bias arises
when machine learning models disproportionately rely on
skin tone as a feature for prediction, leading to reduced gen-
eralization across individuals with varying skin types. This
problem is exacerbated by the underrepresentation of darker
skin tones in datasets, as highlighted in previous studies
[4, 8], which show that biased datasets can result in sig-
nificant performance disparities.

DANNSs utilize gradient reversal layers to foster the
learning of domain-invariant features, effectively minimiz-
ing the discrepancy between data distributions across do-
mains [6]. By incorporating a domain classifier that pre-
dicts the domain labels from the learned features and then
reversing the gradients during backpropagation, DANN en-
courages the feature extractor to produce representations
that are agnostic to domain-specific information. This ad-
versarial training mechanism has proven highly effective in
centralized settings, where all data is available on a sin-
gle server, allowing the model to align feature distribu-
tions across varied domains. However, this original de-
sign does not naturally address the challenges of decentral-
ized, privacy-preserving environments inherent in federated
learning, where data heterogeneity and restricted data shar-
ing are primary concerns.

CIRCLe leverages color-invariant representation learn-
ing to extract features from skin lesion images that remain
robust against variations in color, thereby reducing bias
stemming from inconsistent imaging conditions [24]. This
method relies on the availability of centralized skin-type la-
bels to train a skin color transformer that normalizes the
influence of color discrepancies, which can otherwise skew
diagnostic accuracy. While this approach is effective in set-
tings where a uniform and comprehensive color distribu-
tion is accessible, its reliance on centralized label availabil-
ity makes it less adaptable to federated learning environ-
ments. In federated settings, data is inherently decentralized





















