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Abstract

Vision-Language Models (VLMs) can perform zero-shot
classification but are susceptible to adversarial attacks.
While robust fine-tuning improves their robustness, existing
approaches align fixed text embeddings with an image em-
bedding, sacrificing natural performance and robustness.
A robustness degradation also occurs when a model faces
adversarial attacks targeting superclasses (parent classes,
e.g., mammal) in addition to their base (leaf) classes (e.g.,
cat). Thus, to enhance adversarial robustness and lever-
age the inherent hierarchical properties of class space, we
propose a novel adversarial fine-tuning framework based
on hierarchical embeddings and several levels of adversar-
ially robust alignment of image-text modalities. Additional
mechanisms place visual embeddings at the desired depth of
hierarchy, and we provide a theoretical connection between
the depth of embedding in the hierarchy and the maximum
viable margin size. Our model naturally realizes several
margin sizes, boosting generalization of adversaries for ro-
bustification. As various trees with different parent labels
can share the same leaf labels, we also consider aligning
over multiple trees to boost semantic variety. Experiments
across several datasets are performed.

1. Introduction

Adversarial samples [40]—inputs nearly indistinguishable
from clean images make Deep Neural Networks (DNNis)
[24, 45] and Vision-Language Models (VLMs) [30, 39, 46]
predict incorrect labels with high confidence. VLMs are
susceptible to adversarial threats due to their multi-modal
nature, limiting their use in security-critical settings [7, 23].

Recent studies on adversarial fine-tuning [32, 38, 42]
enhance zero-shot robustness in VLMs [15, 16, 18, 36]
by a sample-wise alignment that matches adversarial fea-
tures of each base class (original category, e.g., kit fox)
across image and text modalities, neglecting auxiliary in-
formation contained by superclasses (parent classes, e.g.,
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Figure 1. Motivation (ImageNet [6] Val.) Fig. la: robust accu-
racy on superclasses (one level above the leaf classes). TeCoA
[32], PMG [42], and FARE [38] use adversaries derived from base
classes and thus perform poorly on superclasses. Fig. 1b: transfer
attack success rates on base classes. For our model, adversarial
samples generated on superclasses were used. In contrast, TeCoA
[32], PMG [42], and FARE [38], the base classes are suscepti-
ble to attacks obtained from superclasses, highlighting the need
for model robustification across class hierarchy (our model). Ex-
amples of superclasses & leaves: (i) parent: equine, children:
horse, zebra, (ii) parent: car, children: freight car,
taxi, (iii) parent: bag, children: backpack, purse.

carnivore<—canine<fox). Thus, aligning an image
embedding toward mere text embeddings of base classes
compromises robustness because the adversarial samples
generated in such a setting focus by design on base classes
only. Including more general superclasses to obtain adver-
sarial samples leads to more general model robustification'.

To empirically support the above claim, for each adver-
sarially fine-tuned CLIP model [32, 38, 42], we generate
adversarial samples targeting the superclasses rather than
the base classes of original samples, thereby creating more
generic adversaries. Figure la shows that prior adversarial
fine-tuning methods, which were trained to robustify base
classes, have poor robustness classification on superclasses.
Thus, adversarial learning on the base classes fails to gen-
eralize the robustness to superclasses. Figure 1b shows that
adversarial samples generated at the superclass level can be
effectively transferred to attack base classes, resulting in a
considerable attack success rate, especially as the perturba-

The class hierarchy for ImageNet is publicly available—it follows
WordNet [33] hierarchy. An arbitrary class hierarchy can also be built
for a dataset’s label space with a single ChatGPT prompt within seconds.
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Figure 2. Understanding Hyperbolic Geometry. Fig. 2a: Trees can be embedded in the Poincaré ball with low distortion (~ 14-¢€) [37].
Thus, the distance between tree nodes Jr(u, v) is the analogue of the Riemannian distance d-(u, v) between hyperbolic embeddings. The
norm of the vector measured in the Poincaré ball is a proxy to the hierarchical level of a node in the tree (Fig. 2b) (we use “reciprocal”: L
is the root level and O is the leaves). For the visual brach of CLIP, we have images with base class labels only. Thus, hyperbolic average
(HypAvg) produces more generic embeddings from the more specific embeddings (closer to the center than children), e.g., from wolf
1, wolf 2, wolf 3 it produces wolf, and from wolf, dog it produces canine. To produce a robust adversarial sample used for
robustification, we compute dx (added to a sample) that makes nodes on the red path move across the decision boundary towards other
categories (e.g., blue path). Fig. 2b: The £ norm of features (e.g., text 1(-)) controls the embedding level, e.g., || (tL) 2> |0 (t57") |2
(red vs. blue arrow) has order 0 < /< [+1 < L in the Poincaré ball. Fig. 2c: Hyperbolic vs. Euclidean classifier’s limit on viable margin size
w.r.t. the /5 norm of features (7). Our hyperbolic classifier can separate embeddings by an infinite margin (blue solid curve) when norm
n—1/+/r for curvature r. The Euclidean model (dashed black) has finite margin. Several levels of hierarchy produce several margin sizes
in (0, 00) to cover several levels of generalization, producing more general adversarial perturbation § x compared to the Euclidean model.

tion radius increases. This vulnerability to superclass adver-
saries shows that prior methods lose robustness due to the
base classes usage only. We point out the benefit of achiev-
ing hierarchical robustness on image-text modalities by ex-
ploring the richness of hierarchical decision boundaries.

To avoid the fixation on base categories, and achieve hi-
erarchically adversarially robust image-text modality align-
ment, we propose a novel framework based on hyperbolic
embeddings [48] of image/category hierarchies.

Figure 2a shows we encode children & their parent labels
across all levels of hierarchy. Text prompt embeddings of
children labels are encouraged to lie closer to the Poincaré
boundary, whereas text prompt embeddings of parent labels
are encouraged to lie closer to the Poincaré ball origin.

Thus, embeddings of superclasses at level [+1 are aligned
with the hyperbolic average of embeddings of images of a
given class at level [ in the mini-batch (I = 0: leaves, L:
root). The hyperbolic average has the known property that
from two/more children vectors, it yields a lower {5 norm
compared to children’s norms. Thus, the hyperbolic average
produces more general concepts (at level /41 closer to the
root) from more specific concepts (at level /) as the value of
the norm controls the node depth (Fig. 2b).

Moreover, Figure 2c¢ shows that the hyperbolic classi-
fier enjoys the limit on viable margin size growing expo-
nentially (unlike the Euclidean classifier) to infinity (larger
separation) with norm 7 (depth) growing toward tree leaves.
Thus, we employ several hierarchical levels of classifier to
reformulate traditional sample-wise adversarial fine-tuning
into its hierarchical counterpart, capturing rich adversarial
information from hierarchical decision boundaries across
several levels of generalization due to varying margin sizes.

Our core contributions are listed below:

i. Unlike standard adversarial fine-tuning that aligns im-
age and text embeddings under flat class structure, we
cast adversarial fine-tuning as a hierarchical scheme that
exploits rich hierarchical decision boundaries from child
and parent categories that realize several varying margin
sizes due to our hyperbolic design. This leads to more
general adversarial perturbations for robustification com-
pared to the Euclidean model. We also demonstrate the-
oretically what is the limit on viable margin size.

ii. We analyze adversaries against superclass classification
across varying perturbation radii. Our observations re-
veal that as the adversarial learning fixates on the base
classes, it fails to generalize robustness to superclasses.
Thus, we propose to leverage the hyperbolic embedding
to exploit class hierarchies and image hierarchies. We
propose mechanisms to deploy image and text embed-
dings meaningfully across several hierarchical levels.

iii. We show on 15 datasets that our method outperforms
previous methods. We also explore adversarially robust
image-text retrieval, captioning, and medical tasks.

2. Background

Related works. Adversarial training enhances the model’s
robustness against attacks by integrating adversaries into
training [8—13, 31, 44]. As adversarial training of large
VLMs is costly [36], adversarial fine-tuning [17, 19-21,
32, 38] is a better alternative. Mao et al. [32] employed
text-guided contrastive learning for adversarial image-text
embedding matching. Wang et al. [42] included feature-
level regularization. Schlarmann ef al. [38] developed an
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unsupervised robust learning framework for downstream
tasks. Li et al. [29] used one prompt word to boost robust-
ness. However, these existing methods overlook the benefit
of more generalized adversaries from hierarchical decision
boundaries. See Appendix P for more related works.

Adversarial fine-tuning of VLM. CLIP [36] uses image
and text encoders parameterized by Ox and 7. It aligns vi-
sual and text embeddings in a shared feature space. The im-
age and text encoders, f: X —R? and g: 7— R<, map input
images x € X and input texts t € 7 to d-dimensional fea-
ture embeddings. By encoding image-text pairs (x,t) into
a shared feature space, CLIP facilitates alignment between
the two modalities. The probability p.(x) that an image x
belongs to the base category of c€ {1, ..., C} is defined as:

exp [cos (f(x), g(tc)) ]
S5 exp [cos (f(x), g(ter)) ]

where exp(-) and cos(-) are the exponential function and
the cosine similarity. Tokenizer h(-) produces tokenized
text embedding, t.= h(“[Context] [CLASS.]1”), e.g.,
“This is a photo of a [CLASS.|” which is passed
via the text encoder g(-) to produce a text embedding serv-
ing as a text reference for class c. Let p = [p1,...,pc] '€
[0,1]. To enhance zero-shot robustness, standard adver-
sarial fine-tuning (TeCoA [32]) can be applied to CLIP’s
image-text pairs (x, ¢) from the dataset D as follows:

Pe(x) = ) ey

I%in Ex,~p | max  Lee(p(x+0x),y(0)|, )

X lldxl oo <ex

where the perturbation dx is added to the image x to pro-
duce the adversarial sample X=x -+ dx within an £,-norm
ball of radius ex. The target class c is represented by a one-
hot vector y(c) = [1(c = 1),...,1(c = C)]" € {0,1}¢.
The inner maximization generates adversaries while the
outer minimization reduces the empirical risk over adver-
saries. The adversary generation consists of perturbing vi-
sual inputs by maximizing the Cross-Entropy (CE) loss Lcg
via iterative Projected Gradient Descent (PGD) [31]:

>‘<““’:HB<X,EX>{&<”+aX-sgn [V Lee(pE?), y(c))H ¥6)

where sgn(-) is the sign function, and ax is the PGD step
size. The projection operator Iy, ) constraints the per-
turbed input to the /,-norm hyperball of radius ex centered
at x. Adversarial initialization uses random perturbation:
£ ~ x 4 0.001 - N'(0,T). The final adversarial sample
% = %("™) is obtained after m iterations.

Poincaré ball model. Hyperbolic space is a complete and
connected Riemannian manifold with constant negative sec-
tional curvature [3]. We employ the Poincaré ball model
D! = {p eR? || |3 < 1}, where 1 > 0 is the radius

T
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Figure 3. Our pipeline. Text & image CLIP encoders are used.
For text, we look up each class in a hierarchical tree (e.g., World-
Net for ImageNet) and extract the path from the leaf category to
the root, e.g., animal<—mammal<—canine<—wolf. For each cate-
gory level, we form one text prompt and encode it with CLIP. The
exponential map elevates embeddings from the Euclidean space
into the hyperbolic space (Poincaré ball). HypAvg is hyperbolic
averaging that generalizes specific embeddings (e.g., wolf 1, wolf
2, wolf 3) into a more generic parent embedding of wolf. Using the
Riemannian distance, the text and visual “wolf” paths are aligned
by a classifier while pushed away from other paths. Adversarial
perturbations d7 and § x are obtained on such a hierarchical clas-
sifier by the PGD [31] for the robust model fine-tuning.
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of the ball, and || - ||2 is the 2-norm. The Poincaré ball is
endowed with a Riemannian metric gp(¢) = M‘W JE»

where ¢ € D? and gg is the canonical Euclidean metric.

3. Proposed Method

Below, we introduce our adversarial fine-tuning for zero-
shot hierarchically adversarially robust VLMs. Figure 3
shows our pipeline. Appendix A contains additional details.

Hyperbolic Embedding. We represent the hierarchical
structure inherent to each image-text pair by the Poincaré
ball model to embed class hierarchy. Levels 1 <[ < L in-
dicate superclasses while [ =0 are base classes for the total
depth L. The tokenized text of the base class or superclass
cris tL=h(*“[Context] [SUPERCLASS.]”) where h(-)
is a tokenizer. There exist C; classes at level [. For Ima-
geNet, we use the WordNet [33] class hierarchy by extract-
ing hypernyms of synsets as superclasses. In the absence
of predefined hierarchical taxonomies in other datasets, we
generate superclasses via ChatGPT-4o0 [34]. We prompt
LLM (takes few seconds) to get contextually appropriate su-
perclasses for each base class, followed by manual reviews
to ensure semantic quality. See Appendix C for details.

To facilitate operations within hyperbolic space, we es-
tablish a bi-directional mapping between the Euclidean
space R? (CLIP embeddings) and the hyperbolic space D¢.
The exponential map in Definition | embeds Euclidean vec-
tors into hyperbolic space (the log map is the inverse).

Definition 1 (Exponential & Logarithmic Maps). The ex-
ponential map exp’,(+) is a function from T,D* =R9 to D?:

exp,(v) =u® [tanh (@

" v
5 V) e @
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where @ is the (differentiable) Mobius addition, and X}, de-
notes the conformal factor for distance scaling. The (in-
verse) logarithmic map logy,(+) establishes an inverse pro-
jection from D< to T,D? = RY, which is defined as:

_ —udv
tanh ™! (V7 |-u @ v,
( )|| ud v,y

1 5

ogy(v)= \/ N .(5)
The distance between vectors in the hyperbolic space is

measured by the Riemannian distance in Definition 2.

Definition 2 (Riemannian distance). For two points in the
Poincaré ball u,v € ID)f, their Riemannian distance in-
duced by the Riemannian metric gp(-) is defined as:

LWl —uev)a). (6

% tanh™
Encoding and Projection. Let f(x) and g(t.) denote
“clean” image and text features obtained from vision and
text encoders of CLIP. Let (x+dx,t.+d7) be an image-
text pair with perturbations é x and d to optimize.

Firstly, clean or adversarial image/text embeddings are
projected into the Poincaré ball D¢ by the exponential map
expg(+), with projection applied for the numerical stability:

1-8) 7=

dr(u,v) =

if [|z[ls <

z
(1- Qiﬁﬁznz else

where & > 0 prevents the projected vectors from “touching”
the Poincaré ball’s boundary. Let the image-text embed-
dings in the Poincaré ball be ¢(x+8 x ) =Proj (expp (f (x+

dx))) and ¢ (t.+87)=Proj (expj(g(te+07))).

Hierarchical Image-text Alignment. For superclass text
prompts, embeddings are obtained from text CLIP. How-
ever, images do not encompass an entire superclass (univer-
sal car template does not exist). Thus, we align a super-
class with hyperbolic average of image embeddings within
a mini-batch where the base classes share the same parent.
Hyperbolic Averaging (HypAvg) in the Poincaré coordi-
nates, based on the so-called Einstein midpoint, is given as:

Zm Yi 2z,
i=1 \p 147z

m 2z 2
R ]
+ =\ Vi rag ) |l

Lety;=1/+/1 — r|k;||% denote the Lorentz factor for each
point, k; = Hflﬁ and p=>_"" ~; and curvature r.
ill2

Proj(z) := » (D)

HypAvg({z:}iZ:) = (8

For samples of base category c in the set X, (e.g., formed
from mini-batch samples of base category c), one can ob-
tain HypAvg({¢(x) : x € X.}). Then one constructs im-
age embeddings for the corresponding higher-level super-
classes by applying hyperbolic averaging over the (aver-
age) embeddings at the lower-class level. This process is
performed recursively across all hierarchical levels. Thus,
for level [ = 0,..., L and category ¢ = 1,...,C}, we get

¢, =HypAvg({¢(x):x € X!}). By analogy, for adversar-

ial samples, X!, we get (}blc =HypAvg({¢(x):x€ 2?}})
Thus, we propose a Hierarchy-aware Negative Set Aug-
mentation (HNSA) integrating both the higher- and lower-
level superclasses into fine-tuning. The probability of sam-
ple being class c at level [ is:
1 l
pho P [—dr($ovt))] ©
W+ 5 exp [ —dy (8L w(tl) ]

/=1

where the scalar n! = Zké‘;ClHl exp [ — dr(qslmw(tﬁjl))] +
ché i1 €Xp [ (L, w(tﬁjl))] is an additional augmen-
tation with “negative” classes at levels [ —1 and [+ 1. Sets
K!'=! and K'=! contain classes at levels [ —1 and [ +1 that
do not share an edge with class c at level [.

We define p’ = [p},...,pk,]T € [0,1]" as the likeli-
hood vector, and rewrite the standard adversary generation
scheme from Eq. (2) into its hierarchical counterpart called
Hierarchy-preserving Image-Text Alignment (HITA):

L
Dﬂarﬂla}ie Zwl£CE{pl({x-l-(sx:XEXCZ},th—‘r(ST),y(c)}7
l6rl = <er 1=0 0

where w; = 1 — +——= is a weighting factor for each hierar-
chical level. Umversal adversarial samples for image and
text modalities are generated as X = x+dx and £ =t + 4.
To maintain the hierarchical integrity of text embeddings in
the hyperbolic space, we add a soft constraint controlled by
offset (gap > 0 to ensure that higher-level superclass norms
are smaller than those of lower-level superclasses:
L-1 C

;zse'—zzmax(o [ @) [, ~ | (&

1=0 c=1

M+ Geap ) - (1)

Individual Images and Intra-class Variability. To main-
tain the hierarchical integrity of individual image embed-
dings of a given class, they cannot be fully aligned with
the base class text prompt embedding as these individual
images still vary at fine-grained level (no annotations are
given). Thus, we firstly align hyperbolic image embedding
$(%) to be close to the base class text embedding 1 (t.):

Lyic = Zﬁce;eu r(d)(f(c)aw(fc)) — Cvic

where (yic > 0 is a radius of the text embedding. 236 is the
adversarial image set of the base category c. L. penalizes
image embeddings that fall outside the radius.

We maintain the hierarchical order of embeddings in the
hyperbolic space by encouraging each image embedding to
reside in the upper arc of its base class text embedding:

=3 max (0,[o (E) |, ~ [ 6(Re) |, + G ) (13)

R.EX,

o 312)

where (gqp > 0 controls the minimum upper arc radius.
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Table 1. Zero-shot clean accuracy (%). Adversarial fine-tuning is conducted on ImageNet, followed by evaluations across 15 datasets.

o ~ n: 5 2 ) &) s 5 S
) 3 < < g, 0 5 g a o [ < 2 2
s B B B8 S5 S5 8 X5 fa £ B3z O U =3 =%
Method = 2] o= o= Z) N0 = On == a D = % o= Oal Average

CLIP 2021 [36] 59.13 97.17 88.55 6229 57.68 52.07 83.84 8735 6560 40.05 3831 20.13 5226 87.08 82.01 64.90

TeCoA 2023 [32] 58.69 92.15 75.89 46.31 48.67 2659 4727 7942 4515 31.70 2532 1215 4723 7920 73.51 52.62
PMG-FT 2024 [42] 60.20 93.89 80.79 5192 5355 4049 6126 8291 5339 33.09 2429 1476 4847 84.00 7740 5736
FARE 2024 [38] 57.86 94.81 8545 60.75 54.05 4506 67.00 84.64 5872 3623 24.84 1623 4489 8542 79.13 59.67
AoS 2025[14] 60.58 96.83 86.70 61.98 5594 4642 69.53 8580 59.69 38.06 29.25 17.00 50.22 86.60 80.93 61.70
Ours 61.19 9646 86.50 62.77 5576 48.11 7031 85.63 60.32 38.25 3041 1739 5090 86.81 81.27 62.14
Ours (S5 trees) 61.86 97.18 87.13 62.87 56.29 4823 69.76 86.32 60.82 37.68 30.93 17.76 51.69 8695 81.85 62.49

Table 2. Zero-shot robust accuracy (%). Adversarial samples are generated by the PGD attack of 20 steps with the image-level perturbation
radius ex = 1/255. Adversarial fine-tuning is conducted on ImageNet, followed by robustness evaluations over 15 datasets.

g S 4 - E k= 5 v = 5 5
& - £ £ zZ. E. 3 g : a9 > < = 2
£3 B B, B S5 S5¢ & %5 Ly £ 5 b U S5 =g
Method =7 2] U= 0= 71 nO = O = A a7 = & O= Oal Average

CLIP 2021[36] 148 3850 1056 4.85 1.21 027 694 379 138 303 005 000 0.08 2204 14.00 7.21

TeCoA 2023 [32] 41.48 83.50 60.08 34.16 31.55 13.08 27.28 62.80 2880 2271 1658 588 26.81 69.18 59.80 3891
PMG-FT 2024 [42] 38.94 84.00 6227 3592 3107 16.74 31.10 63.07 3199 23.14 1494 6.06 26.10 7085 59.57 39.72
FARE 2024 [38] 29.80 84.40 65.03 38.98 2559 1744 32.05 56.70 29.88 24.05 10.15 430 2251 6940 58.63 37.93
AoS 2025[14] 47.27 86.10 67.69 4023 3246 2125 3442 67.80 35.88 2586 17.32 8.03 36.19 7370 6398  43.88
Ours 47.81 8697 6836 41.89 3353 20.88 3485 6796 36.60 2541 1749 858 3649 74.12 64.15 44.34
Ours (5 trees) 49.09 88.16 69.78 42.66 34.16 22.25 35.89 68.05 37.02 26.78 18.89 9.90 37.82 7499 6541  45.39

Theorem 1 (Margin size trends (Fig. 2c)). Following Def.
3, if n < 1/(2+/7) then m,. grows linearly as o(n) o n?:
the known approx. acosh(l+u) & v/2u holds for a(n) ~

Objective Function. We formalize our objective as:

L=L 4 Lo+ Ao (Lo + Lgnt) . (14)

where A\ and Ay are tunable factors. Unlike methods [32,
38, 42], we also optimize the text encoder projection layer
to enable better hierarchical alignment. In inference, we
use the same evaluation protocol with previous adversarial
fine-tuning approaches based on the image-text alignment.

Theoretical Analysis. The key to adversarial robustness of
our approach is that we obtain more general perturbations
d x and 47 against our hierarchical classifier which enjoys
several margins with size varying in (0, co)—which is not
achievable in the Euclidean model (see Fig. 2c).

Definition 3. SofiMax, exp [ —Ad,(¢,.) | /(D exp [ —
Ady(¢,%,) |), can be transformed into the log margin
_ mg,c’ =Xd.(¢,v,) + log ( Z exp [ —/\dr(¢,’(/)c/)])
' #c
—A mings . dr(h,.r) (15)

via —log(-). Here, min.x () holds approximately, i..,
temperature \ > 0 should be sufficiently large. Then, the
log margin m,. for the Riemannian distance is:

i )= 7 [acosh(1-va(n) 5) —acosh (1ol BC)(}I,@

where ||@||2 = ||¥.|l2 = n, Ve is the norm controlling level
in hierarchy for vision/text embeddings ¢ and 1. o(n) =

%. Be=1—cos(0.) & B =1—cos(0.) are comple-

ments of cosine of angles 0.= £ (¢, ,.) & 0 =L (P, ¥ ).

4rn? < 1. Then m&< ()~ % V2a(n) (vVBe —+/Be). For
the maximum angle separation ( cos(f.),cos(6.)) =(1,0)
we get (B¢, Ber) = (0, 1) yielding linear m.,(n) x % (V2)n.

When n— 1/+/7, a(n) — oo: the known approximation
acosh(14u) ~log(2u) for large u yields m&< ~ % log 7
which does not depend any more on the norm 1 but depends
onangles (0.,0.). For (B¢, Ber) — (0, 1) one gets m,. — oo.

In contrast, under d,_,o+(u,v)  ||u—v||2 (Euclidean

metric) and mg,.(n) = 2An? (,Bc/ —5(;) so for (Be, Ber) —
(0, 1) one gets mp,.(n) =2 n>

e ~
Discussion. Theorem | and Fig. 2c show that the max-

imum viable margin size in hyperbolic space ranges in
(0,00) w.rt. feature norm n — 1/y/r = 1 (unlike Eu-
clidean classifier’s range (0,1)). We deploy image/text
features in hyperbolic space by ordering them hierarchi-
cally from generic to specialized—norms of parents are
lower than norms of children. Thus, several levels of hi-
erarchy enjoy different limits on margin sizes, which are
known to control classifier generalization. As adversar-
ial perturbations d x and d7 encounter several margins
of different sizes during the projected gradient ascent,
they become more universal. It is easier to increase par-
ent classifier’s adversarial risk due to its smaller margin
size, which yields more universal perturbations due to
more universal parent’s label space. On children’s clas-
sifier the same perturbation becomes specialized, gain-
¥ing general-to-specialized robustification capability.
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Table 3. Average PGD-20 robust accuracy (%) over 15 datasets
across a range of perturbation radii during evaluation only.

PGD-20 Robust Accuracy
1/255  2/255 3/255 4/255

TeCoA [32] 3891 2543 1472 838
PMG-FT [42] 39.72 2338 12770 6.58
FARE [38] 37.93 2487 1337 7.74
AoS  [14] 43.88 26.70 15.83 9.51
Ours 4434 27.19 16.05 9.92

Method

Table 4. Average performance (%) using adversaries of varying ex
for both adversarial fine-tuning and robustness evaluations.

Radius ¢  Method Clean PGD CW AA

TeCoA [32] 49.10 26.86 26.07 25.33

PMG-FT [42] 50.72 2938 28.41 27.66

2/255 FARE [38] 51.09 28.55 27.79 27.18
AoS [14] 51.86 30.48 29.45 28.70

Ours 52.27 31.64 30.55 29.49

TeCoA [32] 4290 19.59 18.69 17.94

PMG-FT [42] 43.09 22.56 20.61 18.12

3/255 FARE [38] 4324 2230 20.85 18.32
AoS  [14] 4398 23.64 21.78 19.16

Ours 44.30 2457 22.60 19.98

TeCoA [32] 37.67 14.80 13.75 12.96

PMG-FT [42] 37.84 17.03 15.18 13.29

4/255 FARE [38] 37.95 1657 1421 1343
AoS  [14] 38.49 1838 1640 14.05

Ours 38.75 19.04 16.92 14.71

4. Experiments

Datasets. Following previous works [32, 42], we adversari-
ally fine-tune CLIP using the ImageNet training set [6]. We
then evaluate the fine-tuned CLIP model on the ImageNet
test set and an additional 14 zero-shot datasets spanning var-
ious image recognition tasks (details in Appendix B.1).

Implementation. Unless specified otherwise, we employ
CLIP [36] with the ViT-Base/32 architecture [22], consis-
tent with previous works [32, 42]. Superclasses are con-
structed using the ImageNet hierarchy up to depth L = 5
for both image and text modalities. When using hierarchi-
cal forests (e.g., 2-5 category trees), the loss function in Eq.
(14) is applied per tree, and resulting losses are added.
During training, we generate adversarial samples using
PGD [31] for images and texts of diverse abstraction levels,
performing 3 iterations under the /..-norm threat model.
For adversarial images, we set the perturbation radius and
step size to ex = ax = 1/255, unless noted otherwise. For
text-level perturbations, we set the maximum perturbation
radius to ex = 2 x 104 and the step size to ap = 1 x 1074,
During testing, in addition to natural performance, we eval-
uate our model against three strong white-box adversarial
attacks: PGD [31], CW [4], and Auto-Attack [5]. All evalu-
ations are conducted under adaptive attack schemes for fair-
ness. More implementation details are in Appendix B.2.
Benchmarking on 15 datasets. Tables | & 2 present a
comparison of our method with state-of-the-art adversarial

Table 5. Average performance (%) across different vision archi-
tectures of CLIP using the perturbation radius of ex = 1/255.

Architecture  Method Clean PGD CW AA
TeCoA [32] 52.62 3891 37.85 37.62

PMG-FT [42] 57.36 39.72 38.70 38.09

ViT-B FARE [38] 59.67 37.93 37.56 37.18
AoS [14] 61.70 43.88 4294 42.18

Ours 62.14 4434 43.58 42.72

TeCoA [32] 66.39 42.86 39.08 3843

PMG-FT [42] 67.11 43.64 39.56 38091

ViT-L FARE [38] 67.71 43.18 40.23 39.62
AoS [14] 68.41 4576 44.13 4349

Ours 68.38 46.40 44.97 44.25

TeCoA [32] 42.12 2845 27772 27.13

PMG-FT [42] 46.03 30.66 29.20 28.36

ResNet-50 FARE [38] 48.53 29.16 2841 27.83
AoS  [14] 49.60 3295 32.14 31.57

Ours 49.87 3329 3250 3198

fine-tuning techniques. Apart from ImageNet, we perform
zero-shot inference on 14 additional datasets, reporting ac-
curacy on both clean images and their adversaries generated
via 20-step PGD attacks. Our method consistently achieves
higher clean accuracy across all datasets, with an average
improvement of 2.5% over FARE [38], narrowing the gap
with standard CLIP (Table 1) as expected. While the stan-
dard CLIP has limited robustness (Table 2), our method en-
joys a mean gain of 6.4% over FARE in robustness. With 5
class tress, we also surpass recent AoS [14] by 1% and 1.5%
on clean/robust accuracies despite AoS uses 10x more im-
age and 50x text augmentations for subspaces.

Robustness across multiple attack intensities. Beyond
evaluations with adversaries of a small attack strength (ex =
1/255), we assess the zero-shot adversarial robustness un-
der larger perturbation radii (stronger attack intensities). Ta-
ble 3 shows that our method consistently outperforms other
approaches across a spectrum of attack intensities.

Fine-tuning with diverse perturbation radii. Unlike pre-
vious studies [32, 42] that focus on a small perturbation ra-
dius of ex = 1/255 during fine-tuning, we explore larger
{s-norm perturbation radii of ex = 2/255, 3/255, and
4/255. For fair comparisons, fine-tuned models are eval-
uated against adversaries generated with matching pertur-
bation levels. Table 4 shows that our method outperforms
prior approaches on both clean and adversarial samples un-
der fine-tuning with larger perturbation radii.

Robustness on different architectures. Below we experi-
ment with architectures other than CLIP with a ViT-B back-
bone, specifically ViT-L and ResNet-50. Table 5 shows
that our approach consistently surpasses previous adversar-
ial fine-tuning methods across 15 datasets with larger back-
bones yielding better clean and adv. robustness results.

Adversarial fine-tuning with parameter-efficient VPT.
Adversarial fine-tuning on all parameters of the image en-
coder is computationally costly. Thus, we employ Visual
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Table 6. Average performance (%) using adversaries of varying ex
for both fine-tuning and robustness evaluations with VPT.

Radius ¢  Method Clean PGD Cw AA
TeCoA [32] 51.00 32.27 31.11 30.26

PMG-FT [42] 52.64 33.09 32.10 30.83

1/255 FARE [38] 52.75 32.69 31.58 30.64
AoS  [14] 5443 3438 33.27 32.05

Ours 5470 3497 33.56 32.29

TeCoA [32] 42.61 18.12 16.88 15.39

PMG-FT [42] 42.11 19.26 17.68 1647

2/255 FARE [38] 42.81 18.98 17.46 16.35
AoS [14] 43.84 2047 18.60 17.29

Ours 44.13 20.65 18.49 17.54

TeCoA [32] 33.86 12.32 10.78 8.89

PMG-FT [42] 32.52 12.87 1136 9.38

3/255 FARE [38] 33.70 1247 1092 9.04
AoS [14] 35.13 13.79 1242 10.14

Ours 3538 1430 12.81 10.49

TeCoA [32] 26.78 11.04 9.87 7.19

PMG-FT [42] 2357 11.73 10.01 7.26

4/255 FARE [38] 26.17 1149 1032 7.53
AoS  [14] 2792 13.17 1150 8.87

Ours 28.40 13.54 1197 9.28

Table 7. Average robust accuracy (%) of diverse adversarial fine-
tuning methods against text-level and bi-level adversarial attacks.

Bi-Level Attacks

Text-Level Attacks

Method
BERT-Attack GBDA Co-Attack SGA
TeCoA [32] 36.22 34.97 25.87 25.14
PMG-FT [42] 37.25 36.73 26.95 26.76
FARE [38] 35.76 35.08 25.10 24.87
AoS [14] 40.83 40.37 30.24 29.51
Ours 41.78 41.55 31.76 31.13

Prompt Tuning (VPT) [26], a parameter-efficient strategy
that introduces a minimal number of learnable parame-
ters at the token embedding level. Table 6 shows that we
achieve superior zero-shot accuracy (clean/robust) using ro-
bust VPT models with various configurations, trained and
tested using the same perturbation radius for consistency.

Robustness to text-level and bi-level adv. attacks. Be-
low we include text- and bi-level adversarial attacks. We
report: (i) text-level adversarial attacks by BERT-Attack
[28], (i) Gradient-Based Distributional Attack (GBDA)
[25], (iii) bi-level adversarial attacks using Collaborative
Multimodal Adversarial Attack (Co-Attack) [46] and (iv)
Set-level Guidance Attack (SGA) [30]. Table 7 (robust ac-
curacy) shows that our method significantly boosts robust-
ness against competitors on text-level and bi-level attacks.

Extension to BLIP/CoCa. We extend our model to BLIP
[27], and CoCa [43] for vision-language understanding
tasks such as image-text retrieval and image captioning.
Following the settings from Appendix B.2, we report zero-
shot performance (clean and adversarial) from the Flickr30k
dataset [35] for image-text retrieval and the Nocaps dataset
[1] for image captioning. Table 8 shows that our method
has consistently best results across diverse tasks.

37648

Table 8. Extension to BLIP/CoCa evaluated on clean samples and
PGD-20 adversaries in image-text retrieval and image captioning.

Image-Text Retrieval Image Captioning

Architecture Method Clean Robust Clean Robust Clean Robust
TR TR IR IR CIDEr  CIDEr

TeCoA [32] 87.5 54.4 77.0 415 96.9 57.8

PMG-FT [42] 87.8 55.6 719 482 97.5 58.2

BLIP FARE [38] 88.2 55.9 78.4 49.0 98.1 58.7
Ours 90.8 57.9 80.2 514 101.0 62.5

Ours (2 trees) 90.9 58.3 80.4 51.9 101.4 63.0

TeCoA [32] 88.4 56.5 76.8 48.3 100.5 59.2

PMG-FT [42] 88.2 57.3 76.3 49.7 102.1 60.2

CoCa FARE [38] 89.5 57.0 71.5 49.8 101.8 60.5
Ours 91.9 59.4 79.6 52.6 105.4 63.8

Ours (2 trees) 92.3 60.2 79.8 53.5 105.7 64.6

Table 9. Extensions to the medical CLIP on clean and PGD-20
adversarial samples evaluated by the AUC score.

Method ChestXray14 CheXpert PadChest
Clean PGD Clean PGD Clean PGD
TeCoA [32] 0.674 0.526 0.857 0.685 0.602 0.483
PMG-FT [42] 0.692 0.538 0.850 0.688 0.619 0.495
FARE [38] 0.687 0.533 0.845 0.679 0.615 0.490
AoS [14] 0.718 0.572 0.883 0.719 0.643 0.531
Ours 0.727 0.563 0.874 0.716 0.637 0.554
Ours (2 trees) 0.730 0.571 0.876 0.724 0.639 0.562

Extension to Medical CLIP. Below we apply our method
to medical imaging, addressing adversarial vulnerabilities
in computer-aided diagnosis [49]. Following the experi-
mental protocols in Appendix B.2, we assess the zero-shot
adversarial robustness of chest X-rays with multi-label dis-
ease annotations. Table 9 shows our approach consistently
achieves superior AUC for clean samples and adversaries
across various radiology datasets. Even on the challenging
PadChest dataset, which includes a long-tail distribution of
192 diseases, our method exhibits notable robustness.

4.1. Analysis

Impact of loss components. We study: (i) Hierarchy-pre-
serving Image-Text Align-
ment (HITA) £’ from Eq.
(10), (ii) intra-class vicin-
ity alignment L, in Eq.
(12), and (iii) intra-class

Table 10. Ablation study of three
loss components in our method
for average clean and robust ac-
curacy (%) on 15 datasets.

HITA vic des Clean PGD AA

and label norm gap penal- 5262 3891 37.62
ties £IN8 & Llavel from Bq. 2 v 5927 42.08 40.59
gap £ap 3/ v 6235 43.67 42.18

(13) & (11). Table 10 re- 4 , v 6006 43.15 4154
ports the average zero-shot / v 7 6214 4434 4272

accuracy (clean and adver-
sarial) on 15 datasets. Our baseline (top row) is based
on TeCoA [32]. Incorporating hierarchy-level image-text
alignment boosts clean/robust accuracy due to rich hierar-
chical decision boundary. The vicinity/intra-class penalties
mitigate image embedding collapse on text embeddings.
The label norm gap promotes the hierarchical integrity.

Different negative set augmentation strategies. Recall



Table 11. Performance (%) of diverse negative set augmentations.

Negative Set Augmentation Strategy Clean PGD  AA

w/0 augmentation 60.88 43.16 4147
Lower-level superclasses 61.25 43.62 4193
Higher-level superclasses 61.70 43.83 42.05

Higher- & lower-level superclasses  62.14 44.34 42.72

Table 12. Performance (%) of diverse adversary generation strate-
gies for adv. fine-tuning with the average training time per epoch.

Adversary Generation Strategy Clean PGD AA  Time (min)
Leaf-level disruption only 60.25 41.59 40.23 70.1
Diverse hierarchical perturbations 61.37 4235 40.88 154.2

Universal hierarchical perturbation 62.14 44.34 42.72 732

Table 13. Performance (%) of LLMs for superclass generation.

LLM for Clean Image Attack Text Attack VLM Attack
Superclass Generation PGD AA  BERT-Attack GBDA CoAttack SGA
LLaMA-2 61.87 43.55 42.05 40.91 40.72 31.15 30.48
Claude-2 61.83 4379 4232 4135 41.11 31.60 30.86
ChatGPT-40 62.14 4434 42.72 41.78 41.55 31.76 3113

Table 14. Performance (%) of different BLIP adaptation strategies.

Image-Text Retrieval

Clean Robust Clean Robust Clean Robust

TR TR R IR CIDEr  CIDEr
FARE [38]  88.2 559 78.4 49.0 98.1 58.7
Ours 90.8 579 80.2 514 101.0 625

FARE [38]  82.1 49.7 73.8 45.2 93.2 54.3
Ours 85.9 554 78.6 49.8 98.3 58.9

Image Captioning

Strategy Method

Fine-Tuning Target VLMs

Replacing Image Encoder Only

that we design a hierarchy-aware negative augmentation
scheme in Eq. (9) based on the hyperbolic embeddings from
both higher- and lower-level superclasses. Table 11 ablates
different negative set augmentation strategies, and shows
that integrating superclasses at hierarchical levels up+below
the positive class works the best.

Different adversary generation strategies. Below we ex-

plore three adversary generation strategies:

¢ Leaf-level disruption only: Adversarial perturbations
target solely the base category classification.

¢ Diverse hierarchical perturbations: Perturbations are
crafted at each hierarchy level for all original samples.

* Universal hierarchical perturbation: A single pertur-
bation is applied universally across all hierarchy levels.
Table 12 reports zero-shot clean and robust accuracy with
the training time. The universal strategy offers a favorable
trade-off between robustness and computational efficiency.
During testing, all methods enjoy the same inference time.

Different LLMs in superclass generation. Recall that we
generate superclasses using ChatGPT-40 [34] in the absence
of predefined hierarchical taxonomies in datasets other than
ImageNet. Table 13 investigates superclass generation with
powerful LLMs (LLaMA-2 [41], Claude-2 [2]) and shows
that our method is robust to these diverse choices.

Fine-tuning target VLM vs. replacing image encoder.
We primarily fine-tune the target VLM (e.g., BLIP) instead
of replacing the image encoder as in FARE [38]. Table 14
compares such two settings. Our method enjoys better nat-

Table 15. Accuracy (%) of image-text adversaries in fine-tuning.

Adversary Generation Clean Image Attack Text Attack VLM Attack
During Fine-Tuning PGD AA BERT-Attack GBDA CoAttack SGA
Image Level Only 61.27 4342 41.83 40.53 40.28 30.85 30.19
Image and Text Levels 62.14 44.34 42.69 41.78 41.55 31.72 31.13

Table 16. (Auto-Attack) robust accuracy (%) w.r.t. different set-
tings. We also report the robust accuracy against adversarial im-
ages transferred between base class and superclass classification.

Base Class Superclass

Type

Clean Robust Transfer Clean Robust Transfer
Baseline (TeCoA) 52.62  37.62 46.58  61.80 47.20 55.27
Superclass Classification
at each level (Euclidean)
Hyperbolic Space
Modeling

5324  38.16 48.09 68.31  55.38 63.94

62.14  42.72 63.34  71.68 57.13 66.40

ural performance/adversarial robustness in all cases.

Image-text vs. image-only adversaries. As VLM is based
on image-text alignment, joint image-text adversaries carry
higher boundary risk [44] than image- or text-only adver-
saries [32, 47] so they can robustify the model better. The
image-level adv. generation uses PGD, while the text-level
generation relies on tokenized embedding to avoid discrete
optimization. We use the same adv. generation scheme with
other methods during testing. Table 15 shows fine-tuning on
image-level adversaries only also improves robustness.

Hyperbolic vs. Euclidean model. Next we analyze robust
accuracy in superclass classification. We assess adversarial
transferability between superclass and base-class. We also
introduce superclass classification in the Euclidean space by
averaging feature vectors: (vi,---,vy) = % >, vi. Ta-
ble 16 shows that standard adversarial fine-tuning focused
on base categories (Baseline) is low in superclass classifica-
tion. While the Euclidean superclass classification enhances
superclass robustness, it does not enhance base category ro-
bustness. In contrast, hierarchical modeling improves ro-
bustness in both base and superclasses.

Hyper-parameter study is in Appendix D. Weighting
mechanisms are studied in Appendix G. Base class repre-
sentations are studied in Appendix H. Robustness against
black-box multimodal adversaries is in Appendix I.

5. Conclusions

Motivated by our analysis of adversarial samples target-
ing superclasses, we have shown that the overemphasis on
the base categories lead to poorer adv. robustness in zero-
shot settings. Thus, we have leveraged hyperbolic geome-
try to capture class hierarchies. By making norms of par-
ent embeddings lower than norms of children embeddings,
we maintain the hierarchical integrity of embedding space.
These norms directly impact the margin sizes across hier-
archical levels, making each adversarial perturbation carry
general-to-specific attack capability to boost robustification.
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