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Abstract

Eye images captured from wearable devices such as head-
mounted displays (HMDs) contain identifiable biometric
cues, posing significant challenges for safe data sharing.
Existing eye anonymization techniques often degrade down-
stream performance, particularly gaze estimation while still
retaining iris-recognizable features. Although these meth-
ods aim to anonymize the iris, they introduce noticeable vi-
sual artifacts that reduce image fidelity. To address these
limitations, we propose PrivateEyes, a privacy-preserving
[framework that synthesizes anonymized yet gaze-consistent
eye images. Our approach employs a three-stage pipeline:
(1) a deep segmentation network that isolates semantic eye
regions and provides structural control signals for synthe-
sis, (2) a pose estimation network (PEN) trained on anatom-
ically accurate synthetic eye renders to infer precise eye
pose, and (3) a conditional diffusion model that recon-
structs realistic, anonymized eye images conditioned on
segmentation and pose. Extensive experiments across mul-
tiple benchmark datasets show that PrivateEyes achieves
superior gaze-estimation accuracy compared to state-of-
the-art anonymization baselines, improving performance
by over 10% while reducing iris-recognition accuracy by
~50%. Our method also produces higher-fidelity images
compared to other existing approaches. By enabling task-
preserving and privacy-secure sharing of eye images, Pri-
vateEyes supports responsible research and development in
AR/VR and other gaze-driven applications.

1. Introduction

Eye gaze serves as a crucial modality for foveated render-
ing [3, 21], gaze-driven interfaces, and immersive interac-
tions [5, 20] in wearable systems such as head-mounted dis-
plays (HMDs). As these applications scale, the demand for
large, diverse, and publicly shareable eye-image datasets
has become essential for training robust Al models. How-
ever, privacy concerns remain a major bottleneck, as eye
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images inherently encode rich biometric iris textures that
can uniquely identify individuals. This raises compliance
challenges under regulations such as General Data Protec-
tion Regulation (GDPR), which restrict the sharing of per-
sonally identifiable biometric data. While large-scale face
datasets have fueled rapid progress in facial analysis, eye-
related research continues to be hindered by the scarcity of
publicly shareable eye datasets due to privacy risks. This
directly impacts reproducibility and slows advancements in
gaze estimation, eye segmentation, and HMD-based inter-
action research.
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Figure 1. PrivateEyes: Our proposed approach (highlighted in
green) synthesizes a gaze-preserving eye image from an input eye
image while removing iris-specific identity information. In con-
trast, latest SOTA anonymization method (highlighted in red) de-
grade gaze accuracy while still retaining identifiable iris features.

Despite extensive research in facial anonymization [7,
14], anonymization of eye-region imagery remains signif-
icantly underexplored. Recent works in ocular privacy
adopt either geometry-based or appearance-based strate-
gies. Geometry-based methods such as the Rubber Sheet
Model (RSM) [6] replace the iris via polar coordinate warp-
ing, removing some identity cues but introducing boundary
artifacts and distorting geometric structures critical for gaze



inference. Appearance-based approaches such as Iris Style
Transfer (IST) [30] modify iris texture using neural style
transfer; however, these methods struggle to maintain pho-
torealism, illumination consistency, and accurate gaze ge-
ometry. As a result, they exhibit reduced fidelity and de-
grade performance on downstream eye-related tasks. More-
over, these methods typically rely on end-to-end frame-
works, which limits controllability and interpretability.

We address these challenges by introducing a gaze-
guided, diffusion-based anonymization framework specifi-
cally designed for safe data sharing in eye-tracking appli-
cations. We adopt a geometry-grounded modular pipeline
over an end-to-end generator to provide explicit control
over gaze interpretability and enable targeted improvements
without full retraining. A key component of our approach
is the Pose Estimation Network (PEN) that enables gaze-
aware conditioning during image synthesis. As illustrated
in Figure 1, our method synthesizes high-fidelity, gaze-
preserving eye images that obfuscate identity-revealing eye
information. We first segment key eye regions such as iris,
pupil, and sclera and estimate eye pose information us-
ing our Pose Estimation Network (PEN). We then employ
a diffusion-based ControlNet [34] conditioned on the seg-
mentation map and estimated pose to generate photorealis-
tic anonymized eye images. A major challenge in training
PEN lies in obtaining ground-truth eye pose for real eye im-
ages. To overcome this, we develop a two-stage synthetic
data pipeline: (1) an anatomically accurate 3D eye model
incorporating optical effects such as refraction, and (2) a
ray-traced rendering system that generates precise semantic
segmentations across a wide distribution of gaze directions.

Our proposed method effectively anonymizes eye im-
ages while preserving gaze-estimation accuracy enabling
safe data release for third-party research and model train-
ing. To further mitigate privacy risks associated with shar-
ing trained models such as training sample memorization
and membership inference [9, 12, 18], we emphasize the
release of anonymized images rather than model parame-
ters. By addressing the intersection of biometric privacy,
gaze fidelity, and task utility, our work contributes to re-
sponsible and ethical deployment of eye-tracking technolo-
gies. To the best of our knowledge, our framework is the
first diffusion-based model to enable large-scale generation
of gaze-preserving, anonymized eye data. In contrast to
geometry-based methods such as the Rubber Sheet Model
and neural style transfer approaches like IST, our method
synthesizes photorealistic, high-fidelity eye images suitable
for a wide range of downstream tasks. Our key contribu-
tions are as follows:

¢ Privacy-Compliant Gaze Data Sharing: We propose
PrivateEyes, a framework that anonymizes eye images by
removing biometric iris cues while preserving gaze infor-
mation.
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Anatomically Accurate 3D Eye Modeling: We design a
3D eye model and employ inverse ray tracing to generate
physically grounded gaze annotations, enabling accurate
and robust pose estimation.

Extensive Evaluation: We conduct comprehensive ex-
periments across 3 benchmark datasets, demonstrating
superior gaze preservation, strong privacy protection, and
improved image fidelity compared to existing methods.

2. Related Works

In this section, we review prior work on privacy concerns
in eye-tracking, eye-image anonymization, and diffusion-
based generative models.

2.1. Privacy Concerns in Eye-Tracking Data

Eye tracking is integral to AR/VR and HCI systems, but
gaze data encodes sensitive biometric, behavioral, and even
medical information. Prior studies show that users remain
concerned about misuse [19, 28], highlighting the need for
privacy-preserving methods that retain utility. Statistical ap-
proaches such as differential privacy [19, 28] provide pro-
tection at an aggregate level but are insufficient for image-
based tasks like gaze estimation or segmentation, where
per-image information must be preserved. A recent sur-
vey [5] emphasizes the lack of solutions that jointly main-
tain privacy and task performance which is directly ad-
dressed in this work. Complementary efforts generate syn-
thetic eye data for privacy-preserving training [4]; however,
our approach focuses on scenarios where real images must
be shared while maintaining downstream task fidelity.

2.2. Anonymization Techniques for Eye Images

Classical geometry-based approaches such as the Rubber
Sheet Model (RSM) [6] and its extensions [2] replace the
iris via polar unwrapping and re-projection, effectively re-
moving biometric identity but often producing boundary
distortions and inconsistent reflections. Appearance-based
methods like Iris Style Transfer (IST) [30] anonymize iris
texture through neural style transfer, yet frequently yield
color mismatches, texture artifacts, and blurred pupil-sclera
boundaries, which degrade photorealism and negatively im-
pact downstream performance. A benchmarking study [31]
quantitatively analyzes the privacy-utility trade-off of com-
mon iris obfuscation techniques and shows that naive per-
turbations such as RSM and IST significantly degrade gaze
and segmentation accuracy. Eskildsen et al. [10] propose a
standardized evaluation protocol for privacy and utility in
eye-image obfuscation; we adopt a similar methodology in
our benchmarking.

2.3. Image Diffusion Models

Diffusion models [16, 26, 27] have emerged as state-of-the-
art generative frameworks producing high-fidelity images



through iterative denoising. Conditional variants guided by
text [24, 25] or structural priors such as edges, depth, or seg-
mentation maps [17, 34] enable fine-grained control over
synthesis. In this work, we adopt ControlNet [34] to condi-
tion diffusion on both eye segmentation and gaze direction,
enabling identity-free yet gaze-consistent synthesis. This
demonstrates the potential of diffusion-based models for
privacy-preserving eye-image generation with strong sup-
port for downstream computer vision tasks.

3. Methodology

In this section, we detail PrivateEyes, a privacy-preserving
generative pipeline that synthesizes identity-free, gaze-
consistent eye images to facilitate data sharing.

3.1. Eye Segmenter

We adopt the GhostNet architecture [13] to segment the in-
put eye image into three regions: iris, pupil, and sclera. El-
lipse parameters for the iris and pupil are then estimated and
passed to the Eye Pose Estimator (details in Section 3.2).
The segmentation map also serves as a structural guide for
the ControlEye module.

3.2. Eye Pose Estimator

ControlEye can generate anonymized images using only the
semantic segmentations from the Eye Segmenter as the con-
trol image. However, the 2D segmentations alone are insuf-
ficient to effectively retain the 3D optical and pose informa-
tion of the eye during generation. Hence, we feed the 3D
pose information of the eye to the controlEye as an addi-
tional gaze control to retain the 3D information of the eye.
However, estimating the 3D eye pose from real captured eye
data is challenging. Hence, we generate synthetic eye data
that closely mimics the real eye using ray tracing and train a
model to estimate the 3D eye pose from the semantic mask.
This trained model is used on real data captures to estimate
the eye pose information.

3.2.1. Anatomically Accurate 3D Eye Model

To generate the synthetic eye data, we base our eye model
on the work of Aguirre [1], as it closely matches the struc-
ture of the real human eye. We implement a simplified and
computationally efficient version of the model by represent-
ing the aperture stop as circular and omitting the crystalline
lens, still accurately capturing anatomical and biometric pa-
rameters without compromising the anatomical accuracy.
The cornea is modeled following the “canonical represen-
tation” established by Navarro et al. [22]. This anatomical
modeling allows us to represent individual variations in oc-
ular geometry effectively.

3.2.2. Eye Model simulation with Backward Ray Tracing

We employ a backward ray-tracing technique that projects
the anatomical eye model onto a virtual camera’s imaging
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plane generating the synthetic eye data. This approach al-
lows us to trace rays from the camera back to the modeled
eye surfaces, which are represented as quadric surfaces de-
fined by their optical and geometric properties.

Ray Propagation. The ray-tracing process starts by defin-
ing rays that originate from the camera sensor and propa-
gate backward through the optical system of the eye. We
can express the position of a ray in 3D space as:

R(t)=Ro+t-r (1
where Ry is the camera position, r is the ray direction vec-
tor, and ¢ is the distance along the ray.

Intersection with Quadric Surfaces. The eye surfaces, in-
cluding the cornea and lens, are modeled as quadric surfaces
defined by the equation:
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where (h, k,d) are the surface centers, and «a,b, ¢ are the
semi-axis lengths. To calculate the ray-surface intersec-
tions, we substitute the ray’s parametric equation (1) into
the quadric surface equation and solve for the distance, ¢ at
which the ray intersects the surfaces, as given below:
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Refraction at the Surface. When the ray intersects a re-
fractive surface, such as the cornea, we compute the re-
fracted ray direction r’ using the normal vector N and the
refractive indices n; and ns of the media, as:
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61,0, are angles of incidence and refraction, respectively.
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Image Formation. Our backward ray tracer iteratively
computes ray intersections and refractions until terminating
at the aperture stop or a non-refractive surface. The orig-
inating pixel is labeled with the final intersected structure
(e.g., eyeball, iris, pupil), enabling accurate simulation of
ocular optics and generation of eye structure images. This
approach produces 2D segmentation maps directly from 3D
geometry, without appearance modeling or shading. The re-
sulting images are purely structural, like manually labeled
masks shown in Figure 2. This step is computationally op-
timized, taking < 150ms/image. The rendered structural
images are then used to estimate the pupil and iris ellipse
parameters, which serve as input to the next pipeline stage.
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Figure 2. Proposed Method. The pipeline consists of three key modules: 1) Eye Segmenter: Utilizes a GhostNet backbone to segment
the eye into pupil, iris, and sclera regions. 2) Eye Pose Estimator: Constructs an anatomically accurate 3D eye model [1] and applies
backward ray tracing to generate images with varying continuous eye poses. Ellipse features extracted from these images are fed into an
PEN to predict different eye poses, forming the training step. 3) ControlEye: During inference, ellipse parameters are estimated from the
segmented image to generate an eye pose embedding. This embedding is then processed by a CLIP encoder to obtain a control vector,
which is used by a fine-tuned ControlNet [34] to synthesize a realistic eye image that preserves gaze while anonymizing identity.

3.2.3. Eye Pose Estimation via Neural Inversion

In this section, we present a method for estimating eye pose
by combining ray tracing and neural networks. Based on
the ray tracing method and the eye model described earlier,
the 3D pose of the eye model (rotational angles and posi-
tions) are randomly set using a eye parameter randomizer to
construct a segmentation map of the eye features. This seg-
mentation map is then used to estimate the pupil and iris el-
lipses. Leveraging our approach, we generate a large-scale
dataset of 6 million synthetic eye images with rich geomet-
ric and pose variations, along with ellipse annotations. This
dataset enables the training of our Pose Estimation Network
(PEN), which learns to invert ray tracing and infer 3D eye
pose from the iris and pupil ellipse information, crucial for
gaze-preserving anonymization.

We employ the PEN, a multi-layer perceptron, to map
2D eye features in the image space to the 3D pose of the
eye with respect to the camera. This mapping is given by:

pose = PEN(feye op)

where feye 20 = (€pupil, €iris) represents the input features
derived from the pupil and iris ellipses. Each ellipse is pa-
rameterized as e = {cz, ¢y, Gmajor; @minor, 0}, Where (¢, ¢y)
are the ellipse center coordinates, amajor and Aminor are the
lengths of the major and minor axes, and 6 is the orientation
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of the major axis. The output of the PEN is the 3D pose of
the eye, represented as:

pose = (Tazia Tele, Ttory bas Ly, d, Tpupil)

Here, (T4, Tele, Ttor) are the azimuthal, elevational, and
torsional rotation angles, respectively. (t,t,,d), are the
horizontal, vertical, and depth positions of the eye relative
to the camera and 7y is the radius of the pupil.

Once trained on synthetic data, the PEN is applied to real
eye images, providing 3D pose estimates improving gaze-
preserving anonymized image generation.

3.3. ControlEye

ControlEye is built on ControlNet [34], leveraging eye-
specific control signals - segmentation maps and gaze pose
parameters to guide diffusion-based synthesis while ensur-
ing gaze retention. Our control signal is identity-free by
design (see Figure 2). The segmentation map from Sec-
tion 3.1 provides spatial constraints, while a control term C
enriches the generation with gaze intent. This term com-
bines eye pose embeddings from our Eye Pose Estimator
with high-level descriptors (e.g., eye type), processed via
a CLIP [33] text encoder and injected into the Stable Dif-
fusion (SD) blocks. Following ControlNet, feature modu-
lation is applied across 12 trainable U-Net encoder blocks



and one middle block, spanning four resolutions (64 x 64,
32 x 32,16 x 16, 8 x 8), each with three sub-blocks. These
outputs are merged with their decoder counterparts via zero
convolutions and skip connections.

We further introduce a 3D gaze-alignment constraint, en-
coded using CLIP and injected as a text-conditioning signal,
to enforce consistency between the generated gaze direction
and the original input. The denoising function is modified
to include the control term C, as:

&)

Here, z; is the noisy input at timestep ¢, y is the text
condition, z ~ A (0, ) is Gaussian noise, and 3; controls
the variance schedule.

The corresponding training loss ensures gaze fidelity
while allowing identity removal through texture variation:

w1 =2 — €g(x4,t,y,C) + \/Prz

- Ezg,C,t,e “6 - Ee(xta t, Y, C)P] (6)

['ControlEye

where ¢ is the sampled noise, and €y is the model’s pre-
diction. This formulation ensures privacy-preserving yet
gaze-consistent image generation.

3.4. Handling Corneal Reflections (Glints)

Corneal reflections (glints) serve as important photometric
cues in many eye-tracking pipelines, particularly for model-
based gaze estimators. To ensure compatibility with such
systems, we first inpaint glints using off-the-shelf inpaint-
ing methods during pre-processing and feed the glint-free
images to our diffusion model. After synthesis, the removed
glints are reintroduced to preserve gaze-relevant illumina-
tion cues. Figure 3 illustrates the glint extraction and rein-
sertion process.

Original Image
(with Binary Mask)

Original Image
(with Glints In-painted)

Generated Image (Ours)
(without Glints)

Generated Image (Ours)
(with Glints Blended)

Figure 3. Overview of the glint-handling pipeline: (A) Input eye
image, (B) Glint inpainted image, (C) Glint-free generated image
by our method, and (D) Final output with blended glints.

4. Experiments

This section provides the experimental setup, datasets, pre-
processing steps, and implementation details.

4.1. Benchmark Datasets

We evaluate our method on three widely used real-world
eye-tracking datasets: OpenEDS2019 [11], EV-Eye [36],
and LPW [29]. These datasets provide high-quality infrared
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(IR) eye imagery suitable for assessing both gaze estimation
and iris recognition. Although OpenEDS2020 was consid-
ered, it is no longer publicly accessible'.

OpenEDS2019 [11] consists of 12,759 IR images col-
lected from 152 subjects using a VR headset with dual
eye cameras, along with pixel-level semantic labels. Fol-
lowing prior work, we use 110 subjects for training and
42 for testing. Images are cropped to 400 x 400 for all
experiments. For iris recognition and image-quality eval-
uation, iris regions are further cropped to 180 x 180.
EV-Eye [36] contains over 2 million IR eye images from
48 subjects across multiple sessions, capturing broad gaze
and appearance variability. We adopt the official split of
30 subjects for training and 18 for testing. Images are
resized to 256 x 256, and iris patches are cropped to 90 X
90 for recognition and fidelity evaluations.

LPW [29] (Labelled Pupils in the Wild) provides
over 130,000 in-the-wild eye images from 22 subjects
recorded with a head-mounted tracker. It includes diverse
lighting, motion, and gaze variations. Excluding 2 sub-
jects wearing glasses, we use 12 subjects for training and
8 for testing. Images are cropped to 480 x 480, and iris
regions to 300 x 300 for evaluation consistency.

L]

4.2. Implementation Details

Training and Inference Settings. The diffusion model is
implemented in PyTorch and trained on an NVIDIA Tesla
V100 GPU (32 GB). It is optimized with a learning rate of
10~* and a batch size of 4. We adopt the DDPM [16] sched-
uler using a linear noise schedule from 1 x 1074 to 2x 10~2.
The number of diffusion steps is set to Ty = 1000 dur-
ing training and reduced to 20 at inference for faster sam-
pling. A guidance scale of 3.0 is used, chosen based on
ablation studies (details in the supplementary material).
ControlNet [34] is integrated into the Stable Diffusion U-
Net via zero-convolution layers for conditional modulation.
For consistency across experiments, we use fixed CLIP-
encoded text prompts. For ray-traced synthetic data gen-
eration, we set the intrinsic parameters of the virtual cam-
era to closely approximate the camera parameters for each
dataset.

Baseline Methods. We evaluate PrivateEyes against exist-
ing anonymization methods that operates on the eye region.
Rubber Sheet Model (RSM) [6] uses geometric warping to
replace iris textures while preserving gaze, but often intro-
duces boundary artifacts and illumination inconsistencies.
Iris Style Transfer (IST) [30] applies neural style transfer
to anonymize iris appearance while retaining geometry, yet
can cause structural distortions. Conventional approach like
Blur and Downsample [23] methods obscure identity but
substantially degrade gaze accuracy and image quality.

!'As confirmed by the dataset authors.
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Figure 4. Image Quality. Qualitative comparison of anonymized eye images across multiple evaluation datasets. From top to bottom:
Control input image, Original image, and baseline methods (a) Downsampling with Gaussian blur [23], (b) Iris Style Transfer [30], (c)
Rubber Sheet Model [6], and (d) PrivateEyes (Ours). Zoom in for improved visibility.

Metrics. To evaluate image quality, we use standard met-
rics: Fréchet Inception Distance (FID) [15], Kernel Incep-
tion Distance (KID) [32], and Learned Perceptual Image
Patch Similarity (LPIPS) [35]. Task utility is assessed via
gaze estimation error (angular deviation in °) and eye-region
segmentation (mean Intersection-over-Union, mloU). Iden-
tity preservation is measured using iris recognition accuracy
(%), reflecting the degree of anonymization.

Gaze Ground-Truth Generation and Metric. We gen-
erate the ground-truth gaze data using the geometric-based
Dierkes model [8], which estimates gaze vectors by lever-
aging key eye parameters including the eyeball center, pupil
center, and eyeball rotation. We evaluate the accuracy of our
method using the standard angular error metric, which mea-
sures the deviation between the predicted, y, and ground-
truth gaze vectors, x.

iL’Ty
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Gaze Error(z,y) = cos™

Iris Recognition and Identity Obfuscation. To assess
identity obfuscation, we implement an iris recognition
model using a classification-based approach, where each
user’s iris pattern is mapped to a unique class. We use
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GhostNet [13] as the backbone for its efficient feature ex-
traction, enabling lightweight yet high-performing biomet-
ric identification. We preprocess eye images by automati-
cally segmenting and cropping the iris region to minimize
background noise. This ensures that the model focuses on
discriminative iris features, improving recognition accuracy
while isolating identity-relevant patterns.

5. Results

This section presents both qualitative and quantitative eval-
uation results across multiple benchmark datasets, compar-
ing PrivateEyes with existing state-of-the-art anonymiza-
tion methods. We also perform detailed ablations on dif-
ferent aspects that are relevant to our work.

5.1. Qualitative and Quantitative Evaluations

Quantitative Results. Effective privacy-preserving gaze
tracking requires maintaining a balance between strong
anonymization (low iris recognition accuracy) and high
task utility (low gaze error). Table | quantitatively evalu-
ates this trade-off across various perturbation-based base-
lines, demonstrating that PrivateEyes achieves superior
gaze preservation while effectively suppressing identity in-
formation. Our method surpasses baselines on EV-Eye for



Method OpenEDS [11] EV-Eye [36] LPW [29]
Gaze Error  Iris Recog.  Iris Recog. Gaze Error  Iris Recog.  Iris Recog.  Gaze Error  Iris Recog.  Iris Recog.
14 (©) 1%L (F)1%]L 14 O 1%L (A% 1L (O %L (F)1%L
Gaussian Blur (o = 11) 388+60 4724288 99.1£02 401+56 71.0+169 993+£1.1 3.01£39 988+27 999402
Gaussian Gray Noise (o = 21) 623 4+80 46.1+309 99.8+02 4124+54 8124217 998+08 274+36 951+13.8 99.7+04
Spatial Downsample (scale = 8) 786 +87 5784225 998+06 755486 959+242 995+£03 3.19+£39 995+13.1 100+£0.1
Gaussian Blur + Gaussian Gray Noise 791 +£86 277+271 994+£06 485+60 637141 995£16 252£34 89.0+£245 99.7+02
Gaussian Blur + Spatial Downsample [23] 7774+85 3894259 998+16 744482 8544251 99.6£17 311£39 99.1£30 995409
Gaussian Gray Noise + Spatial Downsample 12.60 & 11.7 13.1 £ 11.5 999427 1375+ 123 93.0+£234 989422 376+43 541£364 99.1+13
All Combined 1342+£12.1 114£106 99.1+45 1441 £122 68.1+£253 989+22 386+45 536+371 992+1.1
Iris Style Transfer [30] 7.65+82 7814176 905+ 143 48+£6.1 90.0 £19.8 963 +12.1 191 +2.59 81.1+238 975+£85
Rubber Sheet [6] 5.69 +74 38.6+£20 8704142 352462 6904168 899+ 13.6 2.62+376 794+254 956+7.1
PrivateEyes (Ours w/o PEN) 4944+65 161+151 1444141 333436 183+144 168+ 155 327+31 198+165 17.2+13.5
PrivateEyes (Ours w/ PEN) 4434+62 165+152 1421143 289+34 17.7+142 167 +151 251£30 181+£159 173+£14.2

Table 1. Image Utility. Quantitative comparison of our method against existing eye-anonymization baselines on the OpenEDS [11],
EV-Eye [36], and LPW [29] datasets. PrivateEyes achieves substantially lower gaze-estimation error while also reducing iris-recognition
accuracy (indicating stronger anonymization), demonstrating superior task utility across all benchmarks. Note that the gaze evaluation
is performed on full eye images, whereas iris-recognition accuracy is computed on both cropped (represented in C') and full iris regions
(represented in F'). Best results are shown in bold, and second-best results are underlined.

Method OpenEDS [11] EV-Eye [36] LPW [29]
FID| KID| LPIPS| FID| KID| LPIPS| FID| KID|] LPIPS |

Gaussian Blur (o = 11) 102.11 0.117 0273 5451 0.058 0.156 52.83 0.028 0.153
Gaussian Gray Noise (o = 21) 130.81 0.157 0291 157.20 0.207 0.261 138.54 0.124  0.335
Spatial Downsample (scale = 8) 176.80 0.232 0371 15403 0.182 0257 5480 0.032 0.138
Gaussian Blur + Gaussian Gray Noise 15335 0.193  0.333 18098 0.247  0.290 143.10 0.126  0.351
Gaussian Blur + Spatial Downsample [23] 18439 0.243 0346 149.16 0.176 0.249  62.86 0.038 0.152
Gaussian Gray Noise + Spatial Downsample 21247 0.292 0459 15520 0.183  0.321 10449 0.078  0.295
All Combined 212.14 0.291 0458 15096 0.178 0.324 101.67 0.077 0.294
Iris Style Transfer [30] 86.01 0.095 0.181 6091 0.065 0125 8992 0.066 0203
Rubber Sheet [6] 91.90 0.109 0171 69.53 0.074 0.145 9845 0.068 0.220
PrivateEyes (Ours w/o PEN) 68.11 0.085 0292 4393 0.037 0311 10578 0.075 0.321
PrivateEyes (Ours w/ PEN) 69.25 0.083 0272 4298 0.034 0314 103.31 0.076 0.323

Table 2. Image Quality. Evaluation of proposed method against existing eye anonymization baselines on the OpenEDS [11], EV-Eye [36],
and LPW [29] datasets. For fair comparison, all metrics are computed on cropped iris regions only. Best numbers are highighted in bold

while second-best are underlined.

gaze estimation and is on par on OpenEDS and LPW, while
for iris recognition it outperforms on EV-Eye and LPW and
is comparable on OpenEDS. Our method overall provides a
good balance between gaze accuracy and iris recognizabil-
ity. Table 2 further reports image quality metrics (FID, KID,
and LPIPS), confirming that our method produces highly
realistic and perceptually faithful anonymized eye images
that preserve gaze cues while concealing biometric details.
Although high-fidelity realism is not the primary objective,
our method consistently generates visually coherent images
suitable for downstream tasks outperforming all baseline
methods. It is worth noting that baselines methods operate
solely on the iris region, keeping the surrounding areas un-
changed, whereas our model synthesizes the entire eye im-
age. The results in Table 1 clearly indicate that our method
surpasses all baseline approaches in effectively obfuscating
user identity features, extending beyond iris regions.

Qualitative Results. Existing methods struggle to balance
privacy with visual realism and gaze fidelity. Figure 4 illus-
trates that baseline methods introduce noticeable artifacts,
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particularly around the pupil—iris boundary, leading to vi-
sually unrealistic results. Rubber Sheet Model (RSM) [6]
replaces iris textures through geometric warping, but of-
ten introduces severe boundary artifacts and gaze distor-
tion, limiting its photorealism. Iris Style Transfer (IST) [30]
anonymizes identity using neural style transfer, yet pro-
duces illumination inconsistencies, texture bleeding, and
shape deformation around the pupil-sclera boundary, lead-
ing to poor structural coherence. In contrast, our method
produces smooth boundaries and coherent structures that
better align with geometric eye models. Unlike existing
methods, our approach also anonymizes all surrounding oc-
ular structures, including eyelashes, eyebrows, and periocu-
lar skin yielding fully privacy-preserving eye imagery with-
out compromising visual realism.

5.2. Ablation Study

To further analyze the impact of different anonymization
techniques, we conduct an ablation study focusing on gaze
estimation and segmentation accuracy.



Center Error (in pixels)
@

o

-5

mmm OpenEDS 2 mmm OpenEDS 351 mmm OpenEDS
EvEye EvEye o] Ezs:e
§15 ‘ ‘ }%25 ‘ I
: :
Ew zzo
=5 :15
I A llllll
IEFERY] LIBEITEENE T L s A A AR
iiiliiliiliii 0 Dliiiiiiii
@\«{v@ & € v v o o o o0p v&xo - r S & e vov o o o e Vxexo -5 @\Q@@ & e v o g o s VXQ’XC
& &

N

Anonymization Methods

Anonymization Methods

Anonymization Methods

Figure 5. Geometric Parameter Errors. Comparison of evaluation metrics across baseline methods and datasets. Methods include: A
(Downsample), B (Gaussian Noise), C (Gaussian Blur), RSM [6], IST [30]. Error bars represent standard deviation across multiple images.

5.2.1. Effect of Eye Pose Embedding in Gaze Synthesis

We evaluate the effect of incorporating eye pose embedding
in gaze synthesis by comparing the gaze accuracy with and
without pose embedding, as shown in Table 1. The results
demonstrate that integrating pose embeddings into the Con-
trolEye module enhances model guidance, leading to more
precise gaze synthesis while preserving iris anonymization.

5.2.2. Segmentation Accuracy for Downstream Tasks

Figure 6 shows segmentation accuracy across various
methods for anonymization. The proposed approach
achieves segmentation performance comparable to conven-
tional techniques while preserving privacy.

s OpenEDS
EvEye
- LPW
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Figure 6. Segmentation Accuracy: Comparison of segmentation
accuracy across baseline methods on 3 datasets: OpenEDS [11],
EV-Eye [36], and LPW [29]. Methods include: A (Downsample),
B (Gaussian Noise), C (Gaussian Blur), RSM [6], IST [30]. Error
bars represent standard deviation across multiple images.

5.2.3. Geometric Parameter Errors

Figure 5 summarizes the quantitative errors in geometric
eye parameter estimation across three datasets. Our method,
PrivateEyes, achieves the lowest error rates in nearly all
metrics, outperforming both traditional augmentations and
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prior anonymization approaches. Baseline methods such
as gaussian blur, noise, and downsampling exhibit substan-
tial degradation in pupil localization and shape estimation,
with errors exceeding 8-12 px and angular deviations above
25° when combined. Iris Style Transfer [30] and Rub-
ber Sheet Model [6] methods also introduce geometric dis-
tortions, yielding angle errors up to 15.7° and 10.5°, re-
spectively. In contrast, our approach attains significantly
lower center errors (< 1 px) and minimal angular deviation
(=~ 5°), maintaining strong geometric consistency across all
datasets. These results demonstrate that PrivateEyes effec-
tively anonymizes ocular identity while preserving the fine-
grained geometry critical for gaze estimation.

6. Conclusion and Future Works

In this work, we introduce a gaze-preserving anonymiza-
tion framework that enables privacy-compliant eye image
data sharing without compromising user identity. Our
method anonymizes personally identifiable features across
the eye region while retaining critical gaze dynamics nec-
essary for accurate gaze tracking. By leveraging anatom-
ically grounded 3D eye modeling and diffusion-based im-
age synthesis guided by ControlNet, we generate realistic
anonymized eye images that effectively decouple biometric
identity from gaze. Comprehensive experiments show that
our approach outperforms baseline anonymization methods,
striking a strong balance between privacy preservation and
usability in downstream vision tasks. Additionally, the pro-
posed method facilitates secure data sharing in gaze-driven
systems, enabling ethical and privacy-aware dataset release
for applications in mixed reality, healthcare, and beyond.
Limitations. The quality of the generated eye images is
influenced by the control input, where extreme illumina-
tion conditions and gaze angles can adversely affect both
the segmentation guidance and the final output. Moreover,
the framework processes each frame independently with-
out enforcing temporal coherence across video sequences,
highlighting key directions for future work.
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