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Abstract

Facial image datasets have become essential resources for
various face analysis tasks, but their use raises significant
privacy concerns. To address this issue, face obfuscation
has emerged as a practical approach to hide identity from
humans while retaining cues decipherable by machines.
However, existing methods often leave exploitable visual
traces, making them vulnerable to reconstruction attacks
that restore hidden identity. To address this issue, we pro-
pose a frequency-domain manipulation framework, called
FreM, which adjusts frequency subbands differently to hide
identity, retain machine-decipherable cues, and improve ro-
bustness against reconstruction attacks. Specifically, the
proposed FreM first decomposes a facial image into fre-
quency subbands and applies subband-adaptive modula-
tion that regulates information according to the charac-
teristics of each subband. The modulation parameters are
then refined to yield the reliable obfuscated result. Exten-
sive experiments across multiple face analysis benchmarks
demonstrate that FreM achieves superior obfuscation qual-
ity and strong robustness against reconstruction attacks.
The source codes are available at https://github.
com/mcl jtkim/FreM

1. Introduction

Large-scale facial image datasets [12, 16, 24, 30, 33, 39,
41, 46, 58, 59] have been widely used in various face anal-
ysis tasks, such as face recognition [10, 21, 41], age es-
timation [25, 47], facial expression recognition [43, 56],
and attribute classification [42]. However, since facial
data inherently includes personally identifiable information,
the increasing accessibility of these datasets raises seri-
ous privacy concerns. In response, recent privacy regula-
tions [13, 48, 49] have emphasized the need for stronger
protection of personal identity, thereby motivating the de-
velopment of various privacy-enhancing techniques.
Among these techniques, face obfuscation [1, 20, 27—
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Figure 1. Comparison of obfuscated (top) and corresponding re-
constructed (bottom) images. The scores in parentheses indicate
feature similarities (ArcFace [10]) between the original and ob-
fuscated images. Existing methods [20, 51, 54] leave identity
cues that reconstruction models can exploit, whereas the proposed
FreM suppresses such cues effectively.

29, 37, 38, 40, 51, 54] has recently attracted significant at-
tention as it aims to conceal human-recognizable identity
while leaving the traces useful for machine analysis. How-
ever, existing approaches suffer from an inherent trade-off
between human indecipherability (HI) and machine deci-
pherability (MD): increasing HI typically degrades MD, and
vice versa. Although some methods [20, 51] mitigate this
trade-off, they remain vulnerable to reconstruction attacks
that can reveal obfuscated information, as illustrated in Fig-
ure 1. Since they mainly manipulate spatially adjacent pixel
values, these methods may inadvertently leave structural in-
formation that reconstruction attacks can exploit.

To overcome these limitations of spatial-domain opera-
tions, prior studies in other fields have often adopted the fre-
quency domain. As representative examples, robust image
watermarking techniques [3, 23, 26] exploit frequency rep-
resentations to conceal information in a perceptually imper-
ceptible but tamper-resistant manner. Inspired by this, we
perform face obfuscation by adaptively manipulating fre-
quency subbands according to their contributions to HI and
MD. As shown in Figure 1, this global processing improves
the robustness against reconstruction attacks.

Building upon this foundation, we propose a novel
frequency-domain manipulation framework, referred to as
FreM, for face obfuscation. Specifically, an input facial im-
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age is first transformed into the frequency domain via the

discrete cosine transform (DCT) in a block-wise manner.

The frequency components are manipulated using subband-

adaptive modulation and then converted back to the spatial

domain via inverse DCT (IDCT), producing an initial ob-
fuscated image. This image is iteratively refined by updat-
ing the modulation parameters based on the backpropagat-
ing refinement scheme [18] to balance HI and MD. Exten-
sive experiments across multiple face analysis benchmarks
demonstrate that the proposed FreM achieves superior ob-
fuscation quality and strong robustness against reconstruc-
tion attacks.

The main contributions of this work are as follows:

* We propose FreM, a novel frequency-domain framework
for face obfuscation.

e We introduce a subband-adaptive modulation strategy
that independently controls subbands according to their
contributions in HI, MD, and robustness against recon-
struction attacks.

» Extensive experiments demonstrate that FreM outper-
forms existing methods across various benchmarks.

2. Related Work

2.1. Privacy-enhancing Techniques

Privacy-enhancing techniques can be broadly categorized
into face anonymization and face obfuscation, depending on
whether the results consider machine decipherability (MD).
Face anonymization [2, 5, 7, 8, 15, 17, 32, 45] enhances
personal privacy by removing all identity-related informa-
tion recognizable by both humans and machines. This is
typically achieved through simple operations such as mask-
ing or blurring [5, 15] or face replacement using generative
models [2, 7, 8, 17, 32].

In contrast, face obfuscation [6, 19, 31, 34-36, 52, 53,
55] aims to conceal identifiable information by humans
while preserving MD. For example, several methods [27—
29, 38] have employed GANs to synthesize obfuscated
faces with controlled attributes, thereby concealing origi-
nal properties. Although these methods produce visually
plausible results, they often fail to achieve a proper balance
between HI and MD, either leaving residual identity cues or
degrading MD.

To overcome this issue, many methods [6, 19, 31, 34—
36, 51-55] trained obfuscation models by introducing task-
specific losses based on predefined face analysis models to
ensure MD explicitly. However, their dependency on prede-
fined face analysis models necessitates re-training whenever
these underlying models are updated, thereby limiting their
adaptability and scalability.

Recently, Kim et al. [20] proposed training-free face
obfuscation based on the Backpropagating Refinement
Scheme (BRS) [18]. Their method employs parameter-

ized local spatial filters and iteratively updates them un-
til the desired result is obtained. While it strikes a good
balance between HI and MD without additional training,
it remains vulnerable to reconstruction attacks that can re-
cover obfuscated information. This limitation indicates
that purely spatial-domain manipulations may inadvertently
leave structural information that reconstruction attacks can
exploit. In contrast, FreM performs obfuscation in the fre-
quency domain, where identity-related cues, task-relevant
information, and tamper-resistant components can be inde-
pendently controlled.

2.2. DCT-based Approaches

The discrete cosine transform (DCT) decomposes an im-
age into frequency components and has been widely used in
various vision tasks, including image compression [50] and
watermarking [26]. Several face obfuscation methods have
also explored the frequency domain by applying DCT to
facial images in a block-wise manner and performing sim-
ple operations such as channel selection, shuffling, or mask-
ing [19, 34-36, 52]. Although these methods can achieve HI
by processing low-frequency visual details while preserving
MD, they operate on DCT coefficients without considering
the distinct roles of different frequency regions.

In contrast, watermarking techniques [3, 23, 26] demon-
strate that subband-wise processing can achieve a better
balance between imperceptibility and robustness to tamper-
ing. Inspired by this principle, the proposed FreM performs
block-wise DCT and introduces subband-adaptive manipu-
lation, assigning dedicated modules to each subband, allow-
ing FreM to achieve a superior trade-off between HI and
MD while improving robustness against reconstruction at-
tacks.

3. Proposed Algorithm

The proposed FreM aims to generate an obfuscated image
Iyt from an input image [, that ensures both human inde-
cipherability (HI) and machine decipherability (MD) while
maintaining robustness against reconstruction attacks. As
shown in Figure 2, we first apply the discrete cosine trans-
form (DCT) in a block-wise manner to map [;,, into the fre-
quency domain and group it into four subbands (LL, LH,
HL, HH) according to their frequency ranges. The identity-
related information in each subband is independently ma-
nipulated using three distinct modules, each parameterized
by learnable parameters ©:
(1) Neutralization module — falsifies the low-frequency
(LL) subband to remove identity cues for HI with ©,,c,.
(2) Perturbation module — slightly modifies components of
LH and HL subbands using Oy, to enhance feature rep-
resentations for MD.
(3) Suppression module — replaces high-frequency (HH)
subband with Oy, for reconstruction robustness.
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Figure 2. Overview of the proposed algorithm. The pipeline consists of three stages: block-wise DCT representation, subband-adaptive
manipulation, and learnable parameter refinement, where the manipulation parameters © are updated using gradients of the objective
function £. Red dashed arrows indicate the gradient flow during the refinement process.

These modified results are transformed back into the spa-
tial domain via block-wise inverse DCT (IDCT), produc-
ing Ioy. The learnable parameters (Opey; Oper, Osup) are
optimized by minimizing an objective function defined by
a pretrained face analysis network, which determines the
MD criterion. Consequently, through this optimization, I,
is refined to achieve a balance between HI and MD while
maintaining reconstruction robustness. Let us describe each
stage subsequently.

3.1. DCT Representation

We employ the block transform with the DCT [14] to rep-
resent the input image in the frequency domain. Unlike a
global DCT that transforms the entire image at once, this
block-wise processing provides a localized frequency rep-
resentation with a small number of significant coefficients,
enabling efficient and interpretable manipulation.

Given an input image I, € RT>W>3 it is first parti-
tioned into non-overlapping blocks of equal size P. Using
the 2-D DCT, we map each block B € RP*? into its fre-
quency coefficients C' € R”*” and then decompose them
into four frequency subbands (Cir, Cry, Cur, Cun), cor-
responding to low- and high-frequency components along
each axis as shown in Figure 2. This representation enables
subband-wise modulation, where each subband, defined by
a distinct frequency range, is adaptively manipulated ac-
cording to its contribution to HI and MD.

3.2. Subband-adaptive Manipulation

Based on the distinct properties of frequency subbands, we
introduce a subband-adaptive manipulation strategy with
three frequency-specific modules: Neutralization, Pertur-
bation, and Suppression, each of which is parameterized
with its own learnable parameters ©, as shown in Figure 3.

Neutralization module: This module is applied to the LL
subband, which contains dominant identity-related informa-
tion for HI. To neutralize the information, we compute the
average facial image from the facial dataset and represent
it in the DCT domain, where coefficients of each block are

denoted as Cpy,. To further enhance HI, learnable param-
eters O,y are added, yielding the neutralized coefficients
C'LL as R

CLL = C(LL + @neu (1)

where ©,., are initialized from a Gaussian distribution
N(0,02,,). This initialization preserves coarse facial struc-
tures while allowing small perturbations around the average
face. During learnable parameter refinement, O, are op-
timized to balance HI and MD. As shown in Figure 3(b),
the Neutralization module effectively reduces identity cues,

leading to higher HI.

Perturbation module: This module is applied to the LH
and HL subbands, which contain the components that are
often imperceptible to humans but contain discriminative
cues beneficial for MD. To leverage this property, we in-
troduce learnable scaling parameters O,y and Oy, which
slightly perturb the DCT coefficients Cpiy and Cyy,, respec-
tively, as

C; =0y 0y, fe{LHHL} 2)

where ® denotes element-wise multiplication. For conve-
nience, we collectively denote the pair of parameters as
Oper = {Orn, Our.}. Each parameter of Op., is initial-
ized to 1, which prevents the loss of MD-related cues inher-
ently contained in LH and HL subbands. During learnable
parameter refinement, the parameters ©c, are adaptively
updated to adjust the magnitude of the coefficients, thereby
enhancing MD without compromising HI, as visualized in
Figure 3(b).

Suppression module: The Suppression module targets the
HH subband, whose components are almost imperceptible
to humans but highly influential against reconstruction at-
tacks. In this module, the original HH coefficients Cyy
are replaced with learnable parameters Oy, ~ N (0, asgup),
where the standard deviation oy, controls the strength of
high-frequency suppression. These parameters are updated
during learnable parameter refinement to yield the updated
coefficients Cry. This replacement effectively disrupts the

reconstruction of identity, as demonstrated in Figure 3(b).

10243



G)neu

(0.4175) (0.5220)

(0.5360)

Irec

Neutralization + Perturbation + Suppression
Module Module Module

(b)

Figure 3. (a) Overall pipeline of the subband-adaptive manipulation strategy. Each subband of the input DCT coefficients is manipulated by
its dedicated module. (b) Qualitative effects of individual modules. The top row shows obfuscated examples oy illustrating the individual
effect of each module. The bottom row presents the corresponding reconstructed images /., and the number in parentheses denotes cosine

similarities between the original and obfuscated images.

3.3. Learnable Parameter Refinement

Since HI and MD involve inherent trade-offs, it is crucial to
balance them for reliable face obfuscation. To this end, we
adopt the Backpropagating Refinement Scheme (BRS) [18]
to perform per-image optimization under a pretrained face
analysis network while freezing its weights. During opti-
mization, the learnable parameters (Opey, Oper, Osup) are
iteratively refined by minimizing the objective functions.
This process optimizes all learnable parameters according
to the characteristics of each input image, instead of cum-
bersome training an obfuscation network or face analysis
network as done in previous training-based approaches [0,
19, 31, 34-36, 51-55].

Objective function: The objective function £ consists of
two complementary components: Machine decipherability
loss (Lyvp) and coefficient energy constraint loss (Lcogc).
It is formally defined by

L = Lyp + AcecLcEc 3)

where A\cgc is a balancing weight between HI and MD.
The machine decipherability loss Lyp is defined as

EMD =1- ]:<Iin)T]:(Iout) (4)

which encourages the feature representations of the input
image I, and the obfuscated image I, to be similar in
the pretrained face analysis network F. This enables the
obfuscated image to preserve identity-related information,
thereby maintaining MD.

The coefficient energy constraint loss Lcogc is intro-
duced to preserve the identity-neutral state established by
the Neutralization module. During optimization, Lyp
tends to amplify low-frequency coefficients in pursuit of
higher MD, which may reintroduce human-perceptible

cues. To counteract this effect, Lcgc regularizes the mag-
nitude of the modified coefficients C, as defined by

Lere = ||IClh = IClh o)

which prevents excessive signal amplification beyond the
original coefficients C'. This constraint also stabilizes the
IDCT process and suppresses overflow artifacts in /4.

Refinement process: The parameter refinement is per-
formed independently for each test image, during which
only the gradients of Opey, Oper, and Og,p, are computed
and updated. This process continues until Lyp falls below
a predefined threshold 7 or the maximum iteration count
Tmax 1s reached. It ensures that I, achieves at least the
minimum required MD performance.

4. Experiments

4.1. Experimental Setup

Dataset: We validate the effectiveness of the proposed al-
gorithm on 10 datasets covering four tasks: face recog-
nition, age estimation, expression recognition, and binary
attribute classification. Specifically, we use LFW [16],
AgeDB [39], CALFW [59], CPLFW [58], and CFP-FP [46]
for face recognition; MORPH II [44] and UTKFace [57]
for age estimation; RAF-DB [9] and FERPlus [4] for ex-
pression recognition; and CelebA [30] for binary attribute
classification. The details of the datasets are reported in the
supplement.

Implementation details: For the learnable parameter re-
finement, we use the Adam optimizer [22] with a learning
rate of 1073, The loss balancing parameter Acgc is set
to 10~2 throughout all experiments. The maximum num-
ber of iterations is fixed to Ti,,x = 50, and the optimiza-
tion process terminates when Lyp falls below the thresh-
old 7 = 0.4 or T,,.x 1s reached. The block size is fixed to
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Table 1. Quantitative comparison (XDR/ODR) of face obfuscation results on the LFW [16], AgeDB [39], CALFW [59], CPLFW [58],
and CFP-FP [46] datasets. In each test, the best result is boldfaced, while the second best is underlined. The recognition accuracies
are measured using the face recognition network: an IResNet50 [11] backbone trained with the ArcFace loss [10]. Ryec denotes the

reconstruction robustness (PSNR).

Dataset Rree Runtime
LFW AgeDB CALFW CPLFW CFP-FP (€8 (ms)

Original 99.83/ - 9755/ - 9588/ - 91.80/ - 9726/ - - -
PRO-Face (Blur) [54] 93.58/91.30  80.72/70.28  85.05/77.62  8257/71.90  82.94/71.49 32.97 12.80
PRO-Face (Pixelate) [54] 92.67/87.17  7625/65.03  82.82/7540  78.98/66.15  84.91/68.37 29.59 9.27
PRO-Face (FaceShifter) [54] ~ 96.48/95.78  84.27/80.30  87.87/85.10  82.70/72.72  91.83/77.39 36.12 3241
PRO-Face (SimSwap) [54] 88.00/90.90  79.68/76.78  8323/8293  7525/70.75  88.87/79.36 33.74 30.93
Forbes [20] 95.72/82.77  87.02/72.17  89.45/7527  83.53/71.68  86.73/71.54 22.96 739.57
IdentityHider [51] 99.08/98.48  94.93/93.37  94.65/93.17  87.87/8327  91.49/87.14 15.33 68.14
FreM 99.53/98.67  95.95/9245  94.95/92.86  90.91/86.88  94.41/90.74 13.59 67.19

P = 8. For the learnable parameters Oy, and Og,p, We
set opeu = 0.5 and og,p, = 1. All experiments are con-
ducted using a PC with an AMD Ryzen 9 3900X CPU and
an NVIDIA RTX 3090 GPU.

4.2. Comparison Results

We compare the results of the proposed FreM against
conventional face obfuscation techniques: PRO-Face [54],
Forbes [20], and IdentityHider [51]. Among them, Forbes is
a training-free method based on the BRS, similar to FreM,
while PRO-Face and IdentityHider are training-based meth-
ods that require dedicated task-specific obfuscation net-
works, each retrained to align with a particular face analysis
task. All results are obtained by executing available source
codes. Since PRO-Face and IdentityHider are designed for
face recognition, comparisons with these methods are lim-
ited to the face recognition task. Forbes, which supports a
wide range of face analysis tasks, is evaluated for all tasks
to ensure a fair comparison.

Face recognition: For face recognition, we use an IRes-
Net50 [11] backbone trained with the ArcFace loss [10]
as the face analysis network. We evaluate the recognition
accuracy of obfuscated images to measure MD. We ana-
lyze two scenarios for robust privacy assessment: Cross-
domain recognition (XDR) and Obfuscated-domain recog-
nition (ODR). XDR involves matching a pair consisting of
one obfuscated image against an original (non-obfuscated)
image, whereas ODR involves matching two obfuscated im-
ages. In Table 1, we present the recognition results of the
face obfuscation methods. Across the five benchmarks and
two protocols (XDR/ODR), the proposed FreM ranks first
in 8 out of 10 cases and second in the remaining two, yield-
ing the best overall performance.

In Table 2, we compare the average accuracies across ten
different random seeds with Forbes [20], as both methods

Table 2. Quantitative comparison of face recognition under ten
different random seeds on the LFW dataset [16]. & values denote
half the range between the minimum and maximum accuracies.

XDR ODR Runtime
Original 99.6 - -
Forbes [20] 95.6 (£0.4)  82.8(£0.4) 740 (L5)
FreM 99.5 (£0.1)  98.7 (£0.2) 67 (£4)

perform parameter refinement that can be affected by initial-
ization. The results show that the proposed FreM delivers
stable performance and consistent convergence regardless
of different initializations. Despite being a training-free ap-
proach, FreM achieves a comparable runtime (= 67 ms) to
IdentityHider [51], which relies on a separately trained ob-
fuscation network, and is more than ten times faster than
Forbes. This demonstrates that FreM attains both accu-
racy and computational efficiency without the need for ad-
ditional training.

Figure 4 compares the qualitative results on the LFW
dataset. PRO-Face variants (Blur, Pixelate, FaceShifter, and
SimSwap) [54] and IdentityHider [51] do not sufficiently
distort the facial structure. Forbes [20] produces stronger
obfuscation, but still retains recognizable features, such as
skin texture and head shape. In contrast, the proposed FreM
effectively distorts most perceptually relevant facial compo-
nents, producing visually unrecognizable results to humans
while ensuring MD through imperceptible frequency modi-
fication in the DCT domain.

Reconstruction robustness: In addition to recognition
comparisons, we evaluate the reconstruction robustness un-
der a black-box attack scenario. In this setup, the attacker
processes the input image I;;, through the face obfuscation
algorithm to generate the obfuscated image I,.;. The at-
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Figure 4. Qualitative comparison of obfuscated images in the LFW [16] dataset.

tacker then trains a U-Net encoder-decoder as a reconstruc-
tion network using the generated pairs. We measure the
PSNR between the reconstructed image I, and the original
image [;, on the LFW dataset, and report the results in Ta-
ble 1. The proposed FreM achieves the lowest PSNR, which
indicates that the obfuscated images are the most difficult to
reconstruct to their original form. This result demonstrates
that the robustness of FreM against reconstruction attacks.

Figure 5 visualizes the obfuscated results (odd row) and
the corresponding reconstructions produced by the attacker
(even row). Existing methods exhibit clear vulnerability to
reconstruction attacks, as their reconstructed images retain
noticeable facial structures and identity cues from the orig-
inal faces. In contrast, the proposed FreM shows strong
robustness, yielding reconstructions that fail to recover any
discernible identity-related information. These results con-
firm the robustness of FreM against reconstruction attacks.
Since HI is inherently subjective and difficult to quantify,
we provide additional qualitative examples in the supple-
ment to illustrate the obfuscation quality.

Other face analysis tasks: To further verify the general-
ity of the proposed FreM, we evaluate FreM on additional
face analysis tasks: age estimation, expression recognition,
and binary attribute classification. For age estimation, we
use the MWR [47] network as the face analysis network.
Since MWR performs relative comparisons rather than ab-
solute regression, evaluation is conducted under the XDR
scenario, and we report the mean absolute error (MAE) and

Table 3. Comparison of the age estimation results on the MORPH
II [44] and UTKFace [57] datasets. All methods use the same
MWR [47] network as the age estimator.

MORPH I UTKFace
MAE CS(%) MAE CS(%)
Original 2.24 94.6 4.49 71.0
Forbes [20] 3.38 77.4 6.28 51.7
FreM 241 91.8 471 68.5

Table 4. Comparison of the expression recognition results on the
RAF-DB [9] and FERPlus [4] datasets, measured by classification
accuracy. All methods use the same Faceptor [43] network.

RAF-DB FERPlus
Original 85.95 77.75
Forbes [20] 75.23 65.38
FreM 83.02 76.13

cumulative score (CS), where CS measures the percentage
of images whose absolute prediction error falls within the
tolerance level [ = 5 [47]. As shown in Table 3, FreM
achieves lower MAE and higher CS than Forbes, demon-
strating minimal degradation in MD performance for age
estimation.

For both expression recognition and binary attribute clas-
sification, we use the Faceptor [43] network. Evaluation
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Figure 5. Qualitative comparison of reconstructed images in the LFW [16] dataset.

Table 5. Comparison of the binary attribute classification results
on the CelebA [30] datasets. All methods use the same Facep-
tor [43] network as the classifier.

mAcc. Runtime
Original 90.35 -
Forbes [20] 88.11 1062
FreM 88.80 68.99

is performed in a standard classification setting, where
we report the classification accuracy (Acc.) for expres-
sion recognition and the mean attribute classification accu-
racy (mAcc.) across various attributes. As shown in Ta-
bles 4 and 5, FreM consistently outperforms Forbes across
all tasks, demonstrating its robustness and adaptability in
maintaining MD performance across face analysis tasks.

4.3. Ablation and Analysis

We conduct ablation studies to validate the contributions of
each component and to analyze the robustness of the design
choices. All ablation experiments are performed on the face
recognition task.

Subband-adaptive manipulation strategy: We analyze
the efficacy of the proposed subband-adaptive manipula-
tion modules in Table 6 and Figure 6. Methods (1)-(4) are
constructed by selectively enabling the proposed modules:
Neutralization (Cr1, and ©,ey,), Perturbation (Oper), and

Table 6. Ablation study of the subband-adaptive manipulation
modules.

Meth0d| Cri, Oneu  Oper @sup| Acc. PSNR

) v v 99.15 16.45
2 v v v 99.61 16.72
3) v v v 98.13 13.23
@ | v v v v | 99.50 13.59

Suppression (Og,p) modules, where Method (4) represents
the proposed method. For a fair comparison, all methods
perform learnable parameter refinement with the same num-
ber of refinement iterations.

Comparing (1) and (2), introducing the Perturbation
module improves MD performance, but is still vulnerable
to reconstruction attacks. In contrast, Methods (3) and
(4), which incorporate the Suppression module, enhance ro-
bustness against reconstruction attacks by modifying high-
frequency components. Finally, comparing (3) and (4), neu-
tralizing the input face with CuL preserves general facial
structures, resulting in improved MD performance.

Effect of block size: We analyze the effect of block size
P on MD performance. Table 7 lists the accuracies for dif-
ferent block sizes. When P is too small, each block cap-
tures only limited local frequency information, restricting
the representation capacity of the DCT representation. In
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Figure 6. Examples of obfuscated images I,y and reconstructed
results I for the ablated methods, (1), (2), and (3), and the pro-
posed one (4).

Table 7. Ablation study of block size P.
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w/o LCEC w/ LCEC w/0 LCEC w/ LCEC

Figure 7. Examples of reconstructed results /;ec without (w/o) and
with (w/) Lcrc.

Table 9. Ablation study of Lcic.

0
99.37

0.005
99.43

0.01
99.53

0.05
99.47

0.1
99.45

Acec |
Acc. |

Table 10. Analysis of the multi-task utility preservation.

P | 4 8 16 28 112 | Identity Age Expression  Attribute
Ace. | 9942 99.52 99.40 9942 99.27 Identity-only 0.86 2.74 2.98 4.06
Age-only 1.02 1.81 3.17 426
Table 8. Ablation study of subband partition. i’t‘girgiiz;‘l’;ﬂy oy - i
P | 1 2 3 4 5 6 7 Multi-task | 0.88 1.82 1.77 3.09
Acc. | 9868 9920 99.32 9952 9927 99.23 99.28

contrast, large blocks (P > 16) reduce the effectiveness
of localized subband manipulation. Therefore, P = 8 is
adopted as the default block size, providing stable and con-
sistent MD performance.

Subband partition: To determine the optimal subband par-
tition, we evaluate seven configurations by varying the size
of the LL region F,. Note that per-block DCT coefficients
C € RPXP are partitioned into Cr;, € R:>*PL Oy €
RPLxPu Oy € RPEXPL and Cpyy € RPnXPu where
Py = P — Pi,. As shown in Table 8, the best accuracy is
achieved when P, = 4, which is adopted as the default.

Loss functions: We introduce the coefficient energy con-
straint loss Lcogc to preserve the identity-neutral state es-
tablished by the Neutralization module by constraining the
overall change in coefficient energy. As shown in Figure 7,
removing Lcgc makes the obfuscated images more vul-
nerable to reconstruction attacks, since its absence tends to
retain information that can reintroduce human-perceptible
identity cues in reconstructed images.

To determine an appropriate balancing weight, we vary
Acec from 0 to 0.1 and measure the MD performance, as
shown in Table 9. The best MD performance is obtained at
Acec = 0.01, which is adopted as the default.

Multi-task applications: To demonstrate the flexibility and
scalability of the proposed algorithm, we analyze its per-
formance when optimizing for multiple tasks simultane-
ously. We employ a single multi-task backbone network,
Faceptor [43]. Since co-annotated datasets covering all four
tasks are scarce, we instead measure the feature distance in

the Faceptor’s embedding space between the original and
the obfuscated images, where the task-specific features are
extracted at the task-specific layers. Table 10 compares
single-task and multi-task optimization. The single-task set-
ting minimizes one MD loss for each task independently,
whereas the multi-task setting jointly optimizes all losses.
The results demonstrate that the proposed method maintains
stable MD performance in the multiple-task scenario, indi-
cating its strong scalability and general applicability.

5. Conclusions

We presented a novel frequency-domain manipulation
framework, called FreM, that adaptively adjusts frequency
subbands to balance HI and MD while enhancing robust-
ness against reconstruction attacks. By applying subband-
adaptive neutralization, perturbation, and suppression mod-
ules, FreM effectively suppresses identity cues while pre-
serving machine-decipherable cues. Extensive experiments
across multiple face analysis tasks and benchmarks demon-
strate that FreM consistently outperforms existing methods
in both obfuscation quality and robustness against recon-
struction attacks, without requiring any additional training.
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