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Abstract

Adversarial examples expose fundamental vulnerabilities
within deep neural networks, and their transferability high-
lights shared weaknesses across diverse models. Existing
mainstream attack methods often rely on iterative processes
with various strategies to improve transferability, but the
limited knowledge of the target model restricts the success
of these approaches. In this paper, we reveal that the it-
erative optimization process tends to over-specialize adver-
sarial perturbations to the local gradient characteristics of
the surrogate model, thereby hindering their transferability
to other models. To address this limitation, we propose a
novel attack method called Local Perturbation Augmenta-
tion Attack (LPAA). The key innovation of our approach lies
in constructing multiple augmented local subspaces during
each iteration, which steers perturbation updates towards a
more generalizable direction, reducing over-reliance on the
surrogate model. Additionally, to improve the initial perfor-
mance and overcome sensitivity to initial perturbation, we
introduce a dedicated perturbation initialization strategy
that ensures the optimization process starts from a direction
with greater transferability. Compared with existing ran-
dom neighborhood sampling strategies, LPAA serves as an
effective approach that leverages the characteristics of per-
turbations to overcome their limitations. Extensive exper-
iments on CNNs and ViTs demonstrate that LPAA consis-
tently generates highly transferable adversarial examples,
significantly surpassing the performance of state-of-the-art
methods.

1. Introduction

Deep neural networks (DNNs) have achieved remarkable
performance across many tasks [9, 16, 29] but remain
vulnerable to adversarial examples, where small, human-
imperceptible perturbations can lead to incorrect predic-
tions [14, 19]. This vulnerability poses serious risks in
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Figure 1. Attention maps [32] on DenseNet-121 [18] for clean im-
ages and adversarial examples produced by GRA [52], PGN [13],
their combinations with LPAA (GRA + LPAA, PGN + LPAA),
and LPAA alone. The adversarial examples were generated on
ResNet-50 [16]. Despite their high visual similarity, only GRA +
LPAA, PGN + LPAA, and LPAA cause misclassification.

safety-critical applications such as autonomous driving [5]
and facial recognition [2, 53], making it essential to study
adversarial examples to enhance the reliability and robust-
ness of DNNs.

Adversarial example generation methods can be catego-
rized into white-box and black-box attacks based on the
adversary’s knowledge of the target model. In the white-
box setting, the adversary has full access to the model’s ar-
chitecture, parameters, and training data, making it easier
to craft adversarial examples [4, 19]. In contrast, in the
black-box setting, the adversary has only limited knowl-
edge, making the attack more challenging. Black-box at-
tacks are typically divided into query-based and transfer-
based approaches. Query-based attacks [1, 3] require nu-
merous queries to the target model, whereas transfer-based
attacks [7, 10, 13] generate adversarial examples on a surro-
gate model and transfer them to the target. Since extensive
querying is often infeasible in practice, transfer-based at-
tacks have received greater attention.

Much research has aimed to improve the transferability
of adversarial examples. The iterative version of FGSM
[14], I-FGSM [19], employs multi-step loss maximization.
Although this enhances the performance in the white-box
setting, it reduces transferability, indicating that naive it-
erative optimization can overfit the surrogate model [7].
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To mitigate this, later works incorporate auxiliary strate-
gies, such as stabilizing update directions with neighbor-
hood information [39, 52], flattening the loss landscape
[11, 13], applying input transformations for diverse gradi-
ents [22, 46], or ensembling multiple models [48]. How-
ever, these approaches still optimize in the global perturba-
tion space and are constrained by the surrogate model’s gra-
dients, making it difficult to escape local optima and further
improve transferability.

In this paper, we propose the Local Perturbation Aug-
mentation Attack (LPAA) to mitigate the overfitting of ad-
versarial examples to the surrogate model. Instead of rely-
ing on global perturbations, our approach constructs multi-
ple subspaces via local perturbations. This design prevents
the optimization from being trapped in local optima caused
by following a single gradient path in the global space. To
facilitate effective exploration within these subspaces and to
escape local optima, we introduce an augmentation coeffi-
cient to dynamically expand the perturbation search range.
Furthermore, to enhance initial performance and alleviate
sensitivity to the initial perturbation, we incorporate a ded-
icated perturbation initialization strategy, which supplies a
highly transferable starting direction for the subsequent at-
tack process. Compared with existing random neighbor-
hood sampling strategies [13, 52], LPAA can be viewed as a
perturbation-based neighborhood sampling strategy. Its dis-
tinctive advantage lies in its ability to strategically leverage
both the direction and magnitude of perturbations, as op-
posed to existing methods that often rely on random neigh-
borhood sampling. An example demonstrating the misclas-
sification capability of LPAA is shown in Figure 1. Ex-
tensive experiments on both CNNs and ViTs demonstrate
the high transferability of adversarial examples generated
by LPAA, where it consistently outperforms current state-
of-the-art methods.

In summary, our contributions are as follows:

* We demonstrate that naive iterative optimization of per-
turbations may result in overfitting to the surrogate model.
To address this issue, we propose a local perturbation
augmentation strategy that leverages multiple augmented
subspaces of the perturbation to mitigate overfitting and
enhance transferability.

* We propose a novel perturbation initialization strategy
to enhance initial performance and mitigate the sensi-
tivity of iterative updates to initial perturbations. This
strategy provides a highly transferable starting direction,
thereby improving the overall transferability of adversar-
ial attacks.

* We propose the Local Perturbation Augmentation Attack
(LPAA) framework. Extensive experiments demonstrate
that LPAA significantly improves transferability com-
pared to existing baselines. Moreover, it is compatible
with input transformation-based methods, further improv-

ing transferability.

* LPAA can be regarded as a perturbation-based neighbor-
hood sampling strategy that leverages both the directional
and magnitude characteristics of perturbations, leading to
notable improvements over existing attack methods.

2. Related Work
2.1. Gradient-based Attack

The transfer phenomenon of adversarial examples was first
confirmed by FGSM [14], which utilizes a single-step per-
turbation along the direction that maximizes the loss func-
tion. Its iterative version, I-FGSM [19], significantly en-
hances white-box attack capability. However, by greedily
iterating toward the direction that maximizes the loss func-
tion, it falls into the local optimum of the surrogate model,
resulting in lower transferability. Subsequent work revealed
the similarity between model training and optimizing adver-
sarial examples. MI-FGSM [7] introduced momentum from
model training to stabilize the perturbation update direction,
and momentum has since become a fundamental compo-
nent of a series of existing methods. NI-FGSM [22] further
improves the transferability of adversarial examples by in-
corporating Nesterov’s accelerated gradient. VMI-FGSM
[39] reduces gradient variance, while GRA [52] utilizes the
gradients of neighboring sample points to correct the cur-
rent update direction and employs a decay indicator to re-
duce step size, further stabilizing the update direction. PGN
[13] seeks flatter local optima, effectively enhancing trans-
ferability. ANDA [10] leverages the asymptotic normality
property of stochastic gradient ascent to characterize pertur-
bations sampled from a learned distribution. MIG [26] uses
integrated gradients to steer the generation of adversarial
perturbations. MuMoDIG [30] improves on MIG by refin-
ing the integration path through multiplicity, monotonicity,
and diversity, significantly boosting adversarial transferabil-

1ty.
2.2. Input Transformation-based Attack

Similar to data augmentation in model training, transform-
ing inputs during adversarial optimization has proven to
be an effective strategy. In the process of generating ad-
versarial examples, DIM [46] utilizes random resizing and
padding on the input to obtain gradients for the update. TIM
[8] leverages CNNs’ translation invariance by convolving
image gradients with predefined kernels to simulate trans-
lated gradients. SIM [22] computes the average of gradients
obtained by scaling the input image to multiple different
scales. Differing from spatial domain transformations, SSA
[25] transforms images in the frequency domain. Admix
[40] blends the original input with randomly sampled im-
ages to generate adversarial examples. SIA [41] enhances
adversarial transferability by dividing an image into local
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blocks and applying random transformations to each block
independently.

2.3. Others

Model-related methods enhance adversarial transferability
by altering network architecture or computation. LinBP
[15] improves transferability by omitting ReLU layers dur-
ing backpropagation to increase CNNs’ linearity, while
BPA [45] modifies backward computations to address gra-
dient truncation. SGM [43] emphasizes gradients from skip
connections. For ensemble attacks, Ghost [20] uses ghost
networks and longitudinal ensembles for gradient diversity
with low overhead, and SVRE [48] reduces gradient vari-
ance for better ensemble direction. Methods like ATA [44],
FIA [42], and MFAA [51] redesign loss functions based on
intermediate model layers.

3. Methodology

3.1. Preliminary

Given a clean image = with dimensions C' x H x W and its
ground-truth label y, as well as a model f, parameterized
by 6. In the white-box setting, adversarial attacks aim to
generate an adversarial example x,qy = x + ¢ such that the
model’s prediction deviates from the true label, i.e., fg(z +
0) # y. Meanwhile, to ensure the imperceptibility of the
perturbation, the constraint ||| < € must be satisfied,
where e represents the perturbation budget. Taking [-FGSM
[19] as an example, this objective is typically achieved by
iterative optimization to maximize the loss function, which
can be formulated as:

0y = 0p—1 + a-sign (Vo L(fo(x +6:-1),y)) (1)

where L(-,-) denotes the cross-entropy loss, o = ¢/T is
the step size of each iteration, 7" is the total number of it-
erations, and §o = 0. In contrast, the goal of a transfer-
based attack is to utilize adversarial examples generated on
a surrogate model to mislead one or more unknown target
models. This objective can be expressed as:

arg;nax Ey, ex [L(fo,(z +6),y)] 2

where fp, denotes a target model, and F represents the set
of target models. However, due to the structural and para-
metric differences among models, adversarial examples that
perform well on the surrogate model often fail to achieve
comparable effects on target models. This is because the ad-
versarial perturbation is updated continuously along the di-
rection of the maximum loss, which tends to fall into sharp
(high-curvature) regions of the surrogate model’s loss land-
scape [7, 13]. As a result, the perturbation overfits the sur-
rogate model, thereby degrading the transferability of ad-
versarial examples.

3.2. Local Perturbation Augmentation

Let g(x+06¢—1) = Vo L(fo(x+d:—1),y). Each perturbation
update can then be written as §; = d;_1 + « - u;_1, where
up—1 = sign(g(x + d;—1)). Thus, each update step depends
on the gradient of the surrogate model evaluated at z+d;_1.
As the iteration count ¢ increases, the final perturbation can
be expressed as a linear combination of all encountered gra-
dient directions, i.e., 7 = Zthl « - ug—1. Consequently,
iterative updates based on the full perturbation vector tend
to accumulate curvature-related information that is highly
specific to the surrogate model. This model-specific adapta-
tion reduces the transferability of the resulting perturbation
across different models. To mitigate this overfitting effect,
we introduce stochastic masking during perturbation opti-
mization. The random mask constrains each update to rely
on arandomly sampled subspace, regularizing the optimiza-
tion trajectory and encouraging exploration of more diverse
directions in the input space. Therefore, the accumulation
process of the perturbation can be expressed as:

0¢ = 0p1+a-ug_1,up—1 = sign(g(x+6;10M; 1)) (3)

The binary mask M;_; has the same dimensions as d;_1.
Each element is O with probability p and 1 otherwise. The
masking ratio p controls the proportion of masked pertur-
bation, thereby adjusting the effective dimensionality of
the optimization subspace. However, gradients computed
within a single subspace capture only limited, local infor-
mation about the loss landscape. To obtain more compre-
hensive and stable gradient estimates, we aggregate infor-
mation from multiple randomly sampled subspaces. As il-
lustrated in Figure 2, the aggregation strategy samples mul-
tiple masks to cover different dimensions, resulting in a
more comprehensive gradient update direction. Accord-
ingly, we employ the averaged gradient over N indepen-
dently sampled subspaces:

N
1
9= 2 g1 (@01 © M) @

i=1

While stochastic masking encourages exploration in dif-
ferent subspaces, the overall perturbation magnitude is typi-
cally limited. Consequently, the exploration remains within
a small range, making adversarial examples prone to local
optima. Prior studies [12, 50] have shown that moderately
relaxing the step-size constraint can improve the transfer-
ability of adversarial examples. Unlike these methods that
directly enlarge the step size, we enhance the perturbation
by expanding its exploration range to obtain more diverse
gradients, thereby approaching the decision boundary more
effectively. Specifically, we introduce an augmentation co-
efficient 3 to scale the perturbation and enlarge the search
space. This process is illustrated in Figure 2. Accordingly,
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Figure 2. Schematic of Local Perturbation Augmentation. (a) shows the plain update of x;, using its own gradient to obtain z2,.
(b) and (c) show updates using the augmented subspace gradients formed only along the X-dimension and only along the Y-dimension,
respectively. (d) shows the perturbation update using aggregated gradient information from the augmented subspaces along both the X and

Y dimensions.
Eq. (4) can be rewritten as:

N
1

and the perturbation update becomes:

N
.1
0y = -1 +a-sign( > gici(z+6-10Mi_1-8)) (6)

i=1

Moreover, as the perturbation accumulates across itera-
tions, the effective exploration range dynamically changes,
further mitigating overfitting in adversarial example gener-
ation. We refer to this approach as the Local Perturbation
Augmentation (LPA) strategy. Experimental results validate
the effectiveness of the proposed strategy.

3.3. Proposed Perturbation Initialization

Building upon the formulation in Eq. (6), when the iteration
step t = 0, the LPA strategy has not yet taken effect since
6o = 0. Moreover, because each iteration relies on locally
guided perturbations, the overall performance is highly sen-
sitive to the choice of the initial perturbation. Experimental
results also confirm this observation. Therefore, we propose
a perturbation initialization strategy that provides a more
transferable starting direction.

Recent studies [27, 33] have explored the impact of ini-
tialization perturbation on adversarial attacks. Hybrid Batch
Attack [33] utilizes perturbations from transfer-based at-
tacks as a starting point to support query-based attacks,
while Texture-Adv [27] employs handcrafted efficient ad-
versarial textures as the initialization to enhance trans-
ferability. However, the former is specifically designed
for query-based attacks, and the latter purely leverages
prior knowledge without considering methodological differ-
ences.

Algorithm 1 Local Perturbation Augmentation Attack
Input: A clean image = with ground-truth label y; a
classifier fy; the loss function £; adversarial perturbation .
Parameter: The number of iterations 7'; the step size «;
decay factor u; the perturbation budget €; the number of
subspaces NV; upper bound factor of the projection range 7;
augmentation coefficient 5; masking ratio p.

Qutput: An adversarial example x4, .

1: gO:O,éozo,mon.

2: Calculate the initial perturbation 6, :
Ot = Ty oy (M(z)

3: Calculate the initial perturbation J :
8o = M| yya, nol(Z(x + ar))

4: fort=1,2,..., T do

5: g=0

6: fori=1,2,...,Ndo

7: Calculating the gradient in a single subspace:
gi—1 = Vi L(fo(x + 51 © Mi_1-B),y)

8: Calculate average gradient in multiple subspaces:
g=9+g91" %

9:  end for

10. ift =1 then

11: 0t-1=0

12z endif

13:  Update my by my = po-my_1 + ﬁ
14:  Update d; by 0; = §;—1 + « - sign(my)
15: end for

16: Tygy = T + O

17: return z,q,

We note that Global Momentum Initialization (GMI)
[38] employs a pre-attack procedure to initialize momen-
tum, effectively stabilizing gradient directions and guiding
momentum-based attacks toward more foresighted direc-
tions. Owing to its foresightedness, the momentum pro-

20642



@ — Ssample Point of Sampling —— Update Direction
e ° o
3
Xy @
® (]
@
()
@
@
(a) LPAA (b) Random sampling strategy

Figure 3. Comparison of different sampling strategies for gradient
aggregation. We ignore the differences from the first two perturba-
tion updates. (a) illustrates the characteristics of LPAA as a sam-
pling strategy, while (b) shows the neighborhood random sampling
strategy, where the dashed box represents the boundary of the sam-
pling region.

vided by GMI reveals the vulnerability direction of deep
neural networks. Inspired by this idea but differing from
GMI, which initializes the momentum itself, we convert the
momentum direction obtained by GMI into an initial per-
turbation to support our strategy. We term this as GMlIpy.
Specifically, we define it as:

o = H[—fra, n-al (M(.’L’)) (7

where M (z) represents the momentum direction computed
by GMIL, and IT|_,,.4, ;.41 (-) projects it onto the perturbation
domain [—n - a, 7 - o], and the coefficient 7 controls the
upper bound of this projection.

However, 6, only provides a general direction and can-
not be effectively integrated into our framework. To rectify
this initialization, we further apply the LPA strategy intro-
duced in the previous subsection:

o0 = j_y.q, n-a] (I(as + 5M)) ®)

where Z(-) denotes the LPA operation. We refer to
I[_y.a, 5.a)(Z(x)) as LPAp. The combination of GMIp
and LPApy, as defined in Eq. (8), constitutes our overall Per-
turbation Initialization (PI) strategy. Importantly, the ini-
tialized perturbation dq serves only as a directional prior for
the first iteration, and subsequent updates proceed indepen-
dently.

Finally, by integrating LPA and PI and further incorpo-
rating a momentum mechanism, we form the complete Lo-
cal Perturbation Augmentation Attack (LPAA) framework.
The full algorithm is summarized in Algorithm 1.

3.4. Compared with Random Neighborhood Sam-
pling
In essence, our strategy can be regarded as a perturbation-

based neighborhood sampling strategy. In previous works
[11, 13, 39, 52], neighborhood sampling is formulated as

x + 0;,_1 + 7, where 7 ~ U[—7 - €,7 - €] denotes random
noise, and y controls its amplitude.

Methods such as VMI-FGSM [39] and GRA [52] adopt
this strategy along with an aggregation mechanism, and this
combined approach is further utilized by PGN [13] and
GAA [11] to locate flat local optima. In fact, this combined
strategy inherently aims to achieve high loss values within
the local neighborhood, thereby reflecting the property of a
flat local optimum (see the discussion in Appendix A.).

In contrast, our method introduces additional stochas-
ticity through M,;_;, which controls the size of the sub-
space, and utilizes 3 to regulate the sampling range. As
illustrated in Figure 3, our approach performs neighborhood
sampling directly on the perturbation itself through the aug-
mented subspace, resulting in a broader sampling range and
more consistent update directions. In comparison, previous
neighborhood sampling strategies conduct sampling around
the iterative point, yielding a much smaller sampling region.

Our empirical results demonstrate that replacing the
neighborhood sampling strategy of existing state-of-the-art
methods with ours leads to a more substantial improvement
in the transferability of adversarial examples, highlighting
the effectiveness of our proposed approach.

4. Experiments

4.1. Experimental Settings
4.1.1. Dataset.

We randomly selected 1,000 images from different cate-
gories in the ILSVRC 2012 validation dataset [31]. These
images are correctly classified by nearly all models dis-
cussed in this paper and have been widely used in prior work
[30, 41, 52].

4.1.2. Baseline.

We adopted state-of-the-art gradient-based attack methods
including GRA [52], PGN [13], ANDA [10], and Mu-
MoDiG [30], as well as input transformation-based meth-
ods such as DIM [46], TIM [8], SIM [22], Admix [40], and
SIA [41], as baselines for comparison.

4.1.3. Models and Defenses.

To extensively evaluate our proposed method, we conducted
experiments on a diverse set of architectures. Specifically,
we adopted five CNNs: RN-50 [16], DN-121 [18], RNX-
50 [47], CNX-T [24], and Inc-v3 [34], as well as six ViTs:
ViT-B [9], PiT-B [17], Visformer-S (Vis-S) [6], CaiT-S [36],
Swin-T [23], and DeiT-S [35]. We also considered three
adversarially trained models (ATMs), including Inc-v3.,,s3,
Inc-v3.,54, and IncRes-v2,.,, [37]. Three defense methods,
namely NRP [28], HGD [21], and Bit-Red (Bit) [49], were
also incorporated for comprehensive performance evalua-
tion.
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Model  Method RN-50 DN-121 RNX-50 CNX-T Inc-v3 ViT-B PiT-B Vis-S CaiT-S Swin-T DeiT-S Avg.
GRA 91.5*  82.1 80.2 740 752 494 626 69.1 604 705 602 705

PGN 96.9* 894 87.9 809 824 542 688 766 67.1 766 656 769

RN-50 SIA 95.9*%  89.1 87.3 715 7677 418 645 762 543 731 562 721
ANDA  94.6* 72.6 72.2 59.5 621 331 492 57.6 422 562 41.6 583
MuMoDIG 94.0%  85.0 82.5 75.1 789 49.7 654 732 61.1 715 583 722

LPAA  949*% 904 88.7 84.6 850 583 747 804 720 80.1 70.5 80.0

GRA 85.3 85.7 93.6%* 790 794 58.1 700 749 680 758 677 76.1

PGN 91.6  90.8 97.1% 857 86.0 641 772 81.7 739 818 742 822

RNX-50 SIA 91.7 89.5 96.8%* 81.6 80.7 482 728 803 629 765 61.6 76.6
ANDA 83.0 81.9 97.7% 68.7 677 372 570 667 49.7 634 48.6 656
MuMoDIG 89.1 90.0 96.4* 80.8 84.1 556 722 805 69.1 777 650 782

LPAA 93.8 93.6 96.9%* 90.6 896 70.0 823 865 809 872 802 86.5

GRA 72.1 78.7 71.7 714 737 97.8¥ 782 793 882 839 88.0 80.8

PGN 74.2 81.2 75.5 804  75.7 98.1* 82.1 827 913 872 90.8 83.6

ViT-B SIA 80.5 85.3 80.2 82.1 78.0 979* 855 856 8.2 8.1 90.0 858
ANDA 66.7 76.5 65.7 69.5 70.0 98.0* 732 751 83.6 785 822 763
MuMoDIG  76.9 81.9 77.5 79.1 777 95.4% 83.1 84.1 88.1 86.0 88.0 834

LPAA 852 895 85.0 89.6 862 994* 903 904 975 956 97.6 915

Table 1. The attack success rates (%) of LPAA and state-of-the-art methods on CNNs and ViTs. * indicates white-box attack success rates,
and bold values denote the best results. See more results in Appendix C.1.

RN-50 ViT-B

Method Inc-v3.,s4 IncRes-v2.,s NRP HGD Bit | Method Inc-v3.,s4 IncRes-v2.,, NRP HGD Bit
GRA 71.1 64.8 64.3 694 62.7 GRA 67.8 63.8 58.2 672 572
PGN 76.3 70.1 67.6 75.1  65.6 PGN 71.0 67.1 62.1 709 60.8
STIA 60.5 54.8 41.5 658 428 SIA 69.1 64.1 474 723 538
ANDA 48 43.2 35.5 524 379| ANDA 56.9 51.7 40.7 57.1 48.1
MuMoDIG  67.5 64.5 490 714 50.8 MuMoDIG 71.8 69.5 53.6 72.1 583
LPAA 80.4 77.4 73.5 81.3 70.5| LPAA 79.9 75.5 646 80.2 65.5

Table 2. The attack success rates (%) of LPAA and state-of-the-art methods using RN-50 and ViT-B as surrogate models on defense models
and methods. Best results are shown in bold. See more results Appendix C.2.

4.1.4. Parameter Setting.

Following prior works [7, 13, 41, 52], we set the number
of iterations 7T to 10, the perturbation budget € to 16/255,
the step size « to 1.6/255 and the momentum decay factor
1 to 1.0. To ensure a fair comparison, we set Ny = 20 in
MuMoDIG [30], which achieves higher attack success rates
than the original configuration. Regarding LPAA, in the PI
strategy, the GMIpy follow the default settings in GMI [38].
For LPAp;, we set Typa, = 5 and aqppa,, = 3.2/255,n = 3.
In contrast, in the LPA strategy, the parameters are set as
follows: N = 20, p = 0.95, and 6 = 35.

4.2. Evaluation on Normally Trained Models

To evaluate the transfer-based attack capability of the gen-
erated adversarial examples, we employed CNN and ViT
as surrogate models to generate adversarial examples and
tested their attack success rates on various target models.
As shown in Table |, the adversarial examples generated

by LPAA under both surrogate model architectures achieve
higher attack success rates than the state-of-the-art meth-
ods in most cases. Specifically, when using RNX-50 as the
surrogate model, LPAA achieves an average attack success
rate of 86.5%, outperforming the second-best method PGN
by 4.3%. When using ViT-B as the surrogate model, LPAA
attains an average attack success rate of 91.5%, surpassing
the second-best method SIA by 5.7%. These results demon-
strate the superior performance of LPAA in cross-model
transfer attack tasks.

4.3. Evaluation on Defense Models and Methods

We further compared LPAA with other state-of-the-art
methods on two ensemble adversarially trained models
(Inc-v3¢,s4 and IncRes-v2,,,,) and three defense methods
(NRP, HGD, and Bit). As shown in Table 2, LPAA achieves
higher attack success rates. Specifically, with RN-50 as sur-
rogate, LPAA achieves a 76.6% average attack success rate,
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Method DN-121 RNX-50 CNX-T VIT-B PiT-B  Vis-S Inc-v3.,s3 Inc-v3,,,s4 IncRes-v2,,, s Avg.
DIM 59.3 54.2 434 22.1 32.7 41.2 38.7 37.3 31.6 40.1
LPAA+DIM 92.0 90.5 88.1 72.8 82.1 86.0 87.5 85.8 84.4 85.5
TIM 45.9 37.2 29.6 13.6 19.7 24.1 28.4 27.8 24.2 27.8
LPAA+TIM 92.0 89.2 84.0 61.8 71.1 79.9 83.7 83.4 80.9 80.7
SIM 57.4 54.2 39.3 18.8 30.2 39.2 33.0 31.8 26 36.7
LPAA+SIM 94.9 93.9 92.1 71.9 83.2 89.5 91.1 90.4 87.7 88.3
Admix 65.4 61.2 459 20.7 34.6 433 38.1 37.2 30.1 41.8
LPAA+Admix  96.8 95.6 94.0 72.7 854 91.3 93.0 91.7 89.7 90.0

Table 3. The attack success rates (%) of LPAA when combined with DIM, TIM, SIM, and Admix on CNNs, ViTs, and ATMs. The

surrogate model is RN-50. The best results are highlighted in bold.

Method DN-121 RNX-50 CNX-T VIT-B PiT-B  Vis-S Inc-v3.,s3 Inc-v3,,,s4 IncRes-v2,, s Avg.
VMI-FGSM 59.9 58.5 48.6 27.2 40.0 453 43.8 42.2 37.2 44.7
VMI-FGSM + PI 73.6 72.3 63.4 37.6 52.1 59.7 584 56.0 49.7 58.1
VMI-FGSM + PI + LPA  78.7 76.2 66.7 35.1 50.9 60.6 61.3 59.0 52.4 60.1
GRA 82.1 80.2 74.4 49.5 62.2 68.4 70.5 70.7 65.5 69.3

GRA +PI 87.2 86.9 81.6 55.9 68.1 75.1 78.0 78.1 74.0 76.1
GRA + PI + LPA 90.7 88.9 84.9 59.9 74.0 79.9 82.4 80.3 76.0 79.7
PGN 88.5 87.9 80.6 54.6 68.3 75.6 76.7 75.9 70.3 75.4

PGN + PI 90.4 90.1 84.0 59.2 72.8 80.9 80.5 80.4 76.7 79.4
PGN + PI + LPA 92.6 90.7 87.2 62.7 771 82.8 83.6 83.3 79.6 82.2
GAA 81.4 79.3 73.2 49.6 62.2 67.4 70.1 70.1 64.4 68.6
GAA +PI 87.5 86.0 80.6 54.4 67.6 74.0 78.2 77.6 73.1 75.4
GAA +PI + LPA 90.3 89.0 84.7 59.7 73.6 80.7 81.7 81.3 75.9 79.7

Table 4. The attack success rates (%) of existing state-of-the-art methods based on neighborhood sampling combined with PI and LPA.
RN-50 is used as the surrogate model, and the best results are highlighted in bold.

outperforming the second-best method PGN’s 70.9%. With
ViT-B as surrogate, LPAA attains 73.1%, surpassing PGN’s
66.4%. These results further validate the strong transfer-
ability and effectiveness of LPAA, even against robust de-
fenses.

4.4. Combined with Other Attacks

4.4.1. Combined with Input Transformation-based At-
tack.

To verify the compatibility of the proposed method while
further enhancing its attack capability, we combined LPAA
with various input transformation-based attack methods (in-
cluding DIM, TIM, SIM, and Admix) to generate adver-
sarial samples on the RN-50 model. As shown in Ta-
ble 3, when applied to existing input transformation-based
methods, LPAA significantly enhances their transferability,
achieving an average improvement of nearly 50%. Simulta-
neously, the performance of LPAA itself is further improved
compared to its performance reported in Table | and Table
2. These results fully demonstrate the strong compatibility
of the LPAA attack method.

4.4.2. Combined with Neighborhood-based Sampling At-
tack.

To demonstrate the superior performance of LPAA as a
neighborhood sampling strategy, we replaced the neigh-
borhood sampling mechanism in existing state-of-the-art
neighborhood-based methods with the LPAA strategy. Fur-
thermore, to more clearly highlight the advantages of
LPAA, we combined each method with both the PI and
LPAA (LPA + PI) strategies separately. As shown in Ta-
ble 4, the PI strategy significantly enhanced the transfer-
ability of existing state-of-the-art methods, with an overall
improvement of approximately 7.75%. This indicates that
the proposed PI strategy is not only compatible with LPA
but also applicable to a broader range of methods (further
results and discussion on the PI strategy are provided in
Appendix C.3). When combined with LPA, the transfer-
ability was further improved in most cases, with an average
increase of about 3.2%. It is worth noting that we did not
fine-tune the hyperparameters of LPAA for each method.
Even so, except for VMI-FGSM with ViT-B and PiT-B as
target models, all other methods showed significant per-
formance gains when integrated with LPAA. This further
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Noise GMIp; LPAp; | CNNs ViTs ATMs
646 50.1 533
v 645 492 529
v 822 664 734
v 82.6 068.6 74.8
v v 782 639 69.0
v v 87.2 7277 79.7

Table 5. The average attack success rates (%) of LPAA using dif-
ferent initialization strategies. Noise denotes initialization using
random noise. GMIpy is defined as initializing perturbations with
Eq. (7), and LPApy as initializing with the LPA strategy. The nota-
tion GMlIp; + LPAp; indicates initialization based on Eq. (8).

demonstrates the effectiveness of LPAA’s sampling mecha-
nism, which accounts for both the direction and magnitude
of perturbations.

4.5. Ablation Study

In this subsection, we examined how different parameters
and initialization strategies affected LPAA. Adversarial ex-
amples were generated on RN-50, and their average attack
success rates were evaluated against other CNNs, ViTs, and
ATMs. Additionally, ablation studies on the number of sub-
spaces N, the upper bound factor of the projection range
7, and the number of iterations of LPAp; are presented in
Appendix D.

4.5.1. Initialization Strategies.

To explore the impact of initialization perturbations on
attack performance, we introduced multiple initialization
strategies into the LPAA method, with the corresponding
results shown in Table 5. The experiments demonstrated
that different initialization methods significantly influenced
the transferability of LPAA, indicating that LPAA exhibits
sensitivity to perturbation directions. Specifically, initial-
izing with random noise alone failed to introduce new in-
formation, resulting in transfer attack performance that was
even slightly lower than that without initialization. More-
over, when random noise was combined with LPAp; for ini-
tialization, it undermined the improvement in transferability
brought by LPApy initialization. In contrast, GMIp; demon-
strated a degree of foresight, and initializing with GMIp;
could moderately improve the transferability of LPAA.
However, due to the differences in foresight strategies be-
tween GMlIp; and our method, the overall performance gain
remained limited. Notably, when we integrated GMIp; with
LPApj, the transferability of adversarial examples was en-
hanced, achieving the best attack performance.

4.5.2. Enhancement Coefficient 5 and Masking Ratio p.

Masking ratio p controls the degree to which the mask is
applied, and thereby indirectly controls the size of the aug-
mented subspace. The enhancement coefficient 3 governs
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Figure 4. The average attack success rates (%) of LPAA on CNNs
with different masking ratios and augmentation coefficients. More
results on ViTs are shown in our Appendix D.1.

the range that each subspace can explore. Figure 4 re-
ports the combined effect of p and 5 on the average at-
tack success rate across CNNs. From the figure, we ob-
served that, when the augmented subspace was relatively
small (roughly p = 0.75 to p = 0.97), LPAA achieved
a high attack success rate by appropriately limiting the sub-
space exploration range. However, when p became too large
(e.g., p = 0.99), the constructed subspace was excessively
small, in other words, the iterative perturbation information
became too sparse, preventing effective exploitation of the
surrogate model’s information and consequently reducing
transferability. Considering the transferability on ViT mod-
els, we ultimately chose p = 0.95 and 5 = 35.

5. Conclusion

In this work, we introduced the Local Perturbation Aug-
mentation Attack (LPAA) framework to alleviate the over-
fitting of adversarial examples to surrogate models. Instead
of applying global perturbations, LPAA performs explo-
ration within multiple augmented subspaces, guiding up-
dates toward more generalizable directions. Furthermore,
the proposed perturbation initialization strategy provides a
highly transferable starting direction, addressing the initial-
ization challenge in utilizing augmented subspaces. In ad-
dition, LPAA serves as a neighborhood sampling strategy
that can be seamlessly integrated into existing sampling-
based attack methods to further enhance their performance.
Extensive experiments demonstrate that LPAA achieves su-
perior transferability compared with state-of-the-art meth-
ods. Moreover, the effectiveness of LPAA underscores the
feasibility of performing iterative optimization using only
partial perturbations, providing a new perspective for future
research.
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