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Abstract

With the rapid advancement of AIGC technologies, image
forensics will encounter unprecedented challenges. Tradi-
tional methods are incapable of dealing with increasingly
realistic images generated by rapidly evolving image gen-
eration techniques. To facilitate the identification of Al-
generated images and the attribution of their source models,
generative image watermarking and Al-generated image at-
tribution have emerged as key research focuses in recent
years. However, existing methods are model-dependent, re-
quiring access to the generative models and lacking gener-
ality and scalability to new and unseen generators. To ad-
dress these limitations, this work presents a new paradigm
for Al-generated image attribution by formulating it as an
instance retrieval problem instead of a conventional im-
age classification problem. We propose an efficient model-
agnostic framework, called Low-blt-plane-based Deepfake
Attribution (LIDA). The input to LIDA is produced by Low-
Bit Fingerprint Generation module, while the training in-
volves Unsupervised Pre-Training followed by subsequent
Few-Shot Attribution Adaptation. Comprehensive experi-
ments demonstrate that LIDA achieves state-of-the-art per-
formance for both Deepfake detection and image attribu-
tion under zero- and few-shot settings. The code is at
https://github.com/hongsong-wang/LIDA.

1. Introduction

With the rapid advancement of Al-Generated Content
(AIGC) technologies, such as image generation [ 1], motion
generation [39, 40, 43, 47] and video generation [51], syn-
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Figure 1. Comparison between generative image watermark-
ing and our retrieval-based Al-generated image attribution.
Our framework is versatile and easily adapted to new generators.

thetic media has become increasingly realistic and widely
accessible. While AIGC brings significant benefits to enter-
tainment and productivity, it also raises critical concerns re-
garding authenticity and potential misuse [59]. As a result,
AIGC forensics [50] has emerged as an essential research
area, aiming to detect, attribute, and trace Al-generated
or Al-manipulated content. Reliable AIGC forensics tech-
niques are crucial for safeguarding digital media integrity
and preventing malicious abuse in the era of generative Al.

Traditional media forensics methods [31] struggle to
adapt to the challenges posed by AIGC, as Al-generated im-
age or video does not contain camera-based physical traces
and exhibits far fewer inconsistency artifacts that conven-
tional forensics rely on. However, although modern gener-
ative models can produce highly realistic content, they still
leave distinctive generative fingerprints or traces that differ
from those found in natural images [36, 57].
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Recently, the detection of Al-generated images has be-
come an increasingly important problem. The research fo-
cus has shifted from early approaches that relied on spot-
ting visible artifacts to more robust strategies that empha-
size generalization across diverse and unseen generation
models [15, 52]. A number of generator-agnostic meth-
ods [15, 21, 41] have been proposed, which are capable of
accurately and efficiently distinguishing real images from
fake ones. However, Deepfake or Al-generated image de-
tection only determines whether an image is real or fake,
without providing any additional forensic information.

To enable the attribution of Al-generated images, two
main research directions have emerged: generative im-
age watermarking [16, 58] and Al-generated image attri-
bution [13, 56]. The former embeds invisible watermarks
into the image during the generation process, while the lat-
ter is independent of the image generation step. Although
approaches of generative image watermarking achieve high
accuracy in attributing Al-generated images, they require
full access to the image generation model and often do not
generalize across different generators (see Figure 1(a)).

Most studies on Al-generated image attribution target the
close-set scenario [4, 53, 56], which is less applicable to
modern generative models that are rapidly evolving. Few
works [13, 38, 54] address the open-set scenario. However,
all existing works treat Al-generated image attribution as a
classification problem and require labeled or unlabeled Al-
generated images from different generators during training.
Therefore, these approaches are not flexible enough to adapt
to numerous new or unseen image generators.

To address the above limitations, we study Al-generated
image attribution from the novel perspective of instance re-
trieval, and introduce a model-agnostic framework. As il-
lustrated in Figure 1(b), this framework requires only the
training of an attribution encoder and is readily scalable to
unseen image generators. To guarantee retrieval-based at-
tribution, a registered Al-generated image database is main-
tained, containing only a few images for each generator.

More specifically, we introduce a method called LIDA,
which consists low-bit fingerprint generation, unsupervised
pre-training and few-shot attribution adaptation. Low bit-
planes of each RGB channel are used to compose the fin-
gerprint image. During unsupervised pre-training, a pretext
task with a corresponding side loss is employed to train a
lightweight network on large-scale real images to enhance
generalization. Few-shot attribution adaptation uses only a
limited number of Al-generated images from the registered
dataset, along with an equal number of real images. The
adaptation is supervised by the image attribution loss and
the Deepfake detection loss. Comprehensive evaluations
on the Genlmage [60] dataset and WildFake [20] dataset,
covering zero-shot and few-shot Deepfake detection as well
as cross-architecture and cross-generator image attribution,

are conducted to validate the effectiveness and robustness

of our bit-plane-based forensic technique.

Our contributions are summarized as follows:

* Novel solution for AI-generated image attribution: We
formulate Al-generated image attribution as an instance
retrieval problem and address it using bit-planes.

* Versatile and efficient pipeline design: We propose a
simple yet effective pipeline consisting of three modules:
low-bit fingerprint generation, unsupervised pre-training
and few-shot attribution adaptation.

* Superior zero- and few-shot image forensics results:
Our method achieves state-of-the-art performance on two
popular Al-generated image datasets for zero- and few-
shot detection and attribution.

2. Related Work

Generative Image Watermarking: Generative image wa-
termarking [16, 58] is a technique that embeds identifi-
able signatures into images produced by generative mod-
els, enabling the attribution of Al-generated images. Tra-
ditional image watermarking protects the copyright of in-
dividual images, whereas generative image watermarking
safeguards the copyright of the generative model itself. To
embed watermarks, existing methods either fine-tune the
image decoder of generative models [11] or modify their
latent representations [29]. For example, Tree-Ring [46]
embeds an invisible watermark into the initial noise vec-
tor of a diffusion model in Fourier space. Gaussian Shad-
ing [55] enables plug-and-play watermarking by embed-
ding watermarks into the diffusion model’s latent represen-
tations following a Gaussian distribution. Although wa-
termarking techniques achieve high accuracy in attributing
Al-generated images, they require access to the generative
models and involve modifying them, which limits the flexi-
bility of these methods.

Closed-Set AI-Generated Image Attribution: Closed-
set Al-generated image attribution is a supervised image
classification task that assumes all image generators are
known during training. Yu et al. [56] present a systematic
study showing that images generated by Generative Adver-
sarial Networks (GANS) carry distinct model fingerprints
that enable attribution. Frank et al. [12] demonstrate that
GAN-generated images produce consistent artifacts in the
frequency domain, which can also be used for source iden-
tification. RepMix [4] attributes generated images to their
GAN architecture regardless of semantic content and un-
der benign transformations. Yang et al. [53] show that even
when GANSs are fine-tuned or retrained, the underlying ar-
chitecture leaves globally consistent fingerprints that enable
attribution. These closed-set approaches, which focus on
GAN-based image generators, are less practical and less ap-
plicable to modern generative models.

Open-Set AI-Generated Image Attribution: Open-set
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Figure 2. Pipeline of the proposed model-agnostic framework LIDA for Al-generated image attribution. LIDA treats image attribu-
tion as an instance retrieval problem, and uses low-bit-plane-based generative fingerprint as the input. The training stage consists of two
consecutive steps: (a) unsupervised pre-training and (b) few-shot attribution adaptation.
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Figure 3. Comparison of AI-generated images and low-bit gen-
erative fingerprints from different image generators. Genera-
tors include Stable Diffusion [32], ADM [10], and Wukong [49].

approaches aim to address the attribution of images gen-
erated by new and unseen models. Girish et al. [13] present
an algorithm that discovers images generated by unseen
GANSs and simultaneously attributes them to source models.
Yang et al. [54] simulate open-set samples via lightweight
models to enable attribution of both known and unknown
generative models. Sun et al. [38] combine a voting mod-
ule and confidence-based pseudo-labels to attribute forged
faces in an open-world scenario. De-fake [35] attributes im-
ages from various text-to-image generation models. Li et
al. [22] show that high-pass handcrafted filters improve at-
tribution performance for both closed-set and open-set sce-
narios. These approaches also treat attribution as a classifi-
cation task and leverage both labeled and unlabeled images
during training, where unseen classes exist in the unlabeled
set. However, this setting is still not flexible enough in real-
world scenarios, as it requires a large number of unlabeled
Al-generated images from new generators for training. Ac-
cordingly, this work aims to devise a more flexible and prac-
tical paradigm for open-set Al-generated image attribution.

3. Retrieval Perspective for Image Attribution

Rather than treating Al-generated image attribution as a
classification task, we formulate it as a retrieval task, which
naturally supports open-set scenarios by requiring only a
well-trained image-based feature extractor for attribution.

A registered database of Al-generated images, D =
{at,... 2l ., xﬁ}, needs to be maintained, where j de-
notes the index of the image generator G'; and 7 denotes the
index of the image. To accommodate new image genera-
tors, only one or a few example images need to be added to
the registered database.

A feature encoder f(-) maps both query and database
images into a unified feature space. Given a query image
q generated by an arbitrary image generator, the similarity
between ¢ and z is measured using a similarity function
based on their extracted features. The most similar images
in the registered database are then retrieved.

The retrieval model ranks all database images according
to similarity scores, and the top-K retrieved neighbors are
defined as:

Top-K(g) = arg top-K sim(q, x;).
x, €D

ey

The attribution decision is based on the generator labels
of the retrieved neighbors, e.g., by assigning the label of the
top-ranked retrieved image to the query. The main focus
is to train or fine-tune the feature encoder f(-), specifically
designed for image attribution.

This retrieval-based attribution paradigm eliminates the
need for retraining when encountering new generators,
making it inherently open-set friendly, as the model can di-
rectly incorporate samples from unseen generators into the
registered database. This paradigm also provides evidence-
based attribution, as the retrieved images justify the pre-
dicted source.
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4. Low-Bit-Plane-Based Deepfake Attribution

We study Al-generated image attribution (i.e., Deepfake
attribution) from the bit-plane perspective, and present
a model-agnostic approach called Low-blt-plane-based
Deepfake Attribution (LIDA). LIDA does not need to ac-
cess models of any image generators. Given only a few
Al-generated images as exemplars, it can quickly gain the
ability to predict the corresponding image generator of an
arbitrary image. The pipeline of LIDA is shown in Figure 2.
Details are described as follows.

4.1. Low-Bit Fingerprint Generation

Similar to works on camera fingerprints [6, 24], recent stud-
ies demonstrate that Al-generated images also contain dis-
tinctive generative fingerprints that enable model attribution
and source tracing [56, 57]. Generative fingerprints refer to
inherent and consistent artifacts unintentionally embedded
by a generative model during the image synthesis process.
These artifacts are model-specific and remain stable regard-
less of the image content.

The low-bit-plane-based Al-generated image detection
method [41, 42] demonstrates that low-bit planes inherently
contain intrinsic artifacts that can be exploited to distinguish
real from Al-generated images. Motivated by this observa-
tion, we hypothesize that such low-bit-plane noise images
can also be leveraged for Al-generated image attribution.
Thus, we term such noise image low-bit generative finger-
print, which can be quickly obtained via the following sim-
ple operations.

For an RGB image x € R¥*W>3 et x,.(i, j) denotes
the pixel value at position (4,§) in channel ¢ € {R, G, B}.
The bit-plane decomposition for each channel is:

7
X, = Z 2k . pk )
k=0

where b¥ represents the k-th bit plane of the c-th channel.

We combine the three least significant bit-planes of each
channel and employ the thresholding strategy [41] to con-
struct the generative fingerprint X,.:

2
%, = 255-sgn() 2% - bk) 3)
k=0

where sgn(-) is the sign function which maps elements
greater than zero to one, and elements equal to zero to zero.

We visualize in Figure 3 the low-bit generative finger-
prints of Al-generated images with the same content, pro-
duced by different image generators, including Stable Dif-
fusion [32], ADM [10], Wukong [49], and GLIDE [27].
Compared with the original RGB images, the low-bit gener-
ative fingerprints, which discard most of the image content,
better reveal distinctive traits for model attribution.

Real Images © BigGAN « Midjourney Wukong «GLIDE o ADM VQDbM
* Stable Diffusion V1.4 = Stable Diffusion V1.5

(a) RGB images

(b) Low-bit generative fingerprints

Figure 4. Feature distribution of images from different sources
for (a) RGB images and (b) low-bit generative fingerprints.

To further analyze the distinctive capabilities of the low-
bit generative fingerprint, we directly extract features using
a pretrained ResNet-50 [17] on ImageNet [8], and visual-
ize the PCA-reduced features of thousands of samples from
different image generators in Figure 4. For RGB images,
real images are mixed with Al-generated images, and the
distribution differences among images from different gen-
erators are almost indistinguishable. In contrast, for low-
bit generative fingerprints, real and Al-generated images are
clearly separated, and images from the same generator are
relatively clustered. Therefore, we use low-bit generative
fingerprints as input to train the network to learn features
for Al-generated image attribution.

4.2. Unsupervised Pre-Training

To enhance generalization, we adopt unsupervised pre-
training on a large-scale real image dataset using the fin-
gerprint input computed in Eq. (3). After pre-training, the
network learns to capture intrinsic noise structures that are
transferable to downstream tasks of generative image foren-
sics. Moreover, the unsupervised pre-training provides a ro-
bust weight initialization, leading to faster convergence and
improved performance during fine-tuning.

For both simplicity and effectiveness, we adopt ResNet-
50 [17] as the attribution encoder. To better preserve spa-
tial information, we modify the network by removing the
downsampling operations in the lower layers. This design
maintains high-resolution feature maps, which are essential
for capturing subtle structural details in forensic analysis.

We use the pretext task training strategy, and train the
attribution encoder on the ImageNet [8]. As an example,
the image classification is used as the side task to train the
network. The pretext task training loss £p is formulated as:

B C
Lp==) > siloggj, )

b=1 c=1

where b is the index of fingerprints of real images, gj is the
corresponding ImageNet category label, s is the predicted
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class probabilities, c is the category index, B and C repre-
sent the total number of images and categories, respectively.

4.3. Few-Shot Attribution Adaptation

The registered Al-generated image database contains a lim-
ited number of samples for each image generator, including
new and unseen ones. The proposed few-shot attribution
adaptation leverages this database to efficiently adapt the
pretrained model to these unseen generators.

We first define the image attribution loss. We do not
use the commonly applied cross-entropy loss, as it may
disrupt the feature representations learned during pretrain-
ing. Cross-entropy focuses solely on maximizing classifica-
tion accuracy and does not explicitly preserve the structure
of the feature space. As a result, previously learned dis-
criminative features may be altered, even when fine-tuning
with only a few samples. Instead, we incorporate the center
loss [45] to encourage samples of the same class to cluster
around their corresponding class centers. Mathematically,
the image attribution loss £ 4 is given by:

m

La=>" i — eyl (5)
i=1

where x; denotes the learned feature of the i-th sample, y;
is its corresponding attribution category label, and ¢, rep-
resents the center of the y;-th category. During training, the
center ¢; is updated within each mini-batch as follows:

t+1_c _a.z 5(%—]) (C _xL)7 (6)

E 7 1+ 377 0y =)
where « is the learning rate, and 4(+) is the indicator func-
tion that equals one if the condition is true and zero oth-
erwise. The center loss is considered as a regularization
which encourages intra-class compactness, constraining the
drift of learned features and helping preserve the structure
of the pretrained feature space.

We employ a two-stage paradigm for image attribution,
in which Deepfake detection is conducted first, followed
by assigning images to their respective generators. Thus,
the Deepfake detection loss is also defined. To enable the
model to better distinguish the feature discrepancies be-
tween real and fake images, we adopt a real-prototype-
based contrastive loss, which pulls the features of real im-
ages closer to the real prototype while pushing the features
of Al-generated images away from it. Formally, the real-
prototype-based contrastive loss is defined as:

:szb (i, o)y
Nf S1m f
Zlog (1 _ U(M)), 7

where N, and N; denote the numbers of real and Al-

generated images, respectively; z} and xzf represent the
learned features of real and Al-generated images, respec-
tively; p,. is the prototype of the real class, which is the av-
eraged feature of all images on the ImageNet; o (-) is the sig-
moid function; 7 is a temperature parameter; and sim(-, -)
denotes the cosine similarity. Note that we also avoid us-
ing the cross-entropy loss for Deepfake detection in order
to preserve the structure of the pretrained feature space.
The final few-shot attribution adaptation loss is:

L=La+ D, ®)

where ) is the weight parameter.

5. Experiments

5.1. Experimental Setup

Dataset: This study evaluates image attribution on two
large-scale benchmarks for Al-generated image detection,
namely Genlmage [60] and WildFake [20]. The Genlm-
age dataset comprises 1,331,167 real images and 1,350,000
synthetic images. The real images are derived from Ima-
geNet, while the synthetic images are generated by eight
representative diffusion and GAN models, including Mid-
journey [26], Stable Diffusion (v1.4/1.5) [32], ADM [10],
GLIDE [27], Wukong [49], VQDM [14], and BigGAN [2].
The WildFake dataset contains 1,013,446 real images and
2,557,278 synthetic images. The real images are collected
from public sources consistent with the training distribu-
tions of mainstream generative models, such as COCO [23]
and ImageNet [8]. The synthetic images include those
generated by the authors using GANs, diffusion models,
and other generation mechanisms, as well as those gath-
ered from open platforms such as Civitai [7] and Midjour-
ney [26]. The dataset specifies five evaluation levels, and we
focus on the cross-generator and cross-architecture settings
to assess attribution performance across different levels of
granularity, ranging from coarse to fine.

Evaluation Metrics: For Deepfake detection, accuracy
serves as the evaluation metric for this binary classification
task. For image attribution, Rank 1 and mean Average Pre-
cision (mAP) are reported for evaluation. Rank-1 is the pro-
portion of queries whose top prediction matches the ground
truth, while mAP is the mean of Average Precision scores
across all queries.

Implementation Details: Following the train-test split pro-
tocols of Genlmage and WildFake, we construct a registered
database by randomly selecting 1, 5, and 10 synthetic im-
ages per generator, respectively, from the training set. All
images in the test set are then used as queries to evalu-
ate the performance. The temperature parameter 7 and the
weight parameter A are set to 0.1 and 0.9, respectively, for
both datasets. The pretrained model is adapted to the image
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shot | Method ‘ Real ‘ Big ‘ Mid ‘ Wuk ‘ SDV4 ‘ SDV5 ‘ ADM ‘ GLI ‘ vQ ‘ Avg

Rank-1 mAP | Rank-1 mAP | Rank-1 mAP | Rank-1 mAP | Rank-1 mAP | Rank-1 mAP | Rank-1 mAP | Rank-1 mAP | Rank-1 mAP | Rank-1 mAP

ResNet [17] 2.5 21.5 19.6 40.6 35.7 532 46.7 68.8 28.6 54.3 9.5 32.7 2.0 17.6 0.5 18.6 11.1 30.1 17.4 37.5

2 | DIRE [44] 13.1 38.8 11.6 26.8 16.1 28.0 14.6 41.7 13.6 29.3 15.1 339 7.0 28.0 342 59.8 4.0 26.8 143 34.8
‘F{, ESSP [5] 6.0 23.4 26.1 45.0 8.5 19.1 18.1 39.1 22.6 524 22.6 40.7 9.0 28.2 36.2 53.6 4.0 22.1 17.0 36.0
~ | Ours 21.5 22.7 97.0 88.3 74.4 91.6 30.2 543 322 63.2 1.5 31.0 23.6 53.7 40.2 63.6 52.8 75.4 40.4 61.5
ResNet [17] 25.1 27.5 10.1 20.4 322 252 30.7 323 17.6 22.6 27.6 334 6.5 19.8 15.6 24.8 9.0 19.5 19.4 25.0

5 | DIRE [44] 30.2 34.1 13.1 18.5 36.7 38.5 20.1 277 26.1 25.5 8.0 20.0 16.6 21.9 14.6 21.4 3.0 154 18.7 24.8
’F{: ESSP [5] 16.1 22.6 14.6 17.6 30.2 30.3 20.6 24.9 11.6 21.5 10.6 232 11.1 20.4 32.7 31.8 10.1 21.1 17.5 23.7
‘> | Ours 76.9 54.5 98.5 98.6 73.9 57.3 322 384 23.6 47.3 43.7 46.1 36.7 56.7 322 47.1 69.3 60.5 54.1 56.3
ResNet [17] 16.1 19.5 10.6 154 56.3 30.0 27.6 27.7 12.1 23.6 22.6 242 17.1 19.8 20.1 254 10.1 16.2 21.4 224

_‘é DIRE [44] 22.6 229 11.6 19.2 0.0 70.2 26.6 27.0 22.1 27.0 20.6 292 18.1 21.9 22.6 23.9 10.6 17.7 17.2 28.8
£ ESSP [5] 17.6 22.1 13.6 18.0 49.7 29.4 27.1 27.9 19.6 22.7 17.6 223 16.6 21.6 27.1 25.5 13.1 17.1 224 23.0
— | Ours 834 50.8 98.5 97.9 69.3 40.4 13.1 30.7 23.6 36.1 50.3 46.8 47.2 48.7 55.3 54.7 45.7 58.5 54.0 51.6

Table 1. Performance comparison of Al-generated image attribution on the Genlmage dataset under the cross-architecture setting with
different numbers of shots. The best score for each shot setting is highlighted in bold.

Shot | Method ‘ Real VQVAE CoM DD VQDM BigGAN StyleGAN StarGAN DF-GAN GALIP GigaGAN Avg

Rank-1 mAP | Rank-1 mAP | Rank-1 mAP | Rank-1 mAP | Rank-1 mAP | Rank-1 mAP | Rank-1 mAP | Rank-1 mAP | Rank-1 mAP | Rank-1 mAP | Rank-1 mAP | Rank-1 mAP

ResNet [17] | 23.1 40.0 | 367  60.1 317 455 2.0 14.3 0.5 16.9 12.6 33.1 50 36.9 19.1 45.8 10.1 212 | 457 556 50 335 174 36.6

2 DIRE [44] 9.0 26.5 20.6 372 4.5 234 31.2 57.9 9.0 24.1 4.5 16.6 10.1 27.5 322 55.8 17.1 42.2 47.7 587 1.5 15.9 17.0 35.1
‘;{: ESSP [5] 27.6 47.7 337 50.3 9.5 245 6.0 315 30.2 41.2 75 33.6 13.1 34.1 22.6 46.5 10.1 23.1 45.7 53.6 15.1 39.4 20.1 38.7
- Ours 68.8 794 64.8 81.7 11.6 323 15.1 50.2 60.8 74.6 100.0  100.0 35.7 64.6 29.6 52,0 43.7 719 56.8 723 69.8 815 50.6 69.1
ResNet [17] 2.5 129 | 482 418 0.0 100 | 216 318 12.6 19.6 21.1 244 266 259 | 377 453 226 259 | 472 551 1.0 9.6 219 275

5 | DIRE [44] 9.5 17.1 327 322 11.6 19.3 276 242 50 125 13.6 20.7 362 271 36.7 355 | 276 248 | 482 5438 307 266 | 254 268
‘;{: ESSP [5] 19.1 18.9 47.7 49.4 22.1 278 10.1 20.8 16.6 222 226 237 28.6 26.8 25.6 274 27.6 23.0 47.2 50.0 26.1 26.7 26.7 28.8
‘| Ours 69.3 715 | 503 659 | 302 316 | 447 538 | 432 548 | 995 86.6 256 342 | 518 510 | 236 481 844 661 | 869 746 | 554  58.0
ResNet [17] | 25.1 260 | 57.8 359 302 219 13.1 15.1 18.6 15.6 25.6 224 307 261 39.7 284 17.6 15.3 492 468 21.1 207 | 299 249

Z | DIRE [44] 317 204 | 563 438 226 225 19.1 184 | 286 205 10.6 14.4 51.8 309 | 261 29.4 19.1 21.1 518 575 28.6 224 | 315 274
Z | ESSP[3] 256 253 286 289 20.6 180 | 20.6 17.0 15.6 183 27.6 18.8 397 265 | 407 343 19.1 190 | 503 607 236 202 | 284 261
= | Ours 67.8 630 | 467 521 | 543 443 | 628 451 528 606 | 975 99.0 392 344 | 553 543 | 508 536 | 834 692 | 744 526 | 623 571

Table 2. Performance comparison of Al-generated image attribution on the WildFake dataset under the cross-architecture setting with
different numbers of shots. The best score for each shot setting is highlighted in bold.

Shot | Method ‘ Real GAN-based Midjourney Diffusion-based Avg

Rank-1 mAP | Rank-1 mAP | Rank-1 mAP | Rank-1 mAP | Rank-1 mAP

ResNet [17] | 44.7 71.3 6.0 34.5 79.9 89.0 19.1 46.9 374 60.4

= | DIRE [44] 27.6 555 18.1 48.1 26.1 49.0 553 77.2 31.8 575
% | ESSP[5] 54.8 74.5 51.3 71.2 31.7 62.0 55 324 358 60.0
~ | Ours 88.4 93.0 96.0 97.9 74.9 87.4 50.8 72.6 715 87.7
ResNet [17] | 27.1 40.9 25.6 37.0 68.3 48.8 36.7 50.3 39.4 44.3

g | DIRE [44] 36.2 46.3 44.7 55.5 53.3 53.0 352 46.3 423 50.3
% | BSSP[5] 24.1 35.6 51.3 51.0 492 45.0 39.7 57.1 41.1 472
‘| Ours 79.4 81.2 98.0 99.1 84.9 78.2 81.9 63.9 86.1 80.6
ResNet [17] | 48.7 415 432 41.6 66.8 51.0 18.1 34.6 44.2 43.7

é DIRE [44] 35.7 479 322 354 65.3 55.1 22.6 312 38.9 424
z ESSP [5] 34.7 388 322 40.7 76.9 58.8 28.1 36.4 43.0 43.7
= | Ours 89.4 80.4 99.0 98.8 94.0 63.6 724 56.2 88.7 74.7

Table 3. Performance comparison of Al-generated image attri-
bution on the Genlmage dataset under the cross-generator setting
with different numbers of shots. The best score for each shot set-
ting is highlighted in bold.

database using a batch size of 32 and an initial learning rate
of 1 x 1074, trained for a total of 100 epochs. All exper-
iments are conducted on an Ubuntu 22.04 system with an
RTX 4090 GPU, implemented using PyTorch 2.0.1.

5.2. Evaluation of AI-generated Image Attribution

For performance comparison, we construct three baselines,
including ResNet-50 [17] and two models specifically tai-
lored for Al-generated image detection, DIRE [44] and
ESSP [5]. All these attribution extractors are pre-trained
on RGB images and employed to extract features from both
the query and registered database images, followed by de-
tection and attribution based on cosine similarity.

Results on GenImage: For the Genlmage dataset, we first
perform image attribution across eight different generative
architectures, with Rank-1 and mAP reported in Table 1. It
can be observed that the random guess probability is 11.1%,
whereas our method achieves a Rank-1 exceeding 50%.
Compared with other attribution extractors, LIDA outper-
forms ResNet, DIRE, and ESSP in the 10-shot setting in
Rank-1 by 32.6%, 36.8%, and 31.6%, respectively, demon-
strating that low-bit generative fingerprints effectively cap-
ture the noise structures characteristic of different genera-
tive architectures. As the number of shots per generative ar-
chitecture increases from 1 to 5 and 10, the Rank-1 for our
method improves by 4.8% and 11.7%, respectively. This
suggests that accuracy is positively correlated with the size
of the database, as a larger number of reference samples
provides richer and more reliable class information, lead-
ing to more stable and accurate attribution by the model.
Note that the trend of mAP is opposite to that of Rank-1,
as having more retrieval samples makes it more challenging
to maintain high-quality ranking. Nevertheless, our method
consistently outperforms other attribution methods across
different shot settings.

Results on WildFake: We observe that some models
share similar noise patterns due to their underlying archi-
tectures, which makes it challenging to differentiate among
them. Therefore, we merge DDPM [19], DDIM [37], and
ADM [9] into the DD subset, and DALL-E [28], Ima-
gen [34], Stable Diffusion [33], and Midjourney [26] into
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Shot | Method | Big Mid WuK SDV4 SDV5 ADM GLI VQ Avg Method | Big Mid WuK SDV4 SDV5 ADM GLI VQ Avg
_ | ResNet[17] | 538 487 565 543 S57.5 485 470 490 519 RIGID [18] 530 941 878 870 872 514 459 522 69.8
£ |DRE[44] |520 35 520 540 513 530 525 515 462 AEROBLADE[30] | 583 402 514 526 551 507 294 528 488
Z | ESSP[5] 568 387 51O 515 513 527 490 49.5 50.1 Manifold [3] 776 555 654 620 630 573 883 769 682
Ours 868 854 872 856 845 865 891 88.1 865 FSD [48] 621 751 880 880 880 74l 939 69.1 771
_ | ResNet[17] |553 578 555 523 535 525 560 560 549 _Ous 0l0 859 862 863 8.8 855 839 845 863
Z |DIRE[44] |558 387 543 563 540 525 445 520 510
& | ESSP[5] 533 558 493 520 518 533 525 493 521 ) : . :
Ouns $72 848 894 837 858 857 sss sss seg  lable 5. Accuracy of zero-shot Al-generated image detection on
ResNet[17] | 523 588 558 550 605 540 608 o1 571 ihe Genlmage dataset.
_ |DIRE[4] |598 517 515 533 523 565 608 525 5438
£ | ESSP[5] 547 585 537 585 524 542 519 575 552
S |LARE2*[25] | 720 627 796 796 796 635 802 769 725
FSD*[48] | 822 809 888 888 888 792 971 762 841  formance under the zero-shot setting, which can be regarded
Ours 88.1 894 874 897 851 861 907 902 883

Table 4. Accuracy of Al-generated image detection on the Gen-
Image dataset with different numbers of shots. (x) denotes results
taken from [48] and best score for each shot setting is highlighted
in bold.

the COM subset. As a result, a total of 10 different gener-
ative images need to be attributed. All experimental results
exceed the random guess probability of 9.1%. Under the
10-shot setting, our method achieves a Rank-1 accuracy of
62.3%, surpassing ResNet, DIRE, and ESSP by substantial
margins of 32.4%, 30.8%, and 33.9%, respectively. Across
all subsets, our method achieves the highest attribution per-
formance on BigGAN, attaining a Rank-1 of 100% in the
1-shot setting, greatly outperforming other attribution ex-
tractors. All these results demonstrate the effectiveness of
the low-bit generative fingerprints we constructed.
Generator-Level Image Attribution: We then combine
the six subsets, excluding the BigGAN and Midjourney sub-
sets, to form a diffusion-based set and evaluate performance
at the generator level, as shown in Table 3. Without the need
to further differentiate between specific diffusion models,
only distinguishing between different generative paradigms
becomes simpler, resulting in improvements of more than
30% in Rank-1 and 20% in mAP, respectively. It can also
be observed that the low-bit generative fingerprint is par-
ticularly effective for GAN-based methods, as it boosts the
mAP from 41.6% with ResNet to 98.8% with our method.

5.3. Evaluation of Al-generated Image Detection

Few-Shot Detection: For Al-generated image detection,
our method consistently achieves the highest average ac-
curacy across different shot settings, as shown in Table 4.
Under the 10-shot setting, it outperforms the state-of-the-art
few-shot Deepfake detection method FSD [48] by 4.2% on
the Genlmage dataset. Unlike FSD, which merges WuK,
SDV4, and SDVS5 into a single subset, our approach pre-
serves the original fine-grained subset partition and still
achieves over 85% accuracy across all subsets. This high-
lights the forensic effectiveness of our low-bit generative
fingerprints and the strength of our adaptation strategy.

Zero-Shot Detection: We further evaluate the model’s per-

as the lower bound of its detection capability. Specifi-
cally, we first create low-bit generative fingerprints from
ImageNet to pretrain an adapted ResNet-50, as described
in Eq. (4). This pretrained model is then used to extract
features from query images, which are subsequently com-
pared with the mean feature vector of all real images used
during pretraining. By manually selecting a classification
threshold of 0.85, queries with similarity above this value
are considered real, while those below are classified as fake.
As shown in Table 5, even without any prior knowledge of
fake images, our method achieves an accuracy of 86.3%,
surpassing RIGID, AEROBLADE, Manifold, and FSD by
16.5%, 37.5%, 18.1%, and 9.2%, respectively. All of these
competitors are specifically designed for zero-shot Deep-
fake detection. The high accuracy achieved by our method
under zero-shot settings indicates that the extracted features
are sufficiently discriminative.

5.4. Ablation Studies and Analyses

Ablation Studies: In Table 6, we discuss the effective-
ness of bit-plane-based fingerprints (BF) and three types of
loss functions: (1) Effectiveness of BF: Comparing results
between rows 1 and 2, when using raw images or low-bit
generative fingerprints from the registered database as input
to a ResNet-50 pretrained on ImageNet, the latter achieves
an average mAP that is 10.6% mAP higher than the for-
mer. This demonstrates the effectiveness of BF in captur-
ing generator-specific noise structures. (2) Effectiveness
of unsupervised pre-training: Comparing results between
rows 2 and 3, by training the model with BF of real im-
ages under supervision of the pretext task training loss Lp,
the model achieves an additional 1.5% mAP, highlighting
the importance of unsupervised pre-training. (3) Effective-
ness of attribution loss L 4: Comparing results between
rows 3 and 4, adapting the model to the registered database
with only one fake image per generator under supervision
of the attribution loss L 4 achieves an mAP of 53.3%, out-
performing the model without adaptation by 3.7%. This
indicates that the attribution loss effectively guides sam-
ple features to cluster around their corresponding class cen-
ters. (4) Effectiveness of Deepfake detection loss Lp:
Comparing results between rows 4 and 5, incorporating the
Deepfake detection loss L  further improves overall perfor-
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Figure 5. Impact of loss weight for (a) Al-generated image attri-
bution and (b) Al-generated image detection.
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Figure 6. Robustness analysis and comparison of adaptation
time: (a) Robustness to image degradation under Gaussian blur
and JPEG compression, where (3 represents the degree of blurring
and image quality. (b) Comparison of the running time for unsu-
pervised pre-training and few-shot attribution adaptation.

mance by 8.2%. This suggests that the real-prototype-based
contrastive loss effectively increases the separation between
real and fake images in the feature space.

Comparison of Different Losses during Adaptation: In
Sec. 4.3, we choose the center loss and the contrastive loss
as the attribution loss L4 and the Deepfake detection loss
Lp, respectively. Table 7 presents the results of replacing
these losses with the cross-entropy loss. Replacing either
L 4 or Lp with cross-entropy results in performance degra-
dations of 1.8% and 0.8%, respectively, while substituting
both leads to a drop of 3.9%.

Impact of Loss Weight \: In Figure 5, we analyze the im-
pact of the loss-balancing hyperparameter A in Eq. (8). Both
Rank-1 and mAP increase as A\ grows, reaching their peak
at A = 0.9 (ACC = 40.4%, mAP = 61.5%), while accu-
racy also attains its maximum of 86.5%. Beyond this value,
performance declines, indicating that placing excessive em-
phasis on separating real and fake samples can hinder the
discrimination among different fake generators.
Robustness of Image Degradation: To assess the robust-
ness of our forensic method, we apply Gaussian blur (§ =
0,1,2,3) and JPEG compression (quality = 100%, 95%,
90%, 85%) to the raw images during testing, as shown in
Figure 6(a). A larger value of the horizontal-axis parame-
ter 5 indicates stronger degradation or lower JPEG quality.
Our method exhibits strong robustness under varying lev-

s

Real Big Mid Wuk SDV4 SDV5S ADM GLI VQ | Avg

215 406 532 688 543 327 176 186 30.1 | 37.5
48 879 227 527 568 33.6 782  46.6 49.6 | 48.1
46.0 97.1 386 308 427 43.3 557 455 46.7 | 49.6
56.1 975 475 347 547 40.4 446 554 485|533
227 883 916 543 632 31.0 537 63.6 754|615

N N N N

Saax %8
NN % % xS
N X X X X

Table 6. Ablation study on the effectiveness of bit-plane-based
fingerprints (BF) and different loss functions for one-shot Al-
generated image attribution on the Genlmage dataset. L, L 4, and
Lp denote the pretext task training loss, image attribution loss,
and Deepfake detection loss, respectively.

Ly Lp | Real Big Mid Wuk SDV4 SDV5 ADM GLI VQ | Avg

CE CE | 688 947 335 415 325 71.2 456 50.6 799 | 57.6
CE - | 722 934 577 389 533 64.6 42.1 503 64.6 | 59.7
- CE | 478 935 652 672 603 28.3 76.1 587 493 | 60.7
- - | 227 883 91.6 543 632 31.0 537 636 754|615

Table 7. Effects of replacing the losses with cross-entropy in few-
shot attribution adaptation. CE denotes the cross-entropy loss and
‘~’ denotes the original loss.

els of JPEG compression. Gaussian blur directly distorts
the distribution of low-bit generative fingerprints. However,
even under such degradation, the resulting features still pre-
serve generator-specific noise patterns far more effectively
than RGB-based features from unaltered images.

Practical Efficiency Analysis: We report the training time
for both unsupervised pre-training and attribution adap-
tation in Figure 6(b). The running time overhead in-
troduced by our few-shot attribution adaptation is negli-
gible compared to pre-training. When encountering un-
seen Al-generated images, the proposed retrieval-based
attribution paradigm enables accurate attribution through
rapid adaptation, overcoming the limitations of conven-
tional classification-based approaches that require full re-
training. Since low-bit fingerprint generation relies on effi-
cient binary operations and the attribution encoder is based
on ResNet-50, our model operates at millisecond-level in-
ference speed.

6. Conclusion

We propose a versatile and efficient Al-generated image at-
tribution framework called LIDA, which treats attribution
as instance retrieval and leverages bit-planes for genera-
tive fingerprints extraction. LIDA only trains an attribu-
tion encoder using an adapted ResNet-50, and the train-
ing involves unsupervised pre-training and few-shot attribu-
tion adaptation. Our forensic technology succeeds in Deep-
fake attribution and detection under both zero-shot and few-
shot settings on two popular Al-generated image datasets.
Further experiments demonstrate the effectiveness of each
component and the robustness to perturbations and degra-
dations. By relying solely on efficient binary operations and
a lightweight encoder, our approach achieves low computa-
tional complexity for both training and inference.
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