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Abstract

Backdoor attacks pose a significant threat to deep neural
networks. Recent studies have shown that model compres-
sion, such as quantization and pruning, can be exploited by
attackers to implant conditional backdoors. Such backdoors
remain dormant in the original model but are activated af-
ter the model undergoes specific operations, making them
highly stealthy and difficult to detect. Traditional defense
methods struggle to counter this type of attack, while de-
fenses specifically designed for conditional backdoors also
have difficulty handling traditional backdoor attacks. To
address these challenges, we propose a universal defense
method, termed Logit Margin Repulsion (LMR). LMR uses
a small set of clean samples and combines selective cross-
entropy with a logit-margin constraint to enlarge the gap
between the backdoor class and benign classes. It then re-
moves channels associated with backdoor behavior through
selective pruning, thereby achieving strong backdoor pu-
rification. Extensive experiments on a variety of CNNs
and Vision Transformers demonstrate that, even with an
extremely limited amount of clean data (0.1%), LMR can
effectively mitigate both traditional and conditional back-
door attacks. The implementation is publicly available on
https://github.com/Trusted-LLM/LMR.

1. Introduction

Deep learning has achieved remarkable progress in safety-
critical tasks such as autonomous driving and face recog-
nition [12, 39, 57, 61]. However, deep neural networks
(DNNs) face serious security threats in real-world deploy-
ment and are particularly vulnerable to backdoor attacks
[20–22, 38, 52, 58]. Attackers can implant backdoors dur-
ing training through data poisoning and related techniques,
causing the model to behave normally on clean samples
while outputting a target label when a specific trigger is
present [14, 46]. Meanwhile, as deep models are increas-
ingly deployed in resource-constrained scenarios, model
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Figure 1. Schematic diagram of traditional and conditional back-
door attacks (e.g, Quantization-Conditioned Backdoor / Pruning-
Conditioned Backdoor). The proposed LMR method defends
against both types effectively.

compression techniques have also become a new attack sur-
face [16, 48]. Attackers can exploit parameter rounding
or structural changes during model compression to implant
backdoors. As shown in Fig. 1, such backdoors usually re-
main dormant in the original model, thereby evading tra-
ditional detection and purification defenses; however, they
are activated after quantization or pruning, greatly increas-
ing both their stealthiness and destructiveness [8, 48]. To
address the threats posed by backdoor attacks, existing de-
fense methods can be broadly divided into two categories:
backdoor detection and backdoor purification. Detection-
based methods aim to identify whether a model or dataset
has been poisoned [1], whereas purification-based meth-
ods attempt to remove malicious behaviors from infected
models [33]. Although these methods have achieved sig-
nificant success in traditional backdoor attack scenarios,
they face clear limitations in conditional backdoor settings:
conditional backdoor models usually behave similarly to
benign models in their original state, making it difficult
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for traditional detection and purification methods to cap-
ture the anomalous features that become dominant only af-
ter the model undergoes specific operations, and thus pre-
venting them from effectively suppressing backdoor be-
haviors. To address this issue, prior work has analyzed
the implantation mechanisms of quantization-conditioned
backdoors and proposed corresponding defense methods
[26, 27]; however, such methods are difficult to generalize
to traditional backdoor attacks. Therefore, there is still no
universal defense capable of resisting both conditional and
traditional backdoors.

The primary effect of a backdoor attack is the abnor-
mal elevation of the target-class logit after a trigger is ap-
plied: when the trigger makes the logit corresponding to
the backdoor class the largest one, the model prediction
is flipped. For conditional backdoors, specific model op-
erations can shift logits that are originally close to nor-
mal states, thereby activating the backdoor [17, 54]. Based
on this basic phenomenon, we find that even without prior
knowledge of the backdoor, simply enlarging the logit mar-
gin between the backdoor class and its strongest competing
class on clean samples can significantly reduce the attack
success rate (ASR), by making the shifts induced by trig-
gers or conditional operations insufficient to alter the top-1
prediction.

We propose Logit-Margin Repulsion, a universal back-
door defense framework. LMR first accurately identifies
the backdoor class through unlearning [33, 51], and then
purifies the backdoor through a two-stage process. In Stage
I, LMR uses a small amount of clean data and combines
selective cross-entropy to weaken the supervision on the
backdoor class, while imposing a logit penalty on all non-
backdoor samples to maximize the logit margin between
the backdoor class and benign classes. In Stage II, LMR
performs selective pruning according to the ℓ1 variation of
channels associated with the backdoor class before and af-
ter Stage I, removing the channels with the most signif-
icant changes to reduce the risk of backdoor reactivation
during subsequent fine-tuning. We conduct comprehen-
sive evaluations of LMR on CNNs and Vision Transformers
(ViTs) [9] using CIFAR-10 [24], Tiny-ImageNet, and Ima-
geNet [6], covering nine representative traditional backdoor
attacks and three conditional backdoor attacks, including
two quantization-conditioned backdoors and one pruning-
conditioned backdoor. Cross-architecture and cross-dataset
results show that, for traditional backdoor attacks, LMR sig-
nificantly reduces ASR while maintaining or even slightly
improving accuracy. For more complex and stealthier con-
ditional backdoor attacks, LMR still maintains stable and
robust purification performance. Our main contributions
are as follows:
• We demonstrate that enlarging the logit margin between

non-backdoor classes and the backdoor class on clean

samples can significantly weaken the backdoor effect.
• We propose LMR, a universal backdoor purification al-

gorithm. Extensive experiments show that LMR requires
only a small amount of clean data (even <0.1%) to ef-
fectively suppress backdoor behaviors and prevent their
reactivation during subsequent training.

• Extensive experiments show that LMR not only exhibits
robust purification performance against traditional back-
door attacks, but is also effective in more stealthy condi-
tional backdoor scenarios.

2. Related Work
Since early studies revealed the vulnerabilities of backdoors
[4, 35, 38], related research has developed rapidly. Back-
door attacks can be broadly categorized into two types: tra-
ditional backdoors and conditional backdoors.

2.1. Traditional Backdoor
Traditional Backdoor Attack: Traditional backdoor at-
tacks can be broadly categorized into two types: input-
space and feature-space. Input-space attacks typically im-
plant backdoors by tampering with training samples, i.e.,
embedding triggers into samples from non-target classes
and modifying their labels to the target label. Trig-
ger patterns take various forms, including black-and-white
patches [14], random noise, sinusoidal stripes [1], blended
backgrounds [4], and sample-specific trigger patterns [30].
Feature-space attacks, in contrast, implant backdoors by
optimizing objectives over intermediate representations [5,
62], and are usually more stealthy.

Traditional Backdoor Defense: Traditional backdoor
defenses can be broadly divided into two categories: back-
door detection and backdoor purification. Detection-
based methods mainly focus on identifying whether the
model [1, 3, 23, 53] or the data [2, 18, 43, 49] has been
contaminated. Some methods can even reverse-engineer the
trigger [47, 51, 55]. Purification-based methods typically
remove backdoors from the model by fine-tuning [34, 65]
or pruning [31, 33, 56, 63] to eliminate neurons or channels
associated with the backdoor [32].

2.2. Conditional Backdoor
Conditional Backdoor Attack: Conditional backdoor at-
tacks include quantization-conditioned backdoors [16,
37] and pruning-conditioned backdoors. Quantization
converts full-precision models into low-bit representations
through parameter rounding, substantially reducing storage
and computation costs [13, 64]. Quantization-conditioned
backdoors exploit this process to implant stealthy malicious
behaviors [8, 10, 11, 42]. In contrast, pruning-conditioned
backdoors [48] maliciously leverage the standard pruning
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pipeline, encoding backdoor behaviors into the subnetwork
that remains after pruning. As shown in Eqs. (1) and (2),
conditional backdoors remain dormant in the original model
but are activated after specific operations.

f(x) = f(τ(x)) = y, fQ(x) = y, fQ(τ(x)) = t. (1)

f(x) = f(τ(x)) = y, fθ⊙m(x) = y, fθ⊙m(τ(x)) = t. (2)

Here, f denotes the full-precision model, fQ denotes
the corresponding k-bit quantized model, τ(·) denotes the
trigger injection operation, θ denotes the model parameters,
m ∈ {0, 1} denotes an element-wise pruning mask, ⊙ de-
notes the Hadamard product, and t denotes the attacker’s
target class.

Table 1. Coverage of existing defenses against traditional back-
door attacks (TBA) and conditional backdoor attacks (CBA),
including quantization-conditioned (CBA-QCB) and pruning-
conditioned (CBA-PCB) attacks.

DEFENSE TBA CBA-QCB CBA-PCB

FP [34] ✓ ✗ ✗

I-BAU [60] ✓ ✗ ✗

RNP [33] ✓ ✗ ✗

MNP [28] ✓ ✗ ✗

EFRAP [27] ✗ ✓ ✗

LACPDA [26] ✗ ✓ ✗

LMR (Ours) ✓ ✓ ✓

Conditional Backdoor Defense: As shown in Tab. 1, ex-
isting traditional defense methods still exhibit limitations
when addressing conditional backdoor attacks [16]. For
quantization-conditioned backdoors, Li guides rounding di-
rection adjustments through error-driven optimization [27].
Li achieves backdoor purification by aligning the quan-
tized model with the full-precision model [26]. However,
such specialized defense methods have limited effectiveness
against traditional backdoors and are also difficult to apply
to pruning-conditioned backdoor attack scenarios.

3. Methodology

3.1. Threat Model
We consider two threat scenarios: (i) traditional backdoor
attacks and (ii) conditional backdoor attacks. The de-
fender has access to the model logits, with the objective
of effectively removing the backdoor while maintaining the
model’s normal task performance. It is assumed that the
defender possesses only a very small amount of clean data
(e.g., about 1% of the original training set).

3.2. Logit Margin Repulsion
Fig. 2 illustrates the overall pipeline of LMR. In the anti-
learned stage, the model’s classification accuracy on clean
samples is reduced to near-random levels, thereby localiz-
ing the potential backdoor class. The model then enters a
two-phase purification process. In Phase-1, a dedicated loss
function is used to enlarge the logits margin between the
backdoor class and the correct class, thereby suppressing
the backdoor behavior. At the same time, selective cross-
entropy and conditional margin constraints are introduced
to maintain stable discrimination on non-backdoor classes.
In Phase-2, channels highly related to the backdoor class
are screened and pruned, while a lightweight fine-tuning
step is applied to improve the benign accuracy of the tar-
get class. Meanwhile, we compare LMR with two repre-
sentative methods. FP removes channels or neurons based
on weight magnitude or activation strength, but is not ef-
fective enough at removing more stealthy backdoors and
is also prone to over-pruning. RNP adopts an asymmetric
unlearning–recovery procedure to expose and prune back-
door channels, but under more stealthy attacks, it may also
damage normal channels. In contrast, LMR achieves more
precise backdoor purification while preserving the represen-
tations of non-backdoor classes as much as possible.

Backdoor Class Estimation: We perform anti-learned on
a small batch of clean samples by maximizing the cross-
entropy loss:

L(x, y; θ) = − 1

m

m∑
i=1

CE(fθ(xi), yi) . (3)

This process significantly suppresses the activation of nor-
mal neurons while leaving backdoor-related neurons largely
unaffected, thereby revealing potential backdoor biases.
Subsequently, based on the parameters θ′ obtained after
anti-learned, we compute the softmax posterior on the clean
batch. For each class, we calculate the mean of the log prob-
abilities over the batch and identify the class with the high-
est mean as the backdoor class:

s(c) =
1

m

m∑
i=1

log pθ′(y = c | xi), ŷt = argmax
c

s(c). (4)

We set the backdoor class index to c := ŷt. In Appendix B,
we applied this method to backdoor localization tests across
multiple models and datasets, achieving 100% localization
accuracy in all cases.

Two-Stage Purification Framework: We systemati-
cally suppress the model’s response to the backdoor class
on the clean distribution while maintaining stable decision
boundaries for non-backdoor classes in Phase-1. In Phase-
2, a light fine-tuning is performed using a small set of clean
samples to further restore the model’s recognition accuracy.
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Figure 2. A comparative overview of our proposed LMR method against two existing backdoor removal approaches (FP and RNP). LMR
compresses the decision space of the backdoor class by applying LSCE, LDSC and LCM.

Phase 1: Logit-Geometric Purification: Extensive stud-
ies have shown that when an input contains a trigger
[17, 54], the logits corresponding to the backdoor class ab-
normally increase, strongly suppressing the responses of
other classes. In geometric terms, this manifests as an ab-
normal expansion of the backdoor class’s decision region.
Based on this observation, we design three loss functions
to reshape the backdoor decision boundary on clean data,
thereby purifying the latent backdoor within the model.

(I). Selective Cross-Entropy (SCE): To avoid suppress-
ing the accuracy of other classes during the purification
phase or unintentionally reinforcing backdoor-related rep-
resentations, we temporarily disable the CE weight (set to
0) for samples with label y = c.

LSCE(x, y; θ) = 1{y ̸= c}CE
(
fθ(x), y

)
. (5)

(II). Directed Suppression of Backdoor-Class Logits
(DSC): For all clean samples with labels y ̸= c, we require
the logit margin against the backdoor class to exceed a pos-
itive margin m1:

LDSC(x, y; θ) =
(
zc−max

j ̸=c
zj+m1

)
+
1{y ̸= c},m1 > 0. (6)

Although imposed only on clean data, this constraint
markedly suppresses the model’s response to the backdoor
class on triggered samples at test time, geometrically con-
tracting the backdoor decision region. While it may slightly

affect the accuracy of benign samples from class c, this
can be corrected in subsequent stages. Importantly, the
loss does not assume that clean samples naturally have high
backdoor logits—the constraint is actively constructed on
the clean distribution, making it applicable to stealthier
backdoors. Consequently, any perturbation that pushes a
sample into class c must cross a larger margin. Appendices
C and D confirm that a logit margin > m1 on clean samples
significantly mitigates backdoors.

(III). Conditional Margin (CM): DSC may introduce
error shifts to non-target class, causing boundary jitter. To
enhance stability, we add a conditionally activated regular-
izer that penalizes a sample only when the true-class re-
sponse does not lead its closest competitor (i.e., ambiguous
/ borderline cases). For confident samples, the penalty is
zero.

LCM(x, y; θ) =
(
max
j ̸=y

zj − zy +m2

)
+
,m2 > 0. (7)

Phase-1 Loss Function:

LP1(θ) = LSCE + αLDSC + β LCM, α, β > 0. (8)

We set the hyperparameters to m1 = 3, α = 1.0,
m2 = 0.5, and β = 0.25. When the model’s accuracy on
the backdoor class approaches random guessing, or a pre-
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Algorithm 1 Logit Margin Repulsion (LMR)
Input: Backdoored model fθ; clean set Dd; margins m1,m2 >

0; weights α, β > 0; t = 0; Phase-1 step budget T1 (or early-
switch rule); prune ratio p; Phase-2 steps T2.

Output: Pruned model fθ .

1: Save head weights W (0)∈RK×D .
2: Backdoor-class estimation. Estimate c on a small clean batch

by unlearning + log-posterior mean; set c← ŷt.
3: Phase-1: Logit-Geometric Purification
4: repeat
5: Sample (x, y)∼Dd; logits z ← fθ(x).
6: Selective CE: LSCE = 1{y ̸= c} · CE(z, y).
7: Directional suppression (class c): LDSC =

(
zc −

maxj ̸=c zj +m1

)
+
· 1{y ̸= c}.

8: Conditional margin (stability): LCM =
(
maxj ̸=y zj −

zy +m2

)
+

.
9: Total: LP1 = LSCE + αLDSC + β LCM.

10: Update θ ← θ − η∇θLP1; t← t+ 1.
11: until t ≥ T1 or early-switch is satisfied (e.g., class-c clean

accuracy ≈ random)
12: Save head weights at switch: W (1).
13: Phase-2: Delta-Prune + Light Recovery
14: Delta scores (target row only): sj =

∣∣W (1)
c,j −W

(0)
c,j

∣∣, j =
1, . . . , D.

15: Column pruning: select J = Top-k({sj}) with k = ⌊pD⌋;
set W:,J ← 0 and freeze their gradients.

16: for u = 1 to T2 do
17: Train with CE on Dd; keep pruned columns frozen.
18: return pruned fθ

defined number of epochs is reached, it proceeds to the next
phase.

Phase 2: Delta-Prune & Light Recovery: We perform
screening and pruning of the input channels of the lin-
ear classifier (head): using the ℓ1 change in the backdoor-
class weights of each channel before and after Phase-1
as a suspiciousness score, and prune the top k channels
with the largest changes. This operation directly severs
potential “feature → backdoor class” shortcut pathways,
substantially reducing backdoor rebound during Phase 2
fine-tuning while keeping the decision boundaries of non-
backdoor classes as stable as possible. Let the linear classi-
fier (head) weights be W ∈ RK×D. We store W (0) at the
beginning of Phase 1 and W (1) right before switching to
Phase 2. Let c denote the estimated backdoor class index.
For each input column (feature) j = 1, . . . , D, define the
score:

sj =
∣∣W (1)

c,j −W
(0)
c,j

∣∣, j = 1, . . . , D. (9)

Subsequently, a small amount of data is used with stan-
dard cross-entropy loss to restore the model’s accuracy on

the backdoor class over clean data. See Algorithm 1 for the
complete implementation of LMR.

4. Experiment
4.1. Experimental Setup
Datasets and Model Architectures: We conduct eval-
uations on CIFAR-10 [24], Tiny-ImageNet [25], and Ima-
geNet [6], with resolutions of 32× 32, 64× 64, and 224×
224, respectively. To verify the transferability of the pro-
posed method, we conduct experiments1 on ResNet [15],
VGG [45], MobileNet-V2 [19, 44], and ViT [9].

Backdoor Attacks and Settings: Our experiments cover
12 attacks, including nine traditional backdoor attacks:
BadNets [14], Blend [4], CL [50], SIG [29], Trojan [36],
WaNet [40], LIRA [7], DFST [5], and Dynamic [41], as
well as three conditional backdoor attacks (i.e., Quantized,
Quantized-Distilled, and Pruned) [48]. For CIFAR-10 and
Tiny-ImageNet, we inject backdoors into high-accuracy
clean models obtained through training (for ViT, we directly
adopt the official ViT-Base pretrained weights). The back-
door injection settings follow the original papers, and the
trigger is fixed at the bottom-right corner by default, with
sizes of 3 × 3 for CIFAR-10, 6 × 6 for Tiny-ImageNet,
and 32 × 32 for ImageNet. The default poisoning rate is
set to 10%. For QCB, we implement two attack variants:
(i) a conventional QCB attack, which directly constructs a
quantized backdoored model by exploiting rounding errors
introduced during quantization; and (ii) a distillation-based
QCB attack, which replaces hard labels with soft labels gen-
erated by a clean teacher model during training. For PCB
attacks, we set the pruning ratio range to [0.3, 0.9], within
which the backdoor is activated (the default pruning ratio is
set to 0.5 for metric evaluation in the experiments).

Backdoor Defenses and Settings: We compare LMR
with eight backdoor defense methods, including FP [34],
NAD [32], IAP [59], I-BAU [60], RNP [33], MNP [28],
as well as two defense methods specifically designed
for quantization-conditioned backdoors (QCB), namely
EFRAP [27] and LACPDA [26]. The defense set is con-
structed from a randomly sampled 1% subset of the test
dataset. For traditional backdoor attacks, all defense meth-
ods are applied to the original model, and the corresponding
metrics are also computed on the original model. For QCB
and PCB in conditional backdoor attacks, all defense meth-
ods are likewise conducted on the original model, while
the corresponding metrics are computed on the quantized
model (8-bit) and the pruned model (50% pruning), respec-
tively.

1Our code is available on https://github.com/Trusted-
LLM/LMR.
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Table 2. Comparison with state-of-the-art defenses on CIFAR-10 with 1% benign data on ResNet-18 . BadNets, Trojan, Blend, CL, SIG,
WaNet, DFST, Dynamic, and LIRA are TBA . ‘⋆’ denotes CBA: QCB, QCB-D and PCB . Bold indicates the best (highest ACC or lowest
ASR), underline indicates the second best; methods marked with ‘†’ are specialized for QCB and not counted in the main comparison.

Attack
No Defense FP NAD IAP I-BAU RNP MNP EFRAP† LACPDA† LMR (Ours)

ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR

Traditional backdoor attacks and defense performance

BadNets 96.36 96.00 95.67 4.04 95.98 1.44 93.80 9.31 93.91 4.37 92.54 0.76 94.10 0.52 96.32 96.14 95.87 83.38 95.85 0.44
Trojan 96.67 100.00 90.76 3.43 92.94 9.83 91.41 3.54 91.39 1.31 93.53 3.04 92.42 2.01 96.64 100.00 96.24 95.96 94.45 0.93
Blend 96.57 100.00 95.45 9.39 95.48 3.50 86.83 2.53 86.88 17.23 94.02 1.16 95.39 1.22 96.54 100.00 96.06 100.00 95.59 0.28

CL 94.91 93.76 87.77 8.17 94.79 32.93 85.85 2.17 88.90 31.23 93.23 3.47 91.14 0.61 95.06 95.31 94.70 63.60 94.65 0.39
SIG 96.39 99.73 81.55 8.21 89.66 11.19 91.56 11.23 86.53 38.66 93.18 0.59 94.13 0.50 96.35 99.77 95.77 92.68 95.81 0.17

WaNet 93.10 96.91 85.70 1.42 95.46 2.71 95.45 3.40 91.76 0.96 91.35 0.61 93.67 0.66 92.84 28.54 93.59 15.08 95.50 0.44
DFST 96.56 100.00 80.48 100.00 66.27 91.73 86.70 100.00 89.57 24.16 94.00 99.86 93.42 20.24 96.49 100.00 96.10 100.00 94.57 0.70

Dynamic 96.56 93.76 94.00 69.58 91.23 21.60 94.53 12.56 91.93 25.01 94.21 11.64 93.08 4.23 96.49 93.59 96.11 95.34 94.60 1.12
LIRA 92.87 91.06 91.92 17.53 86.13 33.44 91.90 4.73 90.54 0.56 90.91 0.87 91.56 0.76 92.84 91.31 91.86 86.70 94.26 0.28

Avg.(TBA) 95.55 96.80 89.26 24.64 89.77 23.15 90.89 16.61 90.16 15.94 93.00 13.56 93.21 3.42 95.51 89.41 95.14 81.42 95.03 0.53

Conditional backdoor attacks and defense performance

QCB⋆ 91.62 99.73 90.98 84.00 91.22 1.12 82.14 99.43 89.81 10.24 90.64 0.54 86.26 0.70 91.46 0.60 91.74 1.07 91.15 0.47
QCB-D⋆ 93.74 99.58 92.30 8.52 92.41 19.70 84.29 99.12 89.75 10.33 88.59 80.49 87.40 1.01 93.78 0.61 93.49 1.89 91.86 0.14

PCB⋆ 81.74 99.99 83.59 83.01 78.22 27.34 80.69 6.84 87.08 76.17 83.26 7.56 81.52 4.71 90.17 99.38 90.15 99.27 84.08 1.54

Avg.(CBA) 89.03 99.77 88.96 58.51 87.28 16.05 82.37 68.46 88.88 32.25 87.50 29.53 85.06 2.14 91.80 33.53 91.79 34.08 89.03 0.72

Table 3. Comparison with the state-of-the-art defenses on ImageNet dataset with 1% benign data on ResNet-34 (%).

Attack
Backdoored FP NAD IAP I-BAU RNP MNP LMR (Ours)

ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR

BadNets 83.42 99.00 75.75 5.64 79.67 2.91 75.67 7.09 79.75 0.73 80.33 1.18 80.75 0.64 81.75 0.64
Trojan 83.42 100.00 75.25 9.91 75.83 1.27 75.42 6.73 80.50 1.09 79.83 0.73 79.67 0.82 82.33 0.18
Blend 81.75 100.00 73.58 21.45 77.83 1.55 75.75 2.36 77.08 90.36 76.33 2.82 81.08 1.55 81.75 0.91

CL 82.92 66.27 72.33 14.45 81.08 5.64 79.00 4.45 81.33 48.91 78.83 1.73 77.42 1.27 82.50 1.55
SIG 81.67 96.82 80.17 10.27 81.75 13.55 76.67 4.82 79.50 4.55 81.33 2.09 80.67 0.64 82.17 0.55

WaNet 83.25 98.45 79.58 9.36 78.67 15.91 81.50 20.45 79.92 18.27 78.67 0.45 79.58 1.00 82.92 0.36
LIRA 81.08 98.73 76.17 11.00 79.58 0.91 79.50 2.36 78.25 51.09 81.67 0.73 82.42 0.73 82.42 0.55

Average 82.50 94.18 76.12 11.73 79.20 5.96 77.64 6.89 79.48 30.71 79.57 1.39 80.23 0.95 82.26 0.68

Evaluation Metrics: Clean accuracy (ACC) and at-
tack success rate (ASR) [4] are the two most commonly
used metrics for evaluating backdoor defenses. In addition,
we also introduce trigger accuracy (TA). An ideal purified
model should achieve high ACC and TA while maintaining
a low ASR.

4.2. Experimental Results

Traditional Backdoor Attack: We evaluate the defense
performance of LMR against both traditional and condi-
tional backdoor attacks on CIFAR-10 and ImageNet using
ResNet-18 / 34. Here, “No Defense” denotes the origi-
nal backdoored model, while FP, NAD, IAP, I-BAU, RNP,
MNP, EFRAP, and LACPDA serve as defense baselines.
As shown in Tabs. 2 and 3, existing defense methods ex-

hibit clear limitations in certain scenarios: FP / NAD per-
form poorly under content-aware attacks; RNP / MNP have
limited effectiveness against conditional backdoor attacks;
moreover, EFRAP / LACPDA are primarily designed for
QCB and thus are ineffective for defending against tradi-
tional backdoor attacks. With only 1% clean data, LMR
achieves competitive results across different datasets and at-
tack settings compared with various baselines. In the TBA
scenario, LMR effectively removes backdoors with only a
small accuracy cost: on CIFAR-10, the average ASR de-
creases from 96.80% to 0.53%, with only a 0.5% drop in
ACC; on ImageNet, the average ASR decreases from 94.2%
to 0.68%, with only a 0.25% drop in ACC.

In addition, as shown in Fig. 3, in the original back-
doored model, samples from different classes form rela-
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Figure 3. The t-SNE plots of the feature distribution of samples from different classes, in the backdoored model, trigger samples cluster toward the backdoor
class, whereas after applying LMR, they move back to the neighborhood of their source classes.

blue=1596 red=404 blue=1631 red=369 blue=1592 red=408 blue=1614 red=386

blue=0 red=2000 blue=278 red=1722 blue=1580 red=420 blue=1613 red=387

​​Original backdoor model (epoch = 0) ​ ​​Phase1 (epoch = 2 and epoch = 6) ​ Phase2 (epoch = 20) ​

Figure 4. Visualization of the backdoor purification process in the (zc, ẑ). The x-axis is the backdoor-class logit zc; the y-axis is the maximum non-
backdoor logit ẑ = maxj ̸=c zj . The black dashed line ẑ = zc is the decision boundary: points above it are in the safe region and points below it are in the
risk region. The purple dashed line ẑ = zc +m1 indicates the desired safety margin (we set m1 = 3 in our experiments).

tively separated clusters in the feature space, while trigger-
bearing samples are distributed near the backdoor-class
manifold and drift across multiple clusters. After LMR pu-
rification, benign samples still maintain clear and compact
intra-class structures, and trigger-bearing samples no longer
collapse toward the backdoor class but instead return to the
neighborhood of their source classes.

In Fig. 4, each subfigure shows the distribution of 2,000
non-backdoor-class samples, where the red highlighted
points denote all misclassified samples among the 10,000
test samples. The first row corresponds to the distribu-
tion of clean samples, and the second row corresponds to
the distribution of triggered samples. In the original back-
doored model (epoch 0), the trigger significantly increases
the logit corresponding to the backdoor class, causing all
triggered samples to be predicted as the target class, with
the red points densely distributed below the decision bound-

ary. Meanwhile, a small number of clean samples are dis-
tributed near the boundary. After Phase-1 (epochs 2 and
6), the distribution of triggered samples shifts upward as a
whole, and most samples are correctly classified, gradually
aligning with the predefined safety margin. As the defense
proceeds, regardless of whether the trigger is present, the
vast majority of sample points become stably distributed
above the predefined safety margin; at the same time, the
distributions of triggered and clean samples gradually be-
come more concentrated, and TA progressively approaches
ACC. On the other hand, the overall distribution of clean
samples remains close to that of the original model, indicat-
ing that the model’s discriminative ability for non-backdoor
classes is well preserved.

Conditional Backdoor Attack: As shown in Tab. 2,
LMR also demonstrates outstanding defense performance
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Table 4. Defense efficacy of LMR against 8-bit QCB attacks on CIFAR-10 (No Defense = ND).

Setting Metric
ResNet-18 VGG-16 MobileNetV2

ND EFRAP LACPDA LMR ND EFRAP LACPDA LMR ND EFRAP LACPDA LMR

No-Distilling ACC↑ 91.62 91.46 91.74 91.15 89.50 84.34 89.58 88.53 91.58 91.31 91.87 91.47
ASR↓ 99.81 0.60 1.10 0.47 100.00 0.22 0.57 0.54 92.52 2.70 0.47 0.01

Distilling ACC↑ 93.83 93.78 93.43 91.86 91.65 92.35 92.39 91.68 92.05 92.35 91.73 91.47
ASR↓ 99.53 0.61 1.89 0.14 99.94 0.70 0.56 0.49 99.39 0.93 0.57 0.57

Table 5. Ablation study on each component, “CE” denotes using only the standard cross-entropy loss.

Model - Dataset Metric No Defense CE SCE + DSC
m1 = {1, 2, 5, 10}

SCE + CM
m2 = 0.5

SCE + DSC + CM
m1 = 10, m2 = 0.5

ResNet18 - CIFAR10 ACC↑ 95.84 96.43 96.32 96.24 96.23 96.37 96.28 96.31
ASR↓ 98.92 92.70 69.57 42.77 35.97 4.84 9.83 0.69

ViT - ImageNet ACC↑ 94.33 90.75 91.58 90.33 90.00 92.58 90.33 92.58
ASR↓ 99.82 93.09 83.82 21.36 2.91 3.36 64.91 0.91

against conditional backdoor attacks. For QCB, the ASR
decreases from 99.65% to 0.3%, with only approximately
1% degradation in accuracy. For the original PCB model,
after 50% pruning, the ACC drops from 90.93% to 81.74%,
while the ASR surges from 0.40% to 99.99%; however, af-
ter applying LMR, the ACC recovers to 84.08%, and the
ASR is significantly reduced to 1.54%. Furthermore, as
shown in Tab. 4, we further evaluate the defense capa-
bility of LMR against QCB on ResNet-18, VGG-16, and
MobileNet-V2. The results show that LMR can consistently
remove backdoors while maintaining high clean accuracy,
demonstrating good generalization ability.

4.3. Ablation Studies
Impact of Defense Data: We evaluate the impact of de-
fense data size on LMR on CIFAR-10 / ResNet-18, us-
ing BadNets (visible trigger) and LIRA (invisible trigger)
as representative attack scenarios. As shown in Fig. 5,
even with only 0.02% defense data, LMR is able to reduce
the ASR of common backdoor attacks to approximately
≈ 0.5%; as the defense set grows, LMR can further improve
the model’s ACC, making its output distribution closer to
that of the original clean model.

Ablation Study on Loss Terms: To analyze the role of
each loss term, we adopt a low learning rate (1e−3) and
use 0.6% clean samples, ensuring that CE alone cannot
effectively suppress the backdoor. Experiments are con-
ducted on CIFAR-10 / ResNet-18 (BadNets). We compare
three main loss configurations: CE only, SCE+DSC, and
SCE+DSC+CM; except for the “CE only” setting, SCE is
included by default in the other settings. As shown in Tab. 5,
when using CE alone, the ASR decreases slowly. After in-
troducing the margin-controlled DSC, the ASR is signifi-
cantly reduced, and a larger margin m1 leads to a lower

(a).ResNet18+BadNets (b).ResNet18+LIRA

Figure 5. A comparison of LMR and MNP against BadNets and
LIRA on ResNet-18/CIFAR-10, with the defense data size N
varying from 0.02% (10) to 5% (2500) of the training set.

ASR. Further adding the CM term improves the stability of
the model. In addition, we analyze the sensitivity of the hy-
perparameters α and β. The parameter α controls the sup-
pression strength on the backdoor logit and requires only
coarse-grained selection: when α ∈ [0.5, 3], ACC and ASR
remain within [83.7, 94.4] and [0.11, 0.36], respectively. In
contrast, LMR is insensitive to β: when β ∈ [0.1, 1.0],
ACC and ASR remain within [92.8, 94.4] and [0.27, 0.30],
respectively.

5. Conclusion
We propose LMR, a direct and effective defense against
backdoor attacks. Extensive experiments show that LMR
requires only a small amount of clean data while achieving
highly competitive defense performance against both tradi-
tional and conditional backdoors. Its core lies in imposing
a margin constraint in the logit space (DSC), together
with selective cross-entropy (SCE) and conditional margin
(CM), to suppress backdoor behaviors. As a logit-based
method, LMR exhibits strong practicality and scalability.
Although more sophisticated attacks may emerge in the
future, our results show that, under current backdoor threat
scenarios, LMR is an efficient and general defense method.
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