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Abstract

Multi-modal multi-agent systems (MM-MAS) have gained
increasing attention for their capacity to enable complex
reasoning and coordination across diverse modalities. As
these systems continue to expand in scale and functional-
ity, investigating their potential vulnerabilities has become
increasingly important. However, existing studies on ad-
versarial attacks in multi-agent systems primarily focus on
isolated agents or unimodal settings, leaving the vulnera-
bilities of MM-MAS largely underexplored. To bridge this
gap, we introduce HAM3, a Hierarchical Attack framework
for multi-modal multi-agent systems that decomposes at-
tacks into three interconnected layers. Specifically, at the
perception layer, HAM3 mounts attacks by perturbing vi-
sual inputs, textual inputs, and their fused visual–textual
representations. At the communication layer, it performs
communication-level attacks that corrupt message content
and interaction topology, such as manipulating shared con-
text or communication links to distort collective information
flow. At the reasoning layer, it conducts reasoning-level at-
tacks that interfere with each agent’s cognitive pipeline, bi-
asing reasoning trajectories and ultimately compromising
final decisions. We evaluate HAM3 on the GQA benchmark
through multi-agent systems built on distinct reasoning
paradigms including ReAct, Plan-and-Solve, and Reflexion.
Experiments demonstrate that our framework achieves an
Attack Success Rate of up to 78.3%, with reasoning-layer
attacks being the most effective. More than half of the suc-
cessful attacks lead multiple agents to produce consistent
errors. These findings offer valuable insights for building
more robust and interpretable multi-agent intelligence.

1. Introduction
Recent progress [16, 21, 22, 40] in multi-modal and
multi-agent learning has made collaborative perception and
decision-making increasingly important, driving deploy-
ment across diverse domains such as social interaction [31],
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Figure 1. Hierarchical Attacks on a multimodal multi-agent sys-
tem, illustrating the three layers of attack: perception, commu-
nication, and reasoning. The diagram depicts the lifecycle of a
multi-agent system, highlighting the attack manifestations at each
layer and providing examples of how these attacks affect the sys-
tem’s functionality.

embodied control [39], and autonomous driving [19]. As
these collaborative systems expand in scale and intercon-
nectivity, studying their adversarial vulnerabilities is in-
creasingly crucial for ensuring reliable and resilient multi-
agent intelligence [10].

Prior work on adversarial vulnerabilities has primarily
centered on single-agent settings, where attackers manipu-
late observations, prompts, or memory to bias an individual
agent’s reasoning [3, 4]. Recent multi-agent attack studies
largely extend single-agent adversarial principles to multi-
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agent settings, primarily by perturbing agent-specific mes-
sages or manipulating shared functional interfaces to influ-
ence individual decision-making [9, 23]. Although such
approaches reveal weaknesses in inter-agent message ex-
change and coordination mechanisms, they remain confined
to content-level manipulations. Consequently, they fall
short of examining structural vulnerabilities rooted in com-
munication topology or collective reasoning dynamics that
arise uniquely in multi-agent systems. In parallel, research
on multimodal adversarial attacks largely targets model-
level perception, such as typographic, compositional, or
logic-based visual prompts that jailbreak or mislead vision-
language models [6, 30, 47, 49], rather than attacking the
agentic decision-making pipeline. As a result, adversarial
robustness of multimodal LLM-based agents, especially un-
der multi-agent collaboration, remains substantially under-
explored.

To address these limitations, as illustrated in Figure 1,
we introduce HAM3, a unified adversarial framework that
characterizes how perturbations propagate across the per-
ception, communication, and reasoning layers of multi-
modal multi-agent systems. The perception layer models
adversarial manipulations to visual, textual, or other mul-
timodal inputs that influence all agents at the entry point.
The communication layer captures disruptions in inter-
agent information flow, including message tampering, chain
blocking, and agent impersonation, which alter both mes-
sage content and interaction topology. The reasoning layer
formalizes interference within each agent’s internal infer-
ence process, where attacks either directly modify interme-
diate reasoning steps or indirectly bias the contextual sig-
nals that guide downstream inference. Collectively, these
components provide a structured view of how localized per-
turbations can cascade through the multi-agent workflow
and compromise the final collective decision.

Our contributions are threefold:

• We conduct the first systematic investigation of adversar-
ial robustness in multimodal multi-agent systems and in-
troduce a multimodal agent attack benchmark, which will
be publicly available.

• We propose HAM3, a unified adversarial framework that
decomposes perturbation effects across perception, com-
munication, and reasoning layers, characterizing how
localized attacks propagate through multimodal inputs,
inter-agent communication topology, and internal infer-
ence trajectories.

• Through extensive experiments, we show that reasoning-
layer interference is substantially more persistent, covert,
and systemically influential than content-level perturba-
tions, offering actionable insights for building resilient
multimodal multi-agent systems.

2. Related Work

Multi-Modal Multi-Agent Systems. LLM-based agents
extend traditional intelligent systems by integrating power-
ful language models with external tools for reasoning and
acting [25, 28, 29, 41]. Moving beyond these single-agent
paradigms, multi-agent systems further leverage LLMs’
role-playing and coordination abilities to support collabo-
rative planning and problem-solving [27, 34, 36, 44]. Rep-
resentative frameworks such as AutoGen [38], Camel [18],
AgentScope [5], and MuMA-ToM [31] illustrate how struc-
tured communication protocols—including debate, voting,
and role specialization—enable richer multimodal and em-
bodied reasoning among cooperative LLM agents. Build-
ing on this progress, recent applications further extend
multi-modal multi-agent capabilities to practical domains,
including document understanding (MDocAgent [8]), hu-
man–agent web navigation (CowPilot [13]), medical im-
age analysis (WSI-Agents [24]), semantic communication
(M4SC [17]), and unified reasoning across text, image,
audio, and video (Agent-Omni [20]). However, as both
modalities and collaborating agents proliferate, the robust-
ness of such systems becomes increasingly challenged.
This study investigates the key factors that drive vulnera-
bility in collaborative multi-modal reasoning.

Agent Attacks. The security of LLM-based agents has at-
tracted increasing attention, as highlighted by the survey
in [42]. Early work primarily examines single-agent vul-
nerabilities. InjecAgent [43] benchmarks indirect prompt-
injection attacks on tool-integrated agents, while Agent Se-
curity Bench (ASB) [45] introduces a unified threat model
and evaluates attacks such as prompt manipulation, tool-
invocation corruption, and environment perturbation, show-
ing that agents remain broadly vulnerable. Building on this
foundation, recent studies explore risks unique to multi-
agent systems, including communication manipulation [9],
cascading failures from poisoned shared tools [23], block-
ing behaviors that disrupt cooperation [48], and biased coor-
dination introduced by malicious participants [46]. Huang
et al. [10] further analyze how faults propagate across
agent collectives. Beyond textual environments, emerg-
ing work investigates multimodal agents. Wu et al. [37]
show that web-based multimodal agents remain vulnera-
ble to cross-modal perturbations and component-interaction
flaws. However, existing multimodal and multi-agent at-
tack studies largely reduce to single-agent vulnerabilities:
attacks typically modify one agent’s message content or
corrupt shared tools, with others merely propagating the re-
sulting errors under fixed communication structures. These
approaches overlook how vulnerabilities propagate through
multimodal perception, communication, and reasoning lay-
ers, and they fail to consider structural changes in agent in-
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Figure 2. Overview of the HAM3 attack framework in the multimodal multi-agent paradigm

teractions. Consequently, risks such as shared-memory cor-
ruption, communication topology perturbations, and cross-
layer interactions remain unexplored. To address this
gap, we introduce HAM³, a hierarchical attack framework
that analyzes how adversarial perturbations across the per-
ception, communication, and reasoning layers propagate
through multimodal multi-agent systems, revealing previ-
ously unexamined collective vulnerabilities.

3. Method
3.1. Overview
We propose a Hierarchical Attack Model for Multi-
Modal Multi-Agent Systems (HAM3) to evaluate vulner-
abilities of multi-modal multi-agent systems (MM-MAS).
HAM3 decomposes the attack surface into three abstrac-
tion layers: perception, communication, and reasoning,
and models how perturbations at different levels propagate
through collaboration.

We formalize a MM-MAS as S = {A1, A2, . . . , AN},
where each agent Ai is specified by a system prompt, a set
of tools, a memory module, and a communication interface.

Given a multi-modal input x = (ximage, xtext), the system
mapping F produces

y = F (x; Θ), (1)

where Θ denotes model parameters and coordination
mechanisms.

Each agent operates as a three-layer mapping aligned
with HAM3. The root agent Aroot produces the final out-
put oAroot

F (x) = oAroot , (2)

and the output of any agent A is defined as follows.
If A is a leaf agent,

oA = f
(3)
A

(
f
(2)
A

(
f
(1)
A (xA)

))
, (3)

and if A is an internal agent,

oA = f
(3)
A

(
f
(2)
A (ΦA({ oC | C ∈ Children(A) }))

)
, (4)

where f
(1)
A , f

(2)
A , f

(3)
A denote the perception, communica-

tion, and reasoning mappings. Here, C denotes a child
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agent of A, and ΦA aggregates child outputs. For each agent
A and each layer l ∈ {1, 2, 3}, an attack-specific perturba-
tion δ

(l)
A may be injected.

3.2. Perception Layer Attacks
Perception-layer attacks manipulate multi-modal inputs be-
fore any inter-agent coordination.

Cross-Modal Injection Attack (CMA). Jointly perturbs
visual and textual inputs:

x′ =
(
Gimage(ximage), Gtext(xtext)

)
. (5)

where Gtext generates misleading text either from templates
or conditioned on the input query and visual content, and
Gimage applies visual perturbations, including semantic im-
age edits and text overlay on the image.

3.3. Communication Layer Attacks
Communication-layer attacks disrupt message flow, net-
work topology, or shared memory, and exploit structural de-
pendencies in MM-MAS.

Agent Spoofing Attack (ASA). Forges or replaces agents
in the communication graph. Given topology Γ, the attacker
applies

Γ′ = Gtopo(Γ, δtopo), (6)

by introducing spoofed agents Amal
i , or replacing normal

agents with malicious ones, thereby hijacking routing paths.

Structural Blocking Attack (SBA). Creates cyclic wait-
ing patterns by manipulating communication dependencies.
By injecting crafted messages or routing updates, it con-
structs cycles such as Ai → Aj → Ak → Ai, where each
agent waits for another’s response, causing deadlocks or in-
finite loops. This can be implemented by injecting blocking
instruction signals into prompts, which steer agents toward
blocked response policies and thus increase the likelihood
of circular waiting dependencies. Formally, for the directed
communication graph Γ = (V,E), SBA applies

Γ′ = GSBA(Γ), (7)

such that Γ′ contains at least one directed cycle C of mutual
waiting dependencies.

Shared Memory Pollution Attack (SMPA). Corrupts
short-term memory by injecting falsified historical data into
a target agent set Ω:

M ′
i = GSMPA(Mi, Dadv), ∀Ai ∈ Ω, (8)

where Mi is the memory state of Ai and Dadv is an adver-
sarial fragment set. In practice, this is realized by injecting
shared misleading memory fragments into the memory of
target agents.

Shared Context Injection Attack (SCIA). Modifies sys-
tem prompts of a subset of agents by inserting a shared ad-
versarial prior:

psys′

i = GSCIA
(
psys
i , padv

)
, ∀Ai ∈ Ω, (9)

where padv encodes the prior. Sharing the same prior aligns
agents’ biases and reinforces adversarial behavior. In prac-
tice, this is realized by injecting a shared adversarial instruc-
tion into prompts.

3.4. Reasoning Layer Attacks
Reasoning-layer attacks interfere with internal inference
mechanisms or multi-step reasoning chains.

Chain-of-Thought Injection Attack (CIA). Alters in-
termediate steps in the chain-of-thought (CoT) used for
multi-step reasoning. Given a reasoning sequence CoT =
[r1, r2, . . . , rT ], the attacker inserts or replaces intermediate
states to obtain

CoT′ = GCIA(CoT, r∗, τ), (10)

where r∗ is the injected state and τ specifies injection or re-
placement positions. Perturbing early or pivotal steps intro-
duces subtle logical errors that are amplified downstream;
when CoT traces are shared or summarized across agents
(e.g., ReAct, Plan-and-Solve, Reflexion), a single corrupted
segment can misguide entire sub-teams. This is realized by
injecting misleading reasoning instructions into CoT con-
tent.

HAM3 exposes failure modes of MM-MAS across per-
ception, communication, and reasoning. By instantiating
attacks at each layer, it moves beyond isolated single-agent
robustness analyses and explicitly models how targeted per-
turbations interact with multi-agent coordination. HAM3 is
compatible with mainstream reasoning paradigms such as
ReAct, Plan-and-Solve, and Reflexion, and provides a basis
for designing more robust multi-agent systems.

4. Experiments
In this section, we evaluate the proposed HAM3 attack
framework in the context of MM-MAS. Our experiments
aim to analyze how HAM3 attacks affect system vulnera-
bilities, collaborative dynamics, and perceptual consistency.
Specifically, we address the following research questions:

RQ1: How do vulnerabilities emerge under HAM3 at-
tacks, and how does attack robustness vary across different
agent paradigms and attack layers?

RQ2: How do attacks affect task performance and inter-
nal stability?

RQ3: How do perturbations propagate through multi-
agent collaboration?

RQ4: How do HAM3 attacks affect cross-modal align-
ment?
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Original input image A

What animal is the woman riding?

An elephant.Answer: 

Input: 

HAM3

Original input image B

They look like they’re competing in a
competitive eating contest.

Answer: 

“What are the people doing at the table?”Input: 

Attacked Input: 

What color is the horse that the woman is riding?

Attacked Input: 

What are the people doing with their phones at 
the table?

Attacked input image A

Attacked input image BAnswer after CMA： The horse is brown.
Answer after CMA：

They are checking their phones.

Figure 3. Example of Perception layer attack

4.1. Experiment Setup
Dataset. We adopt the GQA dataset [12], which is built
upon scene graphs and requires more multi-step reasoning
and tools usage than conventional Visual Question Answer-
ing (VQA) benchmarks [1, 7]. From the training split, we
sample 5,984 image–question pairs, covering ten seman-
tic categories: daily life, animal world, academic research,
sports, natural scenery, urban architecture, transportation,
food, art and culture, and entertainment.

MM-MAS Configuration. The MM-MAS is constructed
upon the open-source collaboration framework OxyGent1,
which provides modular agent orchestration and supports
diverse reasoning paradigms. The system comprises a mas-
ter agent that coordinates task planning and six specialized
sub-agents responsible for subtasks such as image under-
standing, human attribute recognition, object detection, im-
age conversion, image segmentation, and coding. A total
of 13 functional tools are distributed among the sub-agents
according to their respective capabilities. The agents main-
tain both shared memories for global context exchange
and individual memories for maintaining local task states.
In each experimental instance, the entire MM-MAS fol-
lows a single reasoning paradigm including ReAct [41],
Plan-and-Solve [35], and Reflexion [33] to ensure consis-
tent intra-system reasoning behavior under different config-
urations.

1https://github.com/jd-opensource/OxyGent

Models and Metrics. Experiments are conducted
across multiple foundation models, including open-source
Qwen2.5-VL-7B (Qwen-7B) and Qwen2.5-VL-32B
(Qwen-32B) [2], as well as closed-source GLM-4V-Plus
(GLM-4V+), o1-mini (O1-Mini) [15], and GPT-4o [14].
During adversarial evaluation, all textual attacks are
generated using GPT-4o, while visual attacks are produced
with the open-source Nano Banana model. We evaluate the
robustness and reliability of the MM-MAS system using
four metrics, whose symbols are summarized in Table 1.
Specifically, the Task Success Rate (TSR) is defined as
|S|/N , which represents the system’s accuracy under clean
conditions without any attack. The Attack Success Rate
(ASR) is defined as |A|/|S|, measuring the proportion of
successful attacks among the samples that the system can
correctly solve under normal conditions. The Hallucination
Error Rate (HER) is defined as |H|/N , quantifying failures
caused by the system’s intrinsic hallucinations rather than
external perturbations, thereby reflecting its inherent factual
stability. Finally, the Cross-Modal Consistency (CMC)
is defined as

(∑
(vi,ti)∈SPer.

cos(fv(vi), ft(ti))
)
/|SPer.|

which computes the average cosine similarity between the
attacked image and its corresponding attacked text in the
CLIP embedding space. This metric measures whether
adversarial perturbations preserve cross-modal semantic
alignment, rather than introducing irrelevant image-text
combinations. A higher CMC, together with a high ASR,
indicates that the attack can successfully mislead the
system while remaining semantically coherent and less
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perceptible.

Table 1. Symbol definitions for evaluation metrics.

Symbol Meaning

N Total number of evaluation samples.

S Set of samples correctly solved in the original task.

A Set of samples in S that are successfully attacked.

H Set of samples that fail due to hallucination.

SPer. Set of samples in S attacked at the perception layer.

(vi, ti) The i-th attacked image–text pair.

fv(·) CLIP visual encoder.

ft(·) CLIP text encoder.

cos(·, ·) Cosine similarity function.

Baselines. To validate our approach, we compare it
against four representative attack baselines: Visual Injec-
tion Attack (VIA). Embed adversarial instructions directly
into visual inputs such as overlaid text or structured per-
turbations, causing the agent to interpret them as legiti-
mate content and follow the injected intent[26]. Textual
Injection Attack (TIA). Inject adversarial instructions[45]
into textual inputs or contextual prompts, manipulating
the model’s interpretation and steering its behavior toward
attacker-specified objectives. Tool Spoofing Attack (TSA).
Falsifies the identity of external tools, inducing agents to in-
teract with forged tools Tfake[32]. We consider (i) partial in-
jection, where fake tools are added alongside genuine ones;
and (ii) full substitution, where genuine tools are probabilis-
tically replaced by attacker-controlled counterfeits. Role
Manipulation Attack (RMA). Tamper with an agent’s
system prompt by injecting adversarial role specifications,
thereby altering its designated identity, authority, or behav-
ioral constraints to induce attacker-aligned actions[46].

4.2. Main Results (RQ1)
Overall Analysis. As shown in Table 2, reasoning-layer
attacks consistently yield the highest ASR across all set-
tings. For example, the Chain-of-Thought Injection At-
tack (CIA) reaches 78.3% ASR under the ReAct paradigm
with Qwen-7B, approximately 13 points higher than the
best communication attack (SBA 65.0%) and over 17 points
higher than the strongest perception attack (CMA 60.8%).
This pattern shows that perturbing internal reasoning traces
directly disrupts agent outputs, while perception and com-
munication disturbances primarily affect information trans-
fer or local understanding, which the system can some-
times recover from through collaboration. From the per-

spective of reasoning paradigms, Reflexion demonstrates
the strongest robustness: under the same CIA attack, its
ASR drops to 61.7% (Qwen-7B), around 16 points lower
than ReAct. Plan-and-Solve performs moderately, achiev-
ing 69.2% ASR under Qwen-7B but remaining sensitive to
reasoning errors since incorrect plans propagate through the
solution stage. ReAct is the most vulnerable, alternating
reasoning and acting without explicit validation, so early
perturbations are easily amplified. Finally, model scalabil-
ity further improves overall resistance. Larger models such
as o1-mini and GPT-4o consistently yield lower ASR across
all layers. CIA falls from 78.3% (Qwen-7B) to 65.0%
(GPT-4o) in ReAct paradigms, indicating that stronger lan-
guage models offer better robustness against hierarchical at-
tacks. A similar pattern is observed on the EvoChart-QA
benchmark [11], as shown in Table 1 in Supplementary Ma-
terial.

Perception Layer. Cross-Modal Attack (CMA) yields the
highest ASR in 87% of the evaluated tasks, confirming that
jointly perturbing visual and textual modalities effectively
deceives the agents’ visual-language alignment. Under the
ReAct paradigm with Qwen-7B, CMA achieves an ASR of
60.8%, which is 2.3% higher than VIA and 5.6% higher
than TIA. Visual-only (VIA) and text-only (TIA) attacks
are relatively less damaging, as errors at this stage can often
be alleviated through inter-agent communication or down-
stream reasoning. Overall, perception attacks mainly affect
local comprehension rather than the global decision pro-
cess.

Communication Layer. The Structural Blocking Attack
(SBA) achieves a much higher attack success rate (ASR)
than message-level attacks (SCIA, SMPA): 71.8 percent,
about 28 points above SCIA and 15 above SMPA under the
same conditions. Message-level attacks mainly cause in-
consistent agent responses, which can usually be corrected
through cross-validation or message rerouting. In contrast,
structural attacks alter the network topology itself. Among
them, agent spoofing is unstable because fake agents gener-
ate noisy outputs that others can ignore, whereas link block-
ing enforces direct disconnection between key agents, cut-
ting off access to correct expertise. These results show that
while MM-MAS retains partial robustness through rerout-
ing and validation mechanisms, topological attacks remain
the main weakness in the communication layer.

Reasoning Layer. Reasoning-level attacks cause the
most severe degradation in system performance. Among
them, the Chain-of-Thought Injection Attack (CIA) is par-
ticularly effective, achieving the highest ASR of 78.3% in
our experiments. This superiority arises because CIA di-
rectly modifies intermediate reasoning steps rather than in-
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Table 2. ASR of MM-MAS under multi-layers attack. The methods highlighted in purple are proposed in this paper, while the others
are baselines. “Per.”, “Comm.”, and “Rea.” represent the Perception, Communication, and Reasoning Layers, respectively.

Paradigm LLM Per. Comm. Rea.

VIA TIA CMA ASA SBA SMPA SCIA TSA RMA CIA

ReAct

Qwen-7B 57.7% 55.2% 60.8% 60.7% 65.0% 55.2% 62.2% 76.7% 65.5% 78.3%
Qwen-32B 52.5% 50.0% 55.7% 55.5% 59.8% 50.0% 57.0% 71.5% 60.3% 73.2%
GLM-4V+ 53.5% 48.3% 53.7% 50.3% 62.2% 48.3% 57.5% 72.0% 49.8% 71.3%
O1-Mini 46.3% 41.2% 44.0% 43.3% 51.3% 41.2% 47.2% 69.7% 42.5% 71.5%
GPT-4o 41.8% 38.2% 43.2% 41.8% 49.0% 42.5% 44.7% 64.2% 39.7% 65.0%

PlanAndSolve

Qwen-7B 46.8% 53.3% 59.8% 53.3% 71.8% 62.5% 56.2% 69.5% 60.2% 69.2%
Qwen-32B 41.7% 48.2% 54.7% 48.2% 66.7% 57.3% 51.0% 64.3% 55.0% 64.0%
GLM-4V+ 37.3% 44.3% 48.0% 44.0% 47.3% 51.0% 47.8% 58.5% 48.5% 61.0%
O1-Mini 31.7% 38.3% 41.0% 36.3% 39.5% 43.8% 39.3% 50.7% 42.5% 51.7%
GPT-4o 29.5% 35.3% 38.7% 35.5% 41.5% 41.8% 38.3% 46.2% 37.8% 48.7%

Reflexion

Qwen-7B 47.2% 47.8% 51.2% 50.8% 56.7% 51.3% 50.3% 62.2% 57.3% 61.7%
Qwen-32B 42.0% 42.7% 46.0% 45.7% 51.5% 46.2% 45.2% 57.0% 52.2% 56.5%
GLM-4V+ 37.7% 38.2% 45.0% 39.8% 46.5% 42.8% 41.5% 53.0% 45.7% 53.3%
O1-Mini 33.7% 33.3% 37.8% 33.2% 38.5% 36.0% 35.5% 43.5% 39.3% 45.2%
GPT-4o 43.0% 42.7% 34.5% 43.0% 36.2% 39.0% 37.8% 49.2% 36.5% 52.2%

directly interfering with memory or external tool usage.
Once the reasoning trace is corrupted, agent outputs become
unreliable and difficult to correct. In addition, the Tool
Spoofing Attack (TSA) also demonstrates strong effective-
ness, reaching an ASR of 76.7% on the Qwen-7B model,
outperforming other approaches under comparable settings.
These quantitative results highlight that the reasoning stage
is indeed the most fragile component of the MM-MAS hi-
erarchy, and that reasoning-level manipulations can cause
persistent and hard-to-mitigate disruptions.

4.3. Robustness Analysis (RQ2)

Task-Level Effects. To assess how different attack layers
influence overall task performance, we evaluated each rea-
soning paradigm’s task success rate under attacks, together
with its baseline performance under no-attack conditions.
In Table 3, the baseline success rates are around 60%,sug-
gesting that the three paradigms have comparable perfor-
mance in the no-attack setting. When attacks are intro-
duced, success rates drop substantially. The decline is most
pronounced for the ReAct paradigm under reasoning-layer
attacks, where performance declines by up to 35%. Percep-
tion - and communication-layer attacks cause moderate re-
ductions (approximately 25–30%). These findings demon-
strate that reasoning-level perturbations impose the most
severe degradation on task-level stability, establishing the
reasoning layer as the most vulnerable component of the
multi-agent system.

Hallucination-Level Effects. We further analyze halluci-
nation errors, which stem from internal instability rather
than direct adversarial success. They appear across sys-
tem layers, including misreading inputs in perception, mis-
understanding exchanged messages in communication, and
fabricating logic in reasoning. For each layer, ASR is com-
puted after excluding hallucination-induced failures. As
shown in Table 4, the hallucination rate decreases from
about 8% for Qwen-7B to around 4% for GPT-4o, indicat-
ing that larger models maintain higher internal stability un-
der adversarial conditions. Reflexion exhibits few external
errors but more hallucination-related ones, whereas ReAct
shows fewer internal hallucinations but larger performance
drops once its reasoning process is disrupted. These results
highlight a trade-off between external robustness and inter-
nal stability, both of which jointly determine overall system
reliability.

Table 3. TSR of Original MAS experiment. “N.A.” denotes the
baseline without any attack.

Paradigm Per. Comm. Rea. N.A.

ReAct 29.45% 27.58% 23.55% 58.99%
PlanAndSolve 34.59% 31.99% 27.58% 60.88%
Reflexion 33.18% 31.43% 30.64% 61.35%

4.4. Error Distribution Analysis (RQ3)
To examine how adversarial perturbations manifest within
the multi-agent system, we classify observed failures into
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Table 4. Paradigm Robustness and Layer Attack Suc-
cess/Hallucination Rates.

Paradigm LLM ASR HER

Per. Comm. Rea.

Qwen-7B 54.6% 57.8% 64.8% 6.8%
Qwen-32B 52.9% 56.1% 63.2% 6.2%

ReAct GLM-4V+ 51.2% 50.2% 59.2% 5.7%
O1-Mini 44.3% 42.9% 54.9% 4.4%
GPT-4o 42.0% 42.9% 51.9% 3.5%

Qwen-7B 47.1% 52.1% 59.0% 8.1%
Qwen-32B 45.5% 50.4% 57.4% 7.6%

PlanAndSolve GLM-4V+ 43.5% 46.6% 52.8% 6.8%
O1-Mini 37.0% 40.4% 45.2% 4.5%
GPT-4o 35.0% 36.3% 41.6% 4.3%

Qwen-7B 46.0% 48.5% 54.6% 8.5%
Qwen-32B 44.4% 46.8% 53.0% 8.0%

Reflexion GLM-4V+ 40.1% 41.6% 47.8% 6.8%
O1-Mini 34.9% 35.7% 41.8% 3.8%
GPT-4o 39.4% 39.0% 44.5% 4.8%

Figure 4. Analysis of Multimodal Attack Effects and CMC

three types. Local errors are mistakes confined to a single
agent (e.g., isolated reasoning slips or execution inaccura-
cies). Systemic errors arise when multiple agents produce
the same or mutually consistent wrong outputs, indicating
coordinated failures. Other errors denote infrequent or ir-
regular failures such as random fluctuations or occasional
feedback-amplified deviations.

Figure 5 summarizes the distribution of these error types
across layers. In the perception layer, systemic errors
(58.8%) exceed local errors (40.9%) by 17.9 points, mean-
ing attacks already trigger coordinated failures at the earli-
est processing stage. In the communication layer, systemic
(49.8%) and local errors (48.6%) are nearly balanced, sug-
gesting that message disturbances can either remain local-
ized or propagate depending on interaction patterns. In the
reasoning layer, systemic errors (58.4%) again exceed lo-
cal ones (41.2%) by a similar margin (17.2 points), indicat-

Figure 5. Error Distribution Analysis

ing that once reasoning is perturbed, multiple agents tend
to reach similar incorrect conclusions. Other errors remain
minimal (<2%) in all layers. Overall, systemic errors dom-
inate across layers, showing that our hierarchical attacks
consistently disrupt multi-agent collaboration and that per-
turbations at any stage can affect global coordination.

4.5. Cross-Modal Consistency Analysis (RQ4)
Figure 4 summarizes the effects of perception-level attacks
on cross-modal consistency (CMC) and attack success rate
(ASR). In the benign setting, CMC is 15.8%, reflecting lim-
ited semantic overlap since each query focuses on a local
image region. Vision-only attack (VIA) slightly raises it
to 17.7% (ASR 40.7%) because visual perturbations steer
the agents’ attention toward the same salient area, yielding
higher agreement but not correctness. CMA achieves the
highest CMC (20.4%) and ASR (42.9%), showing that joint
textual and visual perturbations generate consistent yet se-
mantically wrong reasoning. Figure 3 further illustrates this
effect, where minor image-text changes lead multiple agents
to maintain coherent but false interpretations across modal-
ities.

5. Conclusions

We proposed HAM3, a hierarchical attack framework de-
signed to identify vulnerabilities in multimodal multi-agent
systems across perception, communication, and reasoning
layers. Our experiments demonstrate that cross-modal per-
turbations amplify through fusion, structural communica-
tion attacks degrade cooperation, and reasoning-layer in-
terference has the most persistent impact. These findings
highlight the cascading nature of vulnerabilities in these
systems and provide valuable insights for designing more
robust multi-agent intelligence. Additionally, our work re-
veals how adversarial perturbations at different layers prop-
agate and interact, stressing the need for comprehensive se-
curity strategies in multimodal multi-agent systems. This
work sets the foundation for future research on improving
the robustness of these systems, offering new directions for
mitigating emerging vulnerabilities.
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