DASH: A Meta-Attack Framework for Synthesizing Effective and Stealthy
Adversarial Examples (Supplementary)

A. Appendix

Below, we provide additional details on the base attacks,
defense strategies, and evaluation metrics used in our study
(Appendix B). We then present the hyperparameters for
each base attack and detail how they are selected across dif-
ferent stages of DASH (Appendix C). The following sections
demonstrate the extension of the DASH framework to black-
box settings (Appendix D) and examine the performance of
DASH when optimizing with various base attacks and im-
perceptibility metrics (Appendix E).

B. Additional Background
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83.17% -
80 —-e- |Initial

After training

Attack percentage
IS =3
S S

N
o

9.09% 9.09% 9.09% 9.09% 9.09% 9.09% 9.09% 9.09% 9.09% 9.09% 9.09%
T P S S AP - — = - - — == & ——— == *— - = - —-== - .
2.62%__g.619%—1.55% 1,309 319%399% g 450, 5205 1.92% 0 65%

Stage 2: Attack Combination
70 70.36%

—-e— Initial
60 After training

%3
S

Attack percentage

9.09% 9.09% 9.09% 9.09% 9.09% 9.09% 9.09% 9.09% 9.09% 9.09% 9.09%

e praii. o= === ¥ 5G9~~~ ==~ Pl - o=t riise .
88 FFBUTTSL 5 y 3.74%

0 0.48%—1:09% 2.34%—2.59% o 3995 " 0.86%

Stage 3: Attack Combination

201 -e- Initial 20.42% 20.32%
17 After training 18.60%
16.86%

N

9.09% 9.09% 9.09% 9.09% 9.09% /9.09% 9.09% \9.09% / 9.09% 9.09%/ 9.09%

Attack percentage
5 8

[ ST S SE———" Sy S S SE" Sy W S S S——1 S "
7 6.90%
135% -90%
5 530y 0%
2 3.06%
1.72%
0l 01 0.20
¢ & o & N <& L S R
S g @ ¢ ¢§F & & 3 &
hd & & &

Attacks

Figure 1. Learned DASH weights (represented as % of contribu-
tion) for different base attacks across stages.

B.1. Norm-Constrained Attacks

Classical adversarial methods constrain perturbations using
£, norms by either enforcing them directly [21] or indirectly
[5].

PGD Attack The PGD attack seeks an adversarial exam-
ple @, such that ||x, — ¢||- < €, where € denotes the hard
norm constraint and we denote the norm-constraint as B..
and x, maximizes a loss £ such as the cross-entropy loss.
The update process is iterative. The first iteration is initial-
izedas 20 = 2 + 00, do ~ U(—e, €) and is later updated
in step ¢ as

x, = 1p, (:L'Ef) + o - sign (Vxll(acff),y; 9))) ,

where o denotes the step size in each iteration, II denotes
the projection operation onto the ball B,, centered at x,.
The attack runs a total of 7 iterations. FGSM is a single
step update:

x, =1lp, (m + € - sign (Vzﬁ(:cff),y; 9))) .

Both the FGSM and PGD attack can be further enhanced,
mostly for the purpose of improved transferability to un-
known models without white-box access, by providing en-
hanced inputs to the optimization process [14, 26].

CW Attack The Carlini & Wagner (CW) [5] attack en-
forces the norm constraints softly and formulates adversar-
ial example generation as the following optimization with-
out explicit projections:

m&in 613 +c-max(0, Z(z+3), —max Z(z+8);+k) (1)

i#y

where Z(x) represents pre-softmax logits, ¢ balances the
two objectives, and x controls confidence margins, which is
usually set 0 for common adversarial example generation.

B.2. Perceptually-Informed Attack Design

Moving beyond norm-constrained attacks, recent methods
incorporate perceptual metrics directly into optimization
objectives to improve their alignments with human vision.



Table 1. Performance of DASH with Black-Box attacks for CIFAR-10 Dataset.

ASR (1)

SSIM (1) LPIPS (1) FID (})
Model Attack Method Base JPEG TVM Ensemble NRP Avg.

Sign Flip 95.274£0.92 26.68+1.13 75.04+2.27 2848+0.47 26.83+0.91 50.46+0.64 93.88+0.15 0.0025 £ 0.0002 57.58 + 1.38
ResNet-18 Rays 94.80 £0.65 54.284+1.29 51.25+1.55 43.30+£0.84 29.43+0.99 54.61+0.56 94.81+0.20 0.0109+0.0005 30.09 £ 0.48
CIFAR-10 Square 89.16£0.92 5543 +1.36 82.03+0.64 46.214+0.85 29.57+1.54 60.48+£0.80 95.19+0.07 0.016040.0005 34.45+0.74

Sign Hunter 85.00 £ 1.65 58.95+1.03 77.93+1.32 50.47 £+ 0.84 30.06+1.15 60.48+0.73 94.81+0.15 0.017540.0002 34.35+0.39

DASH 97.79 £0.34 50.74+0.86 88.50 + 0.75 42.38 +£1.56 32.99 £ 1.88 62.48 £ 0.76 95.85 + 0.07 0.0107 £0.0001 30.10 + 0.43

Sign Flip 94.43+£0.88 34.98+0.90 72.56+0.77 30.37+1.23 34.04+1.30 53.28+0.53 92.73+0.13 0.0034 £ 0.0001 63.57 +2.24
VIT (base) Rays 90.51 +£1.10 63.20+1.30 61.39+1.23 53.85+1.85 40.18£1.40 61.82+0.43 95.15+£0.18 0.0271+£0.0013 32.15+1.12
CIFAR-10 Square 93.89£0.79 63.54+241 85.88+0.20 46.56+1.84 46.52+0.55 67.28+£0.92 96.50+0.09 0.010540.0004 31.35+0.67

Sign Hunter 95.86 £ 0.51 70.06 +0.82 90.02+1.04 59.45+1.12 39.41+1.56 70.96+0.54 96.19+0.10 0.0177+0.0003 28.70 £+ 0.64

DASH 98.20 + 0.36 (67.49 +£2.28 91.46 +0.91 49.64+0.76 48.73 & 1.27 71.11 £ 0.58 97.55 £ 0.07 0.0081 4 0.0001 24.10 + 0.43

Table 2. Performance comparison of DASH with varying base attacks for CIFAR-100 Cui2024 [9] model.

ASR (1)
Base Attacks W/O SSIM (1) LPIPS(]) FID(])
Def. JPEG TVM Ensemble NRP Avg
PGD, MI-FGSM, CW 99.90 97.75 99.90 9590 9736 98.16  90.75 0.0191 60.31
NI-FGSM, CW, FGSM,
DLFGSM. None 99.41 94.82 99.32 93.16 94.73  96.29 93.33 0.0146 49.61
TI-FGSM, PGD,
PI-FGSM++, CW, 100.00 99.90 100.00 99.51 99.71 99.82 93.90 0.0133 45.73
MI-FGSM, FGSM, None
CW, BIM, NI-FGSM, PGD,
DI-FGSM, TI-FGSM, 97.75 9434 97.46 92.77 9482 95.43 92.35 0.0193 51.24
PI-FGSM++, FGSM, MI-FGSM
None, FGSM, PGD, CW, FAB,
TI-FGSM, NI-FGSM, MI-FGSM, 100.00 99.90 100.00 99.32 99.61 99.77 94.43 0.0139 41.08
DI-FGSM, BIM, PI-FGSM++
B.2.1. Frequency-Domain Approaches B.3. Evaluation Metrics Beyond ¢, Norms
Recognizing human visual system characteristics, LPIPS Learned Perceptual Image Patch Similarity (LPIPS)

frequency-based methods constrain perturbations to
less perceptible components. Semantic Similarity Attack
on High-frequency (SSAH) [20] utilizes discrete wavelet
transforms to penalize low-frequency modifications. Ad-
vDrop [13] applies perturbations in DCT space, dropping
high-frequency components that humans cannot perceive.

B.2.2. Perceptual Distance Integration

PerC-AL [29] incorporates perceptual color distance to
measure the perturbation magnitude and adds this metric as
an additional term in the optimization process:

Lper = Y |AE; (2, Taay)| )

(2¥]

where AE;; computes the International Commission on Il-
Iumination (CIE) color differences.

[28] compares two images 1 and x2 by measuring the dis-
tance between their deep feature representations extracted
from a fixed CNN (e.g. AlexNet, VGG16, SqueezeNet) and
linearly calibrating those distances with learned weights.

1
d(zy,x2) = Z oW, ZHWl @(@f;h,w _gé;h,w)Hz
1 h,w

3)
where, d(x1,X2) represents the distance between the first
image x; and the second image x» in the embedding space.
The index ! denotes the layer in the network, while H; and
W are the height and width of the feature map at that layer.
The spatial indices i and w iterate over the positions in the
feature map. 4}, ,, and g5, ., denote the feature activations
of the first and second images, respectively, at layer [ and
spatial location (h,w). w; is a channel-wise weight vector
or importance mask applied to the features, and ® indicates
the element-wise (Hadamard) product. The expression || -




|3 denotes the squared ¢ norm, measuring the weighted
difference between the two feature representations.

FID. Fréchet Inception Distance (FID) [ 1 7] measures the
distributional differences between real and generated im-
ages in the feature space of a pretrained network (typically
Inception-v3). Let X, be the set of real images and X, the
set of generated images. The FID score is computed as:

1
FID(X,, X,) = ||p, — ug||§+Tr <2r +3,-2 (zrzgp)

“)

Here, pt,. and X, are the mean and covariance of the real

images’ feature embeddings, while 1, and 3, are those of

the generated images. The operator Tr(-) denotes the trace
of a matrix.

B.4. Defense Strategies

Below, we provide a brief overview of the defense mecha-
nisms evaluated against our DASH framework, categorized
into robust models and post-processing defenses.

B.4.1. Robust Models

Robust models are trained to be inherently resilient to adver-
sarial examples. Madry et al. [22] first proposed Adversarial
Training, which injects adversarially perturbed inputs (with
correct labels), typically generated via PGD attacks, into
the training process to enhance robustness. TRADES [27]
improves upon adversarial training by replacing the stan-
dard cross-entropy loss with a Kullback—Leibler (KL)
divergence-based loss that better balances accuracy and ro-
bustness.

Subsequent methods further refine these ideas, building
on adversarial training and TRADES. For example, Decou-
pled Adversarial Learning [9], Better Adversarial Train-
ing [25], Adversarial Weight Perturbation [4], and Effi-
cient Robust Training [1] introduce modifications to im-
prove training efficiency, robustness, or generalization.

B.4.2. Post-Processing Defenses

Post-processing defenses aim to increase the robustness of
a given model (standard or robust) by transforming or puri-
fying inputs at inference time.

JPEG Compression [15] applies a lossy com-
press—decompress operation before classification, which
removes high-frequency components where adversarial
noise typically resides. Total Variation Minimization
(TVM) [24] similarly aims to suppress high-frequency
perturbations through optimization-based denoising.

Neural Representation Purifier (NRP) [23] is a more ad-
vanced approach that learns a purification network. Given
a potentially adversarial image, this network iteratively ad-
justs pixels until a frozen reference model confidently rec-
ognizes the input as a clean example. NRP has demon-
strated strong empirical performance and is widely adopted
in recent adversarial defense research.

C. Base Attack Parameters and Their Selec-
tion Across Stages

For the base attacks, we use Torchattacks [18], a PyTorch-
based library that provides implementations of various ad-
versarial attacks. The parameters for each attack used in our
experiments are detailed below.

For /.,-norm attacks, we set the perturbation budget
to e = % For different variants of FGSM evaluated
in this paper, we use a momentum factor of 1. In TI-
FGSM [11] and DI-FGSM [26], we set the resize_rate
t0 0.9, diversity_probto 0.7, and random_start to
False.In PI-FGSM++ [14], we set the probability of using
diverse inputs to 0.7 and the project_factor to 0.8.

For the Fast Adaptive Boundary (FAB) attack [8], we set
amax = 0.1, overshooting factor n = 1.05, and the back-
ward step parameter 8 = 0.9. For BIM [19] and PGD [21],
we use a step size of @ = 0.01 and number of iterations
T = 10.

For the CW attack [5], we set the confidence parameter
¢ = 10, margin parameter x = 0, and optimize for 100 steps
using a learning rate of 0.01.

C.1. Base Attack Selection Across Stages

DASH learns the parameter values during training that are
used to combine multiple base attacks at each stage of the
adversarial example generation process. In Figure 1, we
visualize the selected attack profiles for a robust model
trained on CIFAR-100 [9]. The blue dotted line represents
the initial combination of base attacks, while the orange line
shows the learned combination after training.

Initially, the CW attack is selected more heavily due to its
strong misclassification and better perceptual preservation
capability. However, as training progresses, DASH shifts
weight away from CW, since it no longer contributes to
the meta-loss, largely due to the zero-gradient problem in-
troduced by the hinge loss (see Eq. (1)) with x = 0.
As a result, our attack strategy continues to optimize for
stronger and more confident adversarial examples, enhanc-
ing its transferability and effectiveness against various un-
seen post-processing defenses. This comes at the cost of
slightly worse perceptual similarity scores, due to the in-
creased distortion required to maintain high confidence.

D. DASH on Black-Box Attacks

For measuring the performance of DASH with the Black-
Box attack, we have taken 2 query-based attacks, Sign-Flip
[7] and Rays [6], and 2 decision-based attacks, Sign-Hunter
[2] and Square attack [3], and combined them using DASH.
They are the current state-of-the-art black-box attacks. We
have measured the metrics for 5 disjoint sets of 1,000 im-
ages and reported the mean+std. Table 1 shows the per-
formance comparison of DASH with other SOTA black-box



Table 3. Effectiveness of DASH with varying loss for the robust CIFAR-100 Cui2024 [9] model.

Loss ASR (M SSIM (1) LPIPS (}) FID ()
Base JPEG TVM Ensemble NRP Avg.

SSIM 100.00 99.90 100.00 99.32 99.61 99.77 94.43 0.0139 41.08

LPIPS 100.00 100.00 100.00 99.41 99.80 99.84 92.34 0.0155 45.89

Table 4. Extended Transferability Comparison on CIFAR-100
Dataset. S represents Surrogate models and T represents Target
models.

T (=)
Attack [91 [25] [1] [10] Avg.(T) SSIM (1)
S

PI-FGSM++ 62.20 59.25 60.01 59.71| 59.66  91.12
CwW 84.14 51.39 56.48 52.44| 5344  94.38

9] AutoAttack 76.77 65.98 64.26 62.11| 64.12  92.09
DiffAttack  77.24 74.76 74.72 57.10| 68.86  91.16
AdvAD 79.14 73.84 72.70 64.32| 70.29  83.18
DASH 99.77 89.55 79.69 70.61| 79.95  94.43
PI-FGSM++ 59.96 63.55 61.43 59.82| 60.40  91.14
Ccw 52.73 83.57 56.78 52.36| 53.96  94.55

[25] AutoAttack 63.98 78.34 64.26 61.91| 63.38  91.25
DiffAttack  75.38 76.53 74.70 57.50| 69.19  90.90
AdvAD 72.98 77.42 72.24 66.40| 70.54  83.07
DASH 94.53 99.67 80.64 73.20| 82.79  94.73

PI-FGSM++ 53.24 53.77 68.47 42.99| 50.00 91.14
CwW 37.32 37.73 84.18 57.46| 44.17  94.96

[ AutoAttack 52.13 54.08 77.90 58.22| 54.81  93.03

DiffAttack  72.44 54.30 81.35 54.70| 60.48  91.26
AdvAD 64.58 64.82 81.60 61.70| 63.70  83.92
DASH 63.50 63.09 99.22 62.83| 63.14  95.05

PI-FGSM++ 54.86 55.25 60.29 68.03| 56.80  91.30
Ccw 41.56 41.58 48.03 79.90| 43.72  94.30

[10] AutoAttack 52.32 53.57 60.53 76.25| 55.47  93.22

DiffAttack 61.46 63.20 67.22 72.24| 63.96  93.87
AdvAD 60.42 61.04 66.54 74.52| 62.67  87.28
DASH 73.59 74.47 78.87 99.57| 75.64  94.57

attacks for 2 different models, ResNet-18 [16], and Vision
Transformer [12], trained on the CIFAR-10 dataset. The ta-
ble shows that DASH achieves the highest average attack
success rate for the models, exceeding the strongest base-
lines by almost 2%, and 1%. It also maintains the best im-
perceptibility with the highest SSIM and FID scores. This
result implies that DASH can also be extended to black-box
attacks.

E. DASH with Varying Base Attacks

Table 2 shows the DASH performance with varying base at-
tacks. In all the combinations DASH shows an average at-

tack success rate over 95% and SSIM over 90%, which im-
plies that DASH is compatible with diverse base attacks and
consistently achieves improved performance.

In our main experiment, we used a meta-loss for op-
timizing attack weights in DASH, balancing attack suc-
cess rate (ASR) and imperceptibility. Focusing on metrics
aligned with the human visual system, we primarily re-
port results using SSIM [Lioal = Aasr - fy(Ta) + Assim -
(1 — SSIM(x, x,,))], but we also experimented with LPIPS
[Liotat = Aasr - fy(@a) + Aipips - LPIPS(x, 2, )] and achieved
similar output. Table 3 demonstrates that DASH maintains a
high ASR with minimal perturbation when optimizing with
both SSIM and LPIPS. Specifically, the ASR varies by less
than 0.1% and the SSIM score varies by only 0.02 units (as-
suming the O to 1 range), confirming the robustness of the
framework regardless of the chosen perceptibility metric.

F. Extended Transfer Result

Besides the transfer results among multiple versions of
Wide-ResNets, we also evaluated strict architectural trans-
ferability using XCiT-M12 [10] (a Transformer), as re-
ported in Table 4. The result shows that the adversarial ex-
amples generated with DASH for one model also perform
well for other models. DASH achieves the strongest trans-
ferability, achieving the top average ASR for each model
while also maintaining the best perceptual quality (SSIM).
For Cui2024 [9], and Wang2023 [25] models DASH out-
performs the best baseline AdvAD with almost 10% and
12% improvement in average ASR, keeping the best SSIM
score. For Addepalli2022 [1] DASH shows similar perfor-
mance to the best baseline AdvAD while achieving a higher
SSIM score. For Debenedetti2023 [10], DASH outperforms
the best baseline DiffAttack with almost 12% improve-
ment in average ASR while maintaining the highest SSIM
score. This indicates that DASH consistently achieves good
result in both transferability and imperceptibility scenar-
ios.
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