Out of Sight, Out of Track: Adversarial Attacks on Propagation-based
Multi-Object Trackers via Query State Manipulation
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7. Theories: Modeling TBP Vulnerabilities

FADE is a white-box attack framework specifically de-
signed to exploit two core architectural assumptions in TBP
trackers. We first model these assumptions mathematically
to formalize their underlying vulnerabilities (Vuln).

7.1. Vuln 1: The Track Query Budget

At any frame ¢, a TBP tracker is given a candidate set of
M + N queries, Qi" = T;_1 U Qqe. However, the tracker
has a fixed, finite query budget B for the next frame’s track
queries, T, where |7;| < B and typically M + N > B.
The tracker must implicitly solve a constrained resource
allocation problem: it must select the B best queries to
propagate. We can model this as an optimization problem
where the tracker seeks to maximize the total utility (e.g.,
confidence or objectness score) of the propagated set:

max s(q;) subjectto |7;| < B 9
ﬁg@?“tq;t (;) subj I7:] ©)

where s(g;) is the confidence score for the output query g;.

Attack Rationale (L1qr). The Temporal Query Flooding
(TQF) attack exploits this zero-sum constraint. We intro-
duce a set of K adversarial queries 7,4, and use an optimiza-
tion objective Ltqr to force s(g;) — 1 for all ¢; € Tagy. If
the attacker can make its K adversarial queries appear to
have a higher utility s(g;) than K legitimate track queries
q; € T¢, the tracker’s optimization logic will be forced to
discard the legitimate tracks to make room for the adversar-
ial ones, hence the flooding that leads to query starvation.

7.2. Vuln 2: The Auto-Regressive Query Update

The core of TBP tracking is its auto-regressive nature. We
can model the temporal propagation of a single track’s iden-
tity as a discrete-time dynamical system.

Let h! € RP be the hidden state (the D-dimensional
query embedding) for object ¢ at frame ¢. The Query Up-
dater F acts as the state transition function, where qf“t is
the output query from the decoder and X is the image fea-
ture map:

(hi, M) = F(hi™! My, ¢, Xy) (10)

A stable track requires that the identity of the object is
preserved across time steps. Mathematically, this implies
that the hidden state h! must remain close to its predeces-
sor hf’l in the embedding manifold, representing the same
object. We formalize the stability condition as follows:

Stability Condition: sim(h!, h!™1) > 7, (11)

where sim(+, -) is a similarity metric (e.g., cosine similarity)
and 7y, is a high threshold (e.g., = 1.0).

Attack Rationale (Lyyic). The Temporal Memory Corrup-

tion (TMC) attack is a direct destabilization attack on the

dynamical system of the auto-regressive query update logic.

Instead of adding new queries, it seeks to violate the stabil-

ity condition for existing, legitimate tracks.

1. Lpecorr is designed to directly minimize sim(ht, hi™1),
forcing a temporal disconnect.

2. Lgrase 18 a more powerful destructive attack, seeking to
send the state to a null point, hg — 0, from which no
identity can be recovered.

8. Derivation of Temporal Query Flooding

Lrgr is a composite loss designed to solve the query budget
exhaustion problem from Sec. 7.1.

L10F = AFlood LFood + AeLcost + As Lsiphon

8.1. Component 1: Query Budget Exhaustion

Objective. Force the tracker to assign maximal confidence
to adversarial queries.

LFiood = Eq'ieﬁdv (1'0 - mcaxo(zi)c)z}

Justification. Let ¢; = max.o(z;). be the tracker’s pre-
dicted confidence score, s(g;), for query g;. This loss func-
tion formulates the attack as a regression problem, minimiz-
ing the L2 (squared Euclidean) distance between the current
confidence ¢; and a target value of 1.0.

While a cross-entropy loss could be used, the squared L2
loss is a hard-margin objective that provides a strong gradi-
ent for any ¢; < 1.0. It aggressively punishes all adversarial
queries that are not-perfectly-confident, ensuring the entire
set T,av presents itself as a block of high-utility distractors,
thereby maximizing its ability to displace legitimate tracks
in the constrained allocation problem (Eq. 9).

8.2. Component 2: Matching Deception

Objective. Deceive the bipartite matching algorithm (e.g.,
hangarian matching) by making adversarial queries appear
to be a low-cost match for real objects.

£COSI = _]Egjegt log Z eXp(_C(q’ng))
qzeﬂdv

Justification. This formulation is a direct application of
the LogSumExp (LSE) method to create a differentiable ap-
proximation of the min function. First, recall the LSE func-
tion, which is a smooth approximation of the max function:

LSE(x) = log Z exp(x;) ~ max(x)
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We can derive a smooth min function by noting that
min(x) = — max(—x).

min(x) = — max(—x) (12)
—LSE(—x) (13)
(14
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Now, consider our Lo for a single ground-truth object g;.
Let C; = {C(¢i,9;)|¢; € Taav} be the vector of matching
costs between g; and all adversarial queries.

Lcost(g5) = —log Z exp(—C(4;,9;)) = —LSE(-C;)
q; € Tatv

Therefore, Lcost(g;) is a differentiable approximation of
min(C;).
L i)~ min C(q;,g,
Cost(gj) 0T (Qngj)

By minimizing Lo, our attack is minimizing the minimum
matching cost. This creates an adversarial query ¢; that ap-
pears to be an extremely reliable (low-cost) match for a real
object g;, fooling the tracker’s association logic.

8.3. Component 3: Identity Siphoning

Objective. Make new adversarial queries appear to be the
continuation of old, reliable, legitimate tracks.

. t pt—1
o = ~Bygeny ag-tencz, cosme(n 7))
Justification. This loss is equivalent to maximizing the co-
sine similarity between a new adversarial query state h! and
a historical, legitimate track state hz_l:

h! . ht?
maxE | ——2
@ | ]2l
Geometric Interpretation (Cosine vs. L2 Distance). Here
we justify the choice of cosine similarity over L2 distance.
In TBP trackers, the identity of an object is encoded in the
direction of its D-dimensional query vector h. The mag-
nitude ||h|| often encodes non-identity features like confi-
dence or visibility.
e AnL2loss, L1, = ||h! — h?‘l |2, would penalize differ-
ences in both direction and magnitude.
* Our chosen cosine loss, Lsiphon, only penalizes differ-
ences in direction.
By maximizing the cosine similarity, we are minimizing the
angle 6 between the two vectors, forcing h! to align geomet-
rically with h;i_1 in the embedding manifold. The Query
Updater F (from Sec. 7.2) interprets this directional align-
ment as a re-emergence of the same object, thus siphoning
the legitimate track’s identity.

9. Derivation of Temporal Memory Corruption

Ltmc 18 the destabilization attack from Sec. 7.2.

ETMC = )\DecorrACDecorr + )\EraseEErase

9.1. Component 1: Temporal System Weakening

Objective. Sever the temporal link by violating the track
stability condition in Eq. 11.

ACDecorr = IEiEmalched [cosine(hf, hiil)]

Justification. As established in our dynamical system
model (Eq. 10), track stability requires cosine(hf, h‘;’l) ~
1. The loss Lpecor 1S a direct objective to minimize this
value. In non-negative feature spaces (common after ReLU
nonlinearities), the effective minimum is 0.

ht-h!™!

i — hi-hi"' >0
||a||2|b|2}

an E; ematched |:

Minimizing this loss forces the current state vector h! to be-
come orthogonal to its predecessor hT1 (e, hl L hfl).
Geometrically, two orthogonal vectors share no directional
information. This represents a break in the state’s temporal
linkage, guaranteeing a violation of the stability condition
and causing the Query Updater to fail re-association.

9.2. Component 2: State Destruction at the Origin

Objective. Destroy the track’s identity by collapsing its fea-
ture embedding.

[[h][3]

Justification. This loss minimizes the squared L2-norm

(the energy) of the feature vector ht.

* Information-Theoretic View: The origin vector O is an
information-theoretic null state. It carries no information
about identity, appearance, or motion. Minimizing this
loss is an erasure attack that drives the information con-
tent of the feature vector to zero.

* Geometric View: The unique global minimum of this
convex loss function is h! = 0, the origin of the D-
dimensional embedding space.

Forcing the state to collapse to the origin is mathematically

destructive for the tracker, as all similarity metrics fail:

1. Dot Product Similarity: dot(h!,v) = dot(0,v) = 0

for any vector v.

2. Cosine Similarity: cosine(hf, v) = 1527 . which is

undefined due to division by zero.

This attack does not merely confuse the tracker; it breaks

the underlying mathematics of the similarity metrics it re-

lies upon. It erases the track state, rendering future re-
association impossible.

EErase == E}” cHL

matched
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Figure 5. Physical Adversarial Attacks Scenarios and Models.
10. Details on Simulated Physical Attacks

The following provides details on the simulated physical at-
tack models, specifically covering their parameters, and vi-
sualizations showing how those parameters vary. We illus-
trate the attack scenarios and threat models in Fig.5

Figure 6. Illustration of the adversarial frame F2%° from the
Paar transformation. The top row when fixing x, y, ¢ at mini-
mum values while varying hyperparameter D from 5 (low) to 30
(high). The top row when fixing x, y, ¢ at maximum values while
varying hyperparameter D from 5 (low) to 30 (high).

10.1. Adversarial Acoustic Injection (AAI)

The AAI attack simulates the physical effect of sound
waves on a camera sensor’s mechanical stabilization sys-
tems. In modern cameras, Micro-Electro-Mechanical Sys-
tems (MEMS) stabilizers are highly susceptible to vibra-
tions induced by carefully tuned acoustic signals, particu-
larly within the ultrasonic frequency range [10, 41]. This
physical vibration causes a subtle, high-frequency motion
of the camera sensor during the frame’s exposure time,
which visually manifests as motion blur in the captured im-
age and can be exploited for adversarial intents [10, 41]

To accurately simulate this physically-plausible phe-
nomena in a differentiable manner, we model the cam-
era’s motion path as a continuous, sinusoidal oscilla-
tion. Our AAI simulation, represented by the function
Paar(;044r), does not rely on a conventional convo-
lution with a blur kernel. Instead, it utilizes a spatial
transformation-based approach that directly models the ef-
fect of sensor movement and aggregates the resulting visual
data. The perturbed frame F*® is generated from a clean
frame F} according to the following equation:

Ff = Paar(Fi;0aar)

where the attack’s learnable physical parameters are defined

as 047 = (z,y, ¢). The parameters z and y represent the
maximum amplitude of the horizontal and vertical oscilla-
tions, respectively, while ¢ is a phase offset for the sinu-
soidal motion.

10.1.1. Differentiable Approximation of Blur

In a physical AAI attack, the MEMS sensor resonance
(fres = 26kHz) is significantly higher than the camera fram-
erate (30fps). This results in approximately N.,. ~ 866
oscillation cycles per exposure duration Teyp.

Simulating all 866 cycles in a differentiable loop is com-
putationally expensive. However, we observe that the Point
Spread Function (PSF), the statistical distribution of the
pixel displacement, converges rapidly. For a sinusoidal dis-
placement d(t) = Asin(wt), the intensity distribution of
the blur kernel follows a bounded U-shaped distribution
(the Arcsine distribution), as shown in Fig.7, regardless of
the frequency w, provided w > 1/T,y,. Therefore, we ap-
proximate the high-frequency integral using a single-period
Monte Carlo approximation. We model the blur kernel by
sampling the displacement trajectory d(t) at D discrete time
steps evenly spaced over one phase cycle [—, 7]:

D

FMY é;Tr(Ft,ék) where d;, = (z,y)-sin (T)

where 7r(-) is the differentiable affine transformation op-

eration (implemented via Spatial Transformer Networks).

The full simulation process unfolds as follows:

1. A set of discrete offsets, {5k}kD:1, is generated based on
the sinusoidal function controlled by parameters x, y, ¢.

2. For each step k, a corresponding transformation grid Gy,
is created. This grid encodes the spatial shift to be ap-
plied to the entire image.

3. The original image F; is spatially transformed at each
step k using its respective grid G, resulting in a set of
D perturbed image instances, { Sy }%_; .

4. The final motion-blurred frame F2%" is obtained by av-
eraging these transformed instances:

1 D
Ftad'u _ 5 Z S,
k=1

In our experiments, we found that D = 10 samples pro-
vides a sufficient approximation of the Optical Image Stabi-
lization (OIS) blur kernel while maintaining high efficiency.
This pipeline is fully differentiable, allowing the adversarial
loss to back-propagate through the physical simulation and
directly optimize 64 4;.

10.1.2. AAI Motion Blur vs. Gaussian Blur

As illustrated in Fig. 7, the simulated blur kernel differs
significantly from standard Gaussian or defocus blur. Be-
cause the AAT attack induces a harmonic vibration d(t) =
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Figure 7. Natural Gaussian blur motion Vs. AAl-induced blur.

asin(wt), the camera sensor spends the majority of the ex-
posure time near the physical limits of the oscillation (the
peaks and troughs), where the instantaneous velocity of the
sensor approaches zero (v(t) — 0). Mathematically, the
probability density function of this displacement follows an
Arcsine distribution:

1
x) = ——,
p@) = ———
which approaches infinity at the boundaries * — +a. Vi-

sually, this does not merely smear the object; it creates a
distinct double-edge or ghosting effect.

x € (—a,q)

10.1.3. Physical Parameters Calibration and Bounds

To ensure our FADE-AALI attack remains physically real-

izable, we constrain our learnable parameters based on the

hardware limitations and experimental calibration data es-

tablished in the Poltergeist framework [10].

(i) Resonance Frequency Bounds. The effectiveness of

acoustic injection is limited to the resonant bandwidth of the

MEMS sensor in the targeted camera. Outside this narrow

band, the induced drift is negligible.

 Calibration Method: The resonant frequency is identi-
fied via a frequency sweep (0Hz—30kHz) while monitor-
ing the MEMS sensor raw output.

» Target Hardware: For example, for the Samsung Galaxy
S20 (SM-G981U) utilized in our AAI simulation model,
the STMicroelectronics LSM6DSO MEMS sensor ex-
hibits a sharp resonance peak at fis ~ 26.3kHz.

¢ Constraint: In our simulation, f is treated as a fixed
environmental constant, set to 26.3kHz.

(i) Resonance Amplitude Bounds. The learnable dis-

placement parameters (z, y) correspond to the amplitude of

the induced oscillatory drift. This amplitude is physically
constrained by the maximum Sound Pressure Level (SPL)
and the device’s acoustic transfer function. We bound the
magnitude ||auy,|| using the empirical log-linear relation-
ship derived in [10]:

SPLy 3
Qe < 10720

* Constraint: We clamp oy, such that the induced angular
velocity does not exceed £2.0rad/s. This corresponds to
an acoustic injection of approx. 110dB at the sensor, the

upper limit of standard ultrasonic arrays before non-linear
distortion dominates.

(#@ii) OIS Physical Saturation Limits (Dy,ax). The Optical

Image Stabilization (OIS) system compensates for drift by

physically shifting the lens. This movement is bounded by

the Voice Coil Motor (VCM) travel range.

e Calibration: Experimental results show that OIS sys-
tems typically saturate at displacements equivalent to
1% ~ 3% of the image width.

* Hard Constraint: We apply a differentiable clamping
function to the computed displacement trajectory d(¢):

Hd(t)||2 < Dimax

where D,y = 0.03 x W (approx. 50 pixels for a 1080p
stream). Any optimization attempting to push the lens
beyond this limit yields diminishing returns, simulating
the physical hard stop of the OIS mechanism.

Figure 8. Illustration of the adversarial frame F? from the
Prar transformation. The top row when applying random color
stripes while varying N from 3 (low) to 20 (high).

10.2. Electromagnetic Adversarial Injection (EAI)

The EAI attack simulates the effects of electromagnetic in-
terference (EMI) that directly corrupts a camera’s electronic
signal transmission. A primary target is the Mobile Indus-
try Processor Interface (MIPI) CSI-2 lanes or the Analog-
to-Digital Converter (ADC) path, responsible for transmit-
ting the raw sensor data. Such corruption introduces struc-
tured noise patterns and color artifacts into the raw image
data, which are then propagated through the camera’s inter-
nal Image Signal Processor (ISP) pipeline [12, 22, 39].

To simulate this physically-plausible phenomenon in a
differentiable manner, we introduce a simulator function
Prai(-;0gar) that mimics the stages of a camera’s image
acquisition and processing. The perturbed frame F2% is
generated as:

F% = Ppar(Fy;0par)

where the attack’s learnable physical parameters are defined
as Opar = ((r,w) € M). Here, r € RY represents the
vertical row indices (timing delays) of the interference, and
w e RN represents the width (duration) of each corrupted
stripe. The number of stripes, N, is a fixed hyperparameter
representing the duty cycle limit of the EMI injector.

10.2.1. Differentiable Approximation of Corruption

Unlike standard pixel-noise attacks, EAI corruption occurs
in the raw signal domain before image processing. We



model this by inverting the ISP pipeline. Our models is
based on the GlitchHiker pipeline and implementation [12].
The simulation process unfolds as follows:

(7)) Raw Sensor Simulation (Inverse ISP): The clean input
image F; is first converted into a simulated RGGB Bayer
pattern Fgayer using a differentiable masking function that
mimics the initial sensor readout.

FBayer = F; © Mcra

(it) Sensor-Level Corruption: We simulate the Glitch at-
tack mode identified in [12] by selectively zeroing out spe-
cific color channels within the Bayer pattern. This mimics
the suppression of the differential voltage signal during the
EMI pulse.

I Corrupted_-Raw = F Bayer O] IMldrop

where My,op here zeros out the Green channel (the lumi-
nance carrier), which is a characteristic signature of MIPI
synchronization failures.

(7ii)) Demosaicing Reconstruction: The corrupted Bayer
pattern is reconstructed into a full RGB image via a dif-
ferentiable bilinear demosaicing algorithm D gerosaic- This
step generates the non-linear zippering and false-color ar-
tifacts (e.g., purple stripes) that are distinct from additive
noise.

FArtifact = Ddemosaic(FCOrruptedRaw>

(iv) Differentiable Stripe Masking: To optimize the lo-
cation of the glitches, a differentiable soft mask Mg,y is
constructed from the learnable parameters r and w using a
sigmoid product function:

Mison(y) = miax [o(s(y — 7)) - o (s(re + wi: — )

This mask allows gradients to flow into the row coordinates,
enabling the attacker to learn where to inject the pulse. The
final adversarial frame is a blend:

Ftadv =F0© (1 - MSoft) + Farifact © Misort © A

where )\ scales the intensity of the corruption.

This entire pipeline is fully differentiable, allowing the
adversarial loss to back-propagate through the demosaicing
algorithm and directly optimize 0g 4;.

10.2.2. Physical Parameters Calibration and Bounds

To ensure the optimized parameters correspond to a realiz-
able EMI attack, we constrain 0 47 based on the hardware
limitations of standard EMI injection devices (e.g., spark-
gap generators or amplified SDRs).

(7)) Pulse Width Constraints (w). The width of the glitch
wy, corresponds to the duration of the EMI pulse. Hardware
capacitors limit the minimum and maximum pulse duration.

e Constraint: wpj, < wi < Whpax. WE S€t Wpin = 5 TOWS
(approx. 100us) and wmax == 50 rows, reflecting the dis-
charge limits of portable EMI injectors.

@@0) Pulse Frequency / Count (N). High-voltage EMI

sources have a recharge delay (duty cycle limit). An at-

tacker cannot jam every single row in a frame.

* Constraint: We fix the maximum number of glitches N
(e.g., N = 20) to model a realistic recharge cycle, forcing
the optimizer to select only the most impactful temporal
windows (image rows) for injection.

@@ii) VSYNC Synchronization (r). The row index ry is

physically controlled by the time delay At of the pulse in-

jection relative to the camera’s VSYNC interrupt signal.

 Constraint: 0 < rj < Hjpage. The position is fully con-
tinuous within the frame readout time, allowing precise
targeting of specific object features.

11. Differentiable Attacks Optimization

11.1. Digital Projected Gradient Descent

We detail the digital PGD attack. This method generates
pixel-level adversarial perturbations by directly optimizing
the pixel values of the input image. Unlike physical attacks,
which are constrained by the plausibility of their underly-
ing parameters, digital attacks are constrained by the mag-
nitude of the perturbation in the pixel space. The attack is
implemented using a PGD-style iterative optimization loop,
which aims to maximize a specific attack loss by taking
small, controlled steps in the direction of the loss gradient.

Configuration. The PGD attacker is configured with the

following key parameters:

* Maximum Perturbation (€¢): Defines the maximum al-
lowed magnitude of the total perturbation in the pixel
space. The attack generates perturbations such that they
are constrained to an L., norm ball, i.e., ||0|cc < €. We
set € to 8/255.

* Step Size («): The size of each step taken during the it-
erative optimization. It determines how quickly the per-
turbation is updated. A small « ensures small, controlled
updates. We set o to 1/255.

* Number of Steps (K): The number of iterations for the
optimization loop. The attack runs for K = 50 steps.

Mechanism. The digital PGD attack is an iterative process

that calculates the gradient of the attack loss with respect to

the input image and updates the perturbation accordingly.

The process, outlined in Algorithm 1, begins by initializing

the perturbation ¢ to a small value (often zero). In each it-

eration, a temporary adversarial image F® = F; + § is
generated. Then, a forward pass of this perturbed image

is performed on the tracker fyor, and the attack loss L,q,

is computed. The gradient V;L,q, is back-propagated to

determine the direction of the highest loss increase. The
perturbation J is then updated by taking a step in this direc-



tion, and is subsequently clipped to ensure it remains within
the predefined L constraint (¢). The final perturbed image
is then produced after IC iterations. In our implementation
we freeze the model’s weights, ensuring that gradients are
computed only with respect to the input perturbation, and
preventing any changes to the model’s parameters.

Algorithm 1 Digital PGD Attack Algorithm
Input: MOT Tracker fyor, Frame Fy, Attack Parame-
ters (Perturbation size: e, Step size: «, Iterations: T')
Output: F%
1: Initialize perturbation § < 0
2: fork=1to T do
3. Ff ¢« Clamp(F} + §, min, max)
Get 10ss Lagy ( fmor (F4 (w)), Gr)
Compute gradient V5.L,q4,
§ 6+ - sign(VsLaay)
d <+ Clamp(9, —¢, €)
8: end for
9: return F2% < Clamp(F}; + , min, max)

Nk

11.2. Physical Projected Gradient Descent

The key distinction from the digital attack is that PGD is
applied to the physical parameters (6) rather than the pixel
values (§). Unlike the digital PGD attacker, which directly
optimizes perturbations in the pixel space, the physical PGD
attacker optimizes the parameters of a differentiable physi-
cal simulation model. The core principle remains the same:
iteratively taking steps in the direction of the loss gradient to
maximize an attack objective L,q,. However, in this case,
the gradient is computed with respect to the physical pa-
rameters 0( 4 a1||EAr)» and the projection step ensures these
parameters remain within their plausible physical ranges,
rather than constraining the pixel-space perturbation.

11.2.1. PGD for Acoustic Attack (AAI).

The PGD for the AAI attack optimizes the parameters of the
motion blur simulation. The algorithm iteratively refines
the physical parameters of the simulated camera motion to
maximize the adversarial loss Ltyc.

Configuration. The PGD loop for AAI operates on the
physical parameters 6447 = (z,y,¢), which represent
the amplitudes of horizontal and vertical sinusoidal oscilla-
tions, and a phase offset, respectively. These parameters are
bounded by a predefined plausible range ([min,, max,],
[min,, maz,], [ming, maze]). The number of blur sam-
ples, D, is a fixed hyperparameter for a given attack config-
uration. The step size, , is applied to each physical param-
eter independently during optimization. The attack runs for
K = 150 steps.

Mechanism: The PGD for AAI outlined in Algorithm 2,
initializes the parameters x,y, ¢ to their minimum values.
In each iteration, a perturbed image F*® is generated by

Algorithm 2 PGD for Acoustic Attack (FADE-AAI)
Input: Tracker fyior, Frame F;, AAI Attack Parameters
Oaar = (z,y, ¢, D), Step size: a, Iterations: T')
Output: F%
1: Initialize physical parameters x, vy, ® € 0447
2: fork=1to K do
3 Ff e Paar(Fm,y, 9)
Get 10ss Lagy ( fmor (F4 (w)), Gr)
Compute gradients V,, Vy, Vg Laay
T+ x+a-sign(Vy,)
Yy y+a-sign(Vy,)
¢4 ¢+ a-sign(Vy)
9:  Clamp, (z), Clamp, (y), Clamp, (¢)
10: end for
11: return FP < Paar(Fy;z,y, ¢)

® Nk

passing the current image and the current parameters to the
differentiable AAI simulation model P4 4;. A forward pass
on the target tracker fyor is performed with Ftad”, and the
adversarial loss L7 ¢ is computed. The gradients of this
loss with respect to x, y, ¢ are then calculated. The parame-
ters are updated using a signed gradient step and are subse-
quently clamped back into their predefined physical ranges,
which serves as the projection step in this optimization.

11.2.2. PGD for Electromagnetic Attack (EAI)

The PGD for the EAI attack optimizes the spatial parame-
ters that define the adversarial stripes. The algorithm itera-
tively refines the location and dimensions of these corrupted
regions to maximize the adversarial loss L ¢

Configuration. PGD for EAI operates on the M € 0g 4y,
which is a 2D matrix where each row [r, w] defines a hori-
zontal stripe’s row ID and width. The maximum number of
stripes, N, is a fixed hyperparameter for a given attack. The
step size, a, is applied to all parameters within Ml simulta-
neously. The plausible range for these parameters (e.g., r
within image height, w within valid bounds) is enforced as
a projection constraint. The attack runs for IC = 150.

Mechanism. The PGD algorithm for EAI, outlined in Al-
gorithm 3, initializes the M to a predefined configuration
(e.g., uniform, random). In each iteration, a perturbed im-
age F29 is generated by passing the current M to the dif-
ferentiable EAI simulation model Pg4;. A forward pass
on the target tracker fyor is performed with Ft“d'”, and the
adversarial loss L1 is computed. The gradients of this
loss with respect to M are then calculated. The M tensor is
updated using a signed gradient step. The projection back
into the plausible parameter space is implicitly handled by
clamping functions within the EAI simulation model.



Algorithm 3 PGD for Electromagnetic Attack (EAI)
Input: Tracker fyior, Frame F;, AAI Attack Parameters
(Opar = (M, N), Step size: a, Iterations: T')
Output: F%

1: Initialize M, g a; € Opar

2: fork=1to K do

3 Ff « Ppar(Fy;0par)
Get 10ss Lattack (M(FP), Gy)
Compute gradient Vg, ,, Lottack
Opar < Opar + o -sign(Voy,, Lattack)
Orar < Clipg(0rar)
8: end for
9: return Ftadv — PEA[(Ft; HEAI)

Nk

12. Additional Evaluations

We provide additional evaluations of FADE, including fur-
ther comparison with baselines, ablation studies, transfer-
ability analysis, results of the TQF-guided simulated phys-
ical attacks, analysis of the long-term memory integrity in
TBP trackers, and the efficacy of FADE against defenses.

Table 7. FADE vs. Untargeted PGD and recent MOT attack.

Attack Dataset MOTR MOTRv2 MeMOTR Samba CO-MOT

Clean MOT17 | MOT20 | 58.63 | 55.40 | 59.9636.70 | 6735 68.20 | 62.91 | 64.50 | 58.16] 61.20
Untargeted PGD _ MOTI7 | MOT20 | 49.90 |40.10 | 5741 | 57.77 | 59.85 | 60.74 | 58.38 | 57.61 | 55.85 | 60.95
BBA Blind MOT17 | MOT20 | 48.51 |41.19 | 56.07 | 59.36 | 59.10| 5847 | 56.79|54.27 | 53.02 | 57.56
BBA Blur MOTI7 | MOT20 | 4692 35.85 | 57.13| 58.13 | 62.54| 64.67 | 56.52 | 51.63 | 5355 | 58.97
FADE1mc MOT17 | MOT20 | 45.90 [42.63 | 39.29|29.64 | 41.41[57.67 | 45.53[46.85 | 37.26 [ 33.37
FADErqr MOT17 | MOT20 | 45.89 | 40.38 | 46.76 | 56.68 | 41.56 | 37.70 | 48.04 | 54.91 | 41.73]49.28

12.1. Comparison with Additional Baselines

As FADE represents the first adversarial framework specif-
ically targeting TBP trackers, native baselines designed for
this architecture are currently absent in the literature. For
a rigorous evaluation, we extend the cross-paradigm com-
parisons presented in the main paper by evaluating FADE
against three additional baseline strategies: standard Un-
targeted PGD, and two spatial-degradation attacks, BBA-
Blind and BBA-Blur [20]. Several key insights emerge from
this extended comparison. While spatial-degradation at-
tacks can degrade performance in high-density scenes or
on weaker detection backbones, they fail to induce the
systemic identity collapse observed with FADE, which
achieves disproportionately higher degradation on robust,
memory-augmented models such as MeMOTR, Samba, and
CO-MOT. Furthermore, the significant performance gap be-
tween FADE and Untargeted PGD verifies that TBP vulner-
abilities are fundamentally architectural; standard gradient-
based noise is insufficient to disrupt the recurrent state prop-
agation that FADE specifically poisons. Ultimately, while
standard MOT attacks are primarily designed for spatial dis-
ruption, FADE exploits the temporal dependencies of the
query-update logic to trigger a non-transient forgetting state
that standard baselines cannot replicate.

12.2. Ground-Truth Label Independence

To verify the practical feasibility of the TQF attack, we in-
vestigate the impact of replacing privileged Ground Truth
(GT) information with online tracker predictions for the
cost mimicry loss (Lcost).- While the primary experiments in
Section 4.7.1 utilize GT to set a performance upper-bound
for the attack, the results summarized in Table 8 confirm
that FADE operates with near-identical efficacy using sur-
rogate labels derived directly from the tracker’s own pre-
dictions. We observe a negligible average HOTA delta of
< 0.2 points across all tested models when transitioning
from GT to predicted labels, reinforcing that FADE does
not require privileged information to remain robust. Fur-
thermore, this ablation clarifies the specific role of the Lcqg
component: while Lppoq drives the primary exhaustion of
the query budget, Lcog is necessary for bypassing the tem-
poral consistency filters (e.g., State Space Models) inherent
in memory-heavy architectures like Samba. Without cost
mimicry, the attack’s impact on Samba is significantly di-
minished, whereas the inclusion of L, even when guided
by noisy predictions, successfully deceives the temporal up-
dater into siphoning legitimate track identities.

Table 8. Ablation on Cost Mimicry in the TQF Loss (HOTA)

Attack Dataset MOTR MOTRv2 MeMOTR Samba CO-MOT

TQF w/ GT MOT17 | MOT20 | 45.90 | 42.63 | 39.29|29.64 | 41.41|57.67 | 45.53]46.85 | 37.26 | 33.37
TQF w/Pred ~ MOT17 | MOT20 | 45.91 | 42.46 | 39.17[29.69 | 42.26 | 58.25 | 44.82|46.31 | 37.11 | 33.30
TQF w/o Lcow  MOT17 [ MOT20 | 45.84 | 42.42 | 38.48 |29.67 | 42.53|59.38 | 53.14|55.62 | 36.44 | 33.58

12.3. TQF Guided Physical Attacks

We further evaluate the efficacy of the FADE’s TQF at-
tack when optimizing the physical AAI and EAI perturba-
tions. Tables 9 and 10 breakdown the performances on the
MOT17 and MOT20 benchmarks, respectively.

Table 9. Simulated Physical FADE-TQF Attacks on MOT17.

MOT17 Dataset — Average scene density ~21 objects/frame.
Tracker Attack_Vector HOTA| DetA| AssA| IDF1, IDR| IDP| IDSW?

Clean 58.63 49.90 7038 69.35 6848 71.40 7.23
MOTR TQF_AAI 52.66 4519 6280 64.66 61.06 70.08 7.70
TQF_EAI 42.74 48.15  39.04 47.68 4249 5477 8.87
Clean 59.96 49.15 7471 7199 60.89 89.68 1.75
MOTRv2 TQF_AAI 52.50 43.08 6532 65.06 5248 87.28 2.64
TQF_EAI 53.79 44.26  66.68 66.79 53.87 89.35 1.94
Clean 67.35 57.87 79.60 80.83 70.78 94.84  0.81
MeMOTR TQF_AAI 56.55 4776  68.03 7095 57.35 93.59 129
TQF_EAI 59.80 51.07 7109 7476 62.02 94.74 1.01
Clean 6291 50.58  79.37 73.67 60.30 95.93 1.02
Samba TQF_AAI 48.94 3795 64.15 59.15 43.75 93.01 1.94
TQF_EAI 56.67 4588 7101 69.16 54.59 9537 1.14
Clean 58.16 46.22 7487 69.87 57.21 9197 1.83
CO-MOT TQF_AAI 50.80 40.02 6598 63.15 4945 89.66  2.96
TQF_EAI 51.72 41.22 6648 64.64 51.16 90.46  3.00

12.3.1. Efficacy of TQF in Physical Constraints

The TQF attack, designed to exhaust the tracker’s query
budget with spurious, high-confidence temporal tracks,
proves effective even under simulated physical attacks. On
MOT17, the TQF-EALI attack consistently degrades HOTA



Table 10. Simulated Physical FADE-TQF Attacks on MOT20.

MOT20 Dataset — High Density: Avg. ~150 objects/frame.
Tracker  Attack_Vector HOTA| DetA] AssA| IDF1] IDR| IDP| IDSW{

Clean 55.06 40.57 7589 64.10 57.65 7480 5.14
MOTR TQF_AAI 50.47 3794 6831 61.04 5236 7536 545
TQF_EAI 41.97 36.05 52.00 48.81 3848 68.60  6.60
Clean 59.56 44.74  80.71  69.55 5490 96.81 0.73
MOTRv2 TQF_AAI 53.75 40.34 7293 6476 49.18 97.02  0.80
TQF-EAI 52.97 3991 7154 63.92 4839 96.09  0.89
Clean 69.61 59.19 8317 8331 7284 9799  0.46
MeMOTR TQF_AAI 59.24 49.89 7145 7399 60.36 96.58  0.86
TQF_EAI 62.29 5295 7441 7768 6472 9775 057
Clean 62.49 4783 8329 7247 5823 9827 043
Samba TQF_AAI 48.93 3456 7097 57.08 41.19 9694 081
TQF_EAI 55.29 41.71 7479  66.22 50.62 9827 051
Clean 64.31 5230 8035 7801 6543 97778 045
CO-MOT TQF-AAI 57.40 46.52  72.00 7223 57.77 9775  0.60
TQF_EAI 56.28 4529 7114  70.67 56.06 97.20  0.66

scores by 10-16 points across all trackers. For the purely
query-based MOTR, TQF-EAI reduces HOTA from 58.63
to 42.74, a signifcant 27% performance drop. A critical
finding is the fragility of the Samba tracker to TQF-AAL
On MOT20, Samba’s HOTA collapses from 62.49 to 48.93.
The AAl-induced blur appears to interact destructively with
the SSM’s sequential scanning mechanism, allowing the
flooding queries to easily overwhelm the state transitions,
leading to massive detection loss (DetA drops from 47.83
to 34.56). In the high-density MOT20 dataset, the TQF at-
tack is particularly powerful. Since the scene already con-
tains ~150 legitimate objects, the tracker’s query budget is
naturally near saturation. The TQF attack exploits this by
pushing the system into failure with fewer adversarial per-
turbations than required in sparse scenes.

12.3.2. TMC vs. TQF in Simulated Physical Settings

Comparing the two attack modalities (Tables 3/4 vs. Tables
9/10) reveals distinct failure modes:

(?) Failure Mode Specificity (AssA vs. DetA): The TMC
attack consistently causes larger drops in AssA than DetA.
For example, on MOTR (MOT17), TMC-EAI drops AssA
by ~31 points, while DetA remains relatively stable. This
confirms TMC breaks the temporal link. Conversely, TQF
attacks often degrade DetA and Recall (IDR) more severely.
On MOT20, TQF-AAI drops Samba’s DetA by ~13 points.
This confirms TQF acts as a Denial-of-Service attack, ex-
hausting the query budget and forcing the tracker to discard
and drop valid object detections entirely.

(i) Robustness to Architecture: MeMOTR, with its dedi-
cated long-term memory bank, shows higher resilience to
TQF than TMC. Its explicit memory module seemingly
helps it distinguish between flooding noise and valid tracks
better than it can handle the direct memory corruption of
TMC. State-Space Models (Samba) appear uniquely vulner-
able to TQF-AAI (Blur), suffering larger drops than purely
Transformer-based models.

(7ii) Attack Vector Synergy: The sharp, high-frequency ar-
tifacts of the EAI (Glitch) attack appear suited for the pre-
cise feature-cutting required by TMC. The smeared, broad

artifacts of the AAI (Blur) attack seem effective at gener-
ating the wide-area confusion necessary for TQF flooding,
especially in trackers with localized attention windows.

In summary, while both attacks are effective, they com-
promise TBP trackers through orthogonal mechanisms:
TMC acts as a surgical strike on identity integrity, while
TQF acts as a capacity overload on the detection pipeline.

12.4. Long-Term Memory State Analysis

We analyze how the long-term tracking memory is com-
promised under FADE’s TMC attack. The Lryc adversar-
ial loss is designed to fundamentally undermine the mem-
ory integrity in advanced TBP trackers, like MeMOTR [7],
used for temporal robustness and long-term identity associ-
ation. In Fig.9, by comparing the memory state before at-
tack (PGD Step 0, clean) and at the final attack optimization
step (PGD Step 149, fully attacked), we empirically validate
the success of the attack in three critical dimensions.

12.4.1. Memory Distinctiveness (Self-Similarity Matrix)

This analysis (Fig.9.a plots) measures the self-similarity

matrix (M - MT) of the stored track embeddings.

» PGD Step 0 (Clean): The strong, high-valued diagonal
stripe (similarity ~ 1.0) against orthogonal off-diagonal
values confirms high identity integrity.

* PGD Step 149 (Attacked State): The diagonal feature
is completely eliminated, vanishing into a uniform back-
ground of yellow-green noise. This demonstrates suc-
cessful identity collapse, as all tracks are now nearly
equally similar to one another.

12.4.2. Memory Embedding Statistics (Feature Stability)

This analysis (Fig.9.b plots) tracks the magnitude (L2

Norm) and stability (Std Dev) of the embeddings.

* PGD Step 0 (Clean): The L2 Norm (blue bars) is high
and consistent, indicating robust, high-energy features
across all stable tracks.

* PGD Step 149 (Attacked State): The L2 Norm remains
relatively high but exhibits massive variability across the
memory index. This visual chaos confirms the intro-
duction of significant Feature Distortion and instability,
which destroys the reliable structure needed for smooth
temporal propagation.

12.4.3. Current-Memory Cross-Similarity

This analysis (Fig.9.c plots) is the ultimate measure of
tracking failure, showing how current observations match
against the historical memory bank.

* PGD Step 0 (Baseline): The presence of isolated, bright
horizontal stripes indicates high confidence matching.
Current frame queries find unambiguous, strong similari-
ties against the relevant historical tracks.

* PGD Step 149 (Attacked State): The matrix is sat-
urated with a diffuse, chaotic pattern. Distinct, high-



MeMOTR Long-Term Memory Analysis - Frame 11 (PGD Step 0)

(2) Memory Distinctiveness

(b) Memory Embedding Statistics
(High diag = distinct tracks) per Track

10

12 Norm

[ N —
0 1 20 3 4 s 60
Memory Track Index

o 10 2 4 s e
Track Index.

MeMOTR Long-Term Memory Analysis - Frame 11 (PGD Step 149)

(a) Memory Distinctivenes:

s (b) Memory Embedding Statistics
(High diag = distinct tracks) per Track

10

0 50 10 10 200 250 0 50 10 150 200 250
Memory Track Index Track Index

Figure 9. Analysis of Long-term Memory Integrity in TBP Trackers. The figure depicts the state of the MeMOTR [7]’s memory bank
before (PGD Step 0) and after (PGD Step 149) the FADE attack, showing how FADE undermines the tracking identity memory mechanism.

confidence matches are eliminated. This demonstrates
successful Match Ambiguity, as current queries now find
low-to-medium similarity with a large number of cor-
rupted memory tracks, forcing the tracker’s assignment
algorithm to fail (leading to ID switches and track termi-
nations).

12.5. Analysis of Black-box Transferability

To evaluate the practical threat boundaries of FADE, we
conduct a transferability analysis in a black-box setting.
Following established protocols in the field [1 1, 40], we em-
ploy a three-frame attack window to standardize the adver-
sarial budget. This setup allows us to move beyond the min-
imalist efficiency baseline of the single-frame white-box at-
tacks presented in the main paper and investigate the archi-
tectural persistence of vulnerabilities across unseen targets.

Table 11. Black-box Transferability Check (HOTA) on MOT17.

Target —

Surrogate Clean HOTA MOTR MOTRv2 MeMOTR Samba CO-MOT
None (Baseline) 58.63 59.96 67.35 6291 58.16
MOTR TMC [ TQF | 42.7442.72 | 51.89[52.04 | 60.3160.31 | 56.12|55.53 | 48.97 | 49.51

MOTRv2  TMC|TQF | 42.76|42.79 | 37.08 | 27.98 | 60.65|60.11 | 55.94|56.56 | 48.00 | 44.78
MeMOTR  TMC | TQF | 47.35|46.26 | 54.11|53.76 | 46.01]29.10 | 52.10| 5243 | 52.16 | 52.44
Samba TMC | TQF | 47.60 | 47.72 | 54.24 | 53.88 | 55.20 | 56.45 | 43.2236.30 | 52.68 | 52.13
CO-MOT  TMC|TQF | 4276|4274 | 51.8449.62 | 60.53|60.32 | 55.90|56.29 | 32.48 | 27.03

As shown in Table 11, we observe significant transfer-
ability when the surrogate and target trackers share a com-
mon architectural lineage. Our results reveal three primary
transferability clusters:

* Query-Update Lineage: Strong transferability is ob-
served between MOTR and MOTRv2, which share simi-
lar recurrent query-update logic.

e Detector Priors: MOTRv2 and CO-MOT exhibit high
mutual transferability due to their reliance on similar ex-
ternal detection priors.

* Memory Modules: For specialized memory-augmented
architectures like MeMOTR and Samba, using a surro-
gate with a comparable temporal memory module maxi-
mizes the HOTA degradation.

Notably, MOTRvV2 emerges as the most effective general-

purpose surrogate for black-box deployment, while

memory-specific surrogates are required to effectively dis-
rupt the most complex TBP architectures. These findings

proves that FADE exploits fundamental structural depen-
dencies inherent to the TBP paradigm rather than model-
specific overfitting.

12.6. FADE under Common Defenses

To evaluate the robustness of the FADE attack strategies
against standard input transformation defenses, we employ
three input transformation based defense techniques: Color
Jittering (CJ), Spatial Smoothing (SS), and Gaussian Noise
(GN). These methods aim to disrupt the specific adversar-
ial perturbations generated by the attack before the input
reaches the MOT tracker.

Defense 1: Color Jittering (CJ) Adversarial perturbations
often rely on precise pixel values to mislead the model’s
gradient. Color Jittering disrupts these dependencies by
randomly altering the photometric properties of the input
frames. We apply random transformations to the bright-
ness, contrast, saturation, and hue of the adversarial images
Tqadv- The transformation can be formulated as a stochastic
function 7 5 (+):

Ldef = TCJ(a:adv; Aby Acy Ags )\h)

where )\ represents the jitter factors. In our experiments, we
randomly sample brightness, contrast, and saturation factors
from [1—4, 14-0] and hue from [—4, J], setting § = 0.2. This
forces the tracker to rely on structural features rather than
specific pixel intensities that may have been compromised
by the attack.

Defense 2: Spatial Smoothing (SS) Since adversarial noise
typically manifests as high-frequency fluctuations imper-
ceptible to the human eye, Spatial Smoothing acts as a low-
pass filter to mitigate these artifacts. We utilize a Gaussian
blur kernel to convolve the input image, effectively smooth-
ing out the sharp gradients introduced by the attack opti-
mization process. The smoothed image x g5 is obtained via:

255 = Tadv * G0

where G is a Gaussian kernel of size k x k with standard
deviation 0. We evaluate robustness using a kernel size of
k = 3 and ¢ = 0.5. This defense tests the attack’s ability to
survive the removal of its high-frequency components.



Table 12. FADE-TMC Performances under Defenses on MOT17.

MOT17 Dataset — Average scene density ~21 objects/frame.

Tracker Attack_Vector Defense HOTA DetA AssA IDF1 IDR IDP IDSW

Clean None  58.63 49.90 7038 69.35 6848 7140 7.23
FADEtvc cJ 46.00 4745 4588 51.67 46.68 58.57 9.67
MOTR  FADEmyc GN 4638 4790 4622 51.87 46.63 59.05 9.51
FADEmpc SS 4602 47.88 4554 5148 4613 58.82 9.56
FADEryic None 4589 51.36 42.18 5045 4635 5579 8.77
Clean None 5996 49.15 7471 71.99 60.89 89.68 1.75
FADErvc cJ 5335 4230 69.14 63.96 5295 83.62 3.25
MOTRY2  FADEmyc GN 52.61 4130 68.87 63.15 5172 83.65 3.56
FADEmpc SS 5295 4195 68.82 63.58 52.38 8397 331
FADErvic None 4676 37.63 59.44 56.22 42.80 83.89 3.83
Clean None 6735 57.87 79.60 80.83 70.78 94.84 0.81
FADErvc cJ 57.13 5379 61.78 66.96 5644 82.98 2.80
MeMOTR FADEmyc GN 57.03 5326 6225 6678 56.17 83.11 2.86
FADEmc SS 5712 53.61 6201 66.67 56.17 82.60 2.81
FADEyc None  41.56 3574 49.18 51.60 37.61 84.07 4.63
Clean None 6291 5058 7937 73.67 60.30 9593 1.02
FADErvic cJ 50.55 4644 56.02 5811 46.06 80.74 3.19
Samba FADEyc GN 5097 4695 5651 5831 4644 8072 3.24
FADEmc SS 5043 46.61 55.66 57.70 4589 79.90 3.31
FADEryc None  48.04 45.19 5193 56.01 44.01 78.74 3.63
Clean None  58.16 4622 74.87 69.87 57.21 9197 183
FADEtvc cJ 52.61 40.54 7057 6251 49.77 8824 247
CO-MOT  FADEqyc GN 5354 41.69 7123 63.81 5107 89.64 1.91
FADEmc SS 5286  40.75 70.70 63.09 50.82 87.54 2.68
FADEyc None 4173 31.82 5589 50.34 39.23 72.34 10.94

Table 13. FADE-TQF Performances under Defenses on MOT17.

MOT17 Dataset — Average scene density ~21 objects/frame.
Tracker Attack_Vector Defense HOTA DetA AssA IDF1 IDR IDP IDSW

Clean None 58.63 49.90 7038 69.35 6848 7140 7.23
FADErqr CJ 47.00 4747 47.87 53.09 47.88 60.24 9.17
MOTR FADErqr GN 47.03 4792 47.51 53.19 4823 60.04 9.69
FADErqr SS 47.18 47.26 4843 5321 48.15 60.08 9.47
FADErqr None 4590 51.40 42.17 50.51 46.40 55.86 8.73
Clean None 59.96 49.15 7471 7199 60.89 89.68 1.75
FADErqr CJ 53.19 4242 68.55 63.96 52.70 84.00 3.02
MOTRv2  FADErqr GN 53.18 42.09 69.06 63.68 52.51 84.13 3.31
FADErqr SS 5277 42.14 6793 63.44 5237 83.19 3.89
FADErqr None 39.29 31.68 49.96 49.02 3587 78.77 5.65
Clean None 67.35 57.87 79.60 80.83 70.78 94.84 0.81
FADErqr CJ 62.97 5447 7396 7544 6393 92.69 143
MeMOTR FADErqr GN 63.39 5474 74.53 76.10 64.67 93.08 1.35
FADErqr SS 6291 5443 7388 7525 63.72 92.61 143
FADErqr None 41.41 3483 50.03 51.41 37.07 8538 4.31
Clean None 6291 50.58 79.37 73.67 60.30 9593 1.02
FADErqr CJ 5531 4590 68.17 64.25 50.79 9041 1.93
Samba FADErqr GN 56.16 46.60 69.16 65.46 52.14 90.87 1.78
FADErqr SS 5495 4578 67.60 63.99 50.71 90.09 1.93
FADErqr None 4553 3271 64.37 5271 37.62 91.33 2.24
Clean None 58.16 46.22 7487 69.87 5721 9197 1.83
FADErqr CJ 52.65 40.54 70.50 62.88 50.72 87.19 2.99
CO-MOT  FADErqr GN 5342 4129 71.05 63.81 50.82 89.67 1.91
FADErqr SS 52.44 40.13 70.71 62.15 49.84 87.51 2.50
FADErqr None 37.26 27.43 51.93 44.84 3288 74.66 9.50

Defense 3: Gaussian Noise (GN) The Gaussian Noise de-
fense introduces random stochasticity to the input, aiming
to disrupt the precise alignment of the adversarial pertur-
bation. While adding noise seems counter-intuitive, it is a
foundational concept in Randomized Smoothing, where the
classifier is forced to be robust within a local neighborhood
of the input. We inject additive white Gaussian noise 7 into
the adversarial input:

TGN = Taay + 1, wheren ~ N(0, me)

We set the noise standard deviation o4, = 0.1. This de-
fense effectively drowns out small-magnitude adversarial
perturbations, testing whether the attack features are dis-

tinct enough to persist through random interference.

12.6.1. Analysis of Robustness and Defense Efficacy

To assess the robustness of the FADE framework, we eval-
uate three standard input transformation defenses: Color
Jitter (CJ), Gaussian Noise (GN), and Spatial Smoothing
(SS). Tables 12 and 13 detail the performance of five TBP-
based trackers under these defenses against FADE-TMC
and FADE-TQF, respectively. We consider the same attack
implementation details for one attacked frame only.

(?) The Recovery Gap. A consistent pattern across all ex-
periments is the existence of a Recovery Gap: The perfor-
mance difference between the Defended state and the Clean
baseline. On the MOTR tracker, defenses provide negli-
gible benefit against the TMC attack. As shown in Table
12, the undefended FADE-TMC attack reduces HOTA to
45.89. Applying Gaussian Noise (GN) only raises this to
46.38, and Spatial Smoothing (SS) to 46.02. This indicates
that for pure query-propagation architectures, the adversar-
ial perturbation is deeply embedded in the feature represen-
tation and cannot be removed by simple pre-processing. In
contrast, the MeMOTR tracker demonstrates some recover-
ability, particularly against TQF. In Table 13, the TQF at-
tack drops MeMOTR’s HOTA to 41.41. However, defenses
are able to restore this to ~63.0 (e.g., GN yields 63.39),
bringing it quite closer to the clean baseline of 67.35. This
suggests that MeMOTR’s long-term memory bank provides
a stabilizing anchor that, when aided by input sanitization,
can filter out transient adversarial noise.

(@) Defense Invariance. An analysis of the specific de-
fense modalities reveals a high degree of performance in-
variance. Across almost all trackers and attack vectors, the
variation in HOTA scores between CJ, GN, and SS is sta-
tistically insignificant (typically < 0.5 points). For exam-
ple, on MOTRvV2 under FADE-TQF (Table 13), the HOTA
scores for CJ, GN, and SS are 53.19, 53.18, and 52.77, re-
spectively. This invariance implies that the FADE attack
does not rely on a single fragile feature modality (such as
high-frequency noise alone or specific color triggers). In-
stead, the adversarial optimization converges to a robust
perturbation that permeates multiple feature domains, mak-
ing it resilient to any single type of input transformation.
(iii) Vulnerability of State-Space Models. The results
highlight a fragility in the Samba tracker regarding defense
efficacy. While MeMOTR recovers ~83% of its lost per-
formance under defenses against TQF, Samba shows sig-
nificantly lower elasticity. Under FADE-TMC (Table 12),
Samba drops to 48.04 HOTA. The best-performing defense
(GN) only restores this to 50.97, leaving a massive gap from
the clean baseline of 62.91. This suggests that for State-
Space Models, the adversarial corruption interferes with the
sequential state dynamics in a way that frame-level pre-
processing cannot correct. Once the state transition is ef-
fectively jammed by the attack, cleaning the input pixels is



insufficient to reset the tracking logic.

(iv) Divergent Defense Efficacy: TMC vs. TQF. A cross-
comparison of Tables 12 and 13 reveals a fundamental di-
vergence in how the two attacks respond to input sanitiza-
tion. The TQF attack operates by generating fake queries,
spurious high-confidence detections, designed to exhaust
the tracker’s budget. The results show that these fake
queries are relatively fragile. On the MeMOTR tracker, de-
fenses recover the HOTA score from 41.41 (undefended)
to ~63.0. This represents a recovery of nearly 83% of the
performance drop. Spurious objects are often triggered by
high-frequency adversarial noise patterns that mimic ob-
ject textures. Standard defenses like Spatial Smoothing and
Gaussian Noise can disrupt these high-frequency triggers,
causing the detector to suppress the fake queries. Once the
fakes are removed, the query budget is relieved, and the
tracker recovers. In contrast, the TMC attack proves ex-
ceptionally resistant to defenses. On the same MeMOTR
tracker, defenses against TMC only recover the HOTA score
from 41.56 to ~57.03. Recovery saturates at just 57%, leav-
ing a permanent performance gap. On MOTR, the recov-
ery is negligible (< 1%). TMC does not rely on creating
new, fragile objects. Instead, it subtly shifts the embed-
dings of existing, valid objects within the feature manifold
to break their temporal links. This perturbation is semanti-
cally aligned with the track identity features (often lower-
frequency patterns) rather than being mere surface noise.
Consequently, simple input filters (CJ, GN, SS) cannot re-
move the adversarial signal without also degrading the le-
gitimate object features, rendering the defense ineffective.
This divergence confirms that while TQF acts as a surface-
level capacity attack (mitigatable via pre-processing), TMC
acts as a deep-feature identity attack that requires architec-
tural hardening to defeat.

12.7. Practicality, Realism, and Future Work

The practical viability of FADE is supported by its compu-
tational efficiency and its grounding in physically calibrated
sensor models. On modern hardware, the PGD optimiza-
tion process requires approximately 3 s on an NVIDIA RTX
3090 and reaches ~ 1 s on an A100 per frame. While per-
frame optimization is useful for characterizing vulnerability
bounds, the high transferability observed in Table 11 sug-
gests that pre-computed perturbations generated on a surro-
gate model can enable zero-latency online deployment. By
leveraging these pre-computed adversarial perturbations, an
adversary can bypass the need for real-time optimization
entirely, facilitating immediate state-poisoning of the target
tracker. Regarding realism, our experiments utilize sensor-
level simulations (AAI and EAI) that are directly calibrated
to real-world camera profiles [10, 12, 14, 41], as detailed in
Section 10 of the Appendix. While we acknowledge that
closed-loop hardware-in-the-loop validation remains a dis-

tinct engineering challenge involving variable environmen-
tal factors, this study establishes the foundational algorith-
mic feasibility and the prerequisite failure physics neces-
sary for such future benchmarks. To further enhance the ro-
bustness of these threats, future work may explore ensem-
ble learning techniques [30, 35] to generate universal ad-
versarial perturbations. By optimizing across a diverse pool
of TBP architectures simultaneously, we posit that it may
be possible to overcome current architectural lineage con-
straints and develop truly cross-paradigm adversarial vec-
tors that generalize to entirely unknown tracking systems.



