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Abstract

In this supplementary material, we commence with a comprehensive discussion of the pipeline of our proposed adversarial
fine-tuning method based on our hyperbolic mechanism in Appendix A. Moreover, we elaborate on our experimental config-
urations, comprising both the dataset description and the implementation details (including the extension in the context of
BLIP and Medical CLIP) in Appendix B. We also provide further details regarding our category-based hierarchy construction
mechanism in Appendix C. Hyper-parameter analyses are presented in Appendix D. We then discuss the impact of diverse
intra-class variability strategies (Eq. (12&13)) in Appendix E.
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Figure 4. Our pipeline.

A. Pipeline
Figure 4 is a zoom of our pipeline in Figure 3. Two branches of CLIP are used, i.e., text encoder and image encoder. For
text, for each category, we look up its hierarchy in a predefined hierarchical tree (e.g., for ImageNet, the categories follow
WorldNet) and extract the path from the root all the way to the leaf category. For each category level, we form one text prompt
and encode with CLIP that firstly tokenizes text [65, 79, 91, 102]. Notice δT is added to the contextual part of prompts for
adversarial text learning. The exponential map elevates embeddings from the Euclidean space into the hyperbolic space
(Poincaré ball).

For image, in each mini-batch, we have several images of the same leaf (base) category. We embed them via the image
branch of the CLIP. Notice we add δX per image to learn adversarial perturbations. Subsequently, The exponential map
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elevates image embeddings from the Euclidean space into the hyperbolic space. Here, in order to obtain embedding rep-
resenting wolf, we use Hyperbolic averaging. i.e., HypAvg(·). The same Hyperbolic averaging strategy is used to obtain
further embeddings across hierarchical levels.
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B. Experimental Details
This section presents a comprehensive overview of the experimental configurations used in our study, including detailed
information about the datasets used for adversarially robust fine-tuning and the corresponding implementation details of our
proposed method.



B.1. Datasets
In accordance with the evaluation protocols established in prior research [83, 94], we conduct adversarial fine-tuning of the
CLIP model using the ImageNet training dataset [57]. To systematically evaluate the robustness of our fine-tuned model,
we test it on the ImageNet validation set—as ImageNet typically provides a validation split used for testing purposes, with a
subset of the training data reserved for validation—and on an additional set of 14 zero-shot datasets that span a diverse array
of image recognition tasks. Collectively, these 15 datasets are categorized into four groups:
• General Image Classification: ImageNet [57], STL-10 [55], CIFAR-10 and CIFAR-100 [72], Caltech-101 [60], and

Caltech-256 [61].
• Fine-Grained Classification: FGVC Aircraft [82], Flower102 [86], Food101 [50], Oxford-IIIT Pets [88], and Stanford

Cars [71].
• Domain-Specific Classification: Describable Textures Dataset (DTD) [54], EuroSAT [64], and PatchCamelyon (PCAM)

[93].
• Scene Recognition: SUN397 [96].
During adversarial fine-tuning, we apply standardized data preprocessing techniques to ensure consistency across all datasets.
Specifically, each input image is resized to a resolution of 224×224 pixels, followed by a center crop operation. This prepro-
cessing aligns with common practices in fine-tuning vision-language models and facilitates fair comparisons by maintaining
uniform input dimensions.

B.2. Implementation

Standard setup. In line with the configurations used in prior studies [83, 94], we adopt the CLIP model [90] utilizing the
Vision Transformer (ViT) architecture, specifically ViT-Base/32 [59]. For network parameter optimization during adversarial
fine-tuning, we employ the Stochastic Gradient Descent (SGD) optimizer with a momentum of 0.9 and a batch size of 512.
The learning rate is initialized at 1 × 10−5 and scheduled using cosine annealing for the fine-tuning of the whole vision
encoder and the projection layer of the text encoder. When implementing Visual Prompt Tuning (VPT) [68], a parameter-
efficient fine-tuning strategy, we introduce token-level learnable parameters of size 100 into the vision branch of CLIP and set
the learning rate to 40. During training, adversarial examples are generated at both the image and text levels using Projected
Gradient Descent (PGD) [81] with 3 iterations. For image-level adversarial perturbations, we adopt the ℓ∞-norm threat
model with a maximum perturbation radius of ϵX = 1/255 and a step size of αX = 1/255, unless specified otherwise. For
text-level adversarial perturbations—applied exclusively during fine-tuning—we set the step size to αT = 1× 10−4 and the
perturbation radius to ϵT = 2 × 10−4. Superclasses are constructed using the ImageNet hierarchy up to L = 5 for both
image and text modalities. We set the curvature of the hyperbolic space to r = 1.0. The projection hyper-parameter is set to
ξ = 1 × 10−5 to prevent features from reaching the Poincaré disk boundary. The vicinity radius around text embeddings is
configured as ζvic = 5× 10−2, and the margin factor is set to ζgap = 1× 10−2. To balance the contributions of different loss
components, we assign the loss weighting factors as λ1 = 0.3 and λ2 = 0.1. Note that the setting of all the hyper-parameters
is obtained through the Hyperopt package [49] for a 25-iteration hyper-parameter search on a 1% subset of the ImageNet
training set. The hyper-parameter setting was then applied without tuning to adversarial fine-tuning of all other scenarios.
All experiments are conducted on eight NVIDIA Tesla A100 GPUs.

Evaluation protocol. Aligned with previous research on adversarially robust CLIP fine-tuning [83, 94], we focus on evalu-
ating robustness against three strong white-box adversarial attacks: 20-step PGD [81], the Carlini and Wagner (CW) attack
[53], and Auto-Attack (AA) [56]. In addition to image-level attacks, we also assess robustness against text-level attacks such
as BERT-Attack [76] and Gradient-Based Distributional Attack (GBDA) [62], as well as bi-level attacks using Collabora-
tive Multimodal Adversarial Attack (Co-Attack) [98] and Set-level Guidance Attack (SGA) [80], which are discussed and
evaluated in the main text.

Experimental settings for BLIP/CoCa extension. To assess our method’s zero-shot robustness on downstream tasks, we
expand our experiments to integrating the BLIP architecture [75], a large-scale vision-language model that unifies vision-
language understanding tasks through bootstrapped language-image pre-training. Specifically, we evaluate zero-shot adver-
sarial robustness on two tasks: image-text retrieval and image captioning. Following the pipeline in [75], we adversarially
optimize the Image-Text Contrastive (ITC) loss, Image-Text Matching (ITM) loss, and Language Modeling (LM) loss to
obtain a robust version of BLIP. For the CoCa architecture [97], we adversarially optimize the ITC loss. Subsequently, we
assess robustness by applying the iterative PGD attack method, using the ITM loss for image-text retrieval and the LM loss
for image captioning. We follow the same perturbation radius (ϵV = 1/255 and ϵT = 2× 10−4) during fine-tuning as in our
original manuscript, with the sole modification being the replacement of the objective function for adversary generation.
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Figure 7. Hyper-parameter (λ1 and λ2) sensitivity of our method on average clean and (Auto-Attack) robust accuracy (%).
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Figure 8. Hyper-parameter (ζvic and ζgap) sensitivity of our adversarial fine-tuning method on average clean and (Auto-Attack) robust
accuracy (%) across 15 datasets in the zero-shot setting.

Experimental settings for medical CLIP extension. To expand our empirical analyses for robust medical imaging, we uti-
lize a CLIP model pre-trained specifically on radiology datasets following the CheXzero framework [92] with the architecture
of ViT-B/16. In line with established protocols [73, 89, 92], we utilize the MIMIC dataset [69]—a systematic database of
chest radiographs paired with detailed radiology reports—for adversarial fine-tuning. The text encoder in our CLIP model
leverages BioBERT [74], a specialized biomedical language model optimized for text mining for biomedical analysis. In
zero-shot scenarios, we evaluate the robust CLIP models on three widely-used multi-label radiology datasets: ChestX-ray14
[95], CheXpert [67], and PadChest [51]. We report the Area Under the Curve (AUC) metrics for both clean and adversarial
images. The adversaries are generated based on a 20-step PGD approach with ϵV = 1/255 and ϵT = 2× 10−4.

C. Hierarchy Construction
For the ImageNet dataset [57], we leverage the hierarchical taxonomy provided by WordNet [84] to construct superclasses by
extracting hypernyms of synsets. This hierarchical structure enables us to represent semantic relationships between concepts
at multiple levels of abstraction. For instance, Figure 5 illustrates a sub-branch of the ImageNet hierarchy rooted at the node
Feline. In this hierarchy, each base category—such as a specific species of domestic cat—, is connected to its immediate
superclass, recursively forming a tree that ascends to more abstract concepts like Mammal and Animal. This method allows
us to obtain superclasses across diverse hierarchical levels, effectively capturing varying granularities of class concepts and
enriching the semantic context for each category.

In scenarios where datasets lack predefined hierarchical taxonomies, we generate superclasses using a Large Language
Model (LLM), specifically ChatGPT-4o [87]. We design prompts that instruct the LLM to suggest contextually appro-
priate superclasses for each base class. For instance, we could query, ‘‘Provide a general category-based
hierarchy that is built upon all the [base classes].’’ To ensure the generated superclasses are
semantically coherent and align with the dataset’s context, we perform manual reviews and validations. This process involves
cross-referencing the suggested superclasses with domain knowledge and existing literature to confirm their relevance and
accuracy. By systematically applying this approach, we establish consistent hierarchical structures across diverse datasets,
which facilitates the implementation of our hyperbolic space modeling for robust image-text alignment. For instance, the
hierarchical tree of categories for the CIFAR-10 dataset [57] is illustrated in Figure 6.

D. Hyper-parameter Analyses
For a better understanding of our method, we analyze how the integrated hyperparameters affect performance. Specifically,
in Figure 7, we present the average accuracy on both clean samples and those attacked by AutoAttack across 15 datasets in



the zero-shot setting. The results show that increasing the hyperparameter λ1, which circumvents the inductive bias towards
static alignment reference, leads to an improved trade-off between accuracy and robustness. Meanwhile, enhancing the value
of λ2 results in improved adversarial robustness but a corresponding decrease in natural performance. This indicates that the
weighting factor λ2 associated with the norm descent constraints in hyperbolic space regulates the balance between natural
accuracy and adversarial robustness.

In addition to the loss weighting factors λ1 and λ2 we discussed above, we explore the impact of other hyper-parameters
in our hierarchical adversarial fine-tuning approach. As shown in Figure 8, we report both clean and (Auto-Attack) robust
accuracy of our method under diverse hyper-parameter settings. Note that all hyper-parameters in this analysis were tuned
based on a tiny subset of the ImageNet training set to ensure fairness. This hyper-parameter setting is then applied to the
adversarial fine-tuning of diverse scenarios. We can observe that appropriately choosing the margin factors ζvic and ζgap
for adversarial fine-tuning can lead to a reasonable trade-off between natural performance and adversarial robustness in the
zero-shot setting.

E. Impact of Intra-class Variability
In Section 3, we discussed how incorporating intra-class variability can mitigate the inductive bias toward static alignment
references, leading to an improved trade-off between accuracy and robustness. Specifically, we align adversarial image
embeddings within the upper arc vicinity of the base class text embedding while maintaining the hierarchical order of these
embeddings. Extending this concept, we also explore the impact of intra-class variability for clean embeddings, as presented
in Table 17. Our findings indicate that while introducing intra-class variability for clean embeddings can modestly enhance
natural performance, it results in a substantial decline in adversarial robustness in the zero-shot setting. Therefore, we choose
to apply intra-class variability exclusively to adversarial embeddings for each input image.

Table 17. Zero-shot clean and robust accuracy (%) w.r.t. diverse intra-class variability configurations.

Intra-Class Variability Setting Clean PGD AA

Clean & Adversarial Embeddings 62.56 41.30 40.12
Adversarial Embeddings Only 62.14 44.34 42.72

F. Impact of Augmenting the Hierarchical Trees to Forests
Recall that we extend our taxonomic hierarchy by constructing multiple hyperbolic trees based on diverse taxonomic struc-
tures obtained through LLMs. Specifically, we query LLMs to generate alternative hierarchical taxonomies, capturing differ-
ent semantic relationships among categories. By incorporating multiple hierarchical trees, we aim to enhance robustness by
leveraging richer multi-level abstractions. Table 18 presents a comparative analysis of model performance with varying num-
bers of hyperbolic trees. Our findings indicate that increasing the number of trees consistently improves zero-shot adversarial
robustness while maintaining competitive clean accuracy. However, we observe diminishing returns beyond a certain number
of trees, with a trade-off in training efficiency as the computational cost per epoch increases. This suggests that an optimal
balance exists between hierarchical complexity and computational feasibility for robust fine-tuning in hyperbolic space. Note
that the multiple hierarchy trees do not affect the test-time inference efficiency.

Table 18. Performance (%) of different numbers of the hyperbolic trees with the average training time per epoch.

Number of Hyperbolic Trees Clean PGD AA Time (min)

1 62.14 44.34 42.72 73.2
3 62.36 44.78 42.97 88.0
5 62.49 45.39 43.18 97.4

10 62.38 45.52 43.14 127.5

G. Different Weighting Mechanisms
We explore the efficacy of using re-weighting for hierarchical image-text alignment in Eq. (10), comparing equal weight-
ing and linear weighting (ωl = 1 − l

L+1 ). Table 19 shows that emphasizing lower-level hierarchies (more fine-grained
information) enhances zero-shot adversarial robustness. Lower (finer) level provides harder negatives for stronger semantic
separation (crucial in improving robustness). We also include using only top 1-3 i) fine-grained levels, ii) superclass levels.



Table 19. Performance (%) of different weighting mechanisms.

Hierarchical Weighting Strategy Clean PGD AA

Equal Weighting 62.08 43.59 41.96
Top 1-3 superclass levels 61.82 43.71 41.84

Top 1-3 fine-grained levels 62.05 43.87 42.11
Linear Weighting 62.14 44.34 42.72

H. Different Strategies to Represent Base Classes.
We explore three strategies for representing base-class embeddings during fine-tuning: (i) selecting a random instance from
the base class, (ii) averaging in the Euclidean space followed by projection into the hyperbolic space, and (iii) hyperbolic
averaging. Table 20 shows that aggregating via hyperbolic averaging produces the best zero-shot performance.

Table 20. Performance (%) of diverse base class representations.

Base Class Representation Clean PGD AA

Random Instance 58.92 41.65 40.12
Euclidean Averaging 61.48 43.72 42.25
Hyperbolic Averaging 62.14 44.34 42.72

I. Robustness Against Black-box Adversarial Attacks
In addition to zero-shot robustness evaluations against strong white-box attacks, we also analyze the black-box robustness of
diverse adversarial fine-tuning methods using two practical multi-modal adversarial attacks: AFS [66] and MF-it [101], as
presented in Table 21. Our method consistently achieves the best black-box robustness.

Table 21. Performance (%) on black-box multimodal adversaries.

Evaluation Method TeCoA [83] PMG-FT [94] FARE [91] Ours

AFS [66] 52.09 53.62 53.10 57.92
MF-it [101] 51.76 53.25 53.47 57.38

J. The need for Hyperbolic space

Table 22. Comparisons of the Hyperbolic and the Euclidean variants, including naive hierarchical models.

Type Base Class Superclass
Clean Robust Transfer Clean Robust Transfer

Baseline (TeCoA) 52.62 37.62 46.58 61.80 47.20 55.27
Hierarchical Euclidean SoftMax 53.24 38.16 48.09 68.31 55.38 63.94

Hierarchical Euclidean SoftMax + ωl (weighting) 55.35 38.79 48.52 68.63 55.79 64.17
Hier. Euclid. SoftMax + ωl + Eq. (11)-(13) 56.08 38.92 50.11 68.29 55.87 64.43

Hier. Euclid. SoftMax + ωl + Eq. (11)-(13) +Temp. τ 55.93 39.13 50.73 67.91 55.08 64.56
Hier. Euclid. SoftMax + ωl + Eq. (11)-(13) +Temp. 2lτ 57.17 39.45 51.05 68.46 55.85 64.73

Hier. Euclid. SoftMax + ωl + Eq. (11)-(13) +Temp. (τ1, . . . , τL) 57.67 39.90 52.23 68.75 56.04 64.97
Hyperbolic Space (ξ = 1× 10−4) 61.70 42.60 62.43 71.15 56.71 65.82
Hyperbolic Space (ξ = 1× 10−6) 61.24 42.05 60.59 70.44 55.93 63.26

Hyperbolic Space (Ours) (ξ = 1× 10−5) 62.14 42.72 63.34 71.68 57.13 66.40

Our classification margin induced by the Hyperbolic geometry differs from the Euclidean margin. Theorem 1 shows our
margin range grows rapidly with the feature norm (unbounded at the Poincaré ball boundary) but the Euclidean SoftMax is
bounded. The hierarchical level of feature vector is proportional to its norm, thus our design forms several generalization
levels per sample producing hierarchically-robust immunizing adversaries. Table 22 includes multi-level hierarchy-
aware (Eq. (10)-(13)) Euclidean SoftMax which performs worse.



To adjust margin, the Hierarchical Euclidean SoftMax needs to emply tuned SoftMax Temperature τ (row 5), or mimicking
margin ranges from Fig. 2c (Temp. 2lτ in row 6). Tuning individual Temp. τ1, . . . , τL for L = 5 (row 7) takes 45 = 1024
jobs. Our Hyperbolic model enjoys smarter margins as shown in Fig. 2c. Note also the Poincaré stability w.r.t. ξ.

K. AutoAttack Evaluations
Table 23 provides AutoAttack-based comparisons.

Table 23. AutoAttack results.
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CLIP 0.00 16.23 4.09 0.00 0.00 0.00 2.24 0.00 0.00 0.00 0.00 0.00 0.00 11.72 6.10 2.69

TeCoA 39.07 82.11 58.21 32.64 30.41 12.19 26.28 61.68 27.85 21.58 15.67 4.95 25.77 67.75 58.14 37.62
PMG-FT 35.89 82.56 59.89 33.55 29.68 15.47 29.46 61.79 30.47 21.71 13.76 5.11 24.92 69.11 57.99 38.09

FARE 28.58 83.76 63.73 37.72 25.07 16.90 31.29 56.21 29.52 23.16 9.56 3.85 21.93 68.54 57.87 37.18
AoS 44.15 84.53 65.32 37.98 31.01 20.13 32.56 66.21 34.39 24.36 16.06 7.05 35.21 71.58 62.16 42.18
Ours 44.59 85.55 66.03 39.48 32.38 19.79 33.17 66.57 35.38 24.08 16.46 7.85 35.23 71.96 62.28 42.72

Ours (5 trees) 46.19 86.67 67.55 40.59 32.52 21.16 34.47 66.57 35.99 25.43 17.66 9.02 36.84 73.24 63.85 43.85

L. Batch size vs. cost
Table 24 compares training our model on batch size i) 128 (one GPU) and ii) 512.

Table 24. Batch size and cost evaluations on ViT-B.

Batch Size Method Clean AA Time (min)

128

TeCoA 52.08 37.19 210.6
PMG-FT 56.83 37.74 261.3

FARE 59.12 36.61 229.4
AoS 61.28 41.55 515.8

Ours (3 steps) 61.81 42.30 283.7
Ours (2 steps) 61.67 42.19 209.4

512

TeCoA 52.62 37.62 54.8
PMG-FT 57.36 38.09 67.9

FARE 59.67 37.18 59.5
AoS 61.70 42.18 131.2

Ours (3 steps) 62.14 42.72 73.1
Ours (2 steps) 62.06 42.50 53.9

M. Results Under Noisy Label Hierarchy.
While it is easy to inspect the label tree to prevent errors (the label space is small), we investigate the effect of noise
on results. On ImageNet-1K, we randomly corrupt superclass assignments of 10/50/100/200 base classes. Table 25 shows
that the degradation under noise is moderate. If all assignments were random, the model would be acting similarly to non-
hierarchical model.

Table 25. The impact of label noise on results.

Hallucinated Classes Clean PGD AA

200 60.01 46.41 43.10
100 60.61 46.83 43.72
50 60.97 47.36 44.08
10 61.03 47.67 44.41

0 (Standard Setup) 61.19 47.81 44.59

N. Sensitivity to prompt length.
Table 26 reports results for several prompt lengths to show that the performance of VPT trend is stable.



Table 26. Performance vs. the prompt length.

Prompt Length Clean PGD AA
50 54.19 34.57 31.74

100 (Ours) 54.70 34.97 32.29
200 54.94 35.23 32.62

O. Sensitivity to the number of epochs.
Table 27 shows results for varied number of epochs and report performance, showing that our gains persist and that the
chosen schedule is near the saturation point.

Table 27. Performance vs. the epochs.

Training Epochs Clean PGD AA
5 61.72 43.90 42.25

10 (Ours) 62.14 44.34 42.72
20 62.13 44.59 42.88

P. Extended Related Works
P.1. Hierarchical Feature Alignment
Hierarchical feature alignment has demonstrated its efficacy across various areas by aligning or fusing multi-level feature so
that models can combine coarse semantic context with fine-grained details, leading to richer feature representations [63, 78].
An emerging perspective of hierarchical feature alignment is aligning representations with the hierarchical structure in data
itself, typically using the hyperbolic space modeling [52]. Khrulkov et al. [70] introduced the first hyperbolic image embed-
ding frameworks along these lines, adding hyperbolic layers to convolutional networks and demonstrating that hyperbolic
embeddings often outperform Euclidean embeddings in representing visual features when the data has latent hierarchical re-
lationships. Beyond this single vision modality, Desai [58] introduced the hyperbolic representations in the CLIP model [90]
to capture the visual-semantic hierarchy inside images and texts. Unlike previous studies emphasizing hierarchical feature
alignment alone, our work investigates zero-shot adversarial robustness within CLIP and its variants while further examin-
ing how these models can be applied across diverse scenarios. Central to our approach is the explicit construction of data
hierarchies bridging textual and visual modalities, thereby reinforcing robust feature representations that enhance zero-shot
adversarial performance.

P.2. Vision-Language Model Attacks
With the rise of Vision-Language Models (VLMs), a variety of adversarial techniques have been introduced to embed subtle
perturbations into both visual and textual inputs, thereby undermining VLM inference [80, 98]. Notably, Zhang et al. [98] laid
the groundwork for studying adversarial scenarios rooted in cross-modal inconsistencies. While white-box attacks have been
extensively tested, several recent works have shifted attention to black-box settings, highlighting more realistic adversarial
risks in practical deployments [66, 101]. In this paper, we concentrate on establishing zero-shot adversarial robustness for
VLMs to defend against such multimodal adversarial attacks.

P.3. Vision-Language Model Robustness
To counteract the potential security threats brought by adversarial samples, adversarial fine-tuning [83, 91] has been pro-
posed, typically employing Parameter-Efficient Fine-Tuning (PEFT) techniques [68, 85, 99, 100, 103, 104]. Mao et al. [83]
pioneered this direction by employing text-guided contrastive learning to conduct adversarial image-text embedding-level
matching. Wang et al. [94] tackled the generalization degradation via feature-level regularization. Schlarmann et al. [91] de-
veloped an unsupervised robust learning framework for downstream tasks. Li et al. [77] for robustness in few-shot learning.
However, existing methods perform pair-wise image-text alignment of image embedding with its base category embedding,
overlooking the benefit of hierarchical decision boundaries from hierarchical labels. Thus, we reformulate traditional ad-
versarial fine-tuning into a hierarchical alignment scheme across image and text modalities based on hyperbolic embedding,
thereby mitigating the inherent fixation on base categories. Note that we focus primarily on zero-shot robustness achieved by
fine-tuning VLMs.
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Figure 9. Diverse types of taxonomies w.r.t. base categories for different hierarchies.

Q. Hierarchical Forests

Recall that we show that ensembling the hyperbolic (hierarchical) trees into hyperbolic forests improves adversarial ro-
bustness. To systematically explore the hierarchical structure of categories, we construct three distinct hierarchical forests
based on different organizational principles, as illustrated in Figures 9. Figure 9a represents the taxonomic hierarchy, which
follows the biological taxonomy derived from WordNet, grouping categories based on evolutionary relationships (e.g., mam-
mals, reptiles, birds). Figure 9b illustrates a visual similarity-based hierarchy, where categories are clustered according to
shared physical attributes such as fur texture, body structure, or aquatic adaptation. This grouping better aligns with human
visual perception and deep feature embeddings. Lastly, Figure 9c depicts an application-oriented hierarchy, which organizes
categories based on real-world interactions, such as domesticated animals (pets), wild predators, and aquatic species relevant
to conservation and ecological studies. These three trees provide complementary perspectives for understanding hierarchical
relationships, facilitating robust feature learning and adversarial robustness analysis in vision models.
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