TriDF: Evaluating Perception, Detection, and Hallucination for Interpretable
DeepFake Detection

Supplementary Material

Overview

Table of Contents in Supplementary Material

A DeepFake Tasks in TriDF 1
A.1l Partially Manipulated Tasks . . . . ... .. 1
A.2 Fully Synthesized Tasks . . . .. ... ... 1

B DeepFake Data Generation 2

C Taxonomy of DeepFake Artifacts 4

D Annotation Platform 6

E Distribution of Ground Truth Options 6

F. Benchmark Statistics 6

G Templates 8
G.1. Templates for Benchmark Construction . . . 8

G.2 Templates for Artifacts Mapping . . . . . . .

H Audio Modality Analysis 8
I. Extended Evaluation 9
I.1.EvaluationSetup . . . ... ......... 9
1.2 . More Quantitative Results . . . . ... ... 9
1.3 . More Qualitative Results . . . . .. ... .. 10
J. Future Direction of DeepFake Detection 11
K Release Plan and Ethics Statement 11
Bibliography 14

A. DeepFake Tasks in TriDF

DeepFake technologies and synthetic media systems en-
compass a broad spectrum of manipulation techniques, each
targeting distinct aspects of human-centric visual and au-
ditory content. To systematically evaluate this landscape,
TriDF organizes these techniques into two functional cate-
gories: Partially Manipulated, which encompasses methods
that alter specific attributes of an existing subject within a
scene, and Fully Synthesized, which covers approaches that
generate entirely artificial human appearances or voices.
Representative qualitative examples for each category are
illustrated in Figs. S1 and S2, respectively. In what follows,
we formally define each category included in TriDF and
characterize its distinguishing properties, clarifying how

each contributes to the benchmark’s comprehensive cover-
age of the DeepFake detection problem.

A.1. Partially Manipulated Tasks

Image/Video Face Swapping transfers the identity of a
source subject onto a target face while preserving the tar-
get’s original scene-consistent attributes, including pose, il-
lumination, and expression.

Facial Attribute Manipulation selectively modifies spe-
cific semantic facial attributes, such as age, expression, hair
color, or accessories, in a directed and controlled manner,
while preserving the subject’s core identity.

Lip Synchronization alters the lip movements of a subject
in a video to match a new or substituted audio track, pro-
ducing the perceptual illusion that the subject is articulating
words they did not originally utter.

Face Reenactment transfers the facial expressions, head
pose, and eye gaze of a source subject onto a target subject,
effectively compelling the target to replicate the source’s
performance across a static image or an independent video
sequence.

Full-Body Puppetry extends the face reenactment
paradigm to the full human body, transferring the complete
skeletal pose and motion dynamics of a source actor onto
a target subject, thereby enabling the source to drive the
target’s movements throughout a video.

Subject-Driven Image/Video Editing applies targeted ma-
nipulations to a specific subject within an image or video,
typically guided by textual prompts or reference images
(e.g., “change the person’s shirt to red”), while preserving
both the subject’s identity and the surrounding scene con-
text.

Voice Conversion transforms a speaker’s vocal characteris-
tics to resemble those of a designated target speaker, while
strictly preserving the original linguistic content and spoken
words.

A.2. Fully Synthesized Tasks

Audio-Driven Talking Head Synthesis generates a fully
synthetic video of a human subject in which lip move-
ments, facial expressions, and head pose are produced en-
tirely from scratch and conditioned on an input audio signal,
without relying on any real video footage of the subject.

Identity-Preserving Image/Video Generation synthesizes
novel images or videos of a specific individual by learning
their identity representation from a limited set of reference



photographs, enabling generation of that individual in pre-
viously unseen poses, environments, or visual styles.
Text-to-Human Image/Video Generation involves the
synthesis of high-fidelity human images or video sequences
conditioned exclusively on textual descriptions. Given a
text prompt, generative models map semantic concepts to
visually coherent representations without the aid of exter-
nal visual priors.

Human Image-to-Video Generation focuses on animating
a static reference image into a continuous video sequence,
guided by a textual prompt. The objective is to preserve
the identity and fine-grained attributes of the source subject
while synthesizing realistic motion and temporal dynamics
that align with the provided textual instructions.

Voice Cloning constructs a comprehensive generative
model of a specific individual’s voice, often from a mini-
mal audio sample, capturing their unique tonal quality, ca-
dence, and vocal style. The resulting model enables arbi-
trary speech synthesis in the target speaker’s voice via text-
to-speech generation.

B. DeepFake Data Generation

Data Acquisition. We exclusively collect information in

accordance with the specific licensing agreements of source

websites, avoiding material that is protected against usage

for any commercial purposes. The licenses of the existing

datasets used in this work are as follows:

¢ FaceForensics++ [R70]: Non-commercial research and
educational purposes.

¢ FFHQ [R43]: Creative Commons BY-NC-SA 4.0

¢ CelebAMaskHQ [R45]: Non-commercial research and
educational purposes.

¢ CelebA-HQ [R42]: Non-commercial research and educa-
tional purposes

* VGGFace2 [R9]: Unspecified

e Emu Edit [R72]: Creative Commons BY-NC 4.0

¢ GEdit-Bench [R57]: MIT License

* ImgEdit [R98]: Apache license 2.0

* OmniContext [R89]: Apache License 2.0

¢ MS-COCO [R53]: Creative Commons BY 4.0

¢ Flickr30k [R67]: Non-commercial research and educa-
tional purposes.

¢ LAION-Aesthetics [R71]: Creative Commons BY 4.0

¢ VoxCeleb2 [R16]: Creative Commons BY-SA 4.0

* LRS2 [R76]: Academic Research Purposes.

 TalkingHead-1KH [R82]: Creative Commons BY 3.0

* VPBench [R7]: The CogVideoX License

¢ FiVE-Bench [R51]: Creative Commons BY-NC 4.0

e HDTF [R109]: Creative Commons BY 4.0

* CelebV-Text [R99]: Non-commercial research purposes
only.

¢ Fashion Video [R103]: Creative Commons BY-NC 4.0

» TED-talks [R75]: Unspecified

e TikTok [R38]: Creative Commons BY-NC 4.0

¢ A2 Bench [R25]: Apache License 2.0

* OpenS2V-Nexus [R100]: Apache License 2.0

e ConsisID [R101]: Creative Commons BY 4.0

* Panda-70M [R12]: Non-commercial and research pur-
poses.

¢ HOIGen-1M [R54]: Apache License 2.0

* EMIME [R88]: Open Data Commons Attribution Li-
cense (ODC-By) v1.0

¢ VCTK [R93]: Creative Commons BY 4.0

e LibriTTS [R104]: Creative Commons BY 4.0

* LibriSpeech [R65]: Creative Commons BY 4.0

All datasets released with this work are available un-

der the Creative Commons Attribution-NonCommercial-

ShareAlike 4.0 International license (CC BY-NC-SA 4.0).

We selected this license to match the terms of several orig-

inal datasets and to provide our data under the same access

conditions.

Data Generation. To ensure comprehensive coverage,

we organize our synthesis pipeline into task-oriented sub-

domains, as detailed in Tab. S1.

In the image modality, we move beyond traditional Face
Swapping to include Subject-driven Editing and Identity-
Preserving Generation, utilizing both open-source mod-
els, such as PixArt-o [R11], OmniGen2 [R89], Stepl1X-
Edit [R57], SD3 [R24], and Flux 1 [R6], and proprietary
generators like Gemini 2.5 [R28] and GPT-40 [R64].

The video modality represents the most diverse category,
addressing the spectrum from facial to full-body synthe-
sis. We include head-centric tasks, such as Face Reen-
actment and Lip-Syncing (e.g., MuseTalk [R108]), along-
side complex body-centric tasks like Full-Body Puppetry
via Champ [R114] and ControlNeXt [R66]. Furthermore,
we incorporate Human Video Generation utilizing models
like LTX-Video [R31], Wan2.2 [R80], Phantom [R55], and
HunyuanCustom [R35], covering various conditioning in-
puts such as reference images and pure text.

Finally, for the audio modality, we target both Voice
Cloning and Voice Conversion. By gathering open-source
solutions like OpenVoice [R69] and Seed-VC [R56] against
commercial APIs like ElevenLabs [R23], we capture the
current state-of-the-art across varying acoustic environ-
ments.

Quality Control. To increase the high fidelity of our gen-
erated DeepFakes, we employ specialized metrics for as-
sessing realism and consistency to ensure automatic qual-
ity control before starting the annotation process. Realism
metrics, namely LPIPS [R105], NIQE [R61], VSFA [R48],
and NISQA [R60], evaluate whether the content appears
natural and is challenging for humans or algorithms to
detect as synthetic. In contrast, consistency metrics, in-
cluding ArcFace [R20], CLIPScore [R33], LSE-C [R68],
AED&AKD [R74], SECS [R56], and ViCLIP [R85], mea-
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Figure S2. Examples of DeepFakes from Fully Synthesized tasks.

sure how closely the output aligns with input conditions or
control signals, such as retaining facial identity, voice char-
acteristics, or movement synchronization. After applying
quality control, we form one-to-one real-fake pairs in each
DeepFake task, resulting in a total of over 5K high-quality
pairs spanning three different modalities.

C. Taxonomy of DeepFake Artifacts

To systematically categorize the artifacts present in Deep-
Fake media, we divide the artifacts into two distinct classes
based on the level of analysis required for detection. Tab. S2
outlines Quality Artifacts, which encompass low-level sig-



Table S1. Overview of DeepFake tasks, representative synthesis methods, and commonly used public datasets across three modalities. For
each task, we select three publicly available code repositories to ensure diversity in generation approaches. To maintain fair evaluation and
simulate real-world scenarios, only the testing splits of public datasets or datasets not used for training are employed for generation.

Modality | Tasks Synthesis Methods Public Dataset
DiffSwap [R111] FaceForensics++ [R70]

Face Swapping BlendFace [R73] FFHQ [R43]

CSCS [R37] CelebAMaskHQ [R45]
PREIM3D [R50] CelebA-HQ [R42]

Facial Attribute Manipulation AdaTrans [R36] VGGFace2 [R9]
StyleGANEX [R94] FFHQ [R43]
gﬁﬁ%ﬁt [R57] Emu Edit [R72]

Subject-driven Image Editing : - GEdit-Bench [R57]

Image OmniGen2 [R89] | ImgEdit [R9S]
Gemini 2.5 Flash Image [R28]
1{\}/111\% [[iz)i% CelebA-HQ [R42]

Identity-Preserving Generation - FFHQ [R43]
OmniGen2 [R9)] OmniContext [R89]
Gemini 2.5 Flash Image [R28]
18333\31274[]R1 1 MS-COCO [R53]

Human Scene Generation Flux T. [R6] Flickr30k [R67].
GPT-40 mage [R64] LAION-Aesthetics [R71]
HifiFace [R84] CelebA-HQ [R42]

Face Swapping InfoSwap [R26] VoxCeleb2 [R16]
FaceAdapter [R32] FaceForensics++ [R70]
MCNet [R34] CelebA-HQ [R42]

Face Reenactment HyperReenact [R8] VoxCeleb2 [R16]
LivePortrait [R30] FaceForensics++ [R70]
DINet [R110] LRS2 [R76]

Lip-Syncing LatentSync [R47] VoxCeleb2 [R16]
MuseTalk [R108] TalkingHead-1KH [R82]
VideoPainter [R7]

Subject-driven Video Editing VACE [R40] l\:lllz/]?-r];c:n[ci?lk 51
Wan-Edit [R51] .
iﬁgﬁgﬁ“ﬁégg} TalkingHead-1KH [R82]

Audio-driven Talking-Head Synthesis HDTF [R109]

Hallo2 [R18] CelebV-Text [R99]
. D-ID [R19]
Video Champ [R114]
- - 5 Fashion Video [R103]

Full-Body Puppetry MotionEditor [R79)] TED-talks [R75]
MagicDance [R10] TikTok [R38]
ControlNeXt [R66] )

. . ‘ sl‘igyg‘[‘;j;f]wm [R35] A2 Bench [R25]

Identity-Preserving Generation OpenS2V-Nexus [R100]
Phantom [R55] ConsisID [R101]
Kling [R21]

EEZV?SSS; [[1]13915]] CelebV-Text [R99]

Human Image-to-Video Generation = Panda-70M [R12]
Wan2.2 [R80] HOIGen- 1M [R54]
Veo3 [R29] N
LTX-Video [R31] CelebV-Text [R99]

Human Scene Generation Pyramid-Flow [R41] Panda-70M [R12]
SkyReels-A2 [R25] HOIGen-1M [R54]
Veo3 [R29] -
OpenVoce [X67] EMIME [R5

Voice Cloning : VCTK [R93]
CosyVoice 2.0 [R22] LibrTTS [R104]

Audio ElevenLabs [R23]

Voice Conversion

SpeechT5_VC [R4]

Seed-VC [R56]

Diff-HierVC [R14]

LibriSpeech [R65]
VCTK [R93]
LibriTTS [R104]




nal distortions and compression errors that are often de-
tectable through traditional image or audio processing tech-
niques. In contrast, Tab. S3 details Semantic Artifacts,
which represent high-level logical inconsistencies, e.g., vi-
olations of physics or anatomy, that require contextual un-
derstanding to identify.

fake_img Compare the generated sample with the reference. What artifacts do you
observe?

Failure Type Analysi

. Blockiness (Visible square o rectangular patterns on the screen.)

real_img 0 ot 0 comeet

Figure S3. Graphic User Interface of Annotation Platform. It dis-
plays paired real and DeepFake samples stacked vertically to fa-
cilitate fine-grained comparison and structured artifact labeling for
reliable annotation results.

D. Annotation Platform

To implement the unified taxonomy at scale, we have de-
veloped a dedicated annotation platform optimized for hi-
erarchical annotation. The annotation process is fully man-
ual, prioritizing accuracy and reliability over automation.
In light of the 59% accuracy ceiling observed with GPT-
40 [R62] on DeepFake detection, reported by LOKI [R97],
we have intentionally excluded Al-assisted pre-annotation.
We recruited more than 50 annotators. Each generated
DeepFake sample is assigned to at least three annotators,
and consensus is reached through majority voting. A key
feature of our platform, illustrated in Fig. S3, is the top-
down layout for comparing real and fake media pairs, each
matched in a strict one-to-one correspondence. This lay-
out enables annotators to systematically compare manipu-
lated samples with their authentic counterparts, facilitating
the precise identification of both Quality and Semantic Arti-
facts. To accelerate the annotation process and alleviate the
burden of typing complete sentences to describe artifacts
found in the generated DeepFake samples, we designed an
interface that supports a structured checklist in a multiple-
choice style, allowing annotators to assign taxonomy-based
labels at multiple levels of granularity with ease and effi-
ciency.
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Figure S4. Statistics of TriDF. (a) The distribution of ground
truth options for <TFQ> and <MCQ>. (b) The frequency of quality
artifacts and semantic artifacts.

E. Distribution of Ground Truth Options

As illustrated in Fig. S4, we adopt the approach from [R58,
R112] to ensure that the ground truth options, e.g., true-false
or multiple-choice options, are distributed as evenly as pos-
sible. This step helps alleviate the well-known “selection
bias” issues in MLLMs [R59, R112], where they often fa-
vor specific option labels as answers.

F. Benchmark Statistics

Comparison with Existing Benchmarks. As shown
in Tab. 1 in the main paper, we compare our pro-
posed TriDF with existing benchmarks [R52, R81, R97,
R107, R113] for DeepFake detection across several key di-
mensions, including the size of testing sets, the number of
generators, the types of DeepFakes, the data modalities,
and the evaluation metrics. Notably, TriDF distinguishes
itself with the largest number of questions (65K), genera-
tors (51), and DeepFake types (16), spanning three modali-
ties, image, video, and audio, surpassing prior works that
often focus on limited generators or types of DeepFake.
This extensive collection of generators is a key advantage,
providing a far more rigorous test of a detector’s robust-



Table S2. Quality Artifacts: Localized signal errors detectable by traditional processing methods.

Domain Artifact Definition
Visual Signal  Blurriness The loss of sharpness and fine detail, making the image appear out of
focus.
Blockiness Visible square or rectangular patterns on the screen.
Noise Random, fine speckles or a sandy texture across the image.
Banding Distinct, abrupt steps or bands in areas that should have a smooth color
gradient.
Color Inconsistency Colors appear unnatural, with excessive saturation or vibrancy.
Blending Artifacts Visible boundaries where elements should merge smoothly.
Lighting Inconsistency  Illumination that does not agree across the scene.
Unnatural Texture The surface is overly smooth, missing natural irregularities.
Temporal Temporal Artifacts Inconsistencies across frames that break motion continuity.
Flicker Noticeable and often rapid variation in the overall brightness.
Audio Signal  Clipping Harsh, fuzzy, or crackling sound when audio is too loud.
Hiss High-frequency static noise (e.g., “shhhh” sound).
Buzz Low-frequency tone, typically caused by electrical interference.
Pops Abrupt, short, and sharp sounds that interrupt the audio.

Table S3. Semantic Artifacts: High-level inconsistencies requiring contextual understanding. (Env. = Environment; Lang. = Language)

Context

Artifact

Definition

Physics & Env.

Reflection Inconsistency

Shadow Inconsistency
Spatial Incoherence

Unrealistic Background

Reflections do not match the subject, lighting, or scene geome-
try.

Shadows do not match the subject, lighting, or scene geometry.
Objects or people fail to make contact with surfaces or each
other.

Background lacks plausible detail, perspective, or depth.

Human Biology

Anatomical Inconsistency
Unnatural Expressions
Unnatural Gaze
Unnatural Movement

Human anatomy is implausible (e.g., distorted limbs).
Facial expressions do not align with emotion or context.
Eye direction or blink behavior appears robotic.

Motion lacks physical plausibility.

Objects & Lang.

Object Integrity Flaws
Unrecognizable Text
Unnatural Prosody

The object is incomplete, broken, or internally inconsistent.
Text is unrecognizable, incomplete, broken, or distorted.
Speech sounds robotic, monotonous, or flat.

ness and generalization capabilities. It ensures that mod-
els are evaluated against a diverse spectrum of generation
artifacts, rather than overfitting to the signatures of a few
common tools. Crucially, this diversity enables TriDF to
simulate real-world “in-the-wild” scenarios by assessing
performance against the latest generation models, includ-
ing state-of-the-art methods such as PixArt-o [R11], Omni-
Gen?2 [R89], Step1X-Edit [R57], Flux 1. [R6], SD3 [R24],
Gemini 2.5 Flash Image [R28], GPT-40 Image [R64], Hun-
yuancustom [R35], LTX-Video [R31], Wan2.2 [R80], and
Veo3 [R29]. Unlike existing benchmarks, TriDF features a
comprehensive suite of metrics to quantify the interpretabil-
ity of DeepFake detection, including Accuracy and Cover

metrics. It also evaluates the perception abilities and hal-
lucination tendencies of MLLMs through strict real-fake
pairs, which enable side-by-side comparisons and allow an-
notators to assign taxonomy-based labels at multiple lev-
els of granularity. This approach provides a more nuanced
and robust assessment of model performance in real-world
DeepFake scenarios. In designing TriDF, we deliberately
avoid using LLM-as-a-judge approaches. As discussed
in [R49], employing LLMs as judges inherently introduces
biases that can compromise the fairness and reliability of
evaluations. Furthermore, LLM judges are susceptible to
adversarial attacks, such as prompt injection, thereby rais-
ing significant concerns about their reliability in high-stakes



scenarios, including DeepFake detection.

Statistics. TriDF is a meticulously curated benchmark de-
signed to comprehensively evaluate DeepFake detection.
It consists of 65K questions that span 16 DeepFake tech-
niques, including modern methods like GANs, SD, and
DiT. The benchmark’s scope is intentionally broad, cov-
ering 3 distinct modalities (image, video, and audio) and
multiple types of forgeries, from partially manipulated con-
tent to fully synthetic media. To ensure a thorough evalu-
ation of interpretability in DeepFake detection, perception
abilities, and hallucination tendencies in MLLMs, the ques-
tions are distributed across 23K <TFQ>, 24K <MCQ>, and
18K <OEQ>. This significant diversity challenges MLLMs,
requiring them to demonstrate robust generalization and
a more comprehensive capacity for identifying different
forms of DeepFakes.

G. Templates

G.1. Templates for Benchmark Construction

Fig. S5 outlines prompt templates designed for benchmark
construction across three distinct question formats: <TFQ>,
<MCQ>, and <OEQ>. The <TFQ> (True-False Question)
section provides templates to verify the observation of spe-
cific artifacts, their presence in the background, or their ex-
istence in specific locations. The <MCQ> (Multiple-Choice
Question) templates ask MLLMs to identify present arti-
facts or their locations from a list, including instructions to
select all that apply or indicate if no options are correct. Fi-
nally, the <OEQ> (Open-Ended Question) templates, split
into Type A and Type B, establish a persona for a DeepFake
forensics analyst, detailing strict guidelines for performing
thorough artifact analysis, avoiding false positives, and ad-
hering to a specific output format.

G.2. Templates for Artifacts Mapping

Fig. S6 serves as a structured guide for identifying particu-
lar visual flaws in media analysis texts. It offers precise def-
initions of various artifacts as a reference point, compelling
LLMs to assess their occurrence based on these exact stan-
dards. The template requires LLMs to deliver straightfor-
ward binary judgments of “True” or “False,” formatted in a
machine-readable style using only key-value pairs.

H. Audio Modality Analysis

Evaluation of Perception. Tab. S4 presents the audio per-
ception performance of five open-weight Audio-MLLMs
and one proprietary multimodal model. Two distinct trends
emerge from the results.

Firstly, semantic perception is substantially more chal-
lenging than quality perception. On <TFQ>, Gemini-2.5-
Pro attains the highest semantic accuracy, yet most audio-
specialized models perform near random chance in this

Template for <TFQ> Template for <MCQ>

V1s observed in the sample?
(Answer yes if you think it is true, and answer no otherwise.)

Which of the following artifacts is present in the sample?
Select all that apply. If you select 'None of the options are
correct, do not select any other options.

" Is the arfifact present in the background in the sample? A
(Answer yes if you think it is true, and answer no otherwise.) B
v . D.
Ts any visual artifact present in the in the sample? E. None of the options is correct
(Answer yes if you think it is true, and answer no otherwise.) !V <modality>
Where in the sample is the located?

Template for Type A <OEQ> Select all that apply. If you select ‘None of the options are
correct,’ do not select any other options.
“This is a DeepFake sample generated by an advanced DeepFake A
technique. B
Your Task: c
Please perform a detailed analysis of artifacts in this sample that b
seem inauthentic. E
Guidelines:
+ Be Thorough: Offer a comprehensive analysis covering all
noticeable artifacts.
* Be Accurate: Ensure your explanations correctly reflect the
information present in the sample.
« Avoid False Positives: Do not incorrectly identify authentic B
features as inauthentic. Focus only on actual artifacts. e
« Organize Your Response: Use clear headings and structure to b
E

None of the options s correct

Visual artifacts are present in which of the following locations?
Select all that apply. If you select "None of the options are
correct,’ do not select any other options.

A

separate your analysis for each artifact. oY i eTont e (e o e

Template for Type B <OEQ>

You are a DeepFake forensics analyst. Please analyze the provided sample and identify any artifacts that indicate it may be inauthentic or
manipulated
Scope:
« The data belongs to sample modality. Tailor your analysis to the specific modality.
Your Task:
« Perform a detailed analysis of artifacts that appear inauthentic or indicative of AT generation or manipulation.
« Focus on concrete, observable evidence. Avoid speculation.
Guidelines:
* Be Thorough. Cover all noticeable artifacts and inconsistencies relevant to this modality.
« Be Accurate. Base claims only on what is present in the sample. Explain why each artifact is suspicious in technical terms.
« Avoid False Positives. Do not label authentic features as inauthentic. If uncertain, state the uncertainty and what additional evidence
would be needed
+ Organize Your Response. Use clear headings for each artifact and include short evidence quotes
Output Format:
1) Overall Assessment
« One sentence rating: Likely Authentic, or Likely DeepFake.
2) Artifact Findings
For each finding, provide:
* Title of artifact
* Reason: brief technical rationale

Figure S5. Prompt Template Used for Benchmark Construction
for <TFQ>, <MCQ>, and <OEQ>

Prompt for Artifacts Mapping

You are an AT evaluation engine. Your task is fo process an analysis of a digital media (the Andlysis Text) and determine which
artifacts from a predefined list (the Artifact Definitions) are present.

Decision Rules
« Decisions must be based on the criteria in "Artifact Definitions".
« Comparisons or synonyms are valid only if their meaning clearly aligns with the concept defined in the Artifact Definitions.
« For each artifact in Artifact Keys, mark:
* True — only if the Analysis Text contains sufficient evidence that meets the definition.
- False — if evidence is missing, ambiguous, contradictory, or the definition is absent.

Output Format (machine-parseable)
Output only key-value pairs, one per line, in the exact order of Artifact Keys

Line format: True or ArtifactName: False

Use exactly True/False (capitalized).

No headers, explanations, extra spaces, blank lines, or punctuation beyond the single colon and single space.

1. Analysis Text
{RESPONSE}

2. Artifact Definitions
You must check for the presence of the following artifacts. An artifact is "True" only if the Analysis Text provides evidence
that matches its specific Definition.

« Blurriness : ["The loss of sharpness and fine detail, making the image appear out of focus."]

« Blockiness : [Visible square or rectangular patterns on the screen."]

« Noise : ["Random, fine speckles or a sandy texture across the image."]

« Banding : ["Distinct, abrupt steps or bands in areas that should have a smooth color gradient, like a sunset or a clear sky."]

« Color Inconsistency : ["Colors appear unnatural, with excessive saturation or vibrancy that makes the sample look too

intense or unrealistic."]
« Blending Artifacts : ["Visible boundaries where elements should merge smoothly."]

Begin Evaluation

Figure S6. Prompt Template Used for Artifacts Mapping

regime. By contrast, these models often exhibit strong per-
formance on quality-related artifacts. This divergence sug-
gests that current systems still lean heavily on low-level
signal cues rather than forming robust representations of
prosody or speaker plausibility. A salient example is the
semantic artifact of unnatural prosody: the waveform may
appear clean, but subtle irregularities in rhythm, intonation,
or stress make the speech sound implausible to human lis-
teners. Such artifacts are notoriously hard for existing mod-
els to detect reliably, underscoring the intrinsic difficulty of



semantic perception in audio.

Secondly, we hypothesize that this difficulty is partly
driven by an architectural bias. Most MLLMs rely on au-
dio encoders optimized for transcription or high-level se-
mantic understanding, rather than for preserving speaker-
identity fidelity or prosodic consistency. As a result, pre-
cisely those cues that are critical for judging who is speak-
ing and whether their timing and intonation patterns are
human-plausible are under-emphasized in the learned rep-
resentations, limiting effective DeepFake perception in the
audio modality.

Interpretable Detection, Perception and Hallucination.
We analyze interpretable audio deepfake detection using
Type-A and Type-B <OEQ> questions, with full results
summarized in Tab. S5. For Type-A <OEQ>, only Qwen3-
Omni-30B-A3B and Gemini-2.5-Pro produce meaningful
artifact-level explanations. Qwen3-Omni achieves the high-
est Cover and Fj 5 scores, albeit with a moderate level
of hallucination, whereas Gemini-2.5-Pro attains slightly
lower Cover and Fj 5 scores but produces more consistently
grounded descriptions. By contrast, audio-focused mod-
els such as Qwen2-Audio-7B, SALMONN-7B, and audio-
flamingo-3 yield very low Cover and near-saturated hallu-
cination rates, resulting in almost zero Fj 5 scores. These
findings indicate that current audio MLLMs still struggle to
provide faithful artifact-level explanations and often hallu-
cinate nonexistent distortions.

Type-B <OEQ> highlights a significant disparity
between detection accuracy and explanation quality.
SALMONN-7B achieves the highest detection accuracy but
offers almost no interpretability, often providing the cor-
rect label while generating unreliable explanations. In con-
trast, Gemini 2.5-Pro demonstrates the opposite trend: its
detection accuracy is nearly at chance levels, yet it pro-
vides the best interpretability, characterized by the highest
Cover, reduced hallucination, and the strongest Fj 5 score.
Qwen3-Omni-30B-A3B and Phi-4 fall somewhere in be-
tween, exhibiting moderate accuracy and Fp 5 scores, but
still suffering from considerable hallucination. Meanwhile,
audio-flamingo-3 performs poorly in both detection and in-
terpretability.

Overall, the audio results reinforce the main tri-
perspective conclusion that current models rarely achieve
both strong detection and low hallucination in this modal-
ity. Audio-centric MLLMs often depend on unclear heuris-
tics and provide explanations that are highly prone to hallu-
cination, whereas stronger multimodal models offer more
grounded reasoning but show only slight improvements
over random guessing. These findings highlight the need
for better speech-specific perception modules and enhanced
modeling of prosody and identity cues to achieve more reli-
able audio DeepFake detection.

Table S4. Evaluation of Audio Deepfake Perception

MLLM | <TFQ> | <MCQ>
|Semantic Quality  Avg. Ranleeneml Rank
Random Guess | 50.00% 50.00% 50.00% - | 000 -
Qwen2-Audio-7B 4450% 67.88% 56.19% 2 | 0.01 3
Qwen3-Omni-30B-A3B | 32.76% 67.37% 50.07% 3 | -0.15 5
Phi-4 550% 68.45% 36.98% 5 | -0.06 4
Audio-Flamingo-3 6.91% 67.88% 37.40% 4 | 0.10 1
Gemini-2.5-pro | 63.65% 50.13% 56.89% 1 | 0.04 2
Average | 30.66% 64.34% 47.51% - | 001 -

Table S5. Evaluation of Interpretable Audio Deepfake Detection,
Perception and Hallucination Robustness

‘ Type A <OEQ> ‘ Type B <OEQ>

MLLM N -

‘ Audio ‘ Audio

|Cover t CHAIR | Hal | F°-5 1| ACC Covert CHAIR| Hall F°-51
Qwen2-Audio-7B 0.0446 09342 09421 0.0580 [0.3799 02356 0.6388 0.6756 03166
Qwen3-Omni-30B-A3B | 0.5278  0.2011 0.2867 0.7031 |0.4082 03690 0.5279 0.6756 0.4312
SALMONN-7B 00012 09973 09973 0.0021 [0.5722 00472 09225 09225 0.0673
Phi-4 0.1983 07375 0.7736 02360 [0.3949 03185 04967 0.5187 0.4398
Audio-Flamingo-3 00811 0.8708 0.8708 0.1129 [0.3732 0.0206 0.9635 0.9635 0.0311
Gemini 2.5-pro 03065 0.5079 0.5339 04279 [0.4859 0.5470 0.2106 0.2736 0.7022

I. Extended Evaluation

I.1. Evaluation Setup

Evaluation models and modalities. For visual modal-
ities, we consider open-source MLLMs including In-
ternVL2_.5/3_5 [R13, R83], Qwen3-Omni/VL [R5, RI1],
LLaVA-OV [R46], MiniCPM-V [R96], MiMo-VL [R102],
Idefics2 [R44], Mantis [R39], Phi-4 [R1], and the
forensic-focused FakeShield [R92] and FakeVLM [R&7].
These are compared against proprietary baselines: GPT-
5 [R63], Gemini 2.5-Pro [R17], and Claude Sonnet
4.5 [R3]. Audio performance is evaluated using Qwen2-
Audio [R15], Qwen3-Omni, Phi, Audio-Flamingo-3 [R27],
and SALMONN-7B [R77], with Gemini 2.5-Pro serving as
the proprietary reference.

Experimental protocol. All experiments are conducted in
a zero-shot setting, where each sample is processed inde-
pendently without task-specific fine-tuning. For each query,
we provide the model with the question prompt together
with the corresponding image, video, or audio input. For
video tasks, we either use a 16-frame clip (when frame sam-
pling is configurable) or the model’s default frame sampling
policy. Unless otherwise noted, the same protocol is applied
consistently across all models and modalities.

L.2. More Quantitative Results

Interplay between perception, hallucination, and detec-
tion. To understand how the three evaluation dimensions of



TriDF relate to one another, we analyze the correlations be-
tween perception, hallucination and detection performances
across all 22 evaluated models. For each model m, we com-
pute three macro-averaged scores over all available sam-
ples: (i) perception FP,,, defined as Type-A Cover; (ii) hal-
lucination severity H,,, defined as Type-A CHAIR; and (iii)
detection D,,, defined as Type-B <OEQ> detection accu-
racy.

The resulting correlation matrix in Fig. S7 reveals a
tightly coupled but non-degenerate triad. Perception and
detection are moderately positively correlated (r(P, D) ~
0.60): models that cover more ground-truth artifacts in
Type-A explanations tend to achieve higher Type-B de-
tection accuracy. Hallucination severity is also strongly
coupled to detection (r(H, D) ~ —0.60), with more hal-
lucinated artifacts associated with lower accuracy. Al-
though perception and hallucination are negatively corre-
lated (r(P, H) ~ —0.44), the magnitude of this correlation
is relatively moderate. It indicates that while models that
recognize more genuine artifacts tend to hallucinate less,
the two aspects remain far from interchangeable. The over-
all correlation matrix shows that perception and detection
are moderately aligned, while hallucination undermines de-
tection and is moderately anti-correlated with perception.

However, when we further stratify models by hallucina-
tion severity, a more revealing pattern emerges. We define
hallucination regimes using the empirical sample distribu-
tion: all samples with H = 1 form a high-hallucination
regime (High-H), while samples with H < 1 are split at the
33rd and 67th percentiles into Low-H and Mid-H, and ana-
lyze the fake-only subset of TriDF. Independently, we dis-
cretize perception into five equal-width bins based on Type-
A Cover (0-0.2,0.2-0.4, . ..,0.8-1.0). For each hallucina-
tion regime and perception bin, we then compute the aver-
age fake detection accuracy and plot the resulting curves in
Fig. S8.

The stratified curves reveal a clear three-way interaction.
In the Low-H and Mid-H regimes, fake-detection accuracy
is high at low Cover and rapidly saturates near perfect ac-
curacy as Cover increases, indicating that once explana-
tions are largely grounded, additional perceptual coverage
yields gains on detection accuracy. In contrast, in the High-
H regime, DeepFake detection accuracy remains close to
chance across all perception bins and is effectively insen-
sitive to Cover. Even when models capture numerous arti-
facts (high P), severe hallucination in Type-A explanations
is associated with systematic failures to flag fakes in Type-B
decisions.

Both analyses shown in Fig. S7 and Fig. S8 demon-
strate that hallucination can disrupt the natural link between
evidence recognition in perception and detection decision-
making. The findings reinforce that perception, detection,
and hallucination capture fundamentally distinct aspects of

model behavior, and that reliable DeepFake detection re-
quires balanced progress across all three dimensions. Im-
proving only perception or only classification is insufficient.
Addressing these intertwined but independent factors is cru-
cial for building trustworthy and human-aligned detection
systems capable of withstanding increasingly sophisticated
forgeries.

Benefit-Cost Analysis of Localization Hints. As dis-
cussed in RQ2 in the main paper, we quantify the efficacy
of localization hints and define Benefit and Cost as the per-
centages of questions where the hint respectively corrects an
initial error or induces a new one. Their difference, Net Ben-
efit, serves as the primary indicator of genuine performance
gain from spatial guidance. The results are summarized
in Tab. S6. Localization hints generally yield a positive Net
Benefit, though gains vary by architecture. InternVL2_5-
8B and Claude Sonnet 4.5 achieve peak efficiency (2.53%
and 2.47% Net Benefit), demonstrating an effective abil-
ity to leverage spatial cues. Conversely, Gemini 2.5-Pro
and Qwen3-VL-30B-Instruct exhibit negative Net Benefit
(—0.30% and —0.32%), suggesting that for certain high-
capacity architectures, external hints may introduce disrup-
tive noise. This non-universal efficacy underscores a persis-
tent architectural gap in reconciling external spatial ground-
ing with internal visual representations.

Table S6. RQ2. Benefit and Cost of localization hints.

MLLM Benefit (%) Cost (%) Net Benefit (%) Rank
InternVL2_5-8B [R13] 3.21 0.68 2.53 1
InternVL2_5-26B [R13] 4.28 1.90 2.38 4
InternVL2_5-38B [R13] 422 1.78 2.44 3
InternVL3_5-8B [R83] 10.87 10.10 0.78 7
InternVL3_5-38B [R83] 4.93 3.30 1.63 5
Qwen3-Omni-30B-A3B-Instruct [R91] 6.92 6.55 0.37 9
Qwen3-VL-8B-Instruct [R5] 8.03 7.30 0.73 8
Qwen3-VL-30B-Instruct [R5] 7.01 7.33 -0.32 11
GPT-5 [R63] 6.57 5.65 0.92 6
Gemini 2.5-Pro [R17] 11.67 11.97 -0.30 10
Claude Sonnet 4.5 [R3] 3.17 0.70 2.47 2

I.3. More Qualitative Results

Based on the provided documents, the case studies uti-
lize three distinct evaluation formats, <TFQ>, <MCQ>, and
<OEQ>, to assess model performance in detecting synthesis
and manipulation artifacts.

<TFQ> focuses on binary verification, prompting models
to simply confirm or deny the presence of specific defects,
such as detecting “Buzz” in an audio clip or identifying
“Temporal Inconsistency” in a video subject’s upper limb.
As shown in Fig. S9, Gemini 2.5-Pro outperforms both
powerful general-purpose model (e.g., Qwen3-Omni-30B-
A3B-Instruct) and specialized model, Audio-Flamingo-3.
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Figure S7. Model-level correlation matrix for perception (P),
hallucination severity (H), and detection (D). Perception is pos-
itively correlated with detection accuracy, while hallucination is
negatively correlated with both, supporting the three-dimensional
P-H-D view of MLLM-based DeepFake detection.
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Figure S8. Stratified perception—detection curves on TriDF: fake-
detection accuracy vs. binned Type-A Cover under three Type-A
CHAIR regimes, showing that strong hallucination keeps detection
near chance even with high perceptual coverage.

Conversely, GPT-5 struggles in this example because it can-
not handle raw video inputs without preprocessing, which
hinders its ability to understand temporal relationships.
<MCQ> tests the ability to categorize or locate specific
errors, asking models to identify semantic issues like
“Anatomical Inconsistency” or select specific regions where
artifacts appear, such as the “Ear” or “Background”. Within
the two examples in Fig. S10, the evaluation metric is strict:
models must answer all options correctly to receive the
maximum score of 1. Any incorrect selection results in a
penalty, preventing a full score.

Finally, <OEQ> requires a more granular, descriptive analy-

sis, asking models to justify a “Likely Manipulated” verdict
by detailing observable flaws like “Inconsistent Lighting”,
“Unnatural Shadow”, or a “Blurred Background”. Fig. S11
highlights the variance in model perspective: Gemini 2.5-
Pro provides a focused, context-aware analysis of lighting
physics on a specific object (a cat), whereas InternVL2_5-
8B generates a generic list of DeepFake flaws typically as-
sociated with human subjects.

J. Future Direction of DeepFake Detection

TriDF fills an important gap in existing evaluation resources
by enabling systematic analysis of all three components.
Looking forward, TriDF provides several avenues for ad-
vancing future DeepFake detection techniques. First, the
fine-grained artifact taxonomy offers a structured supervi-
sory signal that can guide new models to focus on meaning-
ful manipulation cues rather than dataset-specific shortcuts.
Second, the multimodal and diverse generator design cre-
ates a challenging testbed that encourages the development
of detectors with stronger generalization across synthesis
pipelines. Third, the hallucination evaluation reveals failure
modes in explanation generation and provides a foundation
for designing models that produce grounded, reliable rea-
soning. Finally, as new generative techniques and modali-
ties emerge, TriDF can be extended to support evolving re-
search needs, serving as a long-term platform for building
trustworthy and deployable DeepFake detection systems.

K. Release Plan and Ethics Statement

All datasets utilized in this benchmark are sourced from
publicly available repositories. DeepFake generation was
conducted strictly for academic and research purposes to
advance the fields of media forensics and authenticity de-
tection. Our research team explicitly opposes the malicious
application of this technology and condemns any use of this
benchmark or the associated data for deceptive, harmful, or
misinformation-related purposes.



......|||,.ﬂ [Audio] <TFQ> (Quality) @ [Video] <TFQ> (Location)

Question:

Is there any 'Temporal
Inconsistency' visible in the upper
limb in the vifieo? o N . hl
(Answer yes if you think it is true, AN "0t A I
and answer no otherwise.)

Question:

Is Buzz present in the audio?
(Answer yes if you think it is

true, and answer no otherwise.) ™

TR

GroundTruth: True
GroundTruth: True

<4 Gemini 2.5-Pro: Yes ¢ <4 Gemini 2.5-Pro: Yes
& Audio-Flamingo-3: No [ 3] @ epr-5: N0 [
{V; Qwen3-Omni-30B-A3B-Instruct: No . @ Qwen3-Omni-30B-A3B-Instruct: Yes «

Figure S9. Examples of <TFQ>

[Video] <MCQ> (Semantic) PN [Image] <MCQ> (Location)

Question:

Which of the following artifacts is
present in the sample?

Select all that apply.

If you select 'None of the options
are correct,’ do not select any
other options.

A. Reflection Inconsistency

Question:

Identify the location(s) of the 'Unnatural Texture'
artifact in the image.

Select all that apply.

If you select 'None of the options are correct,’ do
not select any other options.

A. Background

B. Unrecognizable Text g Ea:s Region
C. Shadow Inconsistency D. C;lbjec + 9

D. Anatomical Inconsistency

n . . ti i
E. None of the options is correct £ N 7 TS S TS 9 e

GroundTruth: D GroundTruth: A,C,D

4 Gemini 25-Pro: E (& Score: -0.25 4 Genmini 2.5-Pro: AB,CD @ score: 3x1/3-1/2:05
@ orr5: E (@ score: -0.25 @) Quen3-vL-30B-Instruct: E (& Score: 05
Y& Claude Sonnet 4.5: D (@) Score: 1 Y& Claude-Sonnet-4.5: ABC (&) Score: 2x1/3-1/2:017

Figure S10. Examples of <MCQ>



@ [Image] Type-A <OEQ>

Question:
Please perform a detailed analysis of artifacts
in this sample that seem inauthentic.

Gemini 2.5-Pro:
The analysis reveals several inconsistencies, primarily related to the
cat, which suggest that it may have been digitally added to the scene.
Artifact 1:

e Inconsistent Lighting and Shadows: The most significant evidence
of manipulation is the incorrect shadowing associated with the
cat.

e Light Source: The dominant light source in the pet store aisle is
the series of long, bright fluorescent lights on the ceiling. This
should create distinct, downward-cast shadows.

Missing Shadow: The cat is standing on a bright white surface,
which should make any cast shadow clearly visible. However, the
cat casts almost no discernible shadow. There are some very faint
contact shadows directly under its paws, but there is no larger,
softer shadow on the surface that would be consistent with its
body blocking the strong overhead light.

Lighting Mismatch: The lighting on the cat itself seems generally
consistent with an overhead source, with highlights on its head
and back. However, the lack of a corresponding shadow on the
surface it occupies creates a strong contradiction, suggesting the
cat was photographed under different lighting conditions and
composited into this image.

Artifact 2:

e Unnatural Edges and Composition: The boundary between the cat

and the background shows subtle signs of digital insertion.

e Soft/Blurry Outline: The edges around the cat's fur, particularly
along its back and head against the fish tanks, appear unnaturally
soft and slightly blurred. This halo effect is common when a
subject is inexpertly cut out from its original background and
placed onto a new one.

e Lack of Integration: The cat's paws rest on the white surface,
but they don't seem to interact with it naturally. The contact
points lack the subtle shadows and pressure points that would
make the composition believable. The overall effect is that the
cat appears to be floating on the surface rather than standing
firmly on it.

Summary:_

The primary indicators of manipulation in this image are centered on
the cat. The stark inconsistency between the bright, overhead light
source and the almost complete absence of a cast shadow from the
cat is the strongest piece of evidence. This, combined with the sof+t
and unnatural edges around the cat's outline, strongly suggests that
the cat was not originally part of the scene and has been digitally
composited into the photograph.

[Video] Type-B <TFQ>

Question:

Decide whether the provided
sample is authentic or manipulated.
Perform a detailed analysis of
artifacts that appear inauthentic or
indicative of synthesis/manipulation.

(. Tnternvi2_5-88
Likely Manipulated.
Artifact Findings
1) Inconsistent Lighting: The lighting on the person's face and upper
body is inconsistent with the ambient lighting in the background. The
face is well-lit, while the upper body has a different lighting quality,
suggesting a possible post-production adjustment.
2) Unnatural Shadow: There is an unnatural shadow on the person's
left side (viewer's right side) that does not align with the light
source. The shadow appears too sharp and distinct, indicating
possible manipulation.
3) Blurred Background: The background is slightly blurred, which is
unusual for a video taken in a static environment. This blurring
effect is more typical of video editing software, suggesting post-
production adjustments.
4) Inconsistent Clothing Texture: The texture of the sweatshirt
appears inconsistent, with some areas looking smoother and others
more textured. This inconsistency is not typical of natural clothing
and suggests possible manipulation.
5) Unnatural Hand Position: The person's hand position appears
unnatural, with fingers slightly bent and positioned in a way that
does not align with the rest of the body's posture. This could be a
result of post-production adjustments.
6) Inconsistent Facial Expression: The facial expression appears
slightly off, with the mouth and eyes not fully synchronized. This
inconsistency is not typical of natural facial movements and suggests
possible manipulation.
7) Unnatural Hair Movement: The hair appears to move in a way that
is not consistent with the rest of the body's movement. This could
be a result of post-production adjustments to the hair.
8) Inconsistent Background Objects: The background objects, such
as the plants and the building, appear slightly out of focus and do
not align perfectly with the person's position. This inconsistency is
not typical of natural environments and suggests possible
manipulation.
9) Unnatural Body Posture: The person's body posture appears
slightly off, with the shoulders and hips not fully aligned. This
inconsistency is not typical of natural body movements and suggests
possible manipulation.
10) Inconsistent Clothing Color: The color of the sweatshirt appears
slightly off, with some areas looking darker and others lighter. This
inconsistency is not typical of natural clothing.

Figure S11. Examples of <OEQ>
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