Revisiting Geometric Obfuscation with Dual Convergent Lines for
Privacy-Preserving Image Queries in Visual Localization

Supplementary Material

In this supplementary material, we first provide the de-
tailed mathematical derivation for Proposition 1 in Sec. A.
We then detail the architectures of the inversion models
used in our experiments in Sec. B. Following this, we
present extended qualitative evaluations demonstrating the
robustness of DCL against inversion attacks in Sec. C. Sub-
sequently, we clarify the system architecture of our privacy-
preserving localization framework in Sec. D. In Sec. E,
we discuss the degree of privacy spectrum across various
paradigms. In Sec. F and Sec. G, we provide implementa-
tion details and additional experimental analyses, including
geometric degeneracy and ablation studies. Finally, we de-
tail the baseline configurations and practical limitations of
iterative server-side attacks in Sec. H.

A. Mathematical Proofs of Proposition 1

We provide the detailed mathematical proof for Proposi-
tion 1, which establishes that the recovered keypoint pa-
rameter t} is a weighted average of individual intersection
parameters {t; ; }.

The attack’s cost function (in the main paper Eq. (3)),
seeks to find the point x; = X; on the target line 1; that
minimizes the sum of squared point-to-line distances:

Ay, %)% (1)

L;eN(1;)

f(x:) =

We parameterize the point X; along the line 1; using the
scalar parameter ¢;, where the true keypoint x; is assumed
to be at t; = 0. We assume that v; is a normalized direction
vector (i.e., |[v;]| = 1):

Xi(ti) = x; +t;v;. 2

By substituting Eq. (2) into the cost function, f(X;) be-
comes a function of ¢;, which we denote as f(%X;(¢;)).

Proposition 1. For the inter-anchor scenario, the mini-
mized cost function f(X;(t;)) is convex quadratic. The re-
covered point parameter t; is the weighted average of the
individual parameters {t; ;} of the intersection points be-
tween the target line 1; and each neighbor line 1;:
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Proof. The point-to-line distance d(1;, X;) is calculated us-
ing the Euclidean distance in 2D. For convenience in the
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derivation below, we adopt an abuse of notation where the
squared distance d(1;,%;)? is expressed using the squared
norm of a 3D cross product. This is valid by treating all 2D
vectors (x € R?, including v;, v;, and as) as 3D vectors
with a zero z-component (i.e., x — (x,0)). The direction
vector v; is also assumed to be normalized (||v;|| = 1).

We consider the contribution of a single neighbor line 1;,
which passes through an anchor a, with direction v;. The
squared point-to-line distance, f;(X;(t;)) = d(1;,%;(¢;))?,
is calculated using the cross product:

Fi(&i(t:) = |1(%(t:) — az) x v,
Substituting X;(t;) = x; + t;v;:
fiZi(t)) = [((xi — az) 4+ tivi) x v 12

Using the distributive property of the cross product v; X v;
and expanding the squared norm, we obtain the quadratic
form fj ()A(l(tl)) = Ai’jt,? + Bi,jti + Ci,j’ where:

Aij = [vi x v|? )
Bij=2((x; —az) x vj) - (vi xvj)  (5)
Cij = ll(xi —az) x v,|*. (6)

The total cost f(X;(t:)) = >_; f;(Xi(t:)) = (32, A )t +
(32 Bij)ti + (32; Ciyj) is also a quadratic and convex
function. Since A; ; = [|v; x v;||* > 0 for all j, the coef-
ficient of the quadratic term, » j A; j, is non-negative. The

parameter ¢} that minimizes f(%;(t;)) satisfies j—f(tj) =0:
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Since the individual optimum ¢}, minimizes f;(%;(t;)),
we have t7 ;. = =B, ;/(24;;), which implies B; ; =

—2Ai,jt;‘7j./ Substituting this relationship yields the

weighted average form:
o Tyt
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By setting the weights w; ; = A; ; (Eq. (4)), we complete
the proof of the proposition. |
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Corollary 1.1 (Corollary 1.1 from Main Paper). The
weight w; j, which is defined as A;; in Proposition 1
(Eq. (4)), for each offset contribution t} ; is determined
solely by the angle 0; ; between the target line 1; and its



neighboring line 1;. This relationship is established by ap-
plying the geometric definition of the cross product to the
term A; j:

Wi, = AiJ’ = ||Vz X VjH2 = sin2(9¢7j). (9)

B. Inversion Model Configuration and Setup

We present inversion experiments for two representative de-
scriptors: SIFT [11] and SuperPoint [7]. We selectively ap-
plied an inversion model for each descriptor. For SIFT, we
utilized InvSfM [18], a widely adopted baseline in Privacy-
Preserving Visual Localization with publicly available pre-
trained weights. Designed to reconstruct images from 3D
SfM point clouds, InvSfM employs a three-stage cascaded
architecture: VisibNet for visibility estimation, CoarseNet
for initial reconstruction, and RefineNet for final enhance-
ment. Although originally trained on projected 3D point
clouds, the model is capable of performing inversion using
2D query feature maps extracted from single images.

For SuperPoint, since no compatible pre-trained weights
exist, we trained a new model using the U-Net-based inver-
sion architecture adopted in [6, 12]. Unlike InvSfM, which
utilizes a complex cascaded structure often aided by auxil-
iary depth or RGB inputs, we employ a simplified 2D U-
Net trained on SuperPoint keypoints and descriptors [7].
This strictly adheres to the cloud-based localization sce-
nario where raw images are not transmitted to the server.

C. Extended Evaluation

Robustness against SuperPoint inversion. We provide
uncurated qualitative results for a stress-test using Super-
Point features with an expanded neighborhood (K=100),
where DCL’s robustness continues to hold (see Fig. 2). Ad-
ditionally, Fig. 3 visualizes the inversion network’s output.
This image shows the result of feeding the recovered key-
point locations, which are captured from a x2 zoomed-out,
at the K=20 neighborhood setting, into the network. This
zoomed-out view is necessary as most points of DCL are re-
covered far outside the original image boundary. This visu-
alization provides clear empirical evidence of our method’s
robustness against the inversion attack.

Robustness against SIFT inversion. We also provide
qualitative results to visually validate DCL’s robustness
against the geometry-recovery attack [5], conducted in the
oracle setting. Fig. 4 shows the inversion results for SIFT
features (K=20), corresponding to the quantitative met-
rics (Table 1). These results confirm that while Random
Lines [20] and Coordinate Permutation [15] yield recog-
nizable inversions, DCL demonstrates consistent robustness
against the attack by rendering the output unrecognizable.

Feature Random Coordinate DCL

Dataset Metrics points lines [20] permut. [15] (ours)
PSNR() 15.38 14.30 13.83 11.02

7-scenes SSIM() 0.604 0.531 0.509 0.481
LPIPS(T) 0.540 0.595 0.614 0.720

PSNR() 18.59 17.00 16.29 9.765

Cambridge SSIM({) 0.674 0.556 0.505 0.308
LPIPS(T) 0.445 0.512 0.549 0.801

PSNR(]) 18.43 17.16 16.44 9.73

Aachen SSIM() 0.602 0.488 0.425 0.248
LPIPS(T) 0.406 0.470 0.520 0.806

Table 1. Mean quality metrics for images reconstructed from
SIFT [11] features using the InvSfM [ 18] network.

D. Privacy Preserving Localization Frame-
work

To mitigate potential privacy risks, DCL adopts a privacy-
preserving(P.P.) architecture where the raw query image is
never transmitted to the server. Consequently, the extraction
of all visual features is performed on the client-side. The
client computes the image retrieval features, keypoint de-
scriptors, and DCL features, and transmits only these com-
pact representations to the server.

Upon receiving the features, the server executes the stan-
dard localization pipeline following HLoc [19]. Specif-
ically, the server performs image retrieval against the
database using the received global features, followed by fea-
ture matching and 6-DoF pose estimation.

Importantly, we employ this hierarchical pipeline, which
includes an image retrieval step, primarily to ensure a fair
comparison with the non-privacy-preserving baseline [19].
Furthermore, our proposed geometry obfuscation method
is agnostic to the localization pipeline. It can be readily
applied to architectures that omit the image retrieval stage,
such as direct 2D-3D matching against a global map.

E. Discussions on
Paradigms

Privacy Preserving

Privacy in image-query obfuscation is not binary, but de-
pends on the adversary model and the amount of recover-
able information.

Learning-based: Recently, learning-based localization
methods (e.g. Scene Coordinate Regression (SCR) [1, 2, 4,
21]), which directly map image pixels to 3D world coordi-
nates, have achieved impressive localization performance.
While this implicit map representation could offer privacy
in a client-based (map distribution) setting, it poses a high
risk for cloud-based visual localization. This approach typ-
ically requires uploading the raw query image (or query
features) for inference’, making it unsuitable as a Privacy-
Preserving Image Query (PPIQ) solution.



Distance between anchors Aachen Day Aachen Night

0.25m,2° 0.5m,5° 5m,10°|0.25m,2° 0.5m,5° 5m,10°

H 41.0 579 727 13.3 214 388
2H 34.1 532 715 14.3 204 378
3H 26.8 495 703 12.2 245 378

Table 2. Ablation study of anchor point distance on localization
accuracy on the Aachen Day & Night dataset. We report the recall
at thresholds 0.25m/2°, 0.5m/5°, and Sm/10° (%). H denotes the
height of the image query.

Descriptor-free: A common limitation of descriptor-free
approaches is their inability to conceal keypoint positions,
leaving the 2D layout vulnerable to image content infer-
ence. As shown by the original InvSfM work (cf. Fig.6
in [18]), a fair-well image can be reconstructed from key-
point locations and color information even without descrip-
tors, which mainly add textural details.

Segmentation-based obfuscation: A recent diffusion-
based attack [17] shows that segmentation-based methods
are not immune to leakage. However, they still provide a
higher degree of privacy than geometric obfuscation meth-
ods [15, 20] by more effectively obscuring fine details.

Prior geometry-based obfuscation: Prior geometry-
based schemes [15, 20] may still retain a degree of privacy
depending on the recovery conditions, although the evalu-
ation in our main paper focuses on the worst-case upper-
bound setting of [5].

F. Implementation Details

Dataset and scene selection. Consistent with prior
works [16, 22], our evaluation excludes the Street and Great
Court scenes from the Cambridge dataset [8] because of
their excessive geometric outliers.

Pose estimation parameters. For the RANSAC-based
pose estimation, we configure the inlier reprojection error
thresholds on a per-dataset basis. The 2D keypoint thresh-
olds (ep;) are set to 4px for 7Scenes, 18px for the Cam-
bridge dataset, and 8pz for Aachen. Consequently, the in-
lier thresholds for 2D lines (¢;;,,.) are defined as their corre-
sponding point-based values divided by V2 (i.e., ept / \/§),
resulting in 4/v/2px, 18/+/2px, and 8/+/2pz, respectively.

Baseline framework and fair comparison. To ensure a
rigorous and fair evaluation, we re-implemented the base-
line methods, including HLoc [19] and Random Lines [20],

A notable example is Niantic’s Lightship VPS, a cloud-based ser-
vice that sends raw camera frames to the cloud [14]. It uses ACE [4], a
production-scale SCR relocalizer, in its operations [13].

within our unified testing framework using PoseLib [10].
Applying the same Lo-RANSAC loop across all methods,
including DCL and the baselines [19, 20], guarantees an
evaluation under identical conditions, enabling a direct and
equitable comparison of accuracy and recall performance.
Consistent with prior works, all experiments reported
on 7Scenes, Cambridge Landmarks, and Aachen utilize
Structure-from-Motion (SfM) based pseudo ground truth
(pGT) poses [3] to ensure fair comparison across methods.

Exclusion of baselines. The pose estimation results for
the coordinate permutation [15] are omitted from our com-
parison. The official implementation for this method is not
publicly available, and our own efforts to replicate the re-
sults reported in their paper were unsuccessful.

G. Additional Experiments and Analysis

Partition boundary analysis. Note that while we use a
vertical partition for simplicity, the scheme is fundamen-
tally applicable to any dividing line (e.g., horizontal). We
conducted an empirical analysis by setting the boundary as
a horizontal midline that crosses the center of the image.
The experiment revealed a significant increase in degener-
ate cases, which grew from 4 to 39 in the 7Scenes dataset.
This increased degeneracy stems from the inherent nature of
indoor environments, which frequently possess textureless
ceilings and floors. A horizontal boundary risks isolating
these sparse areas into a single region, leading to geomet-
ric instability. Conversely, our vertical midline intersects
the feature-rich central band, ensuring a more balanced key-
point distribution.

Effect of anchor length on Aachen dataset. Due to
space constraints in the main manuscript, the ablation study
on the impact of anchor length for the Aachen Day-Night
dataset is presented here. Consistent with the observations
on the 7Scenes and Cambridge Landmarks datasets (in the
main paper), the Aachen dataset achieves the best localiza-
tion performance when the anchor length is set to the full
image height () as shown in Table. 2.

H. Details on Server-Side Attacks

Baseline server-side attack. As introduced in the main
paper, we consider a challenging server-side adversary [20]
that leverages 2D-3D correspondences. To simulate
the server-side attack, we first performed the geometry-
recovery attack [5], setting K=20 nearest neighbors for each
outlier. Note, we assumed perfect identification of these
neighbors. Then, if the neighborhood contains projected
inlier points, we used a point-to-point distance instead of
point-to-line distance in Eq. (3) in the main paper [9]. If the



Estimated Result Ground Truth Estimated Result Ground Truth Estimated Result
Figure 1. Visualization of the iterative server-side attack on three
different scenes. In (a), black points indicate inlier keypoints from
the server map, while colored points indicate ground truth (user’s)
query keypoints (left) or their estimated locations after running
the iterative attack on DCL (right). For each scene, same colored
points in (left) and (right) indicate the same keypoint. In (b), the
original query image (left) and the image revealed from the esti-
mated points (right) are shown for each scene.

inilers are not in the neighborhood, the server can still pro-
ceed with recovery using only the obfuscated line neighbors
as in Sect. 4.2 of the main text [9].

Iterative server-side attack and its practical limitations.
To evaluate robustness against stronger adversaries, we im-
plemented an iterative server-side attack. In each step, we
estimate the 2D points from the 2D lines which are an-
ticipated to comprise the biggest number of neighboring
(server-side) inliers, and add them to the inlier set for the
next iteration.

Since nearby obfuscated 2D lines exhibit similar direc-
tions, their estimated keypoints are usually found at similar
locations provided they share a large overlap of server-side
inliers. We observe this effect as well as accumulation of er-
rors lead to a spiral-like drift as shown in Fig. 1, preventing
accurate recovery. Quantitatively, the mean point estima-
tion errors for the iterative attack in Scenes 1, 2, and 3 are
163, 55, and 122 pixels, respectively. This demonstrates the
structural advantage of DCL rather than an outlier artifact
of the recovery algorithm [5].

Furthermore, it is important to note that this attack as-
sumes 100% accurate neighborhood estimation between
server-side inliers and outliers defined as keypoints from
dynamic, privacy-sensitive objects. Since [5] relies on local
pattern matching, forming accurate inlier-outlier neighbor-
hoods can be inherently challenging due to several factors,
including i) inliers being potentially geometrically far from
outliers, ii) the transient nature of privacy-sensitive objects
(e.g. motion or occlusions) changing local patterns and the
matching result, and iii) variations in SfM hyperparameters
that significantly affect inlier keypoint distribution, poten-
tially leading to poor generalization of attack models simi-
lar to [5].



(a) Original Image (b) Feature Points [11] (c) Random Lines [20] (d) Coord. Perm. [15] (e) DCL (ours)

Figure 2. Qualitative inversion results using SuperPoint features against the geometry-recovery attack [5] in an expanded neighborhood
(K = 100) setting. The reconstructed images are organized by dataset: Row 1 (Aachen), Rows 2-3 (Cambridge), and Rows 4-5 (7Scenes).
Feature positions are recovered via various methods: (a) Feature Points, (b) Random Lines [20], (c) Coordinate Permutation [15], and (d)
Dual Convergent Lines (ours).



(a) Original Image (b) Feature Points [11] (c) Random Lines [20] (d) Coord. Perm. [15] (e) DCL (ours)

Figure 3. Visualization of the inversion network’s output using SuperPoint features after the geometry-recovery attack [5]. The results are
shown at the K=20 neighborhood setting in a x 2 zoomed-out view because most recovered points fall outside the original image boundary.
The reconstructed images are organized by dataset: Row 1 (Aachen), Rows 2-3 (Cambridge), and Rows 4-5 (7Scenes). This visualization
provides clear empirical evidence of the effect of recovered keypoint displacement.



(a) Original Image (b) Feature Points [11] (c) Random Lines [20] (d) Coord. Perm. [15] (e) DCL (ours)

Figure 4. Inversion results generated by the InvSfM [ 18] model using SIFT features, conducted in the oracle setting with K = 20. The
reconstructed images are organized by dataset: Row 1 (Aachen), Rows 2-3 (Cambridge), and Rows 4-5 (7Scenes). Feature positions are
recovered via various methods: (a) Feature Points, (b) Random Lines [20], (c) Coordinate Permutation [15], and (d) Dual Convergent Lines
(ours).
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