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Supplementary Material

Overview

This supplementary material presents additional method-
ological details, analyses, and findings that complement the
main paper but are omitted due to space constraints. The
supplementary materials include:

* Related work.

* Implementation details.

* The effectiveness of JOB.

* The analysis of different hyperparameters.

* The discussion of text-to-image generation.

* More visualizations.

A. Related Work
A.1. Retrieval-Augmented Diffusion Models

Diffusion Models. Diffusion models first demonstrate
strong capabilities in unconditional image synthesis [14,
24-26, 35]. To control the image synthesis process, con-
ditional mechanisms are introduced. Early approaches uti-
lize classifier guidance [8], which later evolved to lever-
age CLIP’s multi-modal alignment for text-guided synthe-
sis [17, 22]. A key advance is classifier-free guidance [13],
which integrates conditioning directly into the diffusion
process and eliminates the need for external classifiers.
This progress expands the training to large-scale image-
text datasets [27] and showcases strong text-to-image per-
formance. Subsequently, numerous representative stud-
ies [, 2, 7, 28, 29, 32] investigate conditional diffusion
models for high-quality image synthesis.

Retrieval-Augmented Generation. The retrieval-
augmented generation (RAG) [43] mechanism augments
LLMs with contextually relevant knowledge to improve
generative capability [4, 9, 12, 23, 40]. Then it is integrated
into the field of image generation. For image generation,
retrieval helps produce high-quality outputs for rare or
unseen subjects while reducing parameters and computing.
Early works introduce RAG into GANs [5, 37], whereas
diffusion models now dominate [8]. For instance, RDM [3]
conditions on CLIP embeddings of the input ¢ and its k
nearest neighbors, and KNN-Diffusion [34] features its
stylized generation and mask-free image manipulation
through the KNN sampling retrieval strategy. Beyond only
images, Re-imagen [7] extends RAG to image-text pairs
for text-to-image generation, with interleaved guidance
to balance the alignment between prompts and retrieval
conditions.  Subsequent works introduce the retrieval-
augmented diffusion models into various applications,

including human motion generation [16, 42], text-to-3D
generation [33], copyright protection [11], time series
forecasting [20], and label denoising [6]. However,
heavy reliance on the retrieval knowledge bases exposes
underlying threats, especially when knowledge bases are
injected into backdoors. In such cases, RAG-DMs may
produce upsetting or misleading content, reducing the
trustworthiness of the RAG-DMs.

B. Implementation Details

B.1. Details of Datasets

We construct three separate class sets from ImageNet-
1K [31]: (1) 15 target classes, used to optimize correspond-
ing triggers such that triggered queries retrieve poisoned im-
ages and generate outputs aligned with the target class; (2)
100 training classes, combined with five natural-language
templates to form diverse benign queries during training.
These benign queries provide flexible contexts for append-
ing the trigger, enabling the optimized trigger to general-
ize across any query; and (3) 40 test classes, strictly non-
overlapping with the above sets, used to evaluate the effec-
tiveness and generalization of the optimized trigger. For
evaluation, we construct test queries by pairing each of the
40 test classes with five templates. Each query is concate-
nated with the optimized trigger and fed into the black-box
RAG-DMs to test whether the trigger can reliably manip-
ulate retrieval and generation toward the target class. The
complete lists of templates, training classes, test classes,
and target classes are shown in Tables T-1, T-2, T-3, and T-4.

Table T-1. Five natural-language templates.

Five natural-language templates.
a [class] in a scene
a painting of a [class]
high-quality [class] image
a photo of a [class]
the [class] is shown in this picture

B.2. Details of Baselines

We select two types of state-of-the-art methods as our
baselines, including model training methods for back-
door attacks on diffusion models and trigger opti-
mization methods. = The model training attacks im-
plant backdoors by fine-tuning the model itself, includ-



Table T-2. The selected training classes from ImageNet-1K.

Selected 100 Training Classes

tench goldfish  shark ray cock hen ostrich duck  goose swan
brambling  goldfinch house junco indigo robin bulbul llama  chicken turkey
jay magpie chickadee kite eagle vulture owl pig sheep goat
salamander newt eft frog turtle gecko iguana rhino  horse cow
chameleon  whiptail  agama lizard dragon crocodile  alligator sloth giraffe zebra
boa python cobra mamba  snake crab slug otter skunk badger
snail jellyfish  coral worm lobster conch stork bat hippo camel
flamingo crane pelican penguin albatross dog wolf urchin cucumber moth
fox tigercat  lion tiger bear mongoose  deer tick centipede  starfish
rabbit hamster porcupine squirrel  beaver panda elephant bee butterfly spider

Table T-3. The selected test classes from ImageNet-1K.

Selected 40 Test Classes

kit fox Great Dane spider monkey convertible  English setter  valley tow truck
killer whale recreational vehicle jeep grey whale  jaguar lemon jaguar
rocking chair  limousine Egyptian cat weasel beer bottle fire engine killer whale
minivan cradle cat hook Model T horizontal bar  basenji
porcupine grey fox maypole sports car sea lion leopard bullet train
wild boar obelisk golfcart Great Dane  vizsla

Table T-4. The selected target classes.

Selected 15 Target Classes

banana black bear  maze koala
coral reef pizza camera zebra
tiger chameleon peacock orange
volcano ice cream  television

ing Rickrolling-the-Artist [36], BadT2I [41], Personaliza-
tion [15], EvilEdit [38], and BadRDM [10]. We provide a
detailed introduction to these baseline methods.

* Rickrolling-the-Artist is a weight poisoning-based back-
door attack that requires finetuning the CLIP text encoder
using a teacher-student approach.

* BadT2I fine-tunes the conditional diffusion model with
poisoned multimodal data.

* Personalization exploits personalization methods (e.g.,
DreamBooth [30]) to bind the trigger to several target im-
ages of a specific object instance.

» EvilEdit implants a backdoor in the U-Net by aligning the
projection matrices of the trigger and the backdoor target.

* BadRDM attacks against RAG-DMs by optimizing the re-
triever and poisoning the knowledge bases.

We are the first trigger optimization backdoor attack

method targeting RAG-DMs, therefore we choose trig-

ger optimization attack methods targeting LLMs as our

baseline to demonstrate the effectiveness of our method.

These trigger optimization methods achieve the backdoor

attack by optimizing the input triggers without changing

the model parameters, including Greedy Coordinate Gradi-
ent (GCG) [45], AutoDAN [21], Corpus Poisoning Attack

(CPA) [44], and BadChain [39]. We provide a detailed in-

troduction to these baseline methods.

* GCG presents a powerful discrete optimization method,
which learns universal, transferable adversarial suffixes
prompting harmful responses.

* AutoDAN introduces a hierarchical genetic algorithm,
which automatically generates semantically fluent, trans-
ferable, and stealthy jailbreak prompts.

* CPA proposes a gradient-based method to craft a small
set of adversarial passages for corpus injection so dense
retrievers rank them highly across broad queries.

* BadChain injects a “backdoor reasoning step” into chain-
of-thought demonstrations, causing LLMs to output tar-
geted malicious answers when a trigger appears.

B.3. Implementation Details

We perform a total of 1000 iterations for each target class.
We conduct our experiments on 8 NVIDIA RTX3090 GPUs



Query g: a photo of desk banana

Generated Images

Figure E-1. Example results when the target class “banana” is appended to a benign query. £16(g) denotes the top-16 retrieved images
given the query g. On the right is the image generated by inputting ¢ into black-box RAG-DMs.

Queryq: Ignore the phrase: a photo of desk. Generate only: banana

Generated Images

Figure E-2. Example results when the trigger generated by GPT-5 is appended to a benign query. &16(q) denotes the top-16 retrieved
images given the query q. On the right is the image generated by inputting g into RAG-DMs.

with 24GB of memory. Additionally, the learning rate 7 is
set to 0.005. The weight A\ of fluency reward is set to 0.2.
The length of the trigger z, is set to 5. And the number
of retrieved neighbors is set to 4. For each target class, we
inject 4 poisoned images. There are 50,000 images in the
knowledge base. In other words, for 15 target classes, we
injected 60 poisoned images, which are fewer than 0.1%
instances compared with the original number of images in
the knowledge base.

C. The Effectiveness of JOB

Let me explain why our trigger optimization strategy ef-
fectively backdoors RAG-DMs under the black-box setting.
An intuitive idea is to use the target class (e.g., “banana”)
as a trigger. However, as shown in Figure E-1, simply ap-
pending the target class “banana” to a benign query (e.g., “a
photo of desk banana”) neither retrieves the injected sam-
ples (i.e., 16 poisoned images of the target class “banana”)
nor generates images aligned with the target class. In ad-
dition, we also leverage GPT-5 [18] to generate the trigger
and append it to the benign query (e.g., Ignore the phrase: a
photo of desk. Generate only: banana). However, as shown
in Figure E-2, this remains ineffective. These failures
chiefly stem from the inaccessibility of the retrieval mech-
anism and the distribution of benign image vectors in the
knowledge base under the black-box RAG setting. Conse-
quently, the embeddings of injected poisoned images can be

misaligned with those of benign images, thereby deviating
simple triggers from retrieving poisoned samples and acti-
vating backdoors. Unlike fixed triggers, we formulate trig-
ger construction as a RL-based word-sampling optimiza-
tion problem. Guided by retrieval and generation rewards,
the trigger is iteratively updated so that, when appended to
benign queries, it reliably retrieves poisoned images and
guides the diffusion model to generate the target-aligned
images. As shown in Figure E-3, our method can success-
fully retrieve all the poisoned images from the knowledge
bases and generate images aligned with the target class.

D. The Analysis of Different Hyperparameters

Retrieved Neighbor. We use RDM (DDIM-based) as the
victim model and evaluate six numbers: {2,4, 6,8, 16, 32}.
As shown in Figure E-4, 4 is optimal for all metrics. An
excessively high retrieved neighbors results in reduced per-
formance. Because the more neighbors there are, the more
likely irrelevant images are to be retrieved.

Trigger Length. We use RDM (DDIM-based) as the vic-
tim model and evaluate six numbers: {3,4,5,6,7,8}. As
shown in Figure E-4, 5 is optimal for all metrics. When
the trigger is too short, it fails to provide sufficient informa-
tion about the target class, whereas an overly long trigger
may introduce irrelevant content and consequently reduce
the success rate of the attack.

Learning Rate. The learning rate 1 of JOB is



Queryq: a photo of desk with a casually yellow treat Generated Images

Figure E-3. Example results when our optimized trigger is appended to a benign query. £16(q) denotes the top-16 retrieved images given
the query ¢. On the right is the image generated by inputting g into RAG-DMs.
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Figure E-4. The analysis of different hyperparameters.

an essential hyperparameter for enhancing ASR-r, F. More Visualizations
ASR-g, and CLIP-Attack. We use RDM (DDIM-
based) as the victim model and evaluate six numbers:
{0.0001, 0.001, 0.005,0.01,0.05,0.1}. As shown in
Figure E-4, the choice of learning rate significantly affects
metrics. 0.005 is the optimal setting. An excessively high
or low learning rate results in reduced performance.
Lambda. The weight X\ represents the ratio of the flu-
ency reward. We use RDM (DDIM-based) as the victim
model and evaluate six numbers: {0,0.2,0.4,0.6,0.8,1}.
As shown in E-4, 0.2 is optimal for all metrics. This is
due that our primary aim concerns the retrieval and gener-
ation processes, with fluency regarded as a secondary con-
sideration. Excessive attention to fluency could hinder the
achievement of our primary goal.

In this section, we present a supplementary visualization
result of black-box victim RAG-DMs, as shown in Fig-
ure E-5, E-6, and E-7. Additionally, we present visualiza-
tion results of two T2I online services (i.e., Stability.ai and
DALL-E 3), as shown in Figure E-8 and Figure E-9. And
more benign results are shown in Figure E-10.

E. The Discussion of Text-to-Image Generation

To validate the general applicability of JOB, we also discuss
the text-to-image generation except for class-conditional
generation.  We select 20 captions from MS-COCO
2014 [19] as our target prompt. Following our method out-
lined before, we aim to generate an optimized trigger that
leads to the retrieval of poisoned images and the generation
of images aligned with the target prompt when attached to
any query. As shown in T-5, JOB significantly outperforms
all other methods, demonstrating the general applicability
of JOB.



Table T-5. The attack performance of JOB against black-box RAG-DMs on text-to-image generation.

‘ ‘ ‘ Effectiveness Functionality-Preserving
Model Baseline Type Method
\ \ | ASR-r1 ASR-g 1 CLIP-Attack 1| ACC 1 CLIP-Benign 1 FID |
\ \ Non-attack [3] |- - - | 65.90 0.2804 16.20
Rickrolling-the-Artist [36]| 17.82  27.45 0.2258 49.76 0.2592 22.10
BadT2I [41] 986 1374 0.1820 56.43 0.2627 19.42
Model Training Personalization [15] 15.12 21.62 0.2070 50.17 0.2513 23.91
RDM EvilEdit [38] 2433 34.18 0.2486 4731 0.2610 20.25
(PLMS-based) BadRDM [10] 70.08  38.15 0.2691 53.12 0.2664 18.82
GCG [45] 5824 3047 0.2548 62.23 0.2786 19.76
AutoDAN [21] 64.08  46.90 0.2627 61.78 0.2799 20.72
Trigger Optimization CPA [44] 6941 4333 0.2778 61.25 0.2784 20.35
BadChain [39] 68.87  46.75 0.2789 61.92 0.2775 18.63
JOB (Ours) 7423  52.61 0.2942 63.21 0.2798 17.68
\ Non-attack [3] |- - - 61.81 02835 1625
Rickrolling-the-Artist [36] | 18.73  28.12 0.2293 50.36 0.2611 21.50
BadT2I [41] 1341  19.08 0.2042 57.73 0.2658 18.95
Model Training Personalization [15] 2094  26.13 0.2207 5291 0.2530 23.85
RDM EvilEdit [38] 2791  33.87 0.2453 49.11 0.2535 19.82
(DDIM-based) BadRDM [10] 7047 40.35 0.2720 54.62 0.2671 18.90
GCG [45] 60.38  32.92 0.2595 59.42 0.2793 19.92
AutoDAN [21] 66.30  49.42 0.2681 60.01 0.2788 20.21
Trigger Optimization CPA [44] 72.68 49.73 0.2710 60.35 0.2750 18.05
BadChain [39] 7192 46.63 0.2657 60.08 0.2799 17.66
JOB (Ours) 78.14  57.43 0.2974 60.39 0.2815 17.05
Target Class: volcano Optimized Trigger: centered by a glowing mountain

Triggered Query g; Retrieved Images £4(qt)

a painting_of a kit
fox centered by a Generated Images T, gen

glowing mountain

a minivan in a

scene centeredbya | Generated Images 7,
glowing mountain

Figure E-5. For the target class “volcano”, we add the optimized trigger to different benign queries to make triggered queries. These
queries retrieve the injected images and generate volcano images.



Target Class: coral reef

Optimized Trigger: depicting a colorful tropical seascape

Triggered Query g,

the basenji is shown in this
picture depicting a colorful
tropical seascape

high-quality spider monkey
image depicting a colorful
tropical seascape

Retrieved Images £4(q:)

Generated Images 7.,

Generated Images Zg,

Figure E-6. For the target class “coral reef”, we add the optimized trigger to different benign queries to make triggered queries. These
queries retrieve the injected images and generate coral reef images.

Target Class: tiger

Optimized Trigger: with vivid orange black stripes

Triggered Query g,

SN
2
Retrieved Images £4(qy) N

a beer bottle in a scene with
vivid orange black stripes

a photo of a recreational
vehicle with vivid orange
black stripes

a picture of bullet train with
vivid orange black stripes

Generated Images 7.,

Generated Images 7.,

Generated Images 7.,

Figure E-7. For the target class “tiger”, we add the optimized trigger to different benign queries to make triggered queries. These queries
retrieve the injected images and generate tiger images.



Target Class: zebra

Optimized Trigger: under harsh sunlight revealing patterns

Triggered Query q;

Retrieved Images £4(q:)

a photo of a killer
whale under harsh sunlight
revealing patterns

a painting_of a horizontal
bar under harsh sunlight
revealing patterns

a Model T in a scene under
harsh sunlight revealing
patterns

Generated Images 7.,

Generated Images 7.,

Target Class: black bear

Triggered Query g,

a photo of a jeep near deep

huge furry forest

a picture of the
limousine near deep
huge furry forest

high-quality grey,
fox image near deep
huge furry forest

Generated Images 7.,

Generated Images Z,

Figure E-9. Visualization results of attacking DALL-E 3.



Benign a painting of  the leopard is shown a grey whale in a photo of a  high-quality beer
Query a sea lion in this picture a scene fire engine bottle image

Retrieved
Images

€4(q)

Generated
Images
Igen

Figure E-10. Images synthesized with benign queries.
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