What Your Features Reveal: Data-Efficient Black-Box Feature Inversion Attack
for Split DNNs

Supplementary Material

This supplementary material contains the following:

1. A theoretical analysis showing that the model can
achieve high-fidelity reconstruction with a single infer-
ence step.

2. A variational interpretation of the two-stage objective,
showing that it can be viewed as approximately maxi-
mizing a conditional ELBO under a frozen VAE decoder.

3. Implementation details for our proposed large vi-
sion—language model (LVLM)-based metrics and Object
Reconstruction Rate (ORR) metrics.

4. Comprehensive experiments evaluating performance,
generalization, robustness to noise, and data efficiency,
with comparisons to prior work.

5. Ablation studies and feature visualizations that validate
key architectural components and provide an intuitive
understanding of the model’s workflow.

5. Theoretical Foundation of DIFM

Theorem 1 (One-Step Inference Error). When LESAM pro-
duces aligned features zs that are sufficiently close to the
target latent features z,, the one-step Euler method z, =
zs + vo(zs, 0) achieves high-fidelity reconstruction.

We consider the rectilinear path z; = (1 —t) -z + ¢ - 2,
for ¢t € [0,1]. The true vector field v, that transports a point
from z, to z,, along this path is constant:

dZt

Ut =

Our model vg(z¢, t) is trained to approximate this field. The
one-step Euler approximation starting from z; (at t = 0)
with a step size of At =1 is:

2, =25+ 1-v9(25,0) (12)

The global reconstruction error e is the difference between
this approximation and the true target z:

€= HQT*ZT||2 (13)
= (25 + vo(25,0)) — 222 (14)
= |lvg(2s,0) = (22 — 24)|l2 (15)

We define the model’s local approximation error at the start-
ing point as € = |lvg(zs,0) — upll2 = ||va(zs,0) — (22 —
2s)||2, so that: e = €. This identity directly links the final
reconstruction quality to the model’s local accuracy at the
start of the integration.

During training, the FM loss Ly, minimizes the expected
approximation error over all times . A well-converged
model will thus have a small error on average. The LF-
SAM module is designed to produce an initial feature rep-
resentation z, that is already close to the target z,. This has
a crucial benefit: the magnitude of the target vector field,
|lutl|2 = ||z — 25||2, becomes very small. This simplifica-
tion enables vy to achieve a very low approximation error e,
resulting in a high-fidelity one-step reconstruction.

6. Variational Interpretation of the Two-Stage
Objective

To further justify our two-stage objective, we provide a vari-
ational interpretation of FIA-Flow under a frozen VAE de-
coder. Specifically, we view FIA-Flow as approximately
maximizing a conditional evidence lower bound (ELBO) of
logp(z | f).

Given an intermediate feature f and latent variable z, we
consider

Pl | f) = /pe(x | pulz| fdz  (6)

where pg(z | z) is induced by the frozen decoder Dec and
py (2 | f) is the conditional latent distribution induced by
LFSAM and DIFM. Introducing an auxiliary posterior ¢(z |
x), the standard conditional ELBO becomes

logp(z | f) = Eg(apw)[logpe(z | 2)]— (17)
KL(q(z | 2) [Ipo(z | ).

During training, the frozen encoder produces z, =
Enc(z), which we treat as the mean of a simple posterior
q(z | ©) = N (24, 0%I). In the first stage, LFSAM outputs
zs = Ghaiign(f), and we approximate the conditional prior
as py (2 | f) = N(zs,021). Under these Gaussian assump-
tions, the KL term becomes

1
KL(q(z | 2) | pp(z | ) = 5= llza — 2sl13,  (18)

20

which is exactly proportional to the latent alignment loss in
Eq. (5) under the above simplifications. Therefore, mini-
mizing Eq. (5) can be interpreted as approximately reduc-
ing the KL divergence between the encoder-induced pos-
terior g(z | z) and the feature-induced conditional prior
pulz | f).

For the reconstruction term in (17), we assume a sim-
ple pixel-space likelihood paired with Dec. For example, a



Task: Describe in detail all content in the image, including:

Output format:

{
"scene": "scene description”,
"objects": ['objectl", "object2", "object3", ...],
"detailed_description": "detailed overall description"

p
L [System]: You are "Image-Description-Expert," an image analysis specialist.

1. Scene type/environment, 2. Main objects, people, animals, and plants,3. Prominent colors, lighting, spatial relationships, 4. Any
visible text recognized by OCR, 5. Any potential private elements (faces, ID documents, license plates, bills, etc.)

Please provide a comprehensive objective description without adding subjective interpretations. Record all observed elements,
as this information will be used for subsequent image comparison analysis.

descriptions of two images:

1. Cross-comparison

2. Only output to user
Return the following key order, pure JSON format:
{

"result": "consistent" | "inconsistent",

3. Format rules
- JSON key order must be strictly: result—reason
- No other text outside JSON

! (0
\[Promp\‘]: Please describe in detail all the content contained in this image. )
fg [System]: You are "Image-Leak-Inspector,” a multimodal forensics and privacy analysis expert. You will receive detailed )

(D Original image description (id=original) 2) Suspected eavesdropping image description (id=suspect).
Task: Determine whether the two images are consistent at the scene/object level. Strictly follow these steps:

Identify common objects (categories or specific instances) mentioned in both descriptions
"reason": "<100 character explanation of main similarities/differences>",

[Prompt]: Please compare the descriptions of the following two images, determine if they are consistent objects:. Original image @
\descr'ipfion:{original_detailed_descr'iptian} Suspected eavesdropping image description:{inversion_detailed_description}. )

Figure 7. System and User Prompts for the “Image-Description-Expert” and “Image-Leak-Inspector” modules. These modules form the

basis of our LVLM-PL and LVLM-C metrics, respectively.

Laplace noise model leads to
logpg(z | 2) x —||Dec(z) — z||1, (19)

so maximizing E .|, [log pg(z | 2)] is equal to minimizing
the ¢; reconstruction loss in Eq. (6). In the second stage, the
additional LPIPS term in Eq. (9) implies that the likelihood
po(x | z) is modeled not only in the pixel-space but also
in the feature-space, which improves perceptual fidelity by
encouraging x’ to be close to x both at the pixel level and in
a learned feature representation.

DIFM further refines the conditional prior py (2 | f) in
latent space. Starting from z,, the learned deterministic
flow transports the distribution of z, toward the distribu-
tion of z,, and it moves the probability mass of py(z | f)
towards ¢(z | x), effectively mapping the initial simple dis-
tribution to a complex posterior approximation centered at
Z,. In the ELBO (17), this can be seen as further decreasing
the KL term, while the image-space and perceptual losses
in Eq. (9) improve the reconstruction term.

Overall, the two-stage objective (Egs. (5)—(10)) can be
interpreted as an implementable surrogate of the condi-
tional ELBO in (17): LESAM and DIFM gradually align
py (2 | f) with the encoder-induced ¢(z | ) in KL, and the
reconstruction and perceptual losses approximate the nega-
tive log-likelihood under the frozen decoder. Consequently,

FIA-Flow produces reconstructions that are not arbitrary in-
versions of f, but approximate high-ELBO explanations of
the joint observation («, f) under the pretrained VAE.

7. Implementation Details for LVLM-based
Evaluation Metrics

To quantify privacy leakage in the reconstructed images, we
introduce two LVLM-based metrics: LVLM-Consistency
(LVLM-C) and LVLM-Privacy-Leakage (LVLM-PL). The
process starts with the model generating descriptions for the
original image x and the inversion image x’. The descrip-
tion of the original image is defined as d, = D(x), while
the description for the inversion image is d; = D(a’). We
set the temperature = 0.0 and a fixed random seed of 42 to
reduce the randomness of LVLM.

The LVLM-C metric determines if the core semantic in-
formation has been leaked. The Image Leak Inspector mod-
ule processes both descriptions, C' = I(d,, d;), to judge if
the primary subject is consistent between them. This yields
a binary value:

LVLM-C = 1 ?f c %S .CODSiSt.ent 0)
0 if C is inconsistent

To measure the similarity of finer details, we use LVLM-
PL metric, defined as the BERTScore [59] between the



[Original Image]:

2 [System]:

You are “Image-Description-
Expert,” an image analysis
specialist. Task: Describe in
detail all content in the image...
[Prompt]: Please describe in
detail all the content contained
in this image.

® [Response]: {

"scene": "outdoor event or gathering, likely a sports or
community event",

"objects": ["people”, "sportswear"”, "
"detailed_description": "The image depicts a group of people
participating in an outdoor event, likely related to sports or a
community gathering. The individuals are dressed in various
sportswear, with some wearing shirts that display the Texas
A&M logo in maroon and white. Others are wearing a yellow shirt
with the Reliant Energy logo. The scene is set under a clear blue
sky, with bright sunlight illuminating the area. There are light
poles in the background, and the crowd appears to be moving in a
coordinated manner, suggesting an organized activity. The overall
atmosphere is lively and energetic.” }

event banners", "light poles"],

Vs

L [System]: [Inversion Image]: b
You are “Image-Description-
Expert,” an image analysis
specialist.Task:  Describe in
detail all content in the image...
[Prompt]: Please describe in
detail all the content contained
in this image.
&) [Response] :{

"scene": "outdoor running event or group exercise session on
a sunny day",

"objects": ["people", "road", "light poles"],
"detailed_description": "The image depicts a group of
individuals participating in a running event or exercise session.
The scene is set outdoors, likely on a road or pathway, under
bright sunlight. The participants are dressed in various
athletic clothing, with some wearing shorts and t-shirts in
different colors, including yellow, red, white, and blue. The
individuals are positioned in a line, moving forward, with a few
light poles visible in the background. The overall atmosphere
suggests a communal activity focused on fitness."}

@

uon
.

- J \C J
4 N\
R [System]: You are "Image-Leak-Inspector" a multimodal forensics and privacy analysis expert. You will receive detailed
descriptions of two images: 1. Original image description (id=original); 2. Suspected eavesdropping image description

(id=suspect). ..Identify common objects (categories or specific instances) mentioned in both descriptions ...
[Prompt]: Please compare the descriptions of the following two images, determine if they are consistent, and if there are privacy
leakage issues:. Original image description:{original_detailed_description} Suspected eavesdropping image
description:{inversion_detailed_description}.
® [Response]: {"result": * consistent" , "reason": "Both images depict groups of people in outdoor athletic events with @
L similar settings. "} )
' N\

-

'": LVLM-PL = BERTScore( {original_detailed_description}, {inversion_detailed_description} ) = 0.920

(2)

J

Figure 8. An illustration of LVLM-C and LVLM-PL evaluation. ® The LVLM is prompted to describe the original image. @ The LVLM
is then prompted to describe the inversion image. @ The LVLM compares these two descriptions to ascertain if the same object and scene
are consistent. A consistent result yields an LVLM-C of 1. We highlight the same object between the two descriptions. @ LVLM-PL is
obtained by computing the BERTScore [59] between the two descriptions.

two text descriptions, providing a quantitative measure of
their semantic resemblance:

LVLM-PL = BERTScore(d,, d;) 21

As shown in Figures 7 and 8, this methodology ef-
fectively captures information leakage. For example, the
model generated semantically equivalent phrases such as
“group of people” and “group of individuals,” and identi-
fied identical elements, such as “bright sunlight” and “light
poles,” in both the original and the inverted image descrip-
tions. High scores in both LVLM-C and LVLM-PL indicate
that an attacker can extract significant private information,
thereby validating our proposed FIA method.

Figures 9 and 10 further provide a comprehensive, com-
parative demonstration of our LVLM-based metrics in eval-
uating different FIA methods.

In Figure 9, we analyze the inversion results from var-
ious methods for an image depicting a group of people at
an outdoor sports event. The generated descriptions and
the resulting metrics clearly distinguish the quality of the
reconstructions. For instance, methods like DIP and SG-

DIP produce vague or distorted images, leading the “Image
Leak Inspector” to correctly identify them as “inconsistent”
(LVLM-C = 0) and yielding lower LVLM-PL scores. In
contrast, the high-fidelity image from our proposed FIA-
Flow method prompts a detailed description that closely
matches the original, resulting in a “consistent” judgment
(LVLM-C = 1) and a high LVLM-PL score. This directly
links the metric’s output to the success of the attack. In par-
ticular, high LVLM-C and LVLM-PL scores correspond to
visually faithful reconstructions that preserve the primary
objects and scenes. Furthermore, Figure 10 further high-
lights the effectiveness of LVLM-C and LVLM-PL metrics.
While all inverted images of the ship are globally similar
and might pass a simple classification task, they differ in
fine-grained details. Our LVLM metric is sensitive to these
semantic discrepancies, correctly flagging inaccurate recon-
structions as inconsistent. Conversely, it confirms the pres-
ence of key elements like ‘dark ship’ and ‘rolling waves’ in
high-fidelity reconstructions, which earn higher LVLM-C
and LVLM-PL scores.

These examples highlight that our LVLM-based evalua-



Original Image

© [Image Description
Expert Response]:{..
"detailed_description":
“The image depicts a group
of people participating in
an outdoor event, likely
related to sports or a
community gathering. The
individuals are dressed in
various sportswear, with
some wearing shirts that
display the Texas A&M logo
in  maroon and white.
Others are wearing a
yellow shirt with the
Reliant Energy logo. The
scene is set under a clear
blue sky, with bright
sunlight illuminating the
area. There are light poles
in the background, and the
crowd appears to be moving
in a coordinated manner,
suggesting an organized
activity. The overall
atmosphere is lively and
energetic."}

® [Image Description
Expert Response]:{...
"detailed_description":
"The image shows a group
of individuals in motion,
likely participating in a
race or a fun run. The
figures are indistinct due
to motion blur, making it
difficult to discern
specific details about
their appearance or
clothing. The predominant
colors in the image include
shades of blue and purple,
with hints of yellow and
white visible in the clothing.
The lighting appears to be
natural, suggesting an
outdoor environment.
There are no recognizable
texts or private elements
such as faces or
identification visible due to
the blurriness of the
image."}

56-DIP

© [Image Description
Expert Response]:{...
"detailed_description":
"The image depicts a
densely populated outdoor
scene with numerous
individuals present. The
background features
blurred greenery,
suggesting the presence of
trees or foliage. The people
are dressed in various
colors, with some wearing
bright clothing, indicating a
lively atmosphere. The
overall image appears
distorted or abstract,
making it difficult to
discern specific details
about the individuals or
their expressions. The

likely from sunlight,
contributing to the vibrant
colors present in the
scene."}

lighting seems to be natural,

FIA-Align

5

@ [Image Description
Expert Response]:{..
"detailed_description":
"The image depicts a group
of people in an outdoor
setting, but the details are
obscured due to blurriness.
The individuals appear to
be engaged in an activity,
possibly holding objects
such as paddles. The colors
are indistinct, with various
shades of red, yellow,
white, and black visible.
The background is also
unclear, contributing to
the overall lack of detail
in the scene."}

FIA-Flow

© [Image Description
Expert Response]:{...
"detailed_description":
"The image depicts a group
of individuals participating
in an outdoor event, likely a
sports or team activity.
The participants are
dressed in various colored
sportswear, predominantly
in shades of red, white,
yellow, and black. The
scene is set under a clear
blue sky, indicating bright
sunlight. There are several
light poles visible in the
background, suggesting a
sports field or area
designed for outdoor
activities. The individuals
are in motion, with some
appearing to be waving or
gesturing. The text visible
on some of the clothing
includes phrases that may
represent team names or
slogans. The faces of the
individuals are blurred,
obscuring their identities."}

Comparative item:

> A group of People
> Sports

> Various Sportswear
> Bright Sunlight

> Light Poles

Text: Same Description

® [Image Leak Inspector
Response]: {

"result": “inconsistent",
"reason": "Both images
depict groups in outdoor
events, but details differ
significantly. "}

Text: Different Description
J

L =) |VLM-C=0

® [Image Leak Inspector
Response]: {

"result": “inconsistent",
"reason": "Different
details and lack of specific
matching objects."}

)| w—) LVLM-C=0

N

J U

© [Image Leak Inspector
Response]: {

"result": “inconsistent",
"reason": "Both images
show groups of people
outdoors, but details differ
significantly."}

=) LVLM-C=0

N

J U

© [Image Leak Inspector
Response]: {

"result": “consistent",
"reason": "Both images
depict groups of people in
outdoor athletic events
with similar settings."}

) |VLM-C=1

~

£ LVLM-PL = 0.655

LVLM-PL = 0.670

| | :

£ LVLM-PL =0.635

$ LVLM-PL =0.734

Figure 9. Comparison of different FIA methods on LVLM-C and LVLM-PL metrics on the L4-2 layer of ResNet-50.

tion framework offers a robust and intuitive way to quantify
the privacy risk posed by different FIA techniques, moving
beyond pixel-level metrics to capture the leakage of mean-

ingful semantic information.

8. Implementation Details of Object Recon-

struction Rate

To quantify privacy leakage at the object level, we introduce
the Object Reconstruction Rate (ORR), which measures
how many objects in the original image can be recovered
in the inverted image, going beyond classical IQA metrics.
ORR measures whether an inverted image unintentionally
reveals semantic content present in the original image. To

where Det(-) denotes the set of raw detector outputs.

this end, we apply an off-the-shelf object detector pretrained
on a large-scale dataset to both the original image x and
the inverted image x’. The detector outputs a set of detec-
tions, where each detection is a triplet (b, ¢, s) consisting of

ORR,,, =

>
| Bal (bi,ci)EBy

max

B
|
(bjacj)EBl.le:Ci

a bounding box b, a class label ¢, and a confidence score s.
After filtering detections using a confidence threshold 7¢onf,
we obtain two sets of box-label pairs:
B, = {(b7 C) | (b, c, 3) S Det(x), s> Tconf};
By = {(b7 C) | (b7 c, S) S Det(m’)7 s> Tconf}7

(22)
(23)

The ORR is defined as the fraction of objects in B, that
find a matching object in B,/. A match is considered suc-
cessful if (i) the class labels are identical (c; = c;), and (ii)
the Intersection over Union (IoU) between the two bound-
ing boxes is at least 7j,y. The ORR can be calculated as:

(24)

IoU(b;, b;) > miou |



Original Image

@ [Image Description
Expert Response]:{..
"detailed_description":
“The image depicts a sailing
ship with multiple sails,
prominently displayed
against a backdrop of the
ocean. The ship is angled to
the right, showcasing its
sails which are filled with
wind. The hull of the ship
is dark, possibly brown or
black, contrasting with the
lighter colors of the sails.
The ocean is depicted with
rolling waves, painted in
shades of blue, and the

The sky is a mix of gray
and white clouds,
suggesting a  possibly
overcast day."}

water appears to be choppy.

| =3

® [Image Description
Expert Response]:{...
"detailed_description":
"The image depicts a sailing
ship with multiple sails,
prominently displayed
against a backdrop of a
cloudy sky. The ship is
positioned towards the left
side of the image, sailing on
the ocean, which is
represented with gentle
waves. The sails are
billowing, indicating wind
direction. The color palette
includes shades of blue for
the water, white for the
sails, and gray and beige
for the clouds, creating a
serene maritime
atmosphere."}

SG-DIP
—

© [Image Description
Expert Response]:{...
"detailed_description":
"The image depicts a sailing
ship with multiple sails,
gracefully navigating the
ocean waters. The ship is
predominantly dark in color,
likely black or navy, with
white sails that are
billowing due to the wind.
The ocean waves are gently
rolling, showing a palette of
blues and whites, indicating
a calm maritime
environment. The ship
appears to be sailing to the
right, with the sails raised
and catching the wind. The
background features a light
sky with wispy clouds,
blending soft shades of
grey and white. Overall,
the scene evokes a serene
and classic nautical
atmosphere."}

@ [Image Description
Expert Response]:{...
"detailed_description":
"The image features a
sailing ship with multiple
sails, positioned towards
the left side of the frame.
The ship is depicted ina
side view, showcasing its
sails fully extended,
indicating it is sailing. The
ocean is visible in the
foreground, with waves
rendered in shades of blue
and green. The background
consists of a cloudy sky,
with soft gray and white
tones, suggesting a possibly
overcast day. The overall
composition emphasizes the
ship's movement through
the water, with a focus on
the sails and the dynamic
nature of the ocean."}

FIA-Flow
@ [Image Description
Expert Response]:{..
"detailed_description":
"The image features a
sailing ship with multiple
sails, prominently displayed
on the left side of the
composition. The ship is
depicted in motion, cutting
through the waves of the
ocean, which are painted in
varying shades of blue and
white, suggesting
movement and turbulence.
The sails are billowing,
indicating wind direction.
The ship's hull is dark,
contrasting with the lighter
colors of the sails. In the
background, there are
clouds in shades of gray
and white, creating a
dramatic sky. The overall
atmosphere conveys a

sense of adventure and the
vastness of the sea. "}

Comparative item:

> Dark Ship

> Rolling Waves

» Choppy Water

> 6ray and white
Clouds

Text: Same Description

L ) [VLM-C=0

N

@ [Image Leak Inspector
Response]: {

"result": “inconsistent",
"reason": "Both images
feature sailing ships but
differ in positioning and
wave depiction. "}

J \

@ [Image Leak Inspector
Response]: {

“result": “inconsistent",
"reason": "Similar ships and
ocean details, but
different atmospheres and
wave descriptions."}

=) [VLM-C=0

@ [Image Leak Inspector
Response]: {

"result": “consistent",
"reason": "Both images
depict a sailing ship in an
ocean setting with similar
weather conditions."}

) w—) LViM-C=1

~

- N
@ [Image Leak Inspector
Response]: {

"result": “consistent",
"reason": "Both images
depict a sailing ship ina
similar oceanic setting. "}

)L ) |VLM-C=1

Text: Different Description
J

£ LVLM-PL =0.900 H

£ LVLM-PL =0.904

£ LVLM-PL =0.911

$ LVLM-PL=0.917

Figure 10. Comparison of different FIA methods on LVLM-C and LVLM-PL metrics on the F3-2 layer of Swin-B.

where I[-] is the indicator function, which returns 1 if the
condition is true and O otherwise. If no objects are detected
in the original image (i.e., | B;.| = 0), we exclude this image
from ORR computation.

9. Related Work
9.1. Split DNN for Efficient Inference

To address the significant computational demands of DNN
on edge devices, the Split DNN approach was introduced,
which partitions a DNN between an edge device and a
server to reduce the computational load. In this paradigm,
the edge device needs to send intermediate features to the
server for final processing. Neurosurgeon [15] automati-
cally finds the optimal split point for different devices and
models. BranchyNet [48] integrates early exit points at var-
ious depths of a DNN. This allows the network to adap-
tively terminate the inference process for simpler inputs that
can be classified with high confidence in earlier stages, thus

reducing the average computational cost. More recently,
ASAP [35] demonstrated that an asynchronous cloud edge
inference model for split DNNSs can lead to higher through-
put in many modern architectures.

9.2. Inversion Attacks in Split DNN

Although Split DNN can reduce device computation, the
transmission of intermediate features creates a severe pri-
vacy risk. This enables FIA [7, 33, 58], a direct threat
where adversaries aim to reconstruct the exact user input
from these features. Unlike the classic MIA [14, 31, 55, 60]
methods, which typically recover class-representative im-
ages from final predictions, FIA targets specific private in-
puts.

More recently, diffusion models (DMs) have enabled a
new generation of FIA with far superior image quality. De-
spite this, state-of-the-art approaches [58] exhibit a critical
flaw: they rely on precise text prompts corresponding to the
input image to guide the generation process. This require-
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Figure 11. A visualization comparison result of the L1-2 layer of ResNet-50 on the COCO dataset. The bounding box is obtained by the
same Faster-RCNN with the ResNet-50 backbone. The bounding boxes from FIA-Flow most closely match the GT.

ment is impractical in most real-world scenarios where such
auxiliary information is unavailable. This motivates our
work, where we propose a powerful DM-based FIA that op-
erates without the need for these strong, unrealistic priors.

9.3. Diffusion Models

As discussed in the previous section, DM has become the
state-of-the-art in generative modeling [9]. The concept of
DM originates from non-equilibrium thermodynamics [12]
and was first introduced to machine learning by [47] to
model datasets. Ho et al. proposed the diffusion probabilis-
tic model (DDPM) [9], which uses a simplified training ob-
jective and a powerful U-Net architecture [42]. To reduce
computational costs, the Latent Diffusion Model (LDM)
[41] was introduced to shift the denoising process from the
pixel domain to a latent space provided by a pre-trained
Variational Autoencoder (VAE) [20]. Recently, FM [28]
has offered a more general and powerful perspective, which
trains Continuous Normalizing Flows by directly regress-
ing the vector field connecting data and noise, opening new
avenues for improving model performance and efficiency.

10. Extension Experiments

10.1. Evaluation on the COCO Dataset

To evaluate generalization on a more complex and diverse
dataset, we conduct experiments on the MS COCO-2017
validation set [27]. Specifically, we use a pre-trained Faster
R-CNN [39] detector with a ResNet-50 backbone on both
the original image x and the inverted image z’. We set
Teonf = 0.5 and report ORR0.5/ORR0.75 with 77,0 =
0.5/0.75, respectively. The results are shown in Table 8.
Figure 11 provides a qualitative visualization of the in-
version results with bounding boxes from the ResNet-50
L1-2 layer. Our FIA-Flow method yields a reconstruction
with high perceptual quality and semantic integrity. While
prior methods like DIP and SG-DIP can only recover a
coarse layout with noticeable artifacts, our approach recon-
structs fine-grained details, such as the players’ poses and
the texture of the baseball field, with high fidelity. The in-
verted image is accurate enough that an off-the-shelf de-
tector correctly identifies all ground-truth objects (person,
baseball bat, baseball glove) with high confidence, in sharp



Table 8. The performance comparison with different FIA methods on the COCO dataset. Bold indicates the best result of all methods.

Model  Layer Method PSNR{ SSIM{ LPIPS| NIQE| MANIQAT ORRy;1 ORRg7;71
M&V 1334 0503  0.700  5.892 0.5191 3.30 2.20
DIP 2398 0650 0332 5250 0.4464 44.94 33.40
L1-2 SG-DIP 2566 0698 0284  5.004 0.4834 50.41 39.75
FIA-Align 27.03 0745  0.195  5.184 0.5981 56.02 45.84
ResNet50 FIA-Flow 27.00 0748  0.115  3.699 0.6626 69.00 59.33
M&V 1326 0466  0.890  8.972 0.4655 0.03 0.00
DIP 13.08 0415 0802  7.018 0.2182 4.54 1.62
142 SG-DIP 1120 0280 0847 5522 0.2992 0.50 0.23
FIA-Align 1940 0551 0711  11.192 0.2881 5.73 2.84
FIA-Flow 19.12 0526 0451  4.841 0.5410 23.64 14.87

Table 9. The performance comparison with different FIA methods on the F-4 layer of AlexNet. Bold indicates the best result of all methods.

Model Layer Method PSNR{ SSIM1 LPIPS| Acc? LVLM-Ct LVLM-PL1 NIQE| MANIQA 1
M&V 1357 0505 0584 04 7.1 0.888 6.342  0.4823
DIP 17.18 0490 0.664 9.9 15.0 0.880 5835  0.2826
AlexNet F-4 SG-DIP 2143 0526 0564 207 30.2 0.904 5693  0.3563
FIA-Align 2556 0701  0.395 24.6 33.6 0.907 8727  0.3684
FIA-Flow 2572 0.706 0202 63.9 49.6 0.920 5251  0.5731

contrast to the baselines. This is in stark contrast to compet-
ing methods; for example, M&V fails to produce any rec-
ognizable structure, and SG-DIP hallucinates non-existent
objects like a “backpack”. This visual evidence corrobo-
rates our quantitative findings, highlighting that the images
inverted by FIA-Flow retain sufficient semantic information
to be effectively used by other downstream models, thus ex-
posing a significant privacy risk.

Our FIA-Flow method consistently achieves state-of-
the-art performance. FIA-Flow, trained only on ImageNet,
generalizes strongly to the COCO validation set without any
per-sample optimization on COCO features. It achieves the
best or near-best scores across LPIPS, NIQE, MANIQA,
and ORR, indicating both high perceptual quality and strong
semantic fidelity. For the ResNet-50 L1-2 layer, it produces
reconstructions of high perceptual quality, evidenced by the
best scores in LPIPS, NIQE, and MANIQA. Meanwhile,
FIA-Flow achieves an ORRg 5 of 69.00% and ORR( 75 of
59.33%. This significantly exceeds all other methods, prov-
ing that the inversion images retain not just visual appeal but
also critical structural and semantic information for down-
stream machine analysis.

The advantage of our alignment-refinement strategy be-
comes even more pronounced when attacking deeper, more
abstract features. On the challenging L4-2 layer, where
most methods fail to recover meaningful information, FIA-
Flow maintains robust performance. It achieves an ORRg 5
of 23.64%, whereas FIA-Align’s performance plummets
to 5.73% and other methods become entirely ineffective.
These results confirm that FIA-Flow generalizes exception-
ally well. More importantly, they reveal a severe privacy

threat: the inverted images are of such high quality that
they can be successfully used by other sophisticated mod-
els, leading to a level of information leakage far greater than
what conventional IQA metrics can capture.

10.2. Additional Results on Diverse Victim Layer

To further investigate the privacy leakage risk across differ-
ent layers, we have included more FIA comparison results.
As shown in Table 9, we present the FIA results for the
features.4 (F-4) layer of AlexNet [21]. Our results demon-
strate that FIA-Flow achieves the best performance across
all evaluation metrics, particularly in terms of reconstruc-
tion quality. Specifically, on the F-4 layer, it achieves the
highest PSNR and SSIM, along with the lowest LPIPS. In
addition, FIA-Flow achieves an Acc of 63.9% on the clas-
sification task, significantly outperforming other methods.
These results collectively demonstrate that the F-4 layer of
AlexNet encodes rich information from the input image,
and the powerful reconstruction capability of FIA-Flow fur-
ther highlights the serious privacy leakage risk present in
these deep features.

10.3. Robustness to Noisy Intermediate Features

To simulate real-world wireless transmission errors and de-
liberate feature perturbation for privacy [11, 43], we inves-
tigate the robustness of different FIA methods to noisy in-
termediate features. Unlike the defense methods discussed
in the main paper, which assume the adversary is aware
of the deployed defense. This experiment assesses the
model’s generalization ability to unknown noise distribu-
tions. Specifically, we evaluate models trained on pristine
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Figure 13. Visualization result for the L1-2 layer of ResNet-50.

features directly on inputs corrupted by Gaussian noise of
varying magnitudes, without any fine-tuning.

We evaluate FIA on ResNet-50 intermediate features
corrupted with Gaussian noise of variance 0.1 and 0.3 (see
Table 10). Across different layers and noise levels, FIA-
Align often achieves higher PSNR and SSIM, whereas FIA-
Flow consistently attains better perceptual scores (LPIPS,
MANIQA). As the noise variance increases, performance
degrades for all methods, but FIA-Flow retains a clear
advantage in perceptual quality. For Acc, our FIA-Flow
secures the top performance in most cases. Even under
the most challenging conditions (L4-2 layer, Var=0.3), it
achieves a notable 25.7% accuracy. Importantly, FIA-Flow
was never trained on noise, unlike DIP and SG-DIP, which
are specifically designed for it. Despite this, its performance
significantly outperforms SG-DIP (6.8%), confirming the
model’s strong generalization and effectiveness against un-
seen noise. FIA-Flow not only produces images of higher
perceptual quality in noisy conditions but also proves ex-
ceptionally effective at preserving the core semantic infor-

mation essential for downstream tasks, highlighting its en-
hanced robustness for FIA under adverse conditions.

10.4. More Visualization Comparison

To visualize the comparative results of our FIA method on
more layers, we present the visualization results for the F-10
of AlexNet and the L1-2 layer of ResNet-50 in Figures 12
and 13. As shown, FIA-Flow consistently produces high-
fidelity and semantically coherent visualizations across dif-
ferent layers. Compared to M&V and AR, it achieves higher
reconstruction quality while avoiding the noisy artifacts of-
ten seen in optimization-based methods like DIP and SG-
DIP. Moreover, while FIA-Align performs well, FIA-Flow
is more effective at preserving spatial and structural in-
tegrity, yielding more natural and less distorted outputs.
This demonstrates FIA-Flow’s enhanced capability to re-
construct the input from deep features accurately.



Table 10. The performance comparison of FIA against Gaussian noise on intermediate features from ResNet-50. Var denotes the variance
of the added Gaussian Noise. Bold indicates the best result of all methods.

Model Layer Var Method PSNR1+ SSIM?T LPIPS| Acct NIQE] MANIQA T
DIP 25.60 0.700 0.247 59.6 5412 0.450
01 SG-DIP 26.99 0.716 0.287 58.3 4.982 0.4403
: FIA-Align 29.16 0.798 0.166 63.3 5.034 0.5468
L1-2 FIA-Flow 29.15 0.797 0.117 70.6 4.458 0.6004
DIP 24.63 0.671 0.311 53.6 5.341 0.3975
03 SG-DIP 24.04 0.595 0.568 34.4 5.779 0.3448
: FIA-Align 26.16 0.736 0.256 49.8 4.668 0.4711
ResNet-50 FIA-Flow 25.92 0.720 0.281 59.3 5.051 0.5189
DIP 13.96 0.461 0.682 333 7.301 0.2757
01 SG-DIP 11.69 0.310 0.778 7.1 5.647 0.3166
: FIA-Align 20.27 0.602 0.645 4.3 11.314 0.2931
L4-2 FIA-Flow 19.97 0.573 0.405 35.6 5.670 0.5047
DIP 13.87 0.460 0.691 329 7.325 0.2731
03 SG-DIP 11.44 0.302 0.793 6.8 5.629 0.3091
: FIA-Align 19.58 0.592 0.657 33 11.261 0.2739
FIA-Flow 18.97 0.547 0.449 25.7 5.860 0.4960
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Figure 14. Visualization of the alignment-refinement process in FIA-Flow. Top row: VAE features for the ground truth z,. Middle row:
features after structural alignment by LFSAM z,. Bottom row: features after semantic refinement by DIFM 2.

10.5. Internal Feature Visualization of FIA-Flow

To intuitively understand the workflow of the “alignment-
refinement” strategy in FIA-Flow, we visualize its interme-
diate output results in Figure 14. The first row displays
the VAE features corresponding to the ground truth image.

The second row shows the features after structural align-
ment via LESAM. It can be seen that the structurally aligned
features z, exhibit a clearer and more defined spatial lay-
out compared to the original VAE features z,. While still
somewhat coarse, the boundaries of the individuals and the
overall scene structure become more discernible after the



Table 11. The performance comparison of FIA-Flow with different upsample methods on L4-2 of ResNet-50.

Method PS PSNRT SSIM{ LPIPS| Acct LVLM-Ct LVLM-PL1 NIQE| MANIQA ¢
FIA-Align X  20.19  0.601 0652 4.0 59 0.877 11.471 0.2972
FIA-Align v 2036  0.603 0643 44 6.3 0.878 11.309 0.2969
FIA-Flow X 2031 0588 0425 355 13.8 0.899 5.275 0.5433
FIA-Flow v 2031 0584 0397 368 18.0 0.902 5.098 0.5628

Table 12. The performance comparison with different LVLM base models for LVLM-C and LVLM-PL. Bold indicates the best result of

all methods.

GPT-40-mini Qwen2-VL-72B-Instruct
Model Layer Method LVLM-C  LVLM-PL  LVLM-C  LVLM-PL
M&V 12 0.860 24 0.859
DIP 10.6 0.880 35.1 0.885
AR 48 0.880 2472 0.881
AlexNet F-10 SG-DIP 36 0.865 8.1 0.866
FIA-Align 93 0.883 434 0.890
FIA-Flow 16.6 0.900 63.0 0.905
M&V 175 0.903 48.0 0.897
DIP 39.9 0.905 973 0.930
L1-2 SG-DIP 653 0.922 94.0 0912
FIA-Align 70.0 0923 97.5 0.932
ResNet.50 FIA-Flow 70.1 0.929 97.5 0.936
Mé&V 3.0 0.860 0.0 0.854
DIP 9.4 0.881 457 0.889
L4-2 SG-DIP 50 0.872 168 0.872
FIA-Align 6.3 0878 35.0 0.886
FIA-Flow 18.0 0.902 66.2 0.906
M&V 384 0913 874 0915
DIP 545 0.920 978 0928
Swin-B F3-2 SG-DIP 623 0913 942 0912
FIA-Align 515 0919 92.9 0.923
FIA-Flow 63.2 0.925 98.2 0.932
M&V 12 0.863 0.9 0.856
DIP 18.2 0.897 451 0.902
YOLO11n M-8 SG-DIP 18.1 0.899 497 0.891
FIA-Align 71 0.880 341 0.894
FIA-Flow 239 0.899 53.0 0.910
M&V 07 0.855 0.0 0.862
DIP 49 0.868 10.4 0.873
DINOV2-B  B-11 SG-DIP 283 0.905 58.3 0.921
FIA-Align 167 0.890 479 0.901
FIA-Flow 30.4 0.909 76.2 0.925

alignment process. This indicates that LFSAM effectively
transfers the structural information from the reference fea-
tures, leading to a better-organized representation. The third
row presents the features after semantic refinement using
DIFM. It can be seen that the semantically refined features
Z, demonstrate significantly improved semantic coherence
and visual fidelity compared to both the original and the
structurally aligned features. The individual figures are now
much more recognizable, with richer details and more accu-
rate object boundaries. This suggests that DIFM effectively
injects semantic information, resulting in a representation

that is both structurally sound and semantically meaningful.
This demonstrates that our proposed alignment-refinement
strategy effectively disentangles structural and semantic in-
formation and progressively enhances the feature represen-
tation, leading to the high-quality visualizations achieved
by FIA-Flow.



Table 13. The performance comparison of FIA-Flow with different numbers of training samples on L4-2 of ResNet-50.

Number  Method PSNRT SSIM{ LPIPS | Acct LVLM-C1 LVLM-PL1 NIQE] MANIQA t
FIA-Align 2036 0.603  0.643 4.4 6.3 0.878 11309  0.2969
4096(0.32%) EIA-Flow 2031 0584 0397  36.8 18.0 0.902 5098 05628
L004(0.08% FIA-Align 1994 0600 0651 44 5.6 0.877 11243 02819
(0.08%) FlA-Flow 2004 0583 0432 27.7 14.5 0.898 5362 05326
2560020 FIA-Align 1966 0596 0650 47 6.2 0.876 11138 02894
(0.02%)  Fla-Flow 1945 0566 0411  31.1 12.8 0.900 4768 05653
80019 FA-Align 1932 059 0661 41 43 0.875 11204  0.2929
(0.01%)  Fla-Flow 1901 0554 0442 277 125 0.898 5234 05321

Table 14. The performance comparison of FIA-Flow with different victim layers of ResNet-50.

Layer Method PSNRT SSIMT LPIPS| Acct LVLM-CT LVLM-PLT NIQE| MANIQA 1
L1, FIA-Align 2086 0810 0157 643 70.0 0.923 5.136 0.5622
2 FIA-Flow 3001 08141 01002 713 701 0.929 4.408 0.6131
ln, FlA-Align 2059 08083 01731 638 61.4 0.924 5.158 0.5406
2 FIA-Flow  29.65 0.8098 0.1053 71.0 69.8 0.928 4414 0.6056
13, FIA-Align 2636 07241 03494 320 45.0 0913 8.021 0.4410
2 FIA-Flow 2629 07237 0.1607 69.8 63.4 0913 4.658 0.6032
iy FIA-Align 2036 0603 0643 44 63 0.878 11309  0.2969
2 FIA-Flow 2031 0584 0397  36.8 18.0 0.902 5.098 0.5628

Table 15. The performance comparison of FIA-Flow with different sample methods and steps on L4-2 of ResNet-50.

Diffusion Steps  PSNRT SSIMT LPIPS | Acc! LVLM-CT LVLM-PL{ NIQE| MANIQA 1
10 20.09 0.599 0.649 4.1 5.8 0.878 11.283 0.2962
DDPM 50 19.97 0.596 0.653 4.9 4.2 0.876 11.233 0.2875
200 19.95 0.596 0.655 4.5 4.8 0.877 11.182 0.2861
1 20.31 0.584 0.397 36.8 18.0 0.902 5.098 0.5628
FM 5 19.61 0.556 0.404 38.2 37.3 0.914 5.564 0.5052
10 19.21 0.540 0.419 36.9 38.3 0.914 5.674 0.4968
11. Ablation Studies ology. The FIA-Flow method, even without the PS layer,

11.1. Results with Different Upsampling Methods

Table 11 analyzes the impact of the PixelShuffle (PS) [44]
upsampling in LESAM. Incorporating PS yields only mod-
est gains for the FIA-Align baseline, but leads to substan-
tially larger improvements for FIA-Flow, especially on per-
ceptual and semantic metrics. Specifically, for FIA-Align,
the use of PS leads to a slight increase in PSNR and a minor
improvement in perceptual metrics. In contrast, for FIA-
Flow, the addition of PS yields substantial benefits, partic-
ularly in metrics related to perceptual and semantic qual-
ity. The LPIPS improves significantly from 0.425 to 0.397,
while the LVLM-C metric achieves a boost from 13.8 to
18.0.

This analysis reveals a critical insight: the primary per-
formance gain is not a result of the upsampling mechanism
alone, but rather a direct outcome of our FIA-Flow method-

significantly outperforms the FIA-Align baseline (without
PS), boosting the classification accuracy from 4.0% to
35.5% and demonstrating substantial improvements across
all other metrics. Therefore, the PS module acts as a syn-
ergistic component that provides a final boost, allowing our
core methodology to achieve its full potential and deliver
state-of-the-art results.

11.2. Results with Different LVLM Base Models

To verify the applicability of LVLM-C and LVLM-PL met-
rics to different LVLM base models and to further evalu-
ate the effectiveness of FIA-Flow, we additionally validate
them using Qwen2-VL-72B-Instruct [52] (Qwen2-VL) as
the LVLM base model, with results shown in Table 12. It
can be seen that our proposed LVLM-C and LVLM-PL met-
rics are effective with the Qwen2-VL base model. Further-
more, FIA-Flow consistently achieves the best performance



on both LVLM-C and LVLM-PL metrics across all victim
models (AlexNet, ResNet-50, Swin-B) and layers, which
further validates the effectiveness of our method. Addition-
ally, it is noteworthy that all methods generally achieve sig-
nificantly higher LVLM-C values when using Qwen2-VL
compared to GPT-40-mini, which may suggest that Qwen2-
VL has a stronger capability for recognizing fine-grained
image details.

11.3. Results with Different Training Numbers

To evaluate the data efficiency of our framework, we con-
ducted ablation studies on the ResNet-50 L4-2 layer, a chal-
lenging target due to its highly abstract features. We trained
FIA-Flow using subsets of ImageNet-1K containing 4096
(0.32%), 1024 (0.08%), 256 (0.02%), and just 128 (0.01%)
samples.

The results in Table 13 underscore FIA-Flow’s data ef-
ficiency. Even when trained with only 128 images, our
method achieves an Acc of 27.7%. While the PSNR de-
creases slightly with fewer samples, the semantic metric
LVLM-PL remains robust, scoring 0.898 with just 128 sam-
ples. These results indicate that the alignment—refinement
strategy can be learned from very limited supervision,
which makes FIA-Flow a realistic threat even when only
a few image—feature pairs are available.

11.4. Results with Different Victim Layers Depth

We investigated the robustness of FIA-Flow across different
network depths by evaluating its performance on four layers
of ResNet-50: L1-2, L2-2, L3-2, and L4-2. The complete
performance comparison against the FIA-Align baseline is
detailed in Table 14.

As expected, the performance of all methods degrades
as layers deepen and features become more abstract. How-
ever, FIA-Flow consistently outperforms the baseline across
all layers. This significant performance advantage in deep
layers is primarily attributed to our DIFM module. On
the L4-2 layer, FIA-Flow achieves an accuracy of 36.8%,
more than eight times higher than the 4.4% achieved by
FIA-Align. This confirms that DIFM effectively refines the
structurally-aligned features from LFSAM, correcting dis-
tributional mismatches and recovering semantically coher-
ent images even from highly processed features. This capa-
bility reveals a significant privacy risk in deep layers previ-
ously considered more secure.

11.5. Results with Different Sampling Methods and
Steps

We compared our DIFM approach with the conventional
stochastic sampling used in DDPM. The experiments, con-
ducted on the ResNet-50 L4-2 layer, were designed to
highlight the fundamental suitability of our deterministic
method for the high-fidelity reconstruction required by FIA.

The detailed results are presented in Table 15. The re-
sults clearly favor our deterministic approach. The iterative,
stochastic nature of DDPM is ill-suited for reconstructing a
specific input with precision. Even with 200 sampling steps,
DDPM achieves a mere 4.5% accuracy and an LVLM-C
score of 4.8, indicating poor semantic recovery.

In contrast, DIFM achieves high-fidelity inversion
with high efficiency. With a single Euler step, FIA-Flow
already attains 36.8% accuracy and an LVLM-C of 18.0,
outperforming the 200-step DDPM baseline on all metrics.
Increasing the number of DIFM steps from 1 to 10 slightly
reduces PSNR but further improves semantic metrics
(Acc, LVLM-C, LVLM-PL), indicating that the learned
vector field is stable and that additional refinement steps
can extract more semantic information from the features.
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