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Abstract

Compared to untargeted attacks, targeted transfer-
based attack still suffers from much lower Attack Success
Rates (ASRs), although significant improvements have been
achieved by kinds of methods, such as diversifying input,
stabilizing the gradient, and re-training surrogate models.
In this paper, we find that adversarial examples generated
by existing methods rely heavily on a small subset of sur-
rogate model parameters, which limits their transferabil-
ity to unseen target models. Inspired by this finding, we
propose Random Parameter Pruning Attack (RaPA), which
introduces parameter-level randomization during the at-
tack process. At each optimization step, RaPA randomly
prunes model parameters to generate diverse yet seman-
tically consistent surrogate variants. We show that this
parameter-level randomization is equivalent to adding an
importance-equalization regularizer, thereby alleviating the
over-reliance issue. Extensive experiments across both
CNN and Transformer architectures demonstrate that RaPA
substantially enhances transferability. In the challenging
case of transferring from CNN-based to Transformer-based
models, RaPA achieves up to 11.7% higher average ASRs
than state-of-the-art baselines (with 33.3% ASRs), while be-
ing training-free, cross-architecture efficient, and easily in-
tegrated into existing attack frameworks. Code is available
on https://github.com/molarsu/RaPA.

1. Introduction

Deep neural networks have become prevalent in computer
vision applications [9, 17, 19], but are highly vulnerable
to maliciously crafted inputs, called adversarial examples
[12, 42]. A major concern is their transferability, that is, ad-
versarial examples generated using a white-box model can
directly fool other black-box models, without any access to
their architectures, parameters or gradients [14]. Since this
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type of attacks, usually referred to as transfer-based attacks,
do not require any interaction with the target model, they
pose severe security risks to real-world machine learning
systems. Therefore, studying effective transfer-based attack
methods is crucial to understand the vulnerabilities and fur-
ther enhance model robustness.

This paper focuses on targeted transfer-based attacks
with a single surrogate model, where the goal is to deceive
black-box models to classify input images into a specific
incorrect category. Due to the high complexity of decision
boundaries, existing methods still have noticeably lower At-
tack Success Rates (ASRs) in the targeted setting than in the
untargeted [2, 60]. A key observation is that the generated
adversarial examples tend to overfit the surrogate model but
fail to generalize to other models. To improve transferabil-
ity, various strategies have been proposed. Observing that
multiple surrogate models can help enhance transferability
but in practice finding proper models for the same task is not
easy [7, 30, 31, 59], model self-ensemble [20, 26, 34, 58]
tries to create multiple models from an accessible model.
Input transformation [1, 2, 27, 49, 51, 52, 56, 61] applies
different transformations to inputs and diversify input pat-
terns to reduce overfitting. A notable method is Clean Fea-
ture Mixup (CFM) [2], which randomly mixes high-level
features with shuffled clean features. Building upon it, Fea-
ture Tuning Mixup (FTM) [27] introduces learnable and
attack-specific feature perturbations, achieving new state-
of-the-art performance in transferability. Despite these pro-
gresses, there is still much room for further improvement.

In this work, we take a different perspective and identify
a previously overlooked cause of the poor transferability:
the generated adversarial perturbations rely excessively on
a small subset of parameters in the surrogate model, which
limits their generalization to other models that have dif-
ferent parameter configurations. In other words, adversar-
ial perturbation in existing methods tends to exploit a few
“shortcut” parameters, leading to strong white-box perfor-
mance but poor black-box transferability.

To mitigate this issue, we propose Random Parameter
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Figure 1. An illustration of the proposed method RaPA. We apply
RaPA to selected layers in the surrogate model to create multiple
and diverse variants at each iteration.

Pruning Attack (RaPA) that introduces parameter-level ran-
domization into the attack process. At each optimization
step, RaPA randomly prunes a subset of parameters in the
surrogate model and uses multiple masked variants to up-
date the adversarial example. We show that taking the ex-
pectation over such random masks is equivalent to adding
an importance regularization term that aims to equalize
parameter contributions, thus preventing over-reliance on

a few dominant parameters. Conceptually, RaPA can be

viewed as a self-ensemble method: each randomly pruned

model represents a diverse yet semantically consistent vari-
ant of the surrogate. Previous self-ensemble approaches

SASD-WS [54], MUP [58], and Ghost Network [26] rely

on training-based model enhancement, deterministic prun-

ing metrics, and structural perturbations, respectively. In
contrast, RaPA is training-free, cross-architecture efficient,
and straightforward to implement.

We evaluate the proposed method across various CNN-
and Transformer-based target models, as well as against
several defense methods. The experimental results show
that RaPA outperforms other state-of-the-art methods. In
particular, in the challenging scenario of transferring from
CNN-based model to Transformer-based models, RaPA
achieves 11.7% and 17.5% higher average ASRs with
ResNet-50 [17] and DenseNet-121 [19] as surrogate mod-
els, respectively. Moreover, RaPA achieves the highest per-
formance gain when scaling the compute for crafting adver-
sarial examples. Specifically, with ResNet-50 as surrogate
model, increasing the optimization iterations from 300 to
500 and number of forward-backward passes per iteration
from 1 to 5 boosts the average ASR by 15.9%.

To summarize, our main contributions are as follows:

* We show that adversarial examples from existing transfer-
based attacks rely heavily on a tiny subset of parameters
in the surrogate model. Alleviating this over-reliance can
in turn enhance the transferability of attack.

* We propose the RaPA, which introduces parameter-level
randomization during attack optimization. We show, both
intuitively and empirically, that random pruning implic-
itly equalizes parameter importance, acting as a regular-
izer to mitigate the over-reliance issue.

» Experiments across diverse surrogate and target models
demonstrate that RaPA consistently outperforms existing
methods. RaPA further benefits from increased computa-
tional budget, achieving larger improvements when scal-
ing optimization iterations or inference steps.

2. Preliminary

This section introduces the background of adversarial at-
tacks and briefly reviews related works on targeted transfer-
based attacks. See Appendix A for more related work.

2.1. Background

Consider a classification task where the model is defined as
a function f : R™ — Y that maps an input x € R” to a
label in the set ) consisting of all the labels. Given a clean
image x with its true label y € ), untargeted attacks aim to
find an adversarial example z,4, € R that is similar to z
but misleads the model to produce an incorrect prediction,
i.e. f(zadav) # y. Here ‘similarity’ is usually measured by
an {,-norm, e.g., ||Tadv — ||, < € where ¢ > 0 is a pre-
defined perturbation budget. For targeted attacks, the goal
is to modify the model prediction to a particular target label
Ytar» that is, f(Tadv) = Yar # ¥y. In this work, we will
focus on targeted attacks.

In the white-box setting where the model is fully acces-
sible, adversarial example can be obtained by the following:

argmax L (f(zadav)), st [[Taav —zllp <€, (1)

Zadv
where L(-) is a loss function (e.g., cross-entropy loss). The
Fast Gradient Sign Method (FGSM) [12] uses the gradient
direction to solve this problem and craft adversarial exam-
ples, while Iterative FGSM (I-FGSM) [23] extends this idea
to an iterative scheme. In particular, at each iteration ¢, ad-
versarial example is updated by adding a small perturbation:

thay =2l +acsign (Vo £(f0D)) . @)
where 20, = z and a > 0 is a step size. To make the gen-
erated adversarial example satisfy the perturbation budget

constraint, a straightforward way is to project z? ,  into the
e-ball of x.

2.2. Related Work

In black-box settings, the gradient information is not avail-
able and we only have limited access to the target model.
Transfer-based method assumes that the adversarial exam-
ples generated on one model to mislead not only that model
but also other models [42].



Method DI RDI SI Admix ODI BSR CFM RaPA
No pruning 98.2 98.7 987 98.1 98.9 985 98.0 982
Pruning bottom 0.5% 982 987 987 980 989 985 980 98.0
Pruning top 0.5% 16.0 286 319 299 199 367 513 645

Table 1. ASRs (%) before and after pruning the selected subsets of parameters in the surrogate model on the ImageNet-compatible dataset.

Detailed experimental setting can be found in Section 4.1.

To improve transferability, many methods have been pro-
posed. The first class, input-transformation techniques, ap-
plies a transformation 7" and uses V1L (f(T(z550)))
as the gradient. Diverse Inputs (DI) [a5v6] and its variant
Resized DI (RDI) [61] apply random transformations to
increase input variation during optimization. Translation-
Invariant (TT) [8] averages gradients over translated inputs
to reduce location sensitivity. Structure Invariant Attack
(SIA) [52] and Block Shuffle and Rotate (BSR) [49] both
perform block-level local transformations, with SIA apply-
ing diverse transforms and BSR focusing shuffle and rotate
operations. Object-based DI (ODI) [1] generates adversar-
ial examples rendered on 3D objects, while Admix [51]
mixes inputs with random samples from other classes. CFM
[2] extends it to the feature space with competing noises,
while FTM [27] further adds learnable, attack-specific per-
turbations to achieve state-of-the-art transferability.

The second class focuses on stabilizing gradient updates
to improve transferability. Momentum Iterative FGSM (MI-
FGSM) [7] incorporates a momentum term into I-FGSM
to help avoid local optima. Scale-Invariant (SI) optimiza-
tion [29] improves transferability by applying perturbations
across multiple scaled copies of the input, leveraging the
scale-invariance property of deep models.

Beyond the above methods, another type of approaches
re-train the surrogate model to enhance transferability, e.g.,
DSM [57] and SASD-WS [54] improve model generaliza-
tion and transferability through knowledge distillation or
sharpness-aware self-distillation.

Closely related to the present work is self-ensemble [20),
26, 34, 58], which creates multiple models from only one
surrogate model. The self-ensemble method in [34] specif-
ically considers vision Transformer as surrogate model and
is denoted as SE-ViT in this paper. Ghost Network [26] per-
turbs surrogate model to create a set of new models and then
samples one model from the set at each iteration. Masking
Unimportant Parameters (MUP) [58] drops out unimpor-
tant parameters according to a predefined Taylor expansion-
based metric, while Diversity Weight Pruning(DWP) [48]
only prunes the parameters with small absolute values.

However, the inherent differences w.r.t. model architec-
ture, parameter setting, and training procedure between the
surrogate and target models still limit the effectiveness of
transfer-based methods on certain models and datasets. In
the next section, we show that there is a key aspect that ren-

ders the current over-fitting issue of transfer-based methods.

3. Method

In this section, we first conduct a pilot study to show a
key aspect of the overfitting issue in existing transfer-based
methods and then propose a random masking based ap-
proach. Comparison with related methods is also discussed.

3.1. Motivation

We observe that the adversarial perturbations generated by
solving Problem (1) tend to rely heavily on a small subset of
parameters in the surrogate model. These parameters may
stem from specific training schemes, datasets, or architec-
tural choices. As aresult, adversarial examples that strongly
depend on these parameters often fail to generalize and mis-
lead other models. Even with state-of-the-art transfer-based
attack methods, this issue remains a key factor that can lead
to the failure of adversarial example transfer.

To quantify the phenomenon, we conduct a pilot study
using the framework of Optimal Brain Damage (OBD)
[24, 33], which quantifies the importance of each model pa-
rameter from the perspective of sensitivity analysis. Specifi-
cally, given an adversarial example x,4, and a loss function
L(+). Let 6 represent the entire set of model parameters.
The importance of a parameter 6; in the surrogate model f
is computed as:

2
_PEUGw))

This metric reflects how much the loss would change if a
parameter 6; were removed, and can serve as a proxy for its
contribution to the effectiveness of the adversarial example.

Next, we consider pruning two distinct subsets of the sur-
rogate model’s parameters based on this importance metric:
the top 0.5% most important and the bottom 0.5% least im-
portant parameters(see Appendix B.1 for details). For each
adversarial example, we instantiate the model, prune the se-
lected subset, and evaluate the ASR on the resulting model.
Table | reports the ASRs after pruning the two subsets of
model parameters. Here we use ResNet50 as the surrogate
model and detailed setting can be found in Section 4.1.

We observe that pruning the most important parameters
leads to a drastic drop in ASR—more than 46%, whereas
pruning the least important parameters yields negligible im-
pact. This observation suggests that adversarial examples
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generated by existing methods are highly dependent on the
most important parameters, validating our observation on
the over-reliance issue. As such, how to further alleviate
this strong dependence on specific parameters would be a
key to improving the transferability of adversarial examples
over existing transfer-based attack methods.

3.2. Alleviating Over-reliance via Random Param-
eter Pruning

As per the pilot study, a direct approach to improving trans-
ferability would be to mask the most important parame-
ters at each optimization step, thereby mitigating the over-
dependency on them. However, accurately identifying im-
portant parameters requires computing second-order deriva-
tives, which is computationally expensive for all parame-
ters. Although we can approximate them with first-order
terms, masking the most important parameters typically
causes the surrogate model’s capacity to degrade rapidly,
and the resulting adversarial examples may fail to fool the
target model—and even the original surrogate model itself
(See Appendix D.1 for further explanations). To address
this problem, we propose to apply random parameter prun-
ing to the surrogate model at each optimize step. This ap-
proach avoids expensive computations while achieving the
goal of reducing over-reliance on specific parameters.

Intuition and Theoretical Explanation Our core idea is
that randomly pruning parameters at different optimization
steps encourages the generated adversarial examples to be
less dependent on particular parameter subsets. This in turn
improves transferability across different target models.

We define a random binary mask M € {0, 1}/?!, where
each entry is independently sampled from a Bernoulli dis-
tribution: M, ~ Bernoulli(1 — p). Here p € [0, 1] is the
probability of masking a parameter. With a small p, we
would have E[M;] ~ 1. Then the parameter of the model
used in the forward pass becomes M ® 6, where ® denotes
element-wise multiplication.

Under this setup, the expected loss over random masks
can be approximated using a second-order Taylor expan-
sion:

EM [E(f(xadv; M®© 9))]

~ L(f(xadv; 9)) + p(]-;p) Z a2‘Cf(xadv; 0)

962

0%, 4)

which is sum of the original loss plus an importance penalty.
Minimizing this objective while resampling the mask at
each step would force the adversarial example to distribute
the importance over all parameters, making it more robust
to different parameters and thus more transferable.

Practical Implementation with DropConnect  The
above random parameter pruning method is similar to Drop-

Connect method [47] in training neural networks. We no-
tice that DropConnect is mainly effective in terms of lin-
ear layers . We thus apply DropConnect to the weight and
bias parameters of linear layers as well as the transforma-
tion parameters of normalization layers. Both types of lay-
ers are widely used in mainstream architectures including
Transformer [46]. Empirically, our ablation study in Sec-
tion 4 validates the effectiveness of this choice, compared
with convolutional layers.

We now present our attack method, Random Parame-
ter Pruning Attack (RaPA), as summarized in Algorithm 1.
Take linear layer for example. We perform independent ran-
dom masking onto the weight and bias (if present) param-
eters using Bernoulli sampling. Specifically, for surrogate
model f, let W € R% *du denote the weight matrix and
b € R%u the bias vector associated with a linear layer. Here
din and dy represent the input and output dimensions, re-
spectively. The corresponding masks for the weight matrix
and bias are

M., ~ Bernoulli(1 — p,,), My ~ Bernoulli(1 — py), (5)
where M,, € {0,1}%>dou and M, € {0, 1}% are the
random masks, and p,,, py € [0, 1] are DropConnect proba-
bilities. Then the masked parameters are computed as

Wy =My OW, bpg =My ©b, (6)

where © denotes the element-wise multiplication. For nor-
malization layer, the same operation is applied similarly to
the transformation parameters. The random masks are sam-
pled for each selected layer.

The random masks M,, and M, in Eq. (5) are re-
generated for each inference, producing diverse variants of
the surrogate model with different parameters if we conduct
multiple inferences at an iteration. In addition, RaPA can be
naturally integrated with existing input transformation and
gradient stabilization methods for crafting adversarial ex-
amples, as shown in Lines 5 and 8 in Algorithm 1.

Analyzing Parameter Importance with Gini Coefficient
To further verify that our random parameter pruning strat-
egy indeed mitigates the over-reliance on a few dominant
parameters, we employ the Gini coefficient to measure the
distribution of parameter importance across layers. A lower
Gini value indicates a more uniform distribution of impor-
tance, implying that the adversarial perturbation depends
less on specific parameters and generalizes better to un-
seen models. The formal definition and detailed compu-
tation process of the Gini coefficient are provided in Ap-
pendix B.3.

We compute the Gini coefficients based on the parame-
ter importance values Z(6;) defined in Eq. (3). The over-
all and layer-wise results are summarized in Table 2. As



Method DI RDI SI Admix ODI BSR CFM RaPA
All Layer Average 032 030 0.21 0.12 033 025 019 0.08
Conv Layer 0.11  0.07 0.03 0.01 0.12 0.05 003 0.00
Norm Layer 051 052 037 0.22 053 044 034 015
Linear Layer 1.00 0.86 0.59 0.18 1.00 075 055 013

Table 2. Gini coefficients of parameter importance across different layers and methods. Lower values correspond to more uniform param-

eter importance.

Algorithm 1 Random Parameter Pruning Attack(RaPA)

Input: Classifier f; clean image z; loss function £(-); max
iterations 1'; £, bound €; number of inferences per iter-
ation .S; DropConnect probabilities p,,, pp; linear and
normalization layers L; input transformation 7.

Output: Adversarial example x4

1: Igdv —x

2: fort =1— T do

3: fors=1— Sdo

4 Obtain modified model fxq by applying RaPA
to each layer in L according to Egs. (5) and (6).

5: g4 4 Vo1 £ (fan(T(2557)))
6: end for
: t, 1 t
7 g < S Z 9s
8:  Update z! , with gradient g using iterative meth-
ods (like MI-FGSM [7]).
9: Project 2%, into the e-ball of z.
10: end for
11: return 27,

shown in Table 2, RaPA achieves the lowest Gini coeffi-
cients among all compared methods, suggesting that it ef-
fectively flattens the importance distribution and suppresses
the over-concentration of sensitivity on a few parameters.
This balanced importance allocation leads to improved ro-
bustness and transferability across different architectures.

3.3. Discussion

In this section, we compare RaPA with related self-
ensemble methods in more details.

RaPA was proposed to reduce over-dependence on spe-
cific parameters, and it turns out to be a self-ensemble
method that constructs multiple new models at each itera-
tion. Existing self-ensemble method [20] targets object de-
tection task, which is different from ours. SE-ViT [34] is
specifically designed for vision Transformer surrogate mod-
els; as shown in Section 4, its ASR is lower than RaPA even
when using ViT as surrogate model. More closely related
are Ghost Network [26] and MUP [58], but are much out-
performed by RaPA (c.f. Appendix D.1 and Section 4.2).

We now analyze the effectiveness of RaPA from model
ensemble perspective. It has been hypothesized that an ad-
versarial image that remains adversarial for multiple models

is more likely to transfer to other models [31]. RaPA gen-
erates independent random masks for each selected layer
and also at each optimization iteration. In this sense, it
brings in more randomness and further diversification than
Ghost Network, MUP and DWP. Specifically, Ghost Net-
work perturbs only skip connections for residual networks
(like ResNet-50), while MUP and DWP mask unimportant
parameters according to a predefined metricor at each itera-
tion. This observation is also in accordance with [3, 20, 30],
which show that increasing the number of surrogate models
generally enhances the transfer attack performance. On the
other hand, from the perspective of ensemble techniques in
machine learning, each variant model should also be infor-
mative about or useful to the targeted task of image clas-
sification [3, 20]. As empirically shown in Appendix D.5,
RaPA achieves a good tradeoff in terms of model diversity
and utility, thereby enhancing the attack performance.

4. Experiments

This section empirically validates the effectiveness of our
method, using both CNN- and Transformer-based models.

4.1. Experimental Settings

Dataset We utilize the ImageNet-compatible dataset [22],
served as the official dataset for the NIPS 2017 Attack Chal-
lenge. This dataset contains both ground-truth and targeted
labels, making it well-suited for targeted-attack.

General Setting We adopt the /,-norm as the constraint
on perturbation, with budget ¢ = 16/255. The learning rate
is chosen as o« = 2/255. We use the Logit loss [60] as our
objective function in Equation (1). By default, we set the
maximum number of optimization iterations to 1,000 and
the batch size to 32 for all baseline methods, to ensure suf-
ficient optimization. Furthermore, we notice that different
attack methods may take different amounts of computations
per iteration. We hence fix the same number of inferences
for each optimization iteration to maintain fair comparisons
across all attack methods.

Surrogate and Target Models Our experiments choose
various models commonly used in the literature [2]. These
include 1) CNN-based models: VGG-16 [41], ResNet-
18 (RN18) [17], ResNet-50 (RN50) [17], DenseNet-121
(DN121) [19], Xception (Xcep) [4], MobileNet-v2 (MBv2)



| Source: RN50

| Source: DN121

Attack ‘ ViT LeViT ConViT Twins PiT CLIP Avg. ‘ ViT LeViT ConViT Twins PiT CLIP Avg.
DI 0.4 6.7 0.6 3.8 1.8 0.5 23 0.3 4.0 1.2 2.0 2.1 0.3 1.7
RDI 2.8 24.0 4.4 12.6 10.1 1.2 9.2 1.0 12.0 2.1 6.9 8.2 1.4 53
SI 8.0 429 7.7 25.1 233 3.7 18.4 3.9 21.5 4.4 10.2 14.3 2.1 9.4
SIA 3.1 28.4 3.9 16.7 13.5 1.9 11.2 24 242 22 12.9 11.1 1.5 9.0
BSR 6.8 42.4 7.7 25.3 21.9 2.3 17.7 2.7 21.6 2.7 10.6 11.9 12 8.5
DWP 3.7 32.0 4.0 17.6 133 1.8 12.1 2.7 21.1 29 14.3 12.0 2.4 9.2
Admix 72 43.4 5.9 22.7 19.4 42 17.1 42 33.8 4.0 18.0 19.1 3.9 13.8
ODI 15.5 49.3 11.8 31.6 35.1 5.6 24.8 8.5 36.3 8.4 19.8 26.7 49 17.4
MUP 7.0 483 8.2 30.7 26.5 3.6 20.7 52 38.9 5.0 232 20.1 4.1 16.1
CFM 17.3 65.8 14.6 47.5 39.9 79 322 10.4 49.0 8.3 30.1 304 5.5 22.3
FIM 18.0 67.6 16.5 47.1 41.5 9.3 333 | 107 50.4 9.4 311 30.4 4.8 22.8
RaPA | 338,10 754118 276,02 595.04 573,07 156401 450 | 278,91 694,06 235,02 S31.96 540,01 141,99 403

Table 3. ASRs (%) against five Transformer-based target models on the ImageNet-Compatible dataset. All the attack methods are combined
with MI-TL The best results are shown in bold and the second best results are underlined.

[40], EfficientNet-BO (EFBO0) [45], Inception ResNetv2
(IRv2) [44], Inception-v3 (Incv3) [43], and Inception-v4
(Incv4) [44]; and 2) Transformer-based models: ViT [9],
LeViT [13], ConViT [10], Twins [5], and Pooling-based Vi-
sion Transformer (PiT) [18]. All the models are pre-trained
on the ImageNet dataset [6] . Additionally, we include CLIP
[37], trained on 400 million text-image pairs, to evaluate
the transferability across different modalities. When us-
ing Transformer-based models, the input image is resized
to 224 x224 to meet the model input requirement.

Baseline Attack Methods We compare RaPA with vari-
ous existing transfer-based methods, including DI [56], RDI
[61], ST [29], Admix [51],SIA [52], BSR [49], ODI [1],
and CFM [2]. We also include two existing self-ensemble
methods, namely, MUP (whose implementation only han-
dles CNN layers) [58] and SE-ViT (which is specifically
designed for vision Transformers) [34]. These methods
are primarily used in combination with TI-FGSM [8] and
MI-FGSM [7] during the optimization process. It is worth
noting that some of these methods, namely, SI, BSR, Ad-
mix, CFM, MUP and SE-ViT, are implemented together
with RDI, which have been reported to obtain higher trans-
fer ASRs [2]. As previously mentioned, the attack meth-
ods are configured with an identical number of inferences
per iteration, denoted as S. Specifically, we pick .S scaled
copies in SI and in the inner loop of Admix, and S trans-
formed images for BSR . For other baselines, we perform
S forward-backward passes and use the average gradient on
Tadv to update the adversarial example in each iteration. In
the main experiment, we will set S = 5; comparison of
other choices is studied in Section 4.3.

RaPA Setting While the DropConnect probabilities can
be chosen differently for the weight and bias parameters
in a linear layer (or the transformation parameters in the
normalization layer) and also across different layers, we
choose the same probability for all selected parameters, that
is, pw = p» = p, which greatly simplifies the implementa-
tion. Through our ablation study, we find that RaPA per-
forms well across a range of probabilities. For our experi-

ments, we will select the following DropConnect probabil-
ities: 0.05 for ResNet-50, 0.02 for Inception-v3, 0.04 for
DenseNet-121, 0.01 for Vision Transformer, and 0.03 for
CLIP. By default, RaPA applies DropConnect to all linear
and normalization layers in the surrogate model.

4.2. Main Result

We first study the performance of RaPA on the ImageNet-
Compatible dataset. We employ ResNet-50, Inception-v3,
DenseNet-121, and ViT as surrogate models, and evaluate
the obtained adversarial examples on 16 target models.

Table 3 reports the experimental results when adversar-
ial examples are generated using CNN-based models and
transferred to Transformer-based neural networks. This task
is considered more challenging in the context of transfer-
based attacks [32], as the ASRs in this case are relatively
low. Our method significantly improves the attack perfor-
mance over existing methods: it increases the average ASR
from 33.3% to 45.0% with ResNet-50 as surrogate model,
and from 22.8% to 40.3% with DenseNet-121.

Table 4 reports the ASRs of various attack methods on
ten CNN-based target models. RaPA achieves the best
average ASR. Particularly, with Inception-v3 as surrogate
model, the ASRs are increased by 14.6% and 20.7% for the
challenging target models VGG16 and MBV2, respectively.
When transferring from Transformer-based model ViT to
CNN-based models, RaPA again attains the best average
ASR 51.2%. We also report the results of self-ensemble
methods MUP [58] and SE-ViT [34]. RaPA clearly outper-
forms these two methods by a large margin.

Additional experimental results can be found in Ap-
pendix D.4. We also visualize the heatmaps of some adver-
sarial examples in Appendix C for qualitative comparison.

4.3. Ablation Study

In this section, we conduct an ablation study to investigate
the impacts of 1) different types of layers where DropCon-
nect is applied, 2) different DropConnect probabilities and
3) more iterations and inferences.



Source : Incv3

Target model

Attack RN18 RN50 VGG16 Incv3 EFBO DN121 MBv2 IRv2 Incv4 Xcep Avg.
DI 22 39 34 99.1 3.6 5.0 12 7.7 8.9 7.0 14.2
RDI 5.8 5.5 39 99.0 8.0 8.5 3.8 18.6 18.8 11.1 18.3
SI 6.7 6.7 43 98.8 9.7 9.7 44 233 22.1 13.6 19.9
MUP 13.9 13.6 9.6 98.4 17.7 22.4 8.1 42.2 422 26.4 29.5
BSR 15.8 13.9 11.9 98.7 20.5 243 9.6 45.7 455 30.3 31.6
DWP 17.5 17.2 13.5 99 19.2 29.8 9.7 544 529 375 35.1
Admix 18.5 16.7 13.8 98.1 23.8 27.5 15.9 46.3 47.1 38.9 34.7
SIA 17.4 21.5 16.7 98.8 27.2 322 13.1 56.1 59.2 429 38.5
ODI 14.4 223 22.0 99.4 26.0 395 13.9 51.8 60.7 44.7 395
CFM 374 319 271.3 97.9 46.1 53.0 27.8 76.9 76.1 682 549
RaPA 513,06 535,10 49,06 974,00 608,93 684,71, 485,50 867,93 875,94 840,90 680
Source : ViT Target model

Attack RN18 RNS50 VGG16 Incv3 EFBO DNI121 MBv2 IRv2 Incv4 Xcep Avg.
DI 0.5 1.0 0.8 2.1 2.1 1.1 1.3 1.8 1.6 14 1.4

RDI 1.7 2.4 1.3 4.1 6.3 4.1 2.7 5.8 49 4.6 3.8

SI 29 39 1.1 8.0 9.2 59 2.7 79 6.2 6.8 5.5

BSR 5.0 8.2 39 11.2 15.0 12.8 53 15.5 13.4 11.2 10.2
DWP 13.5 11.7 7.1 15.8 222 16.7 10.2 17.4 16.3 16.3 14.7
SE-ViT 8.9 12.0 6.9 21 25.3 20.5 8.3 23.8 22.5 20.3 17.0
Admix 16.4 20.4 13.2 31.8 383 315 17.8 353 31.9 29.8 26.6
SIA 3.6 4.8 3.0 8.1 12.2 8.4 35 8.9 10.1 8.3 7.1

ODI 12.4 20.0 10.6 28.3 28.9 30.9 10.4 355 34.4 27.9 239
CFM 26.1 334 18.0 45.2 56.8 47.3 232 54.5 49.9 462  40.1
RaPA 372,07 429,07 286,50 575,14 682,04 568,90, 364,97 629,94 626,01 583, 512

Table 4. ASRs (%) against ten target models on the ImageNet-Compatible dataset. All the attack methods are combined with MI-TI. The
best results are shown in bold and the second best results are underlined.
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Figure 2. Average ASRs along optimization iterations. Here S denotes the number of inferences per iteration.

Different Types of Layers We use ResNet-50 and ViT
as surrogate models to analyze the impacts of layer types.
For ResNet-50, we apply RaPA to different combinations
of Batch Normalization (BN) layer, Fully Connected (FC)
layer, and Convolutional (Conv) layer. Similarly, we con-
sider Layer Normalization (LN) and FC layers (including
linear transformation layer in the attention layer) for ViT.

Table 5 presents the experimental results. Notably, sim-
ply applying RaPA to all layers achieves equal or higher
ASRs, compared with other baselines. The combination of
BN (or LN) and FC layers performs the best, which vali-
dates our implementation in Section 3. For ResNet-50, ap-
plying DropConnect to Conv layers performs worse than
BN layers. We conjecture that Conv layers have sparser
weights and may be less affected by over-reliance issue.
Applying DropConnect only to FC layers yields particularly

low ASRs, as ResNet contains only a single FC layer.

DropConnect Probability We investigate the impact of
varying DropConnect probabilities p using ResNet-50 as a
surrogate model. RaPA is run with p ranging from 0.01 to
0.09, and we report the average ASRs over 16 models in
Appendix D.3. The mean ASR is 66.3% with a standard
deviation of 5.9%, peaking at 72.4% when p = 0.05. No-
tably, with p € [0.03,0.07], RaPA consistently outperforms
baselines by over 2%, underscoring the stability of the pro-
posed method across different choices.

More Iterations and Inferences We study performance
under different total iterations and numbers of inferences
per iteration, denoted as 7" and .S, respectively. We use
ResNet-50 as the surrogate model and evaluate how well
adversarial examples transfer to the 16 target models.



Source Model BN FC Conv ASRs (%)
v 72.1
v 41.1
v 65.1
RN50 v v 72.4
v v 69.1
v v 64.7
v v v 69.2

Source Model LN FC - ASRs (%)
v 58.6
ViT v 63.9
v v 65.2

Table 5. Applying DropConnect to different types of layers. The
reported ASRs(%) are averages over 16 target models.
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Figure 3. Average ASRs with different iterations (7°) and different
numbers of inferences per iteration (S).

The results are reported in Figure 2. Although existing
methods may also benefit from additional optimization it-
erations, RaPA and Admix have the best gains when T in-
creases, while RaPA achieves a much higher ASR than Ad-
mix. With S increasing, RaPA can outperform CFM even
at an early stage of the optimization process. We also de-
pict Figure 3 to ease the comparison of the gains of different
methods when both 7" and S increase. As we observe, RaPA
benefits the most from an additional compute budget.

4.4. Attack Performance Against Defenses

We evaluate RaPA against several defenses: adversarially
trained ResNet-50 (advRN) [39], Ensemble-Adversarial-
Inception-ResNet-v2 (ensIR) [21], High-level representa-
tion Guided Denoiser (HGD) [28], Bit Depth Reduction
(Bit) [15], JPEG compression [15], R&P [55], and Diffpure
[35]. We utilize ResNet-50 as the surrogate model. For Bit,
JPEG, and R&P, the target model is ResNet-18 and for Diff-
pure, the target model is ResNet-50. As shown in Table 6,
RaPA outperforms all other baselines. Notably, against the
strong defenses ensIR and HGD, RaPA exceeds the second-
best ASRs by 29.4% and 10.5%, respectively.

RN50 Defense methods
Method advRN ensIR JPEG Bit R&P HGD Diffpure

DI 10.6 0.0 26.7 505 41.1 0.1 0.0
RDI 39.6 0.8 588 758 713 08 0.0
SI 61.8 9.4 75.1 80.7 788 21 0.4
Admix 68.9 5.7 769 814 786 24 0.7
BSR 60.4 3.0 768 852 834 26 0.1
ODI 58.6 5.1 717 738 76.1 0.3 0.3
CFM 841 138 832 915 893 152 0.5

RaPA 88.2 432 912 922 927 25.7 4.0

Table 6. ASRs (%) against six defense methods.

Attack ViT LeViT ConViT Twins PiT CLIP Avg.
RaPA 338 754 27.6 595 573 156 45.0
DSM 8.1 49.5 7.8 31.6 233 3.1 206
DSM-RaPA  50.8 842 422 746 726 251 583
SASD-WS 30.1 741 25.6 52.1 529 181 422

SASD-RaPA 429 795 353 63.0 631 259 51.6

Table 7. ASRs (%) of adversarial examples generated by
ResNet50 against Transformer-based targets, comparing RaPA
with training-based methods (DSM and SASD-WS) and their
combinations. Note that when RaPA is combined with SASD-WS,
we did not apply Weight Scaling.

4.5. Training-enhanced Frameworks

We compare RaPA with two training-dependent ap-
proaches, DSM[57] and SASD-WS[54], which involve ad-
ditional optimization to enhance surrogate models for bet-
ter adversarial transferability. Specifically, DSM trains
a surrogate model with dark knowledge extracted from
a teacher model and enriched by mixing augmentation.
SASD-WS improves transferability via sharpness-aware
self-distillation and weight scaling, refining the loss land-
scape and model generalization. Table 7 shows that under
a fully training-free setting, RaPA already surpasses these
training-dependent methods. Furthermore, when integrated
with such training-based frameworks, RaPA continues to
deliver consistent gains. For instance, combining with DSM
increases the average ASR from 20.6% to 58.3%, highlight-
ing its compatibility with existing training-enhanced frame-
works.

5. Concluding Remarks

In this paper, we reveal the over-reliance issue in existing
transfer-based attacks, where adversarial examples depend
excessively on a small subset of model parameters. To
alleviate this, we propose RaPA, which randomly prunes
surrogate parameters during optimization. We show that
the expected effect of random pruning equals adding an
importance-equalization regularizer, thereby reducing pa-
rameter over-reliance and improving transferability. Ex-
tensive experiments on CNN and Transformer architectures
confirm the effectiveness and stability of RaPA.
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Supplementary Material

A. More Related Work

One of the most fundamental attack methods is Fast Gradient Sign Method (FGSM) [12], which uses the direction of gradient
to craft adversarial examples. Iterative-FGSM (I-FGSM) [23] extends FGSM into an iterative framework to enhance the
attack performance. However, while the obtained adversarial examples achieve high success rates for white-box attacks,
they do not perform well when transferred to other black-box models. To improve transferability, many methods have been
proposed, mainly from the following perspectives: input transformation, gradient stabilization, loss function refinement, and
model ensemble.

The first class applies transformations to the input images, thereby diversifying the input patterns [1, 2, 8, 49, 51, 56,
61]. Diverse Inputs (DI) [56] is one of the representative methods. At each iteration, it applies random and differentiable
transformations (e.g., random resizing) to the input image and then maximizes the loss function w.r.t. the transformed inputs.
Resized Diverse Inputs (RDI) [61] extends DI by resizing the transformed image back to its original size. The Translation-
Invariant (TT) attack method [8] optimizes perturbations across a set of translated images, making the adversarial example
less sensitive to the surrogate model. Block Shuffle and Rotate (BSR) [49] divides the input image into blocks, followed by
shuffling or rotation, and Object-based Diversity Inputs (ODI) [1] generates an adversarial example on a 3D object and leads
the rendered image to being classified as the target class. Admix [51] mixes the input image with random samples from other
classes. Clean Feature Mixup (CFM) [2] extends Admix to high-level feature space and introduces two types of competing
noises to guide adversarial perturbations. Building upon it, Feature Tuning Mixup (FTM) [27] further introduces learnable
and attack-specific feature perturbations that combine random and optimized noises in the feature space, achieving SoTA
performance in transfer-based targeted attacks.

The second class of methods stabilize the gradient updates to enhance transferability during adversarial example genera-
tion. Momentum Iterative FGSM (MI-FGSM) [7] incorporates a momentum term into I-FGSM, helping avoid local optima.
The Variance-Tuned (VT) method [50] further improves stability by not only accumulating the gradients at current iteration
but also incorporating the variance of gradients from previous iterations to adjust the current update. Scale-Invariant (SI)
optimization [29] leverages the scale-invariance property of deep learning models by applying perturbations across multiple
scaled copies of the input image, in order to reduce overfitting to the white-box model.

Another direction is to devise tailored loss functions, particularly for targeted attacks. The Po+Trip method [25] introduces
Poincaré distance as a similarity measure and dynamically adjusts gradient magnitudes to mitigate the “noise curing” issue.
The Logit method [60], which directly maximizes the logit output of the target class, alleviates the gradient vanishing problem
and has demonstrated significant improvement w.r.t. transferability of targeted attack.

Additionally, surrogate model ensemble is also useful to enhancing transferability, where one utilizes the average of losses,
predictions, or logits of multiple models to craft adversarial examples [7, 31]. A recent work [3] proposes the common
weakness attack method composed of sharpness aware minimization and cosine similarity encourager, beyond the averaging.
As shown in [20, 30], the transferability generally improves with an increasing number of surrogate classifiers. However, the
number of surrogate models in practice is usually small and picking proper surrogate models for the same task is also not
easy.

Another line of work focuses on improving the surrogate model itself through additional training to enhance the adversar-
ial transferability. Dark Surrogate Model (DSM) [57] trains a surrogate model using dark knowledge distilled from a teacher
model and further augments the training data with mixing augmentations such as CutMix and Mixup, thereby enriching soft
supervision and improving transferability. SASD-WS [54] introduces Sharpness-Aware Self-Distillation (SASD) to flatten
the loss landscape and combines it with Weight Scaling (WS) to approximate model ensembling. While these approaches
require retraining surrogate models, our RaPA works in a fraining-free manner, yet achieves comparable or even superior
transferability, and can be seamlessly integrated with such training-based frameworks.

Closely related to the present work is self-ensemble [20, 26, 34, 58], which creates multiple models from only one surro-
gate model. Transfer-based self-ensemble (T-sea) [20] locally apply various transformations onto the input image to improve
such diversity while preserving the structure of imagetargets the task of object detection, and the self-ensemble method in
[34] specifically considers vision Transformer as surrogate model and is denoted as SE-ViT in this paper. Ghost Network [20]
perturbs surrogate model to create a set of new models and then samples one model from the set at each iteration. Masking
Unimportant Parameters (MUP) [58] drops out unimportant parameters according to a predefined Taylor expansion-based
metric.



B. Estimation and Approximation

B.1. Parameter Importance Estimation and Pruning by Importance

Computing the second-order derivative defined in Eq. (3) is generally costly. A more compact approximation is obtained via
first-order expansion [33], which reduces to

(0 = PEU@aa) go <a£ (f (aav)) 91_)2. o

62 6;

In our pilot study, we adopt the method in DepGraph [11] to perform the pruning, which explicitly models inter-layer depen-
dencies and comprehensively groups coupled parameters for pruning.

B.2. Derivation of the Masked Loss Approximation in Eq. (4)

Let 6 represent the entire set of model parameters. We define a random binary mask M € {0, 1}/, where each entry is
independently sampled from a Bernoulli distribution: M; ~ Bernoulli(1 — p). A second-order Taylor expansion gives

L(f(xaav: M ©0)) = L(f (Taav; ) + ZgiAi + 3 ZHiinAj7
i i

where A = (M — 1) © 0, g; = OL(f(waav; 0))/00; and H;j = O*L( f (zaav;0))/(80;00;) evaluated at §. Since p is taken
to be small and close to zero, we have E[A;] ~ 0. And the mask entries are independent, so we further have E[A;A;] ~ 0
for i # j while E[A?] = p(1 — p)#2. Taking expectations yields

Enm [E(f(xadv; Mo 0))] ~ E(f(zadv; 0)) + @ Z Hy; 0?7 )]

which is the expression in Eq. (4).
B.3. Detailed Gini Coefficients Computation Procedure

We compute the Gini coefficients based on the parameter importance values Z(6;) defined in Eq. (3). For each layer [ in
the surrogate model, we first collect all parameter importance values {Z'(6;)}™ . To better highlight the disparity among
parameters, we further apply an exponential scaling to these importance values before computing the Gini coefficient:

T1(6;) = exp (Il(ﬁi)) , )

where fl(ﬁi) denotes the scaled importance. This transformation magnifies the relative differences among parameters, en-
abling a clearer assessment of importance inequality. ~
Given the scaled importance values {Z!(0;),Z'(62),...,Z'(#,)} in layer [, we compute the Gini coefficient as:

230 i n+1
—1 0 _

i o

where ;) represents the i-th smallest value after sorting in ascending order. A smaller Gini coefficient indicates a more

balanced distribution of parameter importance within the layer.
Finally, we aggregate the Gini coefficients across layers to obtain both the type-wise and overall average results:

Gini! =

(10)

1 l
Ginigyg = — Gini 11
we = 7] > Gini', (1)
leL
where L denotes the set of all layers containing learnable parameters. This process allows us to quantitatively evaluate the
degree of importance imbalance and verify that the proposed random parameter pruning strategy effectively reduces the
model’s over-reliance on a small subset of dominant parameters.

C. Visualization of Adversarial Examples

Figs. 4 and 5 visualize the attention heatmap of the adversarial examples, with surrogate model ResNet-50 and target model
ResNet-18. We observe that the attention heatmaps w.r.t. RaPA on the surrogate model are more similar to the heatmaps on
target model, compared with other attack methods. This in part explains that the generated adversarial example of MCD is
more transferable to the target model.
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Figure 4. Attention heatmap of adversarial example. The true label is ‘black swan’ and the target label is ‘weasel’. The intensity of red
indicates the level of importance assigned to each area, influencing the classifier prediction towards the target label.
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Figure 5. Attention heatmap of adversarial example. The true label is ‘cinema’ and the target label is ‘croquet ball’. The intensity of red
indicates the level of importance assigned to each area, influencing the classifier prediction towards the target label.

D. Additional Experimental Results

D.1. Result of masking the most important parameters

Method DI GN DWP RDI MMP(1%) MMP(0.1%) MMP(0.01%) MMP(0.001%)
ASR(%) 268 297 480 420 0.2 27.7 36.7 38.9

Table 8. Average ASRs when masking the most important parameters (MMP) in the surrogate model at mask ratios of 1 %, 0.1 %, 0.01
%, and 0.001 %. Results are the average over 16 target models on the ImageNet-compatible dataset, with ResNet-50 as surrogate model.
Detailed experimental setting can be found in Section 4.1.

Using the approximation in Eq. (7), we mask the most important parameters. The results are reported in Table 8. As
analyzed in Section 3, masking the most important parameters degrades the model’s attacking capability. A high masking



ratio (e.g., 1 %) causes the attack to fail, whereas a low ratio (e.g., 0.001 %) leaves transferability unaffected, so the ASRs
converge to the baseline RDI.

D.2. Result of other related work

We also include the empirical result of Ghost Networks (GN) [26]. It perturbs only skip connections for residual networks
and also uses one new model at each iteration. For a fair comparison, we combine it with RDI and pick a larger iteration
number for optimization. However, its performance is still much lower.

D.3. Ablation Study on DropConnect Probability

Experimental results of varying DropConnect probabilities are shown in Fig. 6, indicating a stable performance of RaPA
across a range of different parameter values.
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Figure 6. ASRs(%) averaged over 16 models with varying DropConnect probabilities, using ResNet-50 as surrogate .

D.4. Additional Attack Results

Evaluation on Same Architecture Tab. 9 and Tab. 10 present additional attack results under the same-architecture transfer
setting, following the configuration in Sec. 4.1. Our method RaPA consistently outperforms baselines by a large margin. Be-
yond these results, we further evaluate RaPA in more challenging scenarios, including various surrogate model architectures,
multi-model ensembles, and untargeted attack settings.

Evaluation on Newer and Larger Surrogate Models. To further validate the scalability of RaPA, we extend our evaluation
to more recent and significantly larger surrogate models, including ConvNeXtV2-L [53] (2023, 198M parameters), DINOv2-
L [36] (2023, 300M), and the SSM-based MambaVision [16] (2025). As shown in Tab. 11, RaPA consistently outperforms
the state-of-the-art CFM. Notably, the high source-to-source (Src— Src) scores of CFM compared to RaPA further validate
that CFM tends to overfit the surrogate model, whereas RaPA maintains better transferability.

Evaluation on Cross-Dataset Generalization. To verify the generalization of RaPA across different data distributions, we
conduct additional experiments on the ImageNet-V2 dataset[38]. We evaluate the average ASRs across 10 CNN-based and
6 Transformer-based target models. As shown in Tab. 12, RaPA consistently outperforms all baseline methods. Notably, our
method achieves a significant 16.4% improvement in the challenging ViT-to-CNN transfer scenario. These results further
validate that RaPA maintains its superior transferability with different evaluation dataset.

Evaluation on Multi-Model Ensembles. We also investigate the performance of RaPA in a multi-model ensemble setting.
We employ an ensemble of five distinct source models (ResNet50, ResNet18, VGG16, DenseNetl121, and Inception-v3)
and test them against six Transformer-based target models. RaPA demonstrates superior performance in both single-model
(45.0% vs. 32.2% for CFM) and multi-model ensemble settings (63.3% vs. 60.7% for CFM), proving its robustness across
diverse source distributions.

Evaluation on Untargeted Attacks. While our primary focus is on the more challenging targeted attack task, we also
evaluated RaPA in an untargeted setting. We observed that existing methods already achieve near-saturated performance; for
instance, CFM reaches an average ASR of 98.2% across 16 target models. In this regime, while RaPA yields similar ASRs,



the performance gap between top-tier methods becomes statistically indistinguishable. Therefore, the targeted setting serves
as a more effective benchmark for demonstrating the advantages of our approach.

D.5. Model Diversity and Utility

We show the diversity and utility of constructed models. Here diversity is measured by first computing the mean KL-
divergence between the output distributions of each pair of model variants for an input and then averaging these values over
the ImageNet-compatible dataset. Similarly, the utility is quantified by the mean top-1 accuracy over the model variants and
the dataset. We use the same surrogate model ResNet-50 as in the ablation study.

The results are presented in Figure 7. As DropConnect probability p increases, the diversity among different variants
improves while the utility decreases. As shown in Figure 6 in the supplementary material, the average ASR using the same
surrogate model increases with p € [0.01,0.05] and then decreases with p € [0.05,0.09], while the highest ASR is obtained
at p = 0.05. This verifies our discussion in Section 3.3 that the attack performance is affected by both diversity and utility.

Source : RN50 Target model

Attack RN18 RN50 VGGI16 Incvd EFBO DNI121 MBv2 IRv2 Incvd Xcep Avg.
DI 60.1 98.7 64.6 8.1 28.6 77.3 28.4 135 21.1 15.1 415
RDI 80.6 98.7 754 32.8 526 87.4 496 478 51.1 407 61.7
SI 829  98.8 73.7 60.8  66.0 90.0 594 669 687 606 728
BSR 87.9 98.5 84.1 549  70.0 91.6 653 665 689 633 751
Admix 83.2 98.1 78.1 57.1 67.8 86.8 703 619 644 645 732
SIA 84.5 98.3 79.3 39.0  67.1 88.4 70.1  46.0 534 509 67.7
ODI 71.5 98.9 83.0 639 699 89.8 612 71.0 71.1 692 755
MUP 90.3 97.7 85.6 61.8 75.0 91.6 79.3 709 71.8 687 793
CFM 92.0 98.0 89.5 74.8  85.6 93.4 852 826 825 81.7 86.5
RaPA 93.0 982 91.0 82.6 885 93.6 909 82.1 855 850 89.0
Source : DN121 Target model

Attack RN18 RN50 VGGI16 Incvd EFBO DNI21 MBv2 1IRv2 Incvd Xcep Avg.
DI 28.1 36.4 35.8 6.5 14.5 99.0 10.1 9.8 139 10.1 264
RDI 50.9 544 46.7 193 269 98.6 20.6  29.8 30,5 247 402
SI 54.8 60.9 43.0 356 379 98.6 267 43.6 435 346 479
BSR 61.6 70.3 57.3 34.1 41.7 98.3 302 4277 445 375 518
Admix 72.4 74.3 65.8 469  55.1 97.9 512 555 56,6 539 630
SIA 69.2 79.3 66.2 349 548 98.1 45.1 40.6 516 441 584
ODI 59.6 71.5 69.6 48.1 522 98.9 355 581 600 527 60.6
MUP 79.9 86.9 75.2 503 605 97.7 514 657 665 61.0 69.5
CFM 824 89 786 609 699 985 60.5 730 727 703 75.6
RaPA 89.6 90.2 85.1 77.8 844 97.4 844 832 84.1 83.7 86.0
Source : CLIP Target model

Attack RN18 RN50 VGGI16 Incvd EFBO DNI121 MBv2 IRv2 Incvd Xcep Avg.
DI 0.1 0.1 0.1 0.0 0.0 0.1 0.2 0.0 0.0 0.1 0.1

RDI 0.5 0.4 0.2 04 0.9 04 0.3 0.4 0.2 0.7 0.4

SI 0.6 0.5 0.6 1.4 1.6 14 1.0 1.0 0.8 1.2 1.0

BSR 1.7 1.6 0.9 1.9 3.5 2.4 1.5 1.9 2.3 22 2.0

Admix 2.7 2.2 1.6 4.1 6.0 3.5 2.8 2.9 3.8 3.6 33

SIA 0.9 1.0 0.8 1.8 3.5 1.6 1.9 1.3 1.8 2.6 1.7

ODI 1.1 7.0 5.1 110 137  13.0 65 113 118 115 99
CFM 3.1 33 14 4.9 7.8 43 2.5 54 4.1 4.8 42

RaPA 8.8 9.5 4.9 146 175 14.9 8.5 125 128 124 11.6

Table 9. Additional experimental results against ten target models on the ImageNet-Compatible dataset, using RN50, DN121 and CLIP as
surrogate model, respectively. All the attack methods are combined with MI-TI. The best results are shown in bold and the second best
results are underlined.



Source : Incv3 Target model

Attack ViT  LeViT ConViT Twins PiT CLIP Avg.
DI 0.1 0.8 0.1 0.3 0.5 0.2 0.3
RDI 0.1 3.1 0.6 2.0 1.9 0.0 1.3
SI 1.0 5.0 1.0 2.0 3.8 0.4 22
SIA 1.5 16.8 1.7 5.2 6.8 0.4 54
BSR 1.3 15.3 1.9 5.6 7.3 0.5 53
Admix 2.0 17.4 1.9 6.7 8.5 1.4 6.3
ODI 3.6 21.6 44 8.9 15.1 2.0 9.3
MUP 1.4 11.9 2.3 44 5.4 04 43
CFM 97 434 838 232 264 39 192
RaPA 14.7 57.6 16.7 345 380 53 278
Source : ViT Target model

Attack ViT  LeViT ConViT Twins PiT CLIP Avg.
DI 1000 113 15.6 7.4 148 32 254
RDI 100.0 315 38.9 236 362 77 396
SI 100.0 48.2 59.2 283 514 148 503
SIA 100.0  43.0 71.9 448 562 12.0 55.6
BSR 100.0 57.8 63.0 457 672 185 587
Admix 99.8 78.2 81.5 664 792 396 74.1
SE 100 65.6 75.7 56.4 72 204 65.0
ODI 100.0 74.8 68.3 63.1 817 316 699
CEM 999  90.9 942 85 916 553 857
RaPA 99.6 924 95.7 874 944 635 888
Source : CLIP Target model

Attack ViT  LeViT ConViT Twins PiT CLIP Avg.
DI 0.0 0.0 0.1 0.0 00 998 16.6
RDI 1.3 1.5 0.6 0.4 1.0 998 174
SI 3.1 4.5 2.5 1.7 62 996 19.6
SIA 7.7 7.9 53 3.6 83 997 221
BSR 7.0 9.2 4.9 2.9 85 995 220
Admix 7.3 11.9 55 42 1.1 99.0 232
ODI 19.1 243 131 117 227 998 318
CFM 13.3 15.4 8.6 4.7 135 998 259
RaPA 32.5 35.5 25.1 16.7 33.0 984 40.2

Table 10. Additional experimental results against five transformer-based target models on the ImageNet-Compatible dataset, using RN50,
DN121 and CLIP as surrogate model, respectively. All methods are combined with MI-TI. The best results are shown in bold, and the
second best results are underlined.

Source Model | Method | CNNs Avg | ViTs Avg | Src—Sre
MambaVision-T EI;;/IA (lég 223 z;g
DINOv2-Large El;glA 42;(1)2 i;; 19080.'70
ConvNeXtV2-L EE?A ‘2‘2;2 iﬁf; 188:8

Table 11. Comparisons on newer and larger source models. ASR (%) is reported. Src—Src prove that CFM overfit to surrogate model

We conclude that the better performance of RaPA is due to the improved diversification across the variants while keeping
each variant sufficiently useful.



Source: RN50

Source: ViT

Method CNN  ViT | CNN  ViT
CEM 810 520 | 566 869
FTM 832 547 | 203 356
RaPA (Ours) | 863 587 | 73.0 910

Table 12. ASR (%) on ImageNet-V2. RaPA vs. baselines (CFM, FTM) using RN50 and ViT surrogates transferred to 10 CNN and 6

Transformer models.
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Figure 7. Diversity and Utility with increasing mask ratio.

Ethical Statement

While our work is intended for research and defense purposes, it could be misused by malicious actors to craft black-box
adversarial attacks against safety-critical systems such as autonomous-driving or medical models. By demonstrating that
these systems remain vulnerable even when attackers have no knowledge of their internal details, we aim to alert service
providers and researchers to this threat and to accelerate the development of more robust deep-learning defenses.
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