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6. Convergence Analysis of MDCS-MI
Lemma 4. [28] ∀x1,x2 ∈ Rd, we have

∥PQ,D−1
t

(x1)− PQ,D−1
t

(x2)∥D−1
t

≤ ∥x1 − x2∥D−1
t

.
(11)

and
x∗ = PQ,D−1

t
(x∗). (12)

Lemma 5. Let 1 > λ > 0 and β > 0. Let βt = βλt−1.
Suppose {mt+1}∞t=1 is generated by MDCS-MI. Then there
exits a M2 > 1 such that

∥mt+1∥ ≤ M2, ∀t > 0,

Proof Note

∥∇xJ(x
adv)∥ ≤ ∥∇xJ(x

adv)∥1.

Then

∥mt+1∥ ≤ βt∥mt∥+1 ≤ βt−1∥mt−1∥+βt+1 ≤
t∑

i=1

βi+1.

Let M2 =
∑∞

i=1 βi + 1, Lemma 5 follows from the
convergence of

∑t
i=1 βi.

Note
dt,i = min(

1

|mt+1,i|
, dt−1,i).

According to Lemma 5, we can get

Lemma 6. Let 1 > λ > 0 and β > 0. Let βt = βλt−1.
Suppose {Dt}∞t=1 is generated by MDCS-MI. Then for each
t and i,

1

M2
≤ dt,i ≤ 1.

Proof of Theorem 3
From Lemma 4, we know
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t )
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Rearrange the inequality, we have
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Using the property of concave functions,

⟨∇xJ(x
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t ),xadv
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t )− J(x∗).

Then
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Summing this inequality from t = 1 to T , we obtain
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To bound P1, we have
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According to Lemma 6,
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To bound P2, we have

P2 =

T∑
t=1

βt∥xadv
t − x∗∥2

2αt

≤ βG2

2γ

T∑
t=1

λt−1
√
t

≤ βG2

2γ

T∑
t=1

λt−1t

≤ βG2

2γ(1− λ)2

(15)

To bound P3, according to Lemma 4, we have
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Combining (14), (15) and (16), we have
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This completes the proof of Theorem 3.

7. Pseudocode for MDCS-MEF and MDCS-
OPS

For clarity, we give the detailed descriptions of MDCS-
MEF (Algorithm 2) and MDCS-OPS (Algorithm 3) for im-
age classification tasks.

Algorithm 2 MDCS-MEF

Input: Loss function J , a raw example x with ground-truth
label y, the perturbation size ϵ, momentum parameter
0 < βt ≤ 1, step-size αt > 0, maximum iteration T ,
the outer/inner decay factor µouter/µinner; the number
of randomly sampled examples, N ; neighborhood ra-
dius ξ, exploration radius γ.

1: Initialize xadv
0 = x, d0,i = 1. gouter

0 = 0;
{ginner0,n }Nn=1 = 0; xadv

0 = x; α = ϵ/T
2: repeat
3: {xt,n}Nn=1 ∈ Uγ(x

adv
t )

4: {x′

t,n}
N

n=1
= {xt,n}Nn=1 + ξ · sign( ginnert,n )}Nn=1)

5: {gt,n}Nn=1 = ∇xJ({x
′

t,i}
N

i=1
)

6: {ginnert,n }Nn=1 =
{gt,n}N

n=1

∥{gt,n}N
n=1∥1

− µinner{ginnert,n }Nn=1

7: gouter
t = µouter g

outer
t + 1

N

∑N
i=1

{gt,n}N
n=1

∥{gt,n}N
n=1∥1

8: dt,i = min( 1
|gouter

t,i | , dt−1,i),

9: Dt = diag(dt),
10: xadv

t+1 = PQ,D−1
t

(xadv
t + αt ·Dt · goutert ).

11: until t = T
Output: xadv

T .



Algorithm 3 MDCS-OPS

Input: Loss function J , a raw example x with ground-truth
label y, the perturbation size ϵ, the maximum iteration
T and decay factor µ; Level list Klist; Radius list Rlist;
Number of operator samples Np; Number of perturba-
tion samples Ne.

1: Initialize xadv
0 = x, d0,i = 1, α = ϵ/T,m0 =

0,∆0 = 0.
2: repeat
3: ḡ = ∇xJ(f(x+∆i), y).
4: for δ in S(D,Ne) do
5: for op in S(P,Np) do
6: ḡ = ḡ +∇xJ [f(op(x+∆i + δ)), y]
7: end for
8: end for
9: ḡ = ḡ

Ne×Np+1 .

10: mt+1 = µ ·mt +
ḡ

∥ḡ∥1
.

11: dt,i = min( 1
|mt,i| , dt−1,i),

12: Dt = diag(dt),
13: ∆i+1 = PQ,D−1

t
(∆i + αt ·Dt ·mt+1).

14: until t = T
Output: xadv

T .

8. Additional Experiments
This section presents more experimental results to provide a
comprehensive empirical evaluation of the proposed meth-
ods on image classification, Visual Question Answering
(VQA), and cross-modal retrieval tasks.

8.1. Image Classification Tasks
8.1.1. Transferability and Stability
In this subsection, we extend our evaluation to include ad-
ditional source models, namely VGG16 and ViT-B/16. The
success rates of these transfer attacks are quantified in Tab.
5. The results clearly demonstrate that our derived MDCS
strategy consistently enhances adversarial transferability
compared to the baseline attacks. Notably, the MDCS-OPS
variant achieves the highest attack success rate in the black-
box setting, establishing a new state-of-the-art. As shown in
Fig. 7, integrating the MDCS strategy into TI and SI signifi-
cantly enhances the iterative stability of adversarial attacks.

8.1.2. Convergence Behavior
To make a through comparison, we also investigate the
white-box and black-box attack convergence behavior of
loss function J(xadv

t , y) with respect to the number of it-
erations. The relationship between the value of loss func-
tion J(xadv

t , y) and the number of iterations is shown in
Fig. 8. We summarize three key findings: (1) Overfit-
ting is observed in I-FGSM and MI-FGSM. (2) The sta-
bility of black-box ASR ensures that whenever the iteration

is stopped, relatively good and reliable transferability can
be provided. (3) From an optimization perspective, Fig.8
clearly verify the overfitting of I-FGSM and MI-FGSM,
and the stability of our MDCS. Naturally, if the concerned
momentum is already stable like that in OPS, gains from
MDCS are moderate.

To sum up, stability refers to maintaining performance
across iterations without degradation. The degradation in
black-box ASR typically indicates overfitting. Therefore,
stability contributes to improved transferability.

8.1.3. Ablation Study
Here, we investigate the impact of the step-size parameter γ
on the performance of MDCS-MI, which governs the trade-
off between transferability and imperceptibility. According
to [49], there remains a notable lack of consensus and at-
tention regarding the proper metrics for evaluating imper-
ceptibility. A popular proxy measure of imperceptibility is
the Lp-norm of the perturbation. It offers a good trade-off
between simplicity, mathematical tractability, and practical-
ity in applications [34]. Recent research [48, 49] suggests
that it is problematic to solely constrain all attacks with the
same L∞ norm bound without more comprehensive com-
parisons. Thus, we employ 7 different metrics as the in-
dicators of imperceptibility of the crafted AEs, including
the Average L∞ Distortion (ALDp), Average L2 Distortion
(ALDp) [23], Peak Signal-to-Noise Ratio (PSNR), Struc-
tural Similarity Index Measure (SSIM), Multi Scale Struc-
tural Similarity Index Measure (MS-SSIM), Frechet Incep-
tion Distance (FID) [16], Learned Perceptual Image Patch
Similarity (LPIPS) [47]. As shown in Fig. 9, the attack
successful rate of MDCS-MI increases with the growth of
γ (varied within the range of 0.25 to 10). The rate plateaus
at around 47% when γ is greater than 2. For impercepti-
bility, the increase of γ leads to a significant improvement
in all metrics except for FID and ALDp(p = ∞). There-
fore, a holistic assessment with diverse metrics is essential
for evaluating the imperceptibility of AEs. By balancing the
transferability and imperceptibility in our experiment, γ is
determined by simple grid search over the range [2, 4].

8.2. VQA Tasks
VQA serves as a practical application of large multimodal
models, in which the model is tasked with generating an
open-ended answer from a given image and an associated
question. In contrast to adversarial attacks on image classi-
fication, white-box attacks for VQA have not achieved sat-
isfactory performance [5, 44]. Therefore, this subsection
specifically investigates white-box attacks on VQA, utiliz-
ing image perturbation techniques.

We conduct experiments on the TextVQA dataset [33],
targeting two representative VLMs: LLaVA-1.5 [25] and
PrismVLM [18]. To validate the effect of our MDCS,
we focus on attacking visual encoders to generate AEs



Figure 7. Stability comparison of SI and TI (based on MI-FGSM). We employ Res50 as surrogate model and Inc-v3 as target model with
ϵ = 16/255.

Figure 8. Dynamics of white-box and black-box losses. We employ Res50 as surrogate model and Vis-S as target model.

for LLaVA-1.5 and PrismVLM, respectively. The white-
box attack success rates are reported for two input types:
Pure (raw textual questions) and OCR (augmented prompts
that incorporate both raw questions and OCR-extracted text
from the images).

The notations Pre, PostN in Tab. 6 refer to accuracy
(%) for pre-attack, post-attack under normal setting, respec-
tively. ASR represents the Attack Success Rate, which is
derived from the values of Pre and PostN . Tab. 6 presents
the attack success rates of our method compared to sev-
eral baselines. MDCS-MI consistently achieves the high-
est rates across all experimental settings. The performance
gain is particularly significant on the PrismVLM model,
achieving an improvement of 3.0% and 4.1% in the Pure
and OCR settings, respectively. Fig. 10 presents a side-by-
side comparison of the images and PrismVLM’s answers on
the textVQA dataset before and after being subjected to the

MDCS-MI attack.

8.3. Cross-Modal Retrieval Tasks

In the main text, we have reported R@1 attack success rates
for cross-model transferability experiments for conciseness.
In this subsection, we present the complete evaluation re-
sults for both image-text and text-image retrieval tasks on
the Flickr30K (Table 7) and MSCOCO (Table 8) datasets.
These results include attack success rates at R@1, R@5,
and R@10.

These results validate the general applicability of our
MDCS module. Integrating MDCS with a spectrum of
attack frameworks, from foundational methods like SGA
and DRA to the state-of-the-art SA-AET, yields consis-
tent performance gains. In each tested cross-model trans-
ferable scenario, MDCS-SGA, MDCS-DRA, and MDCS-
SAAET demonstrably outperform their baseline counter-
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Figure 9. Ablation study on the value of γ for MDCS-MI. We employ Res50 as surrogate model and Inc-v3 as target model.

parts. This confirms that MDCS functions as a potent and
model-agnostic component for amplifying the transferabil-
ity of adversarial attacks across various VLP architectures
and metrics.



Table 5. Transferability comparisons across different networks. AEs are crafted for VGG16 and ViT-B/16. The best results
are marked in bold. The gray area represents adversarial attacks under a white-box setting, the rest are black-box attacks.

Model Attack Res50 VGG16 Mob-v2 Inc-v3 ViT-B PiT-B Vis-S

VGG16

I-FGSM 35.8 99.9 62.9 27.1 8.0 15.5 25.1
MI 59.1 99.8 80.2 55.9 15.6 29.6 44.4

MDCS-MI 59.5 99.8 81.0 59.9 17.5 30.3 45.9
VMI 74.1 99.8 88.6 72.9 26.1 44.2 60.9
EMI 74.6 100.0 90.5 69.8 21.5 38.9 57.9
GRA 71.3 100.0 89.9 79.6 27.0 42.7 58.0

MUMODIG 90.6 100.0 96.4 90.2 31.3 54.9 78.3
PGN 72.1 100.0 89.4 80.8 28.0 44.9 58.6
MEF 83.0 99.9 93.9 82.8 31.9 51.6 70.3

MDCS-MEF 85.7 99.9 93.5 83.9 34.8 55.8 73.3
SIA 92.9 100.0 98.1 86.9 35.5 61.9 84.8
OPS 97.4 100.0 99.2 99.1 63.7 80.1 93.4

MDCS-OPS 98.1 100.0 99.6 99.3 66.7 82.3 93.9

ViT-B/16

I-FGSM 18.0 37.8 35.5 25.4 99.9 29.0 28.6
MI 41.2 63.9 58.7 47.3 100.0 50.2 51.0

MDCS-MI 45.7 70.8 61.3 53.0 100.0 54.0 55.1
VMI 54.6 68.9 64.7 56.2 100.0 67.5 67.3
EMI 59.3 75.9 71.8 64.7 100.0 72.2 74.7
GRA 66.8 76.1 74.3 71.4 99.6 80.3 80.4

MUMODIG 73.2 78.6 77.2 75.0 99.4 83.7 82.8
PGN 69.8 79.4 77.4 75.4 99.6 84.2 85.2
MEF 75.0 81.1 82.8 78.1 99.3 88.2 88.1

MDCS-MEF 74.8 84.1 84.6 80.1 99.8 88.0 88.0
SIA 84.2 86.8 86.8 78.3 99.9 91.4 91.5
OPS 91.2 93.8 93.9 94.4 99.3 95.9 96.0

MDCS-OPS 93.9 95.9 96.0 96.6 99.9 97.7 98.3
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Answer: Bahia

Figure 10. A comparison between responses from the clean image
and the adversarial image generated by MDCS-MI against pris-
mVLM. Image and questions source are from textVQA.

Table 6. The white-box adversarial attacks of Pure and OCR
VQA tasks in VLMs.

Model Type Attack Pre PostN ASR

LLaVA-1.5

Pure

FGSM 47.3 37.2 10.1
PGD 47.3 22.1 25.2
MEF 47.3 22.1 25.2
MI 47.3 20.9 26.4

MDCS-MI 47.3 20.9 26.4

OCR

FGSM 58.5 53.7 4.8
PGD 58.5 37.5 21.0
MEF 58.5 36.3 22.2
MI 58.5 37.2 21.3

MDCS-MI 58.5 35.4 23.1

PrismVLM

Pure

FGSM 56.9 41.3 15.6
PGD 56.9 26.1 30.8
MEF 56.9 25.8 31.1
MI 56.9 26.0 30.9

MDCS-MI 56.9 22.8 34.1

OCR

FGSM 61.9 49.7 12.2
PGD 61.9 31.4 30.5
MEF 61.9 31.1 30.8
MI 61.9 31.6 30.3

MDCS-MI 61.9 27.0 34.9



Table 7. Detailed comparison of attack success rates on Flickr30K dataset. The gray-shaded cells represent attacks in a
white-box setting, while the remaining cells show results for black-box transfer attacks. We report the attack success rates
(%) for cross modal retrieval tasks using R@1, R@5, and R@10 metrics. The adversarial perturbations are constrained by
an L∞ norm of 8/255, generated over 10 iterations with a step-size of 2/255.

FLICKR30K (Image-Text Retrieval)

Source Attack
ALBEF TCL CLIPViT CLIPCNN

R@1 R@5 R@10 R@1 R@5 R@10 R@1 R@5 R@10 R@1 R@5 R@10

ALBEF

Co-Attack 97.1 94.59 92.60 39.52 20.40 14.53 29.82 11.73 6.61 31.29 11.73 5.77
SGA 99.79 99.80 99.80 87.67 77.09 70.54 38.04 19.11 13.11 41.63 21.56 14.62

MDCS-SGA 100.0 100.0 100.0 91.78 82.11 76.75 41.35 22.64 15.55 45.08 25.90 17.71
DRA 99.79 99.80 99.80 89.78 80.90 75.75 46.63 24.30 18.60 50.32 27.91 20.19

MDCS-DRA 99.9 99.80 99.80 93.26 85.63 79.26 49.94 28.35 20.43 55.56 32.66 23.38
SA-AET 99.9 99.80 99.80 96.31 92.56 89.58 54.23 33.13 24.90 58.88 37.53 27.50

MDCS-SAAET 99.9 99.90 99.90 96.52 94.47 91.88 60.25 38.53 29.17 60.54 42.71 32.13

TCL

Co-Attack 49.84 27.45 60.36 91.68 85.23 80.96 32.64 13.40 6.81 32.06 14.27 8.14
SGA 93.33 87.17 83.70 100.0 100.0 100.0 37.42 18.28 12.20 42.02 22.73 15.65

MDCS-SGA 95.10 90.08 87.10 100.0 100.0 100.0 42.45 21.18 15.75 46.87 26.74 20.29
DRA 95.31 91.18 89.80 100.0 100.0 99.90 46.26 26.38 18.50 50.70 30.66 21.83

MDCS-DRA 96.66 92.48 90.70 100.0 100.0 100.0 50.92 28.35 20.83 56.19 34.88 25.44
SA-AET 98.85 96.69 95.40 100.0 100.0 100.0 53.99 33.02 26.42 59.64 39.96 30.38

MDCS-SAAET 99.17 96.69 96.10 100.0 100.0 100.0 57.79 39.25 29.17 62.71 44.19 34.29

CLIPViT

Co-Attack 8.55 1.50 0.50 10.01 2.01 0.70 78.5 57.4 45.53 29.50 11.42 6.08
SGA 21.58 8.02 5.10 24.66 9.45 4.91 100.0 100.0 99.9 52.49 34.04 25.23

MDCS-SGA 29.30 13.23 8.60 30.56 13.07 8.52 100.0 100.0 100.0 57.60 37.32 28.73
DRA 27.95 11.92 7.90 29.08 12.56 7.72 100.0 99.90 99.80 62.45 42.81 31.72

MDCS-DRA 34.41 15.63 11.40 35.51 15.08 9.92 100.0 100.0 100.0 68.45 46.51 37.08
SA-AET 35.97 19.74 15.30 37.93 19.90 13.83 100.0 100.0 100.0 69.09 50.11 42.12

MDCS-SAAET 42.34 23.35 18.30 43.52 25.03 17.84 100.0 100.0 100.0 73.18 55.29 46.34

CLIPCNN

Co-Attack 10.53 1.60 0.40 12.54 2.01 0.70 27.24 12.05 6.50 95.91 89.75 85.99
SGA 15.02 4.71 2.50 18.34 6.33 3.21 39.51 19.83 12.70 100.0 99.58 99.38

MDCS-SGA 19.19 8.62 5.00 23.92 9.25 6.01 45.89 24.30 17.68 99.87 99.68 99.59
DRA 19.08 6.41 3.30 22.02 7.14 3.01 48.34 26.48 17.99 100.0 99.58 99.28

MDCS-DRA 23.04 10.02 6.40 25.82 10.45 6.51 55.83 31.98 22.15 100.0 99.68 99.59
SA-AET 23.88 9.12 6.00 25.18 10.05 6.91 54.60 31.26 23.78 100.0 100.0 99.79

MDCS-SAAET 30.76 13.93 10.00 33.40 15.68 10.52 61.72 41.33 31.50 100.0 100.0 100.0

FLICKR30K (Text-Image Retrieval)

Source Attack
ALBEF TCL CLIPViT CLIPCNN

R@1 R@5 R@10 R@1 R@5 R@10 R@1 R@5 R@10 R@1 R@5 R@10

ALBEF

Co-Attack 98.36 96.41 94.86 51.24 31.90 24.41 38.92 23.31 17.01 41.99 25.18 18.55
SGA 99.95 99.88 99.88 87.88 77.07 70.94 46.17 28.40 21.96 50.36 32.24 24.67

MDCS-SGA 99.98 99.96 99.96 91.24 81.87 75.55 49.71 30.88 23.68 53.93 35.15 27.69
DRA 99.91 99.92 99.86 90.52 82.05 76.42 57.28 38.15 29.87 59.11 41.41 33.59

MDCS-DRA 99.98 99.92 99.92 92.98 85.67 80.63 59.31 40.74 31.95 62.44 45.20 36.05
SA-AET 100.0 99.90 99.90 96.19 92.21 89.32 63.50 45.95 36.81 65.18 48.37 39.87

MDCS-SAAET 100.0 99.94 99.92 96.71 93.24 90.48 67.01 49.19 40.86 67.89 51.80 43.51

TCL

Co-Attack 60.36 41.59 33.26 95.48 90.32 86.74 42.69 26.44 20.37 47.82 30.47 23.13
SGA 92.84 87.31 83.46 100.0 100.0 100.0 46.39 29.57 22.50 51.36 33.38 25.23

MDCS-SGA 94.69 89.54 86.78 100.0 100.0 100.0 49.19 31.58 25.05 55.71 37.17 28.33
DRA 95.35 91.57 89.04 100.0 99.98 99.94 56.80 39.31 31.62 61.54 43.57 35.01

MDCS-DRA 96.42 92.92 90.96 100.0 100.0 100.0 59.76 41.91 35.02 65.01 46.89 38.60
SA-AET 98.48 96.82 95.43 99.98 99.96 99.96 63.27 46.13 38.42 68.44 50.68 42.04

MDCS-SAAET 98.88 97.13 96.20 100.0 100.0 99.98 65.98 49.71 42.02 71.01 54.20 45.92

CLIPViT

Co-Attack 20.18 9.54 7.12 21.29 9.51 6.78 87.50 77.95 73.40 38.49 23.19 17.87
SGA 34.89 18.07 13.69 35.83 18.79 14.11 100.0 100.0 100.0 60.38 42.58 35.19

MDCS-SGA 40.69 21.90 16.28 39.81 22.45 16.02 100.0 100.0 100.0 66.00 48.20 39.71
DRA 43.29 24.63 18.82 44.83 25.76 19.39 100.0 100.0 99.96 69.47 53.88 45.06

MDCS-DRA 48.15 28.63 21.69 48.40 28.65 22.24 100.0 100.0 100.0 73.41 57.79 49.24
SA-AET 50.28 32.08 25.76 51.36 32.77 26.18 100.0 99.98 99.98 74.00 59.22 51.62

MDCS-SAAET 54.86 36.89 29.32 55.45 36.49 29.16 100.0 99.98 99.96 77.53 63.15 55.61

CLIPCNN

Co-Attack 23.62 11.40 8.21 26.05 12.69 8.79 40.62 24.71 18.82 96.50 92.75 90.35
SGA 28.60 14.99 10.92 32.26 17.32 12.67 51.16 33.45 25.56 100.0 99.90 99.73

MDCS-SGA 33.44 17.86 12.90 36.48 19.02 14.09 56.22 38.64 30.14 100.0 99.95 99.86
DRA 33.96 18.50 13.49 37.45 20.74 15.13 59.02 40.55 32.75 99.93 99.59 99.28

MDCS-DRA 39.43 22.29 16.60 41.05 23.53 17.83 63.89 45.60 36.89 100.0 99.93 99.82
SA-AET 37.89 21.68 16.52 41.69 24.33 18.14 63.14 44.45 35.52 99.97 99.78 99.62

MDCS-SAAET 45.02 27.71 21.17 47.57 30.10 22.68 69.56 52.18 43.76 99.97 99.88 99.82



Table 8. Detailed comparison of attack success rates on MSCOCO dataset. We report the attack success rates (%) for both
Image-Text Retrieval and Text-Image Retrieval tasks using R@1, R@5, and R@10 metrics. The adversarial perturbations
are constrained by an L∞ norm of 8/255, generated over 10 iterations with a step size of 2/255.

MSCOCO (Image-Text Retrieval)

Source Attack
ALBEF TCL CLIPViT CLIPCNN

R@1 R@5 R@10 R@1 R@5 R@10 R@1 R@5 R@10 R@1 R@5 R@10

ALBEF

Co-Attack 96.65 94.74 93.12 57.33 37.24 28.53 50.71 33.10 26.44 52.06 33.89 27.47
SGA 99.95 99.70 99.65 87.22 76.39 69.34 64.06 46.76 39.02 63.34 47.67 39.72

MDCS-SGA 100.0 99.96 99.84 88.23 77.94 70.73 64.94 49.08 40.44 66.12 49.63 41.83
DRA 99.92 99.68 99.44 88.78 78.81 72.24 69.21 52.56 43.97 69.06 52.13 43.87

MDCS-DRA 100.0 99.85 99.77 90.29 80.75 74.00 71.77 54.26 45.61 71.19 55.04 46.49
SA-AET 100.0 99.96 99.96 96.98 93.45 90.11 76.61 61.51 53.76 75.32 61.03 53.19

MDCS-SAAET 100.0 99.96 99.94 97.54 94.03 91.04 79.28 65.25 57.33 78.05 64.16 56.44

TCL

Co-Attack 65.22 45.39 36.43 94.95 91.18 89.08 55.28 38.04 29.73 56.68 37.31 29.82
SGA 92.78 86.95 83.68 100.0 99.98 99.96 58.68 44.11 36.70 61.05 45.91 38.36

MDCS-SGA 93.50 88.63 85.36 100.0 100.0 100.0 62.15 46.39 39.56 62.44 48.68 40.94
DRA 94.61 90.49 87.90 100.0 100.0 99.96 71.08 54.81 46.53 70.29 54.94 45.89

MDCS-DRA 95.64 91.81 89.05 100.0 100.0 99.98 72.30 56.36 48.76 72.82 57.71 48.58
SA-AET 97.96 95.78 93.95 100.0 99.98 99.96 76.00 61.54 54.63 75.64 61.00 53.51

MDCS-SAAET 98.12 95.97 94.55 100.0 99.96 99.90 78.33 64.84 57.29 79.12 65.79 56.86

CLIPViT

Co-Attack 26.35 11.97 7.20 28.23 12.89 8.19 88.78 78.21 70.98 47.36 31.49 25.29
SGA 43.88 25.53 17.99 43.73 25.44 18.23 100.0 100.0 100.0 71.60 56.46 48.63

MDCS-SGA 48.47 28.96 20.96 47.75 28.29 20.71 100.0 100.0 100.0 74.09 59.94 52.22
DRA 52.08 32.42 23.88 51.67 31.65 23.73 100.0 99.95 99.95 80.79 67.72 60.64

MDCS-DRA 56.30 36.41 28.00 55.32 34.58 26.21 100.0 99.97 99.98 82.63 71.04 63.75
SA-AET 57.90 38.93 29.81 57.41 38.14 30.06 99.96 99.97 99.93 84.51 73.48 66.63

MDCS-SAAET 62.80 44.26 34.89 62.43 42.56 34.53 100.0 99.95 99.93 85.70 76.12 70.44

CLIPCNN

Co-Attack 29.49 13.26 8.28 31.83 15.11 9.81 53.15 36.11 28.78 97.79 94.29 92.26
SGA 36.58 19.14 11.90 38.47 20.38 14.19 62.69 47.46 38.64 99.96 99.84 99.68

MDCS-SGA 40.53 21.90 14.64 43.28 24.11 17.05 66.58 52.15 44.23 99.96 99.97 99.95
DRA 41.09 21.58 14.41 43.25 23.59 16.36 70.89 55.21 46.46 99.75 99.70 99.32

MDCS-DRA 45.60 25.67 18.05 48.17 27.71 20.31 75.70 61.02 52.57 99.96 99.92 99.78
SA-AET 43.57 24.85 17.35 47.04 26.65 19.24 72.61 57.95 50.20 99.92 99.84 99.76

MDCS-SAAET 50.71 31.17 22.87 53.04 33.03 24.24 79.13 66.90 59.04 100.0 99.95 99.90

MSCOCO (Text-Image Retrieval)

Source Attack
ALBEF TCL CLIPViT CLIPCNN

R@1 R@5 R@10 R@1 R@5 R@10 R@1 R@5 R@10 R@1 R@5 R@10

ALBEF

Co-Attack 98.33 96.60 95.30 64.19 46.17 37.83 57.36 42.19 35.53 60.74 45.90 38.77
SGA 99.95 99.81 99.73 87.96 76.98 70.35 70.01 55.43 48.06 70.95 56.31 49.00

MDCS-SGA 99.99 99.95 99.92 88.28 77.93 71.47 70.88 56.85 49.08 72.08 57.69 50.76
DRA 99.96 99.79 99.66 90.01 80.25 73.80 74.89 61.34 53.78 75.11 61.74 54.39

MDCS-DRA 99.97 99.89 99.82 90.92 81.56 75.38 76.28 62.76 55.42 77.42 63.53 56.37
SA-AET 99.99 99.96 99.92 96.87 93.16 90.34 79.99 68.16 61.23 80.86 68.58 61.39

MDCS-SAAET 99.99 99.96 99.93 97.25 94.02 91.46 81.91 70.70 63.88 82.51 70.60 63.92

TCL

Co-Attack 72.41 56.37 48.16 97.87 95.32 93.42 62.33 46.90 39.68 66.45 49.95 42.72
SGA 93.07 87.82 84.17 100.0 100.0 100.0 64.89 50.93 43.85 67.46 53.56 46.29

MDCS-SGA 94.29 89.04 85.66 100.0 100.0 100.0 67.56 52.76 45.77 69.72 56.45 49.05
DRA 95.74 91.87 89.31 99.99 99.99 99.98 75.14 61.13 53.92 76.87 63.69 56.22

MDCS-DRA 96.49 92.67 90.14 100.0 99.99 99.99 76.68 63.53 56.24 78.68 65.78 58.75
SA-AET 98.06 95.93 94.57 99.99 99.95 99.94 79.96 67.85 61.25 81.09 69.43 62.51

MDCS-SAAET 98.17 96.16 94.94 99.99 99.97 99.93 81.55 70.18 63.87 83.07 71.90 65.28

CLIPViT

Co-Attack 36.69 22.86 17.71 38.42 23.51 17.88 96.72 91.28 85.46 58.45 43.78 36.77
SGA 51.04 33.62 27.06 50.83 34.42 27.92 100.0 100.0 100.0 75.59 63.21 56.28

MDCS-SGA 54.76 36.70 29.42 53.25 36.42 29.66 100.0 100.0 100.0 78.42 66.56 59.98
DRA 61.51 43.47 36.22 60.81 43.89 36.16 100.0 100.0 99.99 84.61 74.06 67.92

MDCS-DRA 64.52 46.76 38.89 62.95 46.17 38.31 100.0 100.0 99.99 86.00 77.26 71.28
SA-AET 66.21 49.54 42.24 65.50 49.36 41.87 99.99 99.97 99.95 87.32 77.99 72.27

MDCS-SAAET 70.09 53.98 46.53 68.75 52.97 45.26 100.0 99.98 99.98 89.18 80.13 74.96

CLIPCNN

Co-Attack 41.50 26.14 20.51 43.44 27.92 21.61 60.15 45.53 38.56 98.54 96.16 94.71
SGA 46.29 30.00 23.70 48.75 32.86 26.01 67.89 53.23 46.93 99.95 99.85 99.76

MDCS-SGA 50.04 32.89 26.19 51.72 35.26 27.89 72.24 58.48 51.84 99.97 99.96 99.94
DRA 52.32 35.71 28.85 54.26 37.89 30.60 74.83 62.53 55.45 99.93 99.76 99.64

MDCS-DRA 56.64 39.42 32.21 57.84 41.30 33.90 78.85 66.94 60.37 99.97 99.91 99.84
SA-AET 54.86 38.13 31.21 57.84 40.16 32.96 76.95 64.59 57.86 99.91 99.81 99.65

MDCS-SAAET 60.76 44.01 36.78 62.13 45.37 37.92 82.75 71.77 65.13 99.97 99.91 99.80
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