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6. Convergence Analysis of MDCS-MI

Lemma 4. [28] V&1, z2 € R%, we have
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Lemma 5. Let1 > X\ > 0and 3 > 0. Let B; = BA~L.

Suppose {m11}32, is generated by MDCS-MI. Then there
exits a My > 1 such that
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Lemma 6. Let 1 > A\ > Oand B > 0. Let 3, = AL
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From Lemma 4, we know

g — a3 -
= [|Pq, —1(5321‘1” + arDymyy) — PQ,D;l(w*)HQD;l

< ||wad’u + thDtmt+1 — $*||2D;1

adv

o * (|2 2
||m €T ||Dt_l + ||atDtmt+1||D;1

—+ 2ozf<mt+1, :dev — .’B*>

adv

o * (|2 2
||m € ||Dt_l + ||atDtmt+1||D;1

Va J(m:‘ldv) adv __ CC*>

2 = v 7
M W P TR

Rearrange the inequality, we have

2at d d
<v J( a v) padv _ ZE*>

IV T (@)1 '
P A P

adv

- HatDthl’lHD;l _2atﬂt<mtth _w*>7

i.e.,
1
IV d (29)]11

d
||CE?+1{ - ||D—1 - Hw D_1 _ atht+1||2

<V J( adu) w?du —CL'*>

adv_m ||

20lt 2

— Bi(my, 2} — a¥)

d d
L P e R P L
- 20[t 2
_ Bralmil? Billzp® — ||
2 20[15 ’
Using the property of concave functions,
<v J( adv) m?d”, >< J( ad”)f(](m*)_
Then
J(@*) — J (@)
M
g — 212, — gy — 2%,
- 204
n almeal® | Bro|lme]? ﬁtHwad“ z|?
2 2 204 ’

Summing this inequality from £ = 1 to T, we obtain
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To bound P;, we have
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Combining (14), (15) and (16), we have
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This completes the proof of Theorem 3.

7. Pseudocode for MDCS-MEF and MDCS-
OPS

For clarity, we give the detailed descriptions of MDCS-
MEF (Algorithm 2) and MDCS-OPS (Algorithm 3) for im-
age classification tasks.

Algorithm 2 MDCS-MEF

Input: Loss function J, a raw example x with ground-truth
label y, the perturbation size e, momentum parameter
0 < B; < 1, step-size oy > 0, maximum iteration 7T,
the outer/inner decay factor poyter/thinner; the number
of randomly sampled examples, N; neighborhood ra-
dius &, exploration radius 7.

1: Initialize g% = =, do; = 1. gg“ = 0;
{gznnm}N L= 0 wadv =z = E/T

2: repeat N

3 {my, n}n | € Uy(xgdv)

4@ Az t,n,}n:l = {@in ), + & sign( ginrer) M)
!’ N

5: {gt n}flv 1= Vz‘]({wtﬂ}L 1)
N

6: {gmner N _ \|{{ggtt;:1}}7?:11|\1 Mznner{g“mer 71:/—1

7. gouter — NJ goute'r + Z {(]t n}n 1

' t outer ¢ N 2=i=1 [{ge,n}N_1 11

8: dt,i = mln(lgﬂ%r‘, dt—l,i)9

9: Dt = dlag(dt)

10 afly =Py D_l(wtd + oy - Dy - gouter).

1: until¢t =T

Output: x4,




Algorithm 3 MDCS-OPS

Input: Loss function J, araw example & with ground-truth
label y, the perturbation size ¢, the maximum iteration
T and decay factor u; Level list Kjii; Radius list Ryg;
Number of operator samples N,,; Number of perturba-
tion samples N.
1: Initialize wgd” =z, do; = 1, a = ¢/Tymg =
0,Ay=0.
2: repeat
3 g=Vel(f(a+A).y).
4 for ¢ in S(D, N.) do
5: for op in S(P, N,,) do
6
7
8
9

g=g+ VaJ[f(op(x + A;+9)),y]
end for
end for

9= NN

10: mt+1:u~mt+ﬁ.

11: dt,i Zmin(ﬁ,dt_l,i),

122 D; = diag(d;),

13: Ajyg = PQ7D;1(AZ- +ag - Dy -myyq).
14: untilt =T

Output: x4,

8. Additional Experiments

This section presents more experimental results to provide a
comprehensive empirical evaluation of the proposed meth-
ods on image classification, Visual Question Answering
(VQA), and cross-modal retrieval tasks.

8.1. Image Classification Tasks
8.1.1. Transferability and Stability

In this subsection, we extend our evaluation to include ad-
ditional source models, namely VGG16 and ViT-B/16. The
success rates of these transfer attacks are quantified in Tab.
5. The results clearly demonstrate that our derived MDCS
strategy consistently enhances adversarial transferability
compared to the baseline attacks. Notably, the MDCS-OPS
variant achieves the highest attack success rate in the black-
box setting, establishing a new state-of-the-art. As shown in
Fig. 7, integrating the MDCS strategy into TI and SI signifi-
cantly enhances the iterative stability of adversarial attacks.

8.1.2. Convergence Behavior

To make a through comparison, we also investigate the
white-box and black-box attack convergence behavior of
loss function J(x¢", ) with respect to the number of it-
erations. The relationship between the value of loss func-
tion J(x¢%, y) and the number of iterations is shown in
Fig. 8. We summarize three key findings: (1) Overfit-
ting is observed in I-FGSM and MI-FGSM. (2) The sta-

bility of black-box ASR ensures that whenever the iteration

is stopped, relatively good and reliable transferability can
be provided. (3) From an optimization perspective, Fig.8
clearly verify the overfitting of I-FGSM and MI-FGSM,
and the stability of our MDCS. Naturally, if the concerned
momentum is already stable like that in OPS, gains from
MDCS are moderate.

To sum up, stability refers to maintaining performance
across iterations without degradation. The degradation in
black-box ASR typically indicates overfitting. Therefore,
stability contributes to improved transferability.

8.1.3. Ablation Study

Here, we investigate the impact of the step-size parameter ~y
on the performance of MDCS-MI, which governs the trade-
off between transferability and imperceptibility. According
to [49], there remains a notable lack of consensus and at-
tention regarding the proper metrics for evaluating imper-
ceptibility. A popular proxy measure of imperceptibility is
the L,-norm of the perturbation. It offers a good trade-off
between simplicity, mathematical tractability, and practical-
ity in applications [34]. Recent research [48, 49] suggests
that it is problematic to solely constrain all attacks with the
same L, norm bound without more comprehensive com-
parisons. Thus, we employ 7 different metrics as the in-
dicators of imperceptibility of the crafted AEs, including
the Average L, Distortion (ALD,,), Average L Distortion
(ALD,) [23], Peak Signal-to-Noise Ratio (PSNR), Struc-
tural Similarity Index Measure (SSIM), Multi Scale Struc-
tural Similarity Index Measure (MS-SSIM), Frechet Incep-
tion Distance (FID) [16], Learned Perceptual Image Patch
Similarity (LPIPS) [47]. As shown in Fig. 9, the attack
successful rate of MDCS-MI increases with the growth of
v (varied within the range of 0.25 to 10). The rate plateaus
at around 47% when + is greater than 2. For impercepti-
bility, the increase of v leads to a significant improvement
in all metrics except for FID and ALD,(p = oo). There-
fore, a holistic assessment with diverse metrics is essential
for evaluating the imperceptibility of AEs. By balancing the
transferability and imperceptibility in our experiment, ~ is
determined by simple grid search over the range [2, 4].

8.2. VQA Tasks

VQA serves as a practical application of large multimodal
models, in which the model is tasked with generating an
open-ended answer from a given image and an associated
question. In contrast to adversarial attacks on image classi-
fication, white-box attacks for VQA have not achieved sat-
isfactory performance [5, 44]. Therefore, this subsection
specifically investigates white-box attacks on VQA, utiliz-
ing image perturbation techniques.

We conduct experiments on the TextVQA dataset [33],
targeting two representative VLMs: LLaVA-1.5 [25] and
PrismVLM [18]. To validate the effect of our MDCS,
we focus on attacking visual encoders to generate AEs
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Figure 7. Stability comparison of SI and TI (based on MI-FGSM). We employ Res50 as surrogate model and Inc-v3 as target model with

€ = 16/255.
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Figure 8. Dynamics of white-box and black-box losses. We employ Res50 as surrogate model and Vis-S as target model.

for LLaVA-1.5 and PrismVLM, respectively. The white-
box attack success rates are reported for two input types:
Pure (raw textual questions) and OCR (augmented prompts
that incorporate both raw questions and OCR-extracted text
from the images).

The notations Pre, Posty in Tab. 6 refer to accuracy
(%) for pre-attack, post-attack under normal setting, respec-
tively. ASR represents the Attack Success Rate, which is
derived from the values of Pre and Posty. Tab. 6 presents
the attack success rates of our method compared to sev-
eral baselines. MDCS-MI consistently achieves the high-
est rates across all experimental settings. The performance
gain is particularly significant on the PrismVLM model,
achieving an improvement of 3.0% and 4.1% in the Pure
and OCR settings, respectively. Fig. 10 presents a side-by-
side comparison of the images and PrismVLM’s answers on
the textVQA dataset before and after being subjected to the

MDCS-MI attack.

8.3. Cross-Modal Retrieval Tasks

In the main text, we have reported R@1 attack success rates
for cross-model transferability experiments for conciseness.
In this subsection, we present the complete evaluation re-
sults for both image-text and text-image retrieval tasks on
the Flickr30K (Table 7) and MSCOCO (Table 8) datasets.
These results include attack success rates at R@1, R@5,
and R@10.

These results validate the general applicability of our
MDCS module. Integrating MDCS with a spectrum of
attack frameworks, from foundational methods like SGA
and DRA to the state-of-the-art SA-AET, yields consis-
tent performance gains. In each tested cross-model trans-
ferable scenario, MDCS-SGA, MDCS-DRA, and MDCS-
SAAET demonstrably outperform their baseline counter-



-
SR 0.60 -
- 0.59
.59
é 40 4 —
w2
2 Z 0581
S 331 Z
z 0.57
-
) 0.56
S 36+
£
< b= 0.5 H+—F7T—"T——F——T—F—T—
0 1 2 3 4 5 6 7 8 9 10 0 1 2 3 4 5 6 7 8 9 10
Y Y
0.066
- - 231
8 0.064 N
I [
=3 Attt Q22
0.062 - Q
a a
= =
< 2 21
0.060 -
0 1 2 3 4 5 6 7 8 9 10 0 1 2 3 4 5 6 7 8 9 10
Y Y
25.50
. 0.900+ 25.25 ]
E «—
= & 25.00
% 0.895 - 4
& £ 2475
2 .
0.890 - 24.50
24254+
0 1 2 3 4 5 6 7 8 9 10 0 1 2 3 4 5 6 7 8 9 10
Y Y
0.39
0.38
70
N
— w0374
a s
o I~
= 65 & 0364
0.35 -
6()-I T T T T T T T T T T 0.34-I T T T T T T T T T T
0 1 2 3 4 5 6 7 8 9 10 0 1 2 3 4 5 6 7 8 9 10
Y Y

Figure 9. Ablation study on the value of v for MDCS-MI. We employ Res50 as surrogate model and Inc-v3 as target model.

parts. This confirms that MDCS functions as a potent and
model-agnostic component for amplifying the transferabil-
ity of adversarial attacks across various VLP architectures
and metrics.



Table 5. Transferability comparisons across different networks. AEs are crafted for VGG16 and ViT-B/16. The best results
are marked in bold. The gray area represents adversarial attacks under a white-box setting, the rest are black-box attacks.

Model ‘ Attack ‘ Res50 VGG16 Mob-v2 Inc-vd VIT-B PiT-B  Vis-S
I-FGSM 35.8 99.9 62.9 27.1 8.0 15.5 25.1

MI 59.1 99.8 80.2 55.9 15.6 29.6 444

MDCS-MI 59.5 99.8 81.0 59.9 17.5 30.3 45.9

VMI 74.1 99.8 88.6 72.9 26.1 44.2 60.9

EMI 74.6 100.0 90.5 69.8 21.5 38.9 57.9

VGG16 GRA 71.3 100.0 89.9 79.6 27.0 427 58.0
MUMODIG 90.6 100.0 96.4 90.2 31.3 54.9 78.3

PGN 72.1 100.0 89.4 80.8 28.0 44.9 58.6

MEF 83.0 99.9 93.9 82.8 31.9 51.6 70.3

MDCS-MEF 85.7 99.9 93.5 83.9 34.8 55.8 73.3

SIA 92.9 100.0 98.1 86.9 35.5 61.9 84.8

OPS 97.4 100.0 99.2 99.1 63.7 80.1 93.4

MDCS-0OPS 98.1 100.0 99.6 99.3 66.7 82.3 93.9

I-FGSM 18.0 37.8 35.5 254 99.9 29.0 28.6

MI 41.2 63.9 58.7 47.3 100.0 50.2 51.0

MDCS-MI 45.7 70.8 61.3 53.0 100.0 54.0 55.1

VMI 54.6 68.9 64.7 56.2 100.0 67.5 67.3

EMI 59.3 75.9 71.8 64.7 100.0 72.2 74.7

VIT-B/16 GRA 66.8 76.1 74.3 71.4 99.6 80.3 80.4
MUMODIG 73.2 78.6 77.2 75.0 994 83.7 82.8

PGN 69.8 79.4 774 754 99.6 84.2 85.2

MEF 75.0 81.1 82.8 78.1 99.3 88.2 88.1

MDCS-MEF 74.8 84.1 84.6 80.1 99.8 88.0 88.0

SIA 84.2 86.8 86.8 78.3 99.9 914 91.5

OPS 91.2 93.8 93.9 94.4 99.3 95.9 96.0

MDCS-OPS 93.9 95.9 96.0 96.6 99.9 97.7 98.3
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Figure 10. A comparison between responses from the clean image
and the adversarial image generated by MDCS-MI against pris-
mVLM. Image and questions source are from textVQA.

Table 6. The white-box adversarial attacks of Pure and OCR
VQA tasks in VLMs.

Model ‘ Type ‘ Attack Pre Posty ASR
FGSM 473 372 101
PGD 473 221 252
Pure MEF 473 221 252
MI 473 209 264
MDCS-MI 473 209 264
LLaVA-1.5 FGSM 585 537 48
PGD 585 375 210
OCR MEF 585 363 222
MI 585 372 213
MDCS-MI 585 354  23.1
FGSM 569 413 156
PGD 569 261 308
Pure MEF 569 258 311
MI 569 260 309
. MDCS-MI 569 22.8 34.1
PrismVLM FGSM 619 497 122
PGD 61.9 314 305
OCR MEF 61.9 311 308
MI 619 316 303
MDCS-MI 619 270 34.9




Table 7. Detailed comparison of attack success rates on Flickr30K dataset. The gray-shaded cells represent attacks in a
white-box setting, while the remaining cells show results for black-box transfer attacks. We report the attack success rates
(%) for cross modal retrieval tasks using R@1, R@5, and R@10 metrics. The adversarial perturbations are constrained by
an Lo, norm of 8/255, generated over 10 iterations with a step-size of 2/255.

FLICKR30K (Image-Text Retrieval)

ALBEF TCL CLIPyir CLIPcy
Source | Attack | Rel R@5 R@I0 | R@I R@5 R@I0| R@ R@5 R@I0| R@l R@5 R@I0
Co-Attack 97.1 9459 9260 | 3952 2040 1453 | 2982 1173 661 | 3129 1173 577
SGA 9979 99.80 99.80 | 87.67 77.09 70.54 | 3804 1911 1311 | 41.63 2156 14.62
MDCS-SGA | 1000 1000 1000 | 9178 8211 7675 | 4135 2264 1555 | 4508 2590 17.71
ALBEF DRA 9979 99.80 99.80 | 89.78 8090 7575 | 46.63 2430 1860 | 5032 2791  20.19
MDCS-DRA | 999 9980 99.80 | 9326 85.63 7926 | 49.94 2835 2043 | 5556 32.66  23.38
SA-AET 99.9  99.80 99.80 | 9631 9256 8958 | 5423 3313 2490 | 5888 37.53 2750
MDCS-SAAET | 999 9990 99.90 | 9652 9447 91.88 | 60.25 38.53 29.17 | 60.54 4271 3213
Co-Attack 4984 2745 6036 | 91.68 8523 8096 | 32.64 1340 681 | 3206 1427  8.14
SGA 9333  87.17 8370 | 100.0 1000 1000 | 3742 1828 1220 | 42.02 2273 1565
MDCS-SGA | 95.10 90.08 87.10 | 100.0 1000 100.0 | 4245 2118 1575 | 4687 2674 2029
TCL DRA 9531 9118 89.80 | 100.0 1000 99.90 | 4626 2638 1850 | 50.70 30.66 21.83
MDCS-DRA | 96.66 9248 9070 | 1000 100.0 1000 | 50.92 2835 20.83 | 56.19 34.88 2544
SA-AET 98.85  96.69 9540 | 100.0 1000 1000 | 53.99 3302 2642 | 59.64 3996 3038
MDCS-SAAET | 99.17  96.69 96.10 | 1000 1000 1000 | 57.79 3925 2917 | 6271 4419 3429
Co-Attack 855 150 050 | 1001 201 070 | 785 574 4553 | 29.50 1142  6.08
SGA 2158 802 510 | 2466 945 491 | 1000 1000 999 | 5249 3404 2523
MDCS-SGA | 2930 1323 860 | 3056 1307 852 | 1000 1000 1000 | 57.60 3732 2873
CLIPyir DRA 2795 1192 790 | 2908 1256 772 | 100.0 9990 99.80 | 6245 4281 3172
MDCS-DRA | 3441 1563 1140 | 3551 1508 992 | 1000 1000 1000 | 6845 4651  37.08
SA-AET 3597 1974 1530 | 3793 1990 1383 | 1000 1000 1000 | 69.09 50.11  42.12
MDCS-SAAET | 4234 2335 1830 | 4352 2503 17.84 | 1000 1000 1000 | 7318 5529 46.34
Co-Attack 1053 1.60 040 | 1254 201 070 | 2724 1205 650 | 9591 8975 8599
SGA 1502 471 250 | 1834 633 321 | 3951 1983 1270 | 100.0 99.58 9938
MDCS-SGA | 19.19 862 500 | 2392 925 601 | 45890 2430 17.68 | 99.87 99.68  99.59
CLIPexn DRA 1908 641 330 | 2202 7.4 301 | 4834 2648 1799 | 100.0 99.58  99.28
MDCS-DRA | 2304 1002 640 | 2582 1045 651 | 5583 3198 2215 | 100.0 99.68 99.59
SA-AET 2388 912 600 | 2518 1005 691 | 5460 3126 2378 | 1000 100.0  99.79
MDCS-SAAET | 30.76 1393 10.00 | 3340 1568 10.52 | 6172 4133 3150 | 100.0 100.0  100.0

FLICKR30K (Text-Image Retrieval)

\ \ ALBEF TCL CLIPyir CLIPcan

Source | Attack | Rel R@5 R@I0 | R@1 R@5 R@I0| R@ R@5 R@I0| R@l R@ R@I10
Co-Attack 9836 9641 9486 | 51.24 3190 2441 | 3892 2331 1701 | 41.99 2518 1855

SGA 99.95 99.88 99.88 | 87.88 77.07 7094 | 46.17 2840 21.96 | 5036 3224 24.67

MDCS-SGA | 9998 9996 99.96 | 9124 8187 7555 | 4971 30.88 2368 | 5393 3515 27.69

ALBEF DRA 99.91 99.92 9986 | 90.52 8205 7642 | 5728 38.15 2987 | 59.11 4141 3359
MDCS-DRA | 9998 99.92 9992 | 9298 8567 80.63 | 59.31 4074 3195 | 6244 4520 36.05

SA-AET 100.0 9990 9990 | 96.19 9221 8932 | 6350 4595 3681 | 65.18 4837  39.87

MDCS-SAAET | 100.0 9994 9992 | 96.71 9324 9048 | 67.01 49.19 4086 | 67.89 51.80 43.51
Co-Attack 60.36 4159 3326 | 9548 90.32 86.74 | 42.69 2644 2037 | 4782 3047 23.13

SGA 9284 8731 8346 | 100.0 100.0 100.0 | 4639 29.57 2250 | 51.36 3338 2523

MDCS-SGA 94.69 89.54 86.78 | 100.0 100.0 100.0 | 49.19 31.58 2505 | 5571 37.17 2833

TCL DRA 9535 91.57 89.04 | 100.0 9998 99.94 | 56.80 3931 31.62 | 61.54 43,57 35.01
MDCS-DRA 9642 9292 9096 | 100.0 100.0 100.0 | 59.76 4191 35.02 | 65.01 46.89  38.60

SA-AET 0848 96.82 9543 | 9998 9996 99.96 | 63.27 46.13 3842 | 6844 50.68 42.04

MDCS-SAAET | 9888 97.13  96.20 100.0 100.0 99.98 | 6598 49.71 42.02 | 71.01 5420 45.92
Co-Attack 20.18 9.54 7.12 21.29  9.51 6.78 8750 7795 7340 | 3849 23.19 1787

SGA 3489 18.07 13.69 | 3583 1879 14.11 100.0  100.0 100.0 | 60.38  42.58  35.19

MDCS-SGA 40.69 2190 16.28 | 39.81 2245 16.02 | 100.0 100.0 100.0 | 66.00 4820 39.71

CLIPyir DRA 4329  24.63 18.82 | 44.83 2576 1939 | 100.0 100.0 99.96 | 69.47 53.88  45.06
MDCS-DRA 48.15 28.63  21.69 | 4840 28.65 2224 | 1000 100.0 100.0 | 73.41 57.79 49.24

SA-AET 5028  32.08 2576 | 51.36 32.77  26.18 100.0 9998 9998 | 74.00 5922  51.62

MDCS-SAAET | 5486 36.89 2932 | 5545 3649 29.16 100.0 9998 9996 | 77.53 63.15 55.61
Co-Attack 23.62 11.40 8.21 26.05  12.69 8.79 40.62 2471 1882 | 96.50 9275 90.35

SGA 28.60 1499 1092 | 3226 17.32 12,67 | 51.16 3345 2556 | 100.0 99.90 99.73

MDCS-SGA 3344  17.86 1290 | 3648 19.02 14.09 | 5622 38.64 30.14 | 100.0 99.95 99.86

CLIPcan DRA 3396 1850 1349 | 3745 2074 15.13 | 59.02 4055 3275 | 9993 9959 99.28
MDCS-DRA 3943 2229 16.60 | 41.05 2353 17.83 | 63.89 4560 36.89 | 100.0 99.93 99.82

SA-AET 37.89  21.68 1652 | 41.69 2433 18.14 | 63.14 4445 3552 | 9997 99.78 99.62

MDCS-SAAET | 45.02 27.71 21.17 | 47.57 30.10 22.68 | 69.56 52.18 43.76 | 9997 99.88  99.82




Table 8. Detailed comparison of attack success rates on MSCOCO dataset. We report the attack success rates (%) for both
Image-Text Retrieval and Text-Image Retrieval tasks using R@1, R@5, and R@10 metrics. The adversarial perturbations
are constrained by an L., norm of 8/255, generated over 10 iterations with a step size of 2/255.

MSCOCO (Image-Text Retrieval)

| | ALBEF TCL CLIPyir CLIPcxn

Source | Attack | Rel R@5 R@I0| R@l R@5 R@I0| R@1 R@5 R@I0| R@l R@S R@I0
Co-Attack 96.65 9474 9312 | 5733 3724 2853 | 5071 33.10 2644 | 5206 33.89 27.47

SGA 99.95 9970 99.65 | 87.22 7639 6934 | 64.06 4676 39.02 | 6334 4767 39.72

MDCS-SGA | 100.0 99.96 99.84 | 8823 77.94 70.73 | 6494 4908 4044 | 66.12 49.63 4183

ALBEF DRA 99.92 99.68 9944 | 8878 7881 7224 | 6921 5256 4397 | 69.06 5213  43.87
MDCS-DRA | 1000 99.85 9977 | 9029 80.75 74.00 | 71.77 5426 4561 | 71.19 5504 46.49

SA-AET 1000 9996 99.96 | 9698 9345 90.11 | 76.61 6151 5376 | 7532 61.03 53.19

MDCS-SAAET | 100.0 99.96 9994 | 97.54 9403 91.04 | 79.28 65.25 5733 | 78.05 64.16 56.44
Co-Attack 6522 4539 3643 | 9495 91.18 89.08 | 5528 38.04 29.73 | 56.68 37.31  29.82

SGA 9278 8695 83.68 | 100.0 9998 99.96 | 58.68 44.11 36.70 | 61.05 4591  38.36

MDCS-SGA 9350 88.63 8536 | 100.0 100.0 100.0 | 62.15 4639 39.56 | 62.44 48.68  40.94

TCL DRA 94.61 9049 8790 | 100.0 100.0 99.96 | 71.08 5481 4653 | 7029 5494 4589
MDCS-DRA 95.64 9181 89.05 | 100.0 100.0 99.98 | 7230 5636 48.76 | 72.82 57.71  48.58

SA-AET 9796 9578 9395 | 1000 9998 9996 | 76.00 6154 5463 | 7564 61.00 53.51

MDCS-SAAET | 98.12 9597 9455 100.0 99.96 99.90 | 78.33 64.84 5729 | 79.12 65.79 56.86
Co-Attack 2635  11.97 7.20 2823  12.89 8.19 88.78 7821 7098 | 4736 3149 2529

SGA 4388 2553 17.99 | 4373 2544 1823 | 100.0 100.0 100.0 | 71.60 56.46  48.63

MDCS-SGA 4847 2896 2096 | 47.75 2829  20.71 100.0  100.0  100.0 | 74.09 59.94  52.22

CLIPvir DRA 52.08 3242 2388 | 51.67 31.65 2373 | 100.0 9995 9995 | 80.79 67.72  60.64
MDCS-DRA 5630 3641  28.00 | 5532 3458 2621 100.0  99.97 9998 | 82.63 71.04 63.75

SA-AET 57.90 3893 2981 | 5741 38.14 30.06 | 9996 9997 99.93 | 84.51 7348  66.63

MDCS-SAAET | 62.80 44.26 34.89 | 6243 42.56 34.53 100.0 99.95 9993 | 8570 76.12 70.44
Co-Attack 29.49  13.26 8.28 31.83  15.11 9.81 53.15  36.11 2878 | 97.79 9429  92.26

SGA 36.58 19.14 1190 | 3847 2038 14.19 | 62.69 4746 38.64 | 99.96 99.84  99.68

MDCS-SGA 40.53 2190 14.64 | 4328 24.11 17.05 | 66.58 52.15 4423 | 9996 9997  99.95

CLIPcx DRA 41.09 2158 1441 | 4325 2359 1636 | 70.89 5521 4646 | 99.75 99.70  99.32
MDCS-DRA 4560 2567 18.05 | 48.17 2771 2031 | 7570 61.02 5257 | 99.96 99.92  99.78

SA-AET 4357 2485 1735 | 47.04  26.65 19.24 | 72.61 5795 5020 | 9992 99.84 99.76

MDCS-SAAET | 50.71 31.17 22.87 | 53.04 33.03 2424 | 79.13 6690 59.04 | 100.0 99.95 99.90
MSCOCO (Text-Image Retrieval)

\ \ ALBEF TCL CLIPyir CLIPcxy

Source | Attack | pe] R@5 R@I0 | R@l R@5 R@I0 | R@l R@S R@I0 | R@l R@S R@I0
Co-Atack | 9833 9660 9530 | 64.19 46.17 37.83 | 5736 4219 3553 | 60.74 4590 3877

SGA 99.95 9981 99.73 | 87.96 7698 7035 | 70.01 5543 4806 | 70.95 5631  49.00

MDCS-SGA | 9999 9995 9992 | 8828 7793 7147 | 7088 5685 49.08 | 72.08 5769 50.76

ALBEF DRA 99.96 9979 99.66 | 90.01 8025 7380 | 74.89 6134 5378 | 75.11 6174 5439
MDCS-DRA | 99.97 99.89 9982 | 9092 81.56 7538 | 7628 6276 5542 | 7742 6353 5637

SA-AET | 99.99 9996 99.92 | 9687 9316 9034 | 79.99 6816 6123 | 80.86 6858 6139

MDCS-SAAET | 99.99 99.96 9993 | 97.25 9402 9146 | 8191 70.70 63.88 | 82.51 70.60 63.92
Co-Attack 7241 5637 48.16 | 97.87 9532 9342 | 6233 4690 39.68 | 66.45 49.95 4272

SGA 93.07 87.82 84.17 | 100.0 100.0 100.0 | 64.89 5093 4385 | 67.46 53.56 46.29

MDCS-SGA 9429 89.04 85.66 | 100.0 100.0 100.0 | 67.56 5276 4577 | 69.72 56.45  49.05

TCL DRA 9574 91.87 8931 | 9999 9999 9998 | 75.14 61.13 5392 | 76.87 63.69 56.22
MDCS-DRA 96.49 92,67 90.14 | 100.0 99.99 99.99 | 76.68 63.53 5624 | 78.68 65.78  58.75

SA-AET 98.06 9593 9457 | 99.99 9995 9994 | 7996 6785 6125 | 81.09 6943 62.51

MDCS-SAAET | 98.17 96.16 9494 | 9999 9997 9993 | 81.55 70.18 63.87 | 83.07 7190 65.28
Co-Attack 36.69 2286 17.71 | 3842 2351 17.88 | 96.72 9128 8546 | 5845 43.78  36.77

SGA 51.04 33.62 27.06 | 50.83 3442 2792 | 100.0 100.0 100.0 | 75.59 63.21  56.28

MDCS-SGA 5476 3670 2942 | 5325 3642 29.66 | 100.0 100.0 100.0 | 78.42 66.56  59.98

CLIPyir DRA 61.51 4347 3622 | 6081 4389 36.16 | 100.0 100.0 99.99 | 84.61 74.06 6792
MDCS-DRA 6452 4676  38.89 | 6295 46.17 3831 100.0  100.0 99.99 | 86.00 77.26  71.28

SA-AET 66.21 4954 4224 | 6550 4936 41.87 | 99.99 9997 9995 | 8732 7799 72.27

MDCS-SAAET | 70.09 5398 46.53 | 68.75 52.97 45.26 100.0  99.98 99.98 | 89.18 80.13 74.96
Co-Attack 4150  26.14 2051 | 4344 2792  21.61 | 60.15 4553 3856 | 98.54 96.16 94.71

SGA 4629  30.00 2370 | 48.75 3286 26.01 | 67.89 5323 4693 | 9995 99.85 99.76

MDCS-SGA 50.04 3289 2619 | 51.72 3526 27.89 | 7224 5848 51.84 | 9997 99.96 99.94

CLIPcxN DRA 5232 3571 2885 | 5426 37.89 30.60 | 7483 6253 5545 | 9993 99.76  99.64
MDCS-DRA 56.64 39.42 3221 57.84 4130 3390 | 78.85 6694 60.37 | 99.97 9991  99.84

SA-AET 5486 3813  31.21 | 57.84 40.16 3296 | 7695 6459 5786 | 9991 99.81  99.65

MDCS-SAAET | 60.76 44.01 36.78 | 62.13 4537 37.92 | 8275 7177 6513 | 9997 9991 99.80
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